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CONTEXT

“China presents a prolific and effective cyber-espionage threat, possesses substantial cyber-attack 

capabilities, and presents a growing influence threat. China’s cyber pursuits and proliferation of 

related technologies increase the threats of cyber attacks against the US homeland, suppression  

of US web content that Beijing views as threatening to its internal ideological control, and the  

expansion of technology-driven authoritarianism around the world.

–  Annual Threat Assessment of the U.S. Intelligence Community, Office of the Director of National Intelligence (2021)2
” 

“The PRC presents a sophisticated, persistent cyber espionage and attack threat to military and critical 

infrastructure systems. The PRC seeks to create disruptive and destructive effects—from denial-of- 

service attacks to physical disruptions of critical infrastructure— to shape decision-making and disrupt 

military operations at the initial stages and throughout a conflict. The PRC believes these capabilities 

are even more effective against militarily superior adversaries that depend on information technologies. 

As a result, the PRC is advancing its cyberattack capabilities and has the ability to launch cyberattacks—

such as disruption of a natural gas pipeline for days to weeks—in the United States. 

–  Military and Security Developments Involving the People’s Republic China: 2021, Office of the Secretary of Defense (2021)3 

” 

“… for the Chinese [government], like the Russians, like the Americans, cyber is an instrument of 

power, and we have to imagine to what purposes they would apply that—which immediately 

points back to the geopolitics of the situation, less so the technology. And so, you have to focus 

on what the end purposes are, and what they will do with this tool and a range of other tools to 

essentially achieve those purposes. 

–Chris Inglis, U.S. National Cyber Director (2022)4

” 

“Regarding public opinion online, if the right voice does not occupy this space, the wrong voice  

will spread. In this battlefield without gunpowder smoke, whether we can stand up and win is 

directly related to national political security, social harmony, and stability.

–  Xi Jinping, President of the People’s Republic of China (PRC), General Secretary of the Chinese Communist Party, and 

Chairman of the Central Military Commission (2020)1

” 



CHINA’S PATH TO OFFENSIVE CYBER POWER
China’s cyberattack capabilities and intentions have 
evolved over several decades, but 2014–15 seems to 
have been a major turning point.

China’s cyber espionage 
and inf luence operations 
often overshadow 
cyberattack capabilities 
in public discourse

Collects defense 
and foreign affairs 

intelligence in 
U.S. and UK 

through 2007 
(Titan Rain )

Aims to 
build new 
integrated 
high-tech 
warfare 
capabilities5

Creates 
military 
force to 
develop 
disruptive 
malware7 

Hacktivists 
disrupt U.S. 
websites after 
U.S. accidental 
bombing of 
China’s 
embassy in 
Kosovo9

Publishes 
“Three Warfares” 
doctrine on 
controlling the 
information 
space 

Forms PLA Strategic Support Force—the culmination 
of two decades of work to unify the military’s cyber, 

electronic, and psychological operations capabilities

Unveils Great Cannon 
DDoS capability

Hires many
people to post 

online unofficially10

Multiple cyberattacks 
prepare for the U.S. pivot 

to Asia, disrupt online 
petitions to the PRC, and 

retaliate against 
Vietnam’s assertion of 

drilling rights

Multiple cyberattacks disrupt a 
referendum on Hong Kong’s 

elections, assert the PRC’s drilling 
rights, and suppress Hong Kong’s 

Democracy Movement

Multiple cyberattacks 
dispute South China Sea 

arbitration favoring the 
Philippines and disrupt 

Vietnam’s aviation sector

Cyberattack 
confronts persistent 

corruption allegations

Multiple 
cyberattacks 
attempt to 
intimidate 
resistant 
politicians in 
Taiwan and 
dispute the 
border with
India

Cyberattack 
disrupts Hong 
Kong’s 
pro-democracy 
protests

Cyberattack 
disrupts 

anti-censorship 
efforts

Sets goal 
to be a 

cyber 
power13

Envisions the 
“extended domain” 
in military theory8

China’s first 
permanent 
internet 
connection6

Spies on U.S. energy 
companies (Night 
Dragon), U.S. 
technology companies 
(Operation Aurora) 
and Tibetan exile 
community and 
multiple governments 
(GhostNet) 

Steals IP 
and business 
strategies from 
U.S. manufacturers 
and high-tech firms 
(APT1)

Steals massive 
amounts of 
PII in breaches 
(e.g., OPM and 
Anthem in 2014 
and Equifax 
in 2017)

Steals 10-20 TB 
of unclassified DOD data11

Breaches Taiwanese ministry 
to spread disinformation12 
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Breaches 
Microsoft 
Exchange servers 
globally

Spreads COVID-19 
disinformation 
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EXECUTIVE 
SUMMARY
Cyberattacksa by the People’s Republic of China (PRC)b pose a 
growing threat to U.S. national security. The PRC has a proven 
pattern of infiltrating the critical infrastructure of its national 
competitors—including the U.S.—and has demonstrated the 
ability to conduct disruptive and destructive attacks against 
key sectors. These attacks have become an integral part of 
Beijing’s playbook to deter and compel its opponents, 
especially the U.S., while minimizing escalation. While many 
documented examples of these offensive operations are 
already public, the lack of cohesive analysis tying these 
operations to the broader PRC strategy hinders U.S. prepared-
ness for this threat.  

This report shows a pattern of PRC cyberattacks over the  
past decade designed to influence countries, organizations, 
and people that threaten the PRC’s stated core interests.  
For example, PRC actors likely: 

	� Knocked the U.S.-based developer platform GitHub offline  
for enabling targeted subversion of PRC censorship 

	�Disrupted semiconductor manufacturing in Taiwan after it 
re-elected a resistant president seeking closer U.S. ties 

	� Infiltrated American natural gas pipeline operators in 
response to the U.S. strategic reorientation to the 
Indo-Pacific 

Now, U.S. critical infrastructure organizations and countless 
companies with global interests face increased risk from PRC 
cyberattacks. Beijing’s intensifying pressure on Taiwan, in 
particular, greatly raises the likelihood of cyberattacks 
disrupting critical supply chains. 

a In this report, the term cyberattack refers to actions taken via 
computers that disrupt, deny, degrade, or destroy data, systems, or 
networks. The term cyberattack does not encompass cyberespionage, 
the gathering of data via a computer from a target system or network. 

b Consistent with U.S. policy since the 1970s, this report uses the terms 
“People’s Republic of China” (PRC) and “China” interchangeably to 
refer to the same entity. Any mention in this report of “China’s” 
actions, intentions, capabilities, and responsibility for cyberattacks 
refers only to the government of China; it does not refer collectively to 
people of Chinese heritage, ethnicity, citizenship, or nationality within 
the PRC or elsewhere.

Organizations that could be impacted by future PRC cyberat-
tacks must make defensive preparations now. To help these 
organizations prepare, this report offers insights and 
actionable advice for the following stakeholders: 

	� Threat analysts: This report presents a framework for 
anticipating and interpreting PRC cyberattacks, relevant 
adversaries, and their tactics.  

	� Chief information security officers (CISOs): This report 
identifies factors that increase an organization’s risk from 
PRC cyberattacks and advises on strategies to prepare for 
this specific threat.  

Finally, this report underpins these findings with more than a 
dozen case studies from the past decade, arming defenders 
with evidence to sharpen their insights. By understanding the 
conditions that ignite PRC cyber offensives, organizations can 
better anticipate when, where, and how those attacks may 
occur—ensuring they are ready to defend against them. 

An oil terminal and tank farm. The U.S. government has 
publicly attributed natural-gas pipeline operator intrusions 
to unspecified “Chinese state-sponsored actors.”2



 KEY ASSESSMENTS 

	� Several different elements of China’s security apparatus—
including the military, statec security, and internet censor-
ship organizations—likely possess distinct cyberattack 
capabilities. These capabilities are deployed by operators 
along a spectrum of acknowledged state affiliation and 
control, from formal units and militias to contractors, 
recruited criminals, and voluntary civilian patriotic actors.

	� PRC state-aligned threat actors have conducted attacks 
such as denial-of-service, data destruction, and deface-
ment, as well as hold-at-risk operations targeting industrial 
control systems (ICS). Targets over the last decade have 
been within China and abroad—including in the United 
States and its close partners.

	� China’s cyberattacks are intended to secure its “core 
interests,” three officially referenced but not formally 
defined matters of vital interest to China related to its 
political system, territory, and economy. Ultimately, 
advancing these interests serves to sustain the legitimacy 
and continuity of the Chinese Communist Party (CCP).

c In this report, the term “state” is used in the political science sense 
of the totality of permanent power structures representing and 
governing people in a territory (i.e., used in the sense of “state 
secrets” or “head of state”), not in the sense of subnational political 
and territorial units unless being explicitly discussed in the context of 
the United States. 

	� The PRC conducts digital espionage worldwide, but its 
known attack operations have been more focused. These 
have involved direct threats to the CCP’s domestic 
legitimacy and primacy or geopolitical competition in the 
Indo-Pacific region. The U.S. is an Indo-Pacific power with 
many states and territories, large military bases, and 
substantial trade and investment in the region.14  

	� The PRC’s cyberattacks frequently mirror its non-cyber 
policy responses to the same problems, such as harassing 
counterclaimants to South China Sea territories with 
substate actors like fishermen and hacktivists. 

	� China will likely mature its cyberattack capabilities in 
response to increasing regional and global competition. 

CASE STUDIES: HOW THE PRC HAS USED CYBERATTACKS TO ADVANCE CORE INTERESTS

CHINA’S 
DOMESTIC 
INTERESTS

FOREIGN 
INFORMATION 
THREATS

	� Disrupting Online Petitions to the PRC (April 2011)  

	� Disrupting Anti-Censorship Efforts (March 2015)  

	� Confronting Persistent Corruption Allegations (2017–2018) 

HONG KONG 
DEMOCRACY 
MOVEMENT

	� Disrupting a Referendum on Hong Kong’s Elections (June 2014)  

	� Suppressing Hong Kong’s Democracy Movement (September to October 2014)  

	� Disrupting Hong Kong’s Pro-Democracy Protests (2019–2020) 

CHINA’S  
FOREIGN 
INTERESTS

COMPETING  
SOUTH CHINA 
SEA CLAIMS

	� Retaliating Against Vietnam’s Assertion of Drilling Rights (2011) 

	� Asserting the PRC’s Drilling Rights (2014)  

	� Disputing South China Sea Arbitration Favoring the Philippines (July 2016)  

	� Disrupting Vietnam’s Aviation Sector (July 2016)

INDO-PACIFIC  
COMPETITION

	� Preparing for the U.S. Pivot to Asia (2011–2013)  

	� Attempting to Intimidate Resistant Politicians in Taiwan (May 2020)  

	� Disputing the Border with India (2020–2022) 
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 HOW THE PRC COMPETES USING  
 CYBERATTACKS 

Power dynamics greatly influence the PRC’s policy, according 
to its leadership. This chart summarizes how PRC threat 
actors have responded to different competitor categories with 
cyberattacks. Threat analysts can use this chart to identify the 
circumstances that lead to various kinds of PRC cyberattacks. 

Recommendations for Threat Analysts to 
 Increase Vigilance 
	� Political Monitoring: Monitor for political developments 
that may trigger response or retaliation by PRC-aligned 
groups. Official policy documents, speeches by senior 
leaders, statements by ministries and agencies, and 
publications by authoritative media outlets like People’s 
Daily, Xinhua, and China Daily often convey Beijing’s 
intentions, motivations, and positions concerning these 
developments. Overlay activity spikes in threat activity—
captured in internal monitoring and external reporting—
with geopolitical activity to investigate possible causes.  

	� Indicators and Warnings: When facing a challenge, the PRC 
typically uses multiple forms of power concurrently, since a 
single policy (e.g., cyberattacks) is unlikely to have a 

decisive impact. To identify possible indicators and 
warnings, monitor for the PRC’s hostile application of 
national pressure on a competitor through non-cyber 
means, such as nearby military exercises, coast guard 
harassment of maritime resource surveys, and banning 
imports from a country.  

	� Threat Actor Profiling: Assess suspected PRC actors’ 
missions, which often reflect geographic or functional 
responsibilities. Major confounding factors in this analysis 
are the use of common contractors and operational 
resources (e.g., tooling, infrastructure) across PRC threat 
groups. This insight can prioritize proactive hunt and 
defensive measures tailored to relevant groups’ tactics, 
techniques, and procedures (TTP).

COMPETITORS MAJOR AREAS OF  
COMPETITION EVIDENCED CYBER THREATS (# CASE STUDY)

NON-STATE  
ENTITIES 
(e.g.  
technology 
companies, 
news outlets, 
activists)

	� Foreign entities 	� Perceptions of PRC internal 

affairs, its political system, 

and the CCP 

	� CCP legitimacy and 

continuity  

	� Distributed Denial of Service (DDoS) attacks against 

offending and enabling entities (#1, #2, #3) 

	� National-level blocking and censorship of offending 

and enabling entities (#2) 

	� Coordinated inauthentic social media messaging (#3) 

	� Domestic entities 	� PRC electoral, judicial, and 

political reform 

	� Hong Kong’s autonomy

	� DDoS attacks against offending and enabling entities 

(#4, #5, #6) 

	�Weaponized data leaks to embroil competitors in 

legal, professional, or public controversy (#4) 

	� Coordinated inauthentic social media messaging (#6)

STATE-LEVEL 
ENTITIES 

	� PRC has a clear power 

advantage (e.g., 

Vietnam, the 

Philippines) 

	� Territorial claims 	� DDoS attacks (#7, #9, #10)  

	� Defacements of websites and digital signage  

(#7, #8, #9, #10) 

	� Data leaks (#10) 

	� PRC lacks a clear 

power advantage (e.g., 

U.S., India, Taiwan) 

	� Territorial claims 

	� Regional hegemony  

	� “Taiwan independence” 

	� Positioning in critical sectors, including in industrial 

control systems (#11, #13) 

	� Data destruction, especially against critical and 

politically significant sectors (#12) 
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 FACTORS INCREASING THE  
 LIKELIHOOD OF TARGETING BY PRC  
 CYBERATTACK OPERATIONS  

This chart identifies factors that increase an organization’s 
likelihood of becoming the target or being impacted by a PRC 
cyberattack, based on the case studies in this report. CISOs 
and other risk management professionals can use this chart to 
inform risk assessments and threat profiles for their organiza-
tions, partners, vendors, and other third parties.  

Recommendations for CISOs to Improve  
Risk Assessments
	�Organizational Resiliency: Assess organizational resiliency 
if there is a heightened threat of cyberattacks against 
specific countries, focusing on sectors most likely to be 
targeted. Evaluate the impact of a disruption on any local 
operations, the broader organization, and its supply chain. 
Assure that relevant organizational risk mitigation strate-
gies exist for these scenarios. 

	� Cyber Risk Generated by Geography: Incorporate geopolit-
ical analysis into cyber risk assessment. Identify disputes 
between the PRC and other countries where your organiza-
tion or its key partners operate. A higher likelihood of 
cyberattacks exists when the PRC—typically via formal 
foreign ministry statements—explicitly frames a nation-
al-level dispute as a threat to its core interests.   

	� Cyber Risk Generated by Sector: The level of threat a 
sector faces from PRC actors differs by country based on 
the international relations context. The PRC has historically 
applied pressure via cyberattacks by targeting critical and 
politically significant sectors. For example, a politically 
significant sector might include semiconductors in the 
context of the Taiwan or oil and gas in the context of Vietnam. 

	� Cyber Risk Generated by Actions: Incorporate cyber risk 
analysis into the organizational messaging risk manage-
ment process, with the participation of operational, legal, 
and public relations stakeholders. The PRC has penalized 
organizations promoting messages perceived as critical of 
PRC territorial claims and internal political management. 
Problematic topics include the PRC’s treatment of its 
Uighur minority, the Dalai Lama, the status of Taiwan, and 
corruption within the PRC government. Organizations face 
greatly heightened risk when their messages target a 
PRC-based audience (e.g., via publication in Mandarin). 
Online pressure tactics include heavy-handed censorship in 
China and coordinated social-media influence operations. 
Cyberattacks constitute a plausible, but yet undocumented 
additional method of applying pressure on companies.  

ORGANIZATIONAL 
ATTRIBUTE MODERATELY INCREASES RISK GREATLY INCREASES RISK 

LOCATION  	� PRC has a clear power advantage (e.g., Vietnam, the 

Philippines) 

	� PRC lacks a clear power advantage (e.g., U.S., 

India, Taiwan) 

SECTOR  	� Critical sectors  

(e.g., transportation, logistics, energy, power) 

	� Academia 

	� News and Media

	� Politically significant sectors (e.g., 

semiconductors) 

	� Political entities (e.g., democracy promotion, 

anticorruption groups) 

ACTIONS 	� Enables online censorship subversion 

	� Publishes anti-PRC messages or messages conflicting 

with core PRC political positions

	� Attempts to specifically subvert PRC online 

censorship  

	� Targets a Chinese audience with an anti-PRC 

message or messages conflicting with core PRC 

political positions
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PRIMARY PRC CYBERATTACK TACTICS  

This chart synthesizes PRC attack operations in this report to 
characterize common threats and their impacts on targeted 
organizations, their partners, and the public. This chart and 
referenced case studies may serve as a basis for risk manage-
ment activities, such as wargaming.  

PRC CYBERATTACK  
THREATS

DISTINGUISHING  
CHARACTERISTICS WITH PRC 

POTENTIAL 
 IMPACTS 

RELEVANT  
CASE STUDIES

Distributed Denial of 
Service (DDoS) attack

	� Often highly excessive volume for 

disrupting websites, indicating 

likely signaling objective 

	� Often uses China-based IP 

addresses

	� Temporary loss of website and 

other online resource availability  

	� Increased hosting costs 

	� Inability to retain DDoS mitigation 

vendors

#1, #2, #3, #4, 
#5, #6, #7, #9

Defacement of websites 
and digital signage

	� Blurred lines in public sources 

between independent hacktivists, 

government-encouraged hacktiv-

ists, and faketivists

	� Loss of communications with key 

audiences 

	� Loss of consumer trust and public 

unrest 

	� Exposure of confidential data

#7, #8, #9, #10

Breach of industrial  
control systems

	� Energy and power sectors 

frequently targeted 

	� Publicly unknown whether access 

has been used to disrupt systems 

	� Unused access may represent 

reconnaissance, prepositioning,  

or signaling

	� Disruption of operational tech-

nology (OT) systems 

	� Supply chain disruptions 

	� Loss of power, water, or other 

utilities for customers

#11, #13

Ransomware 	� A tactic rarely connected to PRC 

government aligned groups in 

public sources  

	� Harm to integrity of data and 

availability of systems 

	� Disruption of business operations 

#12
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Recommendations for CISOs to Strengthen  
Risk Management
	� Supply Chain Resilience: Conduct a full review of your 
supply chain to understand your dependencies and how 
you manage related risks. Layer geopolitical analysis on 
supply chain cyber risk analysis to understand how key 
scenarios—e.g., PRC cyberattacks that directly or indirectly 
target your suppliers—might cascade and impact your 
organization. Evaluate vendors several levels down and 
monitor risks on an ongoing basis. Ensure cybersecurity, 
procurement, and sourcing teams work together in a 
unified effort to support due-diligence, address supply 
chain cyber risk in the context of enterprise-wide risk 
management, and build resilience. 

	�Wargames: Conduct executive-level wargames based on 
observed and plausible escalatory forms of attack opera-
tions by PRC adversaries. Most major U.S. organizations 
should wargame cyberattacks involving the PRC’s long-
term deterrence and coercion of Taiwan and any countries 
that might consider coming to its aid. Additionally, many 
U.S. organizations should consider wargaming cyberattacks 
supporting a hypothetical invasion of Taiwan, especially if 
their supply chains rely on it or they have operations there.  

 – Wargames should consider scenarios where an attack 
directly targets the organization, a partner or vendor (e.g., 
payroll processor), or third-party (e.g., power company). 
Wargames should also include a scenario where a 
cyberattack has already occurred, forcing all business 
operations units (e.g., legal, public relations) to respond 
to the aftermath. Utilize the case studies in this report 
and other sources of threat intelligence to create realistic 
scenarios. Based on these efforts, create or edit an 
organizational resilience response plan and update yearly. 

	� Prevention, Detection, and Response: Understand the 
tactics, techniques, and procedures (TTP) associated with 
PRC threat actors and activity clusters listed in Appendix A. 
Audit or review security controls in place for potential threat 
activity by these adversaries. Develop detection routines 
using a TTP mapping framework like MITRE ATT&CK. Treat 
detected activity attributed to PRC-aligned threat groups as 
possible attack operations, weighing this analytical hypoth-
esis using awareness of the current geopolitical context and 
the organization’s profile. Test and validate response plans 
from in-house and managed service providers and their 
escalation processes up to the board of directors.  

	� Information Sharing: Share information with peers, 
government organizations, and other companies to 
increase community awareness of current adversary activity 
and improve the visibility of your threat landscape. For 
U.S.-based private sector organizations, key government 
information sharing partners include the Cybersecurity and 
Infrastructure Security Agency (CISA), Department of 
Defense Cyber Crime Center (DC3), and the National 
Security Agency (NSA) Cybersecurity Collaboration Center 
(CCC). Engage with relevant sector-specific information 
sharing and analysis centers (ISAC); similar organizations 
exist in many countries other than the U.S. Leverage 
security information and event management (SIEM) and 
security orchestration, automation, and response (SOAR) 
capabilities to automate ingestion of shared information 
and decrease mean time to detect. Greater threat visibility 
increases the likelihood of clear, early indications and 
warnings of future threat activity. 
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      The PRC’s  

“Three Basic Demands”  
                                                                      of the United States

“The first is that the United States must not challenge, 

slander or even attempt to subvert the path and 

system of socialism with Chinese characteristics…

“The third is that the United States must not 

infringe upon China’s state sovereignty, or 

even damage China’s territorial integrity…” 

” 
“The second is that the United States must 

not attempt to obstruct or interrupt China’s 

development process…” 

 Source: “Wang Yi: Underline Three Bottom Lines of China’s Relations 
with the United States,” Embassy of the People’s Republic of China in 
the Republic of Liberia, n.d., accessed March 15, 2022, https://www.
mfa.gov.cn/ce/celr/eng/zgyw/t1895276.htm.
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ANALYTIC 
FRAMEWORK
The following section establishes a framework for under-
standing the conditions that may prompt China to launch 
cyberattacks, the missions of key cyber actors, and the 
purposes of their operations. Specifically, this section covers 
the following topics:

	� The core interests that the PRC vows to secure using all 
available instruments of national power

	� The discrete purpose and tasks of different PRC agencies 
in cyberspace

	�How the PRC likely perceives the strategic importance of 
its cyberattacks.

 CORE INTERESTS 

All PRC policy—military, economic, social, and technology—
ultimately serves to secure the continuity and power of the 
CCP. Since the 1949 founding of the PRC, the CCP has held a 
political monopoly in China. As official party publications 
note, the CCP offers the people of the PRC social stability, 
economic growth, and international influence, in exchange for 
accepting a system designed to maintain the party and its 
leadership.15 

The CCP thus seeks to sustain itself through policies that 
secure the PRC’s so-called “core interests” (“核心利益,” héxīn 
lìyì). However, the PRC does not define its core interests in a 
paramount strategic document. Its national planning 
documents, position papers, and leaders’ statements since 
the early 2000s16 17 reveal essential national priorities labeled 
as “core interests,” matters for which the PRC has “no 
possibility or intention of compromise or concession.”18 The 
party is therefore likely willing to authorize offensive cyber 
operations when these core interests are under threat. Most 
commonly, the PRC categorically enumerates these interests 
as security, sovereignty, and development.19 20 21 

SECURITY

Also officially called “political security,” “the people’s secu-
rity,” “social stability,” and “national unity,”22 23 24 the CCP 
sees internal stability as the bedrock of the country’s success 
and its own persistence. Per state media, “the guarantee for 
China’s long term social stability” is its political and social 
system, singularly and indisputably organized and led by the 
CCP.25 The party sees numerous threats to this stability. 
Pro-democracy, anti-corruption, and reformist political 
movements directly call the CCP’s legitimacy into question. 

Natural disasters like earthquakes and the COVID-19 
pandemic test the government’s perceived competency. 
Economic slowdowns may suggest that China’s mixed- 
economic system—shaped by state-planning and market 
forcesd—is not functioning.

SOVEREIGNTY

Also officially referred to as “national sovereignty,” “territorial 
sovereignty,” and “territorial integrity,” the PRC claims 
ultimate, exclusive authority and control in various land and 
maritime areas. In addition to its undisputed mainland core, 
China asserts its sovereignty in Xinjiang,26 Tibet,27 Macau,28 
29 Hong Kong,30 certain areas along the Sino-Indian border,31 
32 much of the South China Sea,33 and Taiwan.34 In recogni-
tion of local social and legal circumstances, China designates 
some of these areas as “autonomous regions” or “special 
administrative regions,” but affirms that the government of 
the PRC is the highest authority. China’s senior-most leader-
ship routinely unequivocally asserts that it will make no 
concessions on its territorial claims.35 Among all these 
disputes, the Ministry of Foreign Affairs asserts that the 
inclusion of Taiwan within China is the most important and 
“China has the right to take any necessary measure to stop” 
Taiwan independence.36

DEVELOPMENT

China seeks to secure its economic activities. The term 
“development interests” is relatively new to the PRC’s 
political discourse37 and has been elevated to an explicit core 
interest only in the past few years or so.38 This evolution, as 
PRC government outlets note, reflects the emergence of 
“overseas China.” The country’s “overseas” development 
interests include offshore energy resources, overseas PRC 
companies and their investments, PRC citizens working 
abroad, and global supporting transportation channels and 
infrastructure.39 Threats to the PRC’s development include 
economic decoupling, restricted access to technologies like 
semiconductors, barriers to PRC investment, and physical 
threats to shipping lanes, personnel, and offices.

d In PRC political parlance, China’s economy since the 1980s has been 
structured as “socialism with Chinese characteristics.” Therein, the 
state allows a degree of market forces to shape the economy while 
still engaging in market planning. The specifics of this concept have 
varied with each successive head of state and party.
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 AGENCIES AND ACTORS 

China’s party-statee uses organizations with varying remits 
and capabilities to secure its core interests through online 
action. These activities are often likely centrally directed and 
carefully synchronized. According to the U.S. Department of 
Defense, “the PRC’s influence operations are coordinated at a 
high level within the party-state and executed by a range of 
actors, such as the United Front Work Department, the 
Propaganda Ministry, the State Council Information Office,f 
the People’s Liberation Army (PLA) and, the Ministry of State 
Security.”40 Most, if not all these actors, use a combination of 
conventional employees, contractors, and irregular agents like 
criminals and patriotic hackers. The specific relationship 
between these irregular agents and the state is often ambig-
uous in open sources. Consequently, this paper refers to 
groups acting in apparent support of China’s interests as 
“state-aligned.”

PEOPLE’S LIBERATION ARMY (PLA) 

The PLA is the party’s overt source of hard power for 
advancing its policy agenda globally and securing domestic 
peace. PRC leaders emphasize this purpose; as President Xi 
has observed, “the party commands the gun”41 and the army 
has “absolute loyalty to the party.”42 

The military increasingly prioritizes information warfare. It 
conceptualizes information warfare as offensive and defensive 
activities that shape the information environment, from 
disrupting communications systems to undermining oppo-
nents’ morale with targeted messaging.43 To better compete 
in such non-geographic domains, consistent with the 
“evolution of warfare,”44 China formed a new service branch, 
the PLA Strategic Support Force (PLA SSF), in late 2015.45 
Among its several changes, the PLA SSF unified the military’s 
disparate cyber, electronic, and psychological operations 
capabilities—defensive, offensive, and reconnaissance—
within an operational Network Systems Department.46 The 
PLA SSF very likely maintains most of the PLA’s pre-reform 
component cyber entities, including regionally focused 
sub-units affiliated with the PLA’s five theater commands.47 48

e The term “party-state” or a “one-party state” refers to a state 
organized around a single political party. The PRC is a party-state 
where the CCP has paramount authority and holds nearly all positions 
of power in the government and security apparatus.

f The State Council Information Office, a.k.a. the Central Office of 
Foreign Propaganda, serves as a functional intermediary between 
PRC state media and global media. Since 2014, it has been a 
component of the Central Propaganda Department, as part of 
propaganda consolidation reforms. The office’s historical responsibili-
ty for internet censorship moved to the new Cyberspace Administra-
tion of China in 2011.

The PLA also controls “militias,”g comprising commercial 
security specialists and members of academia, that conduct 
information warfare operations.49 Some PLA militias likely 
receive money and training from the military. For example, in 
2005, the government—possibly the PLA’s Chengdu 
Technical Reconnaissance Bureau50—asked a patriotic 
Chinese hacker to participate in the “Chengdu Military Militia 
Information Sub-Unit Network Attack and Defense 
Contest.”51 Upon winning this competition, he and his 
teammates received intensive offensive operations training 
and won another larger PLA-run multiregion competition. 
They used their prize money to establish a companyh that 
developed zero-day exploits used in PLA operations.52 53 

MINISTRY OF STATE SECURITY (MSS)

The MSS is the party’s secretive civilian security force. Its 
multipart mission includesi tracking and countering foreign 
and domestic political threats to the party-state.54 As one 
MSS defector has noted, the MSS’s most important mission 
is “to control the Chinese people to maintain the rule of the 
Communist Party”55 and promote its interests.56 The MSS 
employs domestic contractors who engage in self-enriching 
criminal behavior (e.g., ransomware),57 sometimes while 
simultaneously gathering digital resources for their government- 
contracted operations.58 59 Unlike the PLA, the organization 
of MSS cyber elements is poorly documented in public sources. 

g Militias are auxiliary paramilitary forces that the PLA may leverage to 
“[shoulder] the tasks of preparations against war and defence 
operations and [assist] in maintaining public order,” per China’s 
national defense law. They play a key role in projecting China’s power 
abroad. The country’s maritime militia is, for example, composed of 
fishermen who are often tasked to swarm and harass other countries’ 
vessels in the South China Sea.

h In 2009, the MPS reportedly arrested this recruited individual for 
targeting PRC organizations and shut down his company. The U.S. 
Department of Justice indictment alleges that since at least 2011 he 
and his reformed company have been involved in operations referred 
to as the Chengdu-based individuals activity cluster in Appendix A. 
(Sources: https://www.justice.gov/opa/press-release/file/1317216/
download, https://web.archive.org/web/20090925075518/http://
www.hackbase.com/news/2009-04-09/24948.html).

i More fully, the MSS’s acknowledged official mission is counterintelli-
gence, foreign intelligence, and “maintaining political security and 
overseas security.” Its unacknowledged role in foreign intellectual 
property theft likely stems from its origin in 1983, being stood up to 
improve the state’s non-military intelligence during a period of 
economic and political reopening and liberalization under head of 
state Deng Xiaoping. (Source: hxxp://www.xsx.gov.cn/xwzx/
tt/202101/t20210107_66075553.html).
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MINISTRY OF PUBLIC SECURITY (MPS) 

The MPS is China’s national police force, responsible for 
maintaining public security and social order. Consistent with 
this mission, its online activities include enforcement of digital 
censorship and content monitoring.60 61 The MPS may use its 
law enforcement powers to compel technologists in China to 
become agents of the state. For example, in about 2006, 
shortly after security authorities in Henan province released 
members of one patriotic hacktivist group, its reportedly 
reformed members vowed to train “people for the state and 
[work] to improve the state’s network security industry,” 
indicating a continuing relationship with the state.62

CYBERSPACE ADMINISTRATION OF CHINA (CAC)

The CAC is the party’s internet governance agency. Originally 
a watchdog for socially sensitive content online and a digital 
censorship agency, the CAC now also serves as the party’s 
broader internet gatekeeper for cyber companies seeking to 
enter the market in China.63 64 The CAC apparently regulates 
China’s national internet boundary system, the so-called 
“Great Firewall,” which blocks internet users in China from 
accessing websites deemed politically sensitive (e.g., foreign 
media critical of China).65

CENTRAL PROPAGANDA DEPARTMENT (CPD) AND THE 
UNITED FRONT WORK DEPARTMENT (UFWD)

The CPDj and UFWD are the party’s secretive messaging 
organizations that seek to “engineer domestic and interna-
tional climates favorable to the party’s goals.”66 The CPD 
ensures the ideological correctness and promotional utility of 
state messaging, policing content on- and offline. The UFWD 
orchestrates overt and covert influence and disinformation 
campaigns domestically and abroad.67 President Xi has 
referred to the UFWD as one of the CCP’s three “magic 
weapons”68 and encouraged China’s citizens studying abroad 
to support the agency’s efforts online.69 The UFWD has likely 
employed local “marketing firms” and students to amplify 
messaging and disinformation with fake and hijacked social 
media accounts.70 71 

j The Publicity Department of the Central Committee of the Commu-
nist Party of China is commonly known in English as the Central 
Propaganda Department or the Propaganda Department. Foreign 
commentary occasionally refers to it as the “Propaganda Ministry,” 
although this label mischaracterizes the department’s bureaucratic 
location in the PRC party-state, incorrectly implying that it is a state 
council-level executive department.

KEY PRC ORGANIZATIONS WITH CYBER MISSIONS

This table characterizes several key PRC organizations with cyber missions. Significant overlaps in missions and authorities,  
joint operations, shared operational resources, and the use of common contractors contribute to the challenge of attributing 
PRC-aligned threat activity to specific organizations with high confidence.

ORGANIZATION(S) MAJOR MISSION AREAS ACTIONS IN CYBERSPACE   
PEOPLE’S LIBERATION ARMY 	� National security 

	�Military intelligence 

	� Disaster relief 

	� Peacekeeping

	�Warfare 

	�Military espionage 

	� Economic espionage 

MINISTRY OF STATE SECURITY 	� Political security  

	� Civilian intelligence 

	� Counterintelligence 

	� Political espionage 

	� Economic espionage 

	� Dissident surveillance and harassment 

MINISTRY OF PUBLIC SECURITY 	� Domestic security 

	� Public security 

	� Law enforcement 

	� Content monitoring enforcement 

	� Shaping IT regulations to support CCP 

political needs 

CYBERSPACE ADMINISTRATION OF CHINA 	� Internet governance  

	� Internet regulation 

	� Regulation of cross-border data 

transfer, to include censorship via the 

national internet boundary system 

CENTRAL PROPAGANDA DEPARTMENT (CPD) 
AND THE UNITED FRONT WORK  
DEPARTMENT (UFWD)

	� National messaging 	� Social media influence operations

GOVERNMENT CONTRACTORS 
	� N/A 	� Support for or execution of agencies’ 

offensive activities 

	� Self-enriching data theft and ransom-

ware operations
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 STRATEGY AND GOALS 

No public strategic document or position paper claims to 
represent a unified PRC position on the shape and purpose of 
cyber operations beyond espionage. The available authorita-
tive sources, mainly published by the PLA, officially represent 
their issuing organizations’ perspectives on fulfilling their 
missions within their own capabilities. Though organization-
ally limited, they still provide a useful glimpse into how key 
actors perceive the greater mission and how cyberattacks fit 
into strategy. Given the high coordination and interconnected 
nature of the diverse cyber elements of China’s party-state, 
these concepts are likely shared to some meaningful extent 
across agencies.

Since at least 2003, the PLA has developed an operational 
concept it calls the “three warfares,” which is a model for 
shaping the information environment.72 73 74 This concept 
was originally conceived as shaping activities during wartime: 
mainly, coercing rival states, weakening their societies, and 
providing legal cover for military action. More recently, this 
information conflict has been framed as the perpetual 
shaping of conditions for China’s political success domesti-
cally and globally within the “cognitive domain.”75 k 

k The growing emphasis on “cognitive domain” operations in PLA 
publications of recent years may be representative of broader changes 
across PRC ministries and agencies. It paralleled the growth of 
China-linked online disinformation operations in the late 2010s, 
which are largely out of this paper’s scope as parallel issues.

It is unknown in public sources whether other PRC security 
agencies conceive a similar operational framework, but it is 
somewhat likely. The PLA’s concept describes activities by 
military and non-military agencies. The PLA similarly 
conceives of “integrated strategic deterrence,” the compre-
hensive and centrally organized use of national power to 
achieve political ends, suggestive that agencies’ cyber 
activities may be carefully coordinated with a unified vision.76

THREE WARFARES
WARFARE TYPE CONCEPT CYBER SIGNIFANCE
PSYCHOLOGICAL The use or threat of force to affect an adversary’s 

decision making. 

These actions demonstrate China’s capabilities and 
resolve in order to achieve political outcomes, while 
minimizing the risk of conflict escalation.77 78  
Doctrinal PLA writings value limited high-profile sabotage 
attacks on select military, political, and economic targets 
to degrade the public and executive will to resist.79

Cyberattacks can be designed to signal China’s 
position on key issues through controlled, non- 
escalatory destruction and disruption of specific 
significant targets.

PUBLIC OPINION The attempt to control information dissemination.  
This concept encompasses active information 
dissemination by China and its attempts to limit 
dissemination by others, such as through the  
disruption of foreign media outlets.80 

These actions serve to shape domestic and 
international perspectives of China, its policies,  
and its positions in disputes.

Cyberattacks can hinder information dissemination, 
such as through the disruption of news websites, 
social media, and communications platforms. 
Espionage can enable leaks of sensitive, sensational, 
or damaging information. Coordinated inauthentic 
social media campaigns can project China’s 
positions or distract from harmful narratives.

LEGAL The use of international and domestic laws and legal 
mechanisms for strategic offensive and defensive 
purposes. 

These actions serve to silence or discredit opponents, 
legitimize China’s policies, gain foreign support, and 
delay organized responses to China’s behavior.

China engages in legal and normative debates about 
acceptable behavior in cyberspace, such as “cyber 
sovereignty.” l 81

l “Cyber sovereignty” or “internet sovereignty” is a normative justifica-
tion for governments monitoring internet activity within their borders 
and restricting the content that their residents access and transmit. This 
concept also justifies applying pressure on foreign companies to 
self-censor as a prerequisite to access certain national markets.

INTEGRATED STRATEGIC DETERRENCE
Since about 2001, the PLA has advocated for the use of 
“integrated strategic deterrence,” the centrally coordinated 
use of national-level capabilities to control China’s external 
security environment. These capabilities are both military 
(e.g., nuclear, conventional, space, cyber) and non-military 
(e.g., diplomatic, economic, scientific) in nature. Although the 
term wēishè [威慑] is normally translated as deterrence, in U.S. 
strategic parlance the “strategic deterrence” concept more 
closely equates to strategic coercion or compellence, indicating 
China’s objective of changing its opponents’ behavior, rather 
than maintaining the status quo. 
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CASE  
STUDIES
We assess that China’s party-state uses cyberattacks to 
secure its stated core interests. The following 13 case studies 
show how PRC-aligned actors conducted cyberattacks when 
China’s domestic and international interests came under 
pressure. Based on the political context surrounding attacks, 
we identified four themes that likely framed the attacks from 
China’s perspective: foreign information threats, the Hong 
Kong democracy movement, competing South China Sea 
claims, and Indo-Pacific competition. We have grouped the 
case studies by these themes. Themes do not rigidly align to 
“core interests”; themes often relate to multiple interests 
concurrently. For each case study, we describe the political 
conditions that may have prompted action, what happened 
online, who was responsible, and our analysis of the activity.

 THREATS TO DOMESTIC INTERESTS 

KEY FINDINGS

China uses cyberattacks to combat foreign and domestic 
condemnation of its internal affairs, its socio-political system, 
and the CCP.

	� China’s immediate goal is likely to silence its opponents 
through direct disruption. Its opponents are mainly 
political organizers and news outlets that disseminate 
narratives considered dangerously influential to an 
audience in China. The PRC’s preferred cyberattack 
response to such threats—distributed denial of service 
(DDoS)—reflects this goal of silencing. China’s premier 
DDoS tool, the Great Cannon, functionally aligns with its 
censorship and state security apparatus. Likely reflective of 
this functional concept, the Great Cannon shares infra-
structure with China’s national internet border control, the 
Great Firewall. 

	� China likely also aims to dissuade future condemnation by 
emphasizing its power and determination. In the reviewed 
examples, it used overwhelming force—often excessive 
from a tactical standpoint—likely seeking to shock and 
awe its opponents. Its DDoS attacks have sometimes had 
the greatest volumes observed up to that point in time, 
drawing global attention that China might consider a 
reputational benefit. Cyberattacks are often paired with 
other publicly observable tactics like asset seizure, deten-
tion, and large-scale social media trolling and disinforma-
tion campaigns, compounding the message.

 THEME #1: FOREIGN INFORMATION THREATS 

The CCP views the internet as a double-edged sword. In 
2010, the party’s official newspaper observed that the internet 
has an “irreplaceable role in accelerating” China’s economy 
and development, but it must be administered to ensure 
“state security and social harmony, state sovereignty and 
dignity, and the basic interests of the people.”82 In other 
words, the internet may enable destabilizing collective 
activism, threaten the party’s monopoly on information 
within China, and undermine the ability of the party to 
advance its policies. For this reason, China has long advo-
cated for international rules and norms that protect each 
country’s ability to control the content of its local internet and 
maintain its “cyber sovereignty,” consistent with the concept 
of legal warfare.83

DISRUPTING ONLINE PETITIONS TO THE PRC (APRIL 2011)

Political Context
In December 2010, anti-authoritarian protests and revolu-
tions facilitated by social media—known today as the Arab 
Spring—began sweeping the Middle East and North Africa. 
The following February, social media users in China began 
calling for their own pro-democracy protests.84 China’s 
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censorship apparatus quickly blocked relevant news and 
keywords on social media and search engines.85 
Overwhelming police force against the modest initial protests 
ended the movement within weeks.86 

And so in 2011, the threat of an Arab Spring-like movement in 
China, empowered by online organization, became the 
catalyst for the modern PRC state online information control 
apparatus. China’s president called on the CCP to strengthen 
its control of the internet and its ability to shape online public 
opinion, to build a “harmonious socialist society.”87 In turn, 
the government announced on May 4 the consolidation of 
various agencies with internet jurisdictions into a single State 
Internet Information Office,88 today effectively synonymous 
with the Cyberspace Administration of China (CAC).89 The 
new agency would “direct online content management,” have 
oversight of telecommunications companies and content 
providers, punish violators, and promote “government 
propaganda.”90

China also detained more than 50 prominent activists to 
further quell the unrest.91 The most high-profile activist was 
Ai Weiwei, a globally renowned artist and critic of the PRC 
government, arrested on April 3.92 The government stated on 
April 7 that Ai was being held on suspicion of committing 
“economic crimes,” (later specified as tax fraud),93 implying 
that he had been held for common criminal matters rather 
than for his high-profile political activism.94 

Online petitions soon began demanding Ai’s release. On 
April 4, a California-based Twitter user launched a petition on 
Twitition (a now-defunct but then-popular website), which 
received about 2,000 signatures.95 On April 8, leading 
members of the international art museum community 
launched a petition on Change.org,96 which quickly gathered 
more than 100,000 signatures. On April 17, demonstrators 
supporting Ai held protests at PRC embassies worldwide.97

Cyber Activity
Large, protracted DDoS attacks originating in China98 
targeted the two petition websites in this timeframe. Twitition 
experienced two waves of attacks, first from April 6 to April 8 
and then resuming on April 18. 99 100 The company’s hosting 
provider described the attacks as “very sophisticated,” 
without further public explanation.101 Also, on April 18, DDoS 
attacks began disrupting Change.org, periodically reappearing 
for the next 10 days, growing “in location and intensity”102 as 
the number of involved bots increased.103 

Attribution
These attacks have not been explicitly attributed, and the two 
DDoS attacks have not been linked to a single actor or botnet. 
Technical and circumstantial evidence indicates plausible PRC 
government shaping of the attacks or, at least, tacit consent.

	� All the IP addresses used by bots that targeted Change.org 
were China-based,104 geolocated to Beijing and Hebei and 
linked to the internet service provider China Unicom.105 

	�On April 25, U.S. State Department Deputy Assistant 
Secretary Daniel Baer raised unspecified concerns about 
the attack with China’s Ministry of Foreign Affairs in 
Beijing.106 Publicly raising a concern at such a high 
diplomatic level likely reflected, at a minimum, U.S. 
suspicion of PRC responsibility.

	� If the adversaries were conventional pro-PRC patriotic 
hacktivists, it was very unusual that no individuals or 
groups observably claimed responsibility.107 108

Assessment
The use of online petitions to signal global condemnation of 
Ai’s arrest may have prompted an offensive cyber response by 
China. The attacks appeared to convey China’s disapproval of 
organized foreign criticism of its internal affairs. As China’s 
official English-language outlet China Daily noted on April 14, 
“whether Ai has violated the laws of [China] is of no impor-
tance to…Westerners, who delight in voicing their opinions 
about China’s treatment of those they choose to consider 
political dissidents.”109 The attack may have also served as a 
warning to organizing platforms, heretofore unaccustomed to 
PRC pressure: Change.org said this was the first time it had 
been a DDoS attack target,110 and Twitition expressed 
surprise that anyone would want to disrupt them.111

DISRUPTING ANTI-CENSORSHIP EFFORTS (MARCH 2015)

Political Context
Since the internet’s arrival on the mainland in April 1994,112 
the CCP has sought to reap the benefits of a connected 
economy, while protecting its authoritarian system from 
free-flowing criticism and political organizing online. China 
manages this balancing act with a combination of laws, 
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policing, and censorship infrastructure—including two  
key parts: 

	� The Golden Shield Project (GSP) is a domestic surveil-
lance program under the MPS. It provides authorities with 
ubiquitous and centralized monitoring capabilities, 
including internet monitoring.113 114 

	� The Great Firewall (GFW) is an unofficial name for China’s 
national internet boundary system. It serves to limit 
China’s internet users’ access to foreign content deemed 
objectionable by PRC authorities.115 The system routinely 
blocks mainland access to social media, video sharing, 
search engines, news, and encyclopedias. Public sources 
conflict about which PRC government organization is 
ultimately responsible for the GFW (e.g., the PLA, the 
MSS, or the Propaganda Department).116 117 118

Anti-censorship nonprofit GreatFire helps internet users in 
China circumvent the GFW, mainly using a “collateral 
freedom” strategy.119 In this way, the organization hosts 
mirrors of banned news outlets on “unblockable” internet 
services like GitHub where censorship might be unacceptably 
disruptive to China.120 As a case in point, China blocked 
GitHub in January 2013, possibly in response to its enable-
ment of online political organizing but relented a week later 
amid outcries by disrupted technologists in China.121 122 

In early 2015, PRC authorities faced off with GreatFire. In 
January, GreatFire alleged that China may have compromised 
its email server that month,m 123 and the CAC shot back, 
decrying GreatFire as a “foreign anti-Chinese organization.”124 
Also that month, Deutsche Wellen announced a partnership 
with GreatFire to make its content available in China.125 In 
February, China removed The New York Times’ last official 
online presence in China, suspending several verified Weibo 
accounts associated with the company.126 In April, reporting 
noted that the GFW had been forced to undergo several 
upgrades over the previous year due to “hostile groups 
[overseas who] upgraded their service to help mainlanders 
bypass the blockages.”127

m On March 20, 2015, Google determined that CAC certificates were 
being abused for man-in-the-middle attacks, and, a week later, 
declared that CAC root certificates could not be trusted. CAC blamed a 
contractor for the incident. (Sources: http://googleonlinesecurity.
blogspot.com/2015/03/maintaining-digital-certificate-security.html, 
https://web.archive.org/web/20150412080258/https://zh.greatfire.org/
blog/2015/jan/outlook-grim-chinese-authorities-attack-microsoft).

n Deutsche Welle is a German state-funded international broadcaster, 
akin to the U.S.’s Voice of America, Japan’s NHK World, and the UK’s 
BBC World. Its website has been periodically censored in China since 
at least 2001. (Source: https://www.dw.com/en/china-censors-dw-
world/a-1139700).

Cyber Activity
In March 2015, two protracted DDoS attacks targeted 
GreatFire. These employed the so-called Great Cannon, an 
attack tool that injects malicious code into traffic passing 
through the GFW. In this case, the Great Cannon hijacked 
attempts to load a Baidu analytics script on certain popular 
websites, causing visitors’ browsers to launch DDoS attacks 
against GreatFire.128 129 GreatFire reported that this was its 
first experience with a DDoS attack.130

The attacks were likely pre-meditated, rather than in response 
to the news cycle. Starting in early March, the Great Cannon’s 
operators appeared to conduct tests in preparation for the 
attacks against GreatFire.131 From March 4 to March 6, the 
Great Cannon first conducted limited and then large volume 
attacks against a Shanghai-geolocated IP address.132 The 
following week, from March 10 to March 17, it targeted a 
Hong Kong-geolocated IP address.133 

The first attack against GreatFire, from March 18  
to March 23, hit its news content mirror-hosting located on 
Amazon CloudFront,134 but ignored GreatFire’s website.135 
The attack measured 2.6 billion requests per hour (2,500 
times GreatFire’s normal traffic level)136 at times and 
increased the organization’s CloudFront hosting costs to 
$30,000 per day.137 The second attack, from March 25138 to 
March 31,139 o targeted GitHub pages belonging to GreatFire 
and a mirror host of The New York Times.140 141 GitHub, a 
frequent target for DDoS attacks,142 reported that the incident 
had been the largest DDoS it had experienced to that point.143 
The attack evolved over multiple days—likely attempts to 
outmaneuver defenders—resulting in traffic surges.144

o These dates reflect local time for GitHub, a San Francisco-headquar-
tered company. Per GitHub, the attack began at about 2 AM UTC on 
March 26, 2015. This is equivalent to 6 PM PT on March 25. The 
company tweeted at 4:11 AM PT on March 31 that its systems had 
returned to normal.
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Attribution
The PRC almost certainly controls and operates the Great 
Cannon. The tool shares infrastructure and source code with 
the GFW145 and is consistently employed to attack organiza-
tions that threaten PRC interests, which are discussed on 
several occasions in this report. Multiple knowledgeable 
sources speaking with a credible Hong Kong newspaper, 
South China Morning Post, in April 2015 confirmed that the 
Great Cannon had been under development for about a 
year.146  These sources stated that the tool was part of a “new 
strategy…taking an offensive attitude rather than the Great 
Wall’s tactics of focusing on defence” by disrupting websites 
“deemed unfriendly to the Communist Party.”147 

Assessment
The attacks marked a major shift toward China taking offensive 
control of its domestic information environment. Further, it 
demonstrated China’s high tolerance for reputational and 
economic blowback in pursuit of political priorities. The attacks 
risked embroiling Baidu, one of the world’s largest technology 
companies and a highlight of China’s innovation economy,148 
in a public political dispute. The attacks disrupted GitHub, a 
globally used code-development website; owing to its critical 
importance to businesses in China, GitHub is one of just two 
foreign-owned platforms accessible in China that allow 
user-generated content,149 despite efforts to launch local 
alternatives.150 These attacks sharply contrast with the 2011 
DDoS attacks against online petition platforms, where the 
government’s hand was unclear and involved entities with 
comparatively minor public profiles.

CONFRONTING PERSISTENT CORRUPTION ALLEGATIONS 
(2017–2018)

Political Context
In late January 2017, MingJing News, a U.S.-based outlet that 
covers affairs in China, announced that it would soon air a 
bombshell interview. The site has frequently drawn Beijing’s ire 
for its publication of sensitive, controlled political information 
and is consequently blocked in China.151 The interviewee was 
Guo Wengui, a real estate magnate from China highly 
connected to the party’s top echelons and now living in the 
U.S.152 153 In this interview and ones with MingJing over the 
following years, Guo alleged widespread and specific acts of 
corruption by China’s political and business elites.154 

Regardless of the validity of these claims,p China’s govern-
ment has attempted to intimidate MingJing and Guo. He has 
been pressured by undeclared PRC security officials in the 
U.S.,155 targeted by two Interpol arrest requests,156 and had 
his assets in Hong Kong seized.157 Perhaps to sway interna-
tional opinion against Guo, PRC law enforcement uncharac-
teristically spoke with the Associated Press, accusing him of 
assaulting an assistant;158 PRC law enforcement rarely speaks 
directly with unaligned foreign outlets. Security forces 
allegedly kidnapped the wife of Guo’s frequent interviewer at 
MingJing while she was in China; she resurfaced months later 
in a video denouncing her husband’s work.159

Cyber Activity
Immediately after MingJing announced the first interview, its 
websites and TV channels began suffering unspecified 
“attacks.”160 Concurrently, a persistent phishing operation 
repeatedly targeted U.S.-based China Digital Times,q claiming 
to have “insider information” about the “hacker attacks” 
against MingJing.161 

p In 2021, social media intelligence firm Graphika assessed that Guo 
Wengui is “at the center of a vast network of interrelated media 
entities which have disseminated online disinformation and promoted 
real-world harassment campaigns.” (Source: https://public-assets.
graphika.com/reports/graphika_report_ants_in_a_web.pdf)

q China Digital Times is a U.S.-based media organization that focuses 
on news from China that would otherwise be blocked by censors. 
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Great Cannon DDoS attacks targeted MingJing at least twice 
over the next two years. These attacks may have been coordi-
nated with other overt forms of government pressure. The first 
attacks in mid-August 2017162 163 were contemporaneous to 
the Associated Press interview and the seizure of the MingJing 
interviewer’s wife. Another attack in mid-November 2018164 
may have occurred on the same day that a Beijing-friendly 
Hong Kong news outlet revealed that more than a billion 
dollars of Guo’s assets had been frozen by local authorities.165 
Also that day, Guo held a scheduled press conference alleging 
specific and widescale acts of murder, politically motivated 
imprisonment, and torture by the PRC government.166 

In addition, starting in April 2017 and continuing for at least 
two years, coordinated disparaging, inauthentic Twitter 
campaigns have targeted Guo. Researchers have noted that 
the campaigns generated “significantly larger” tweet volumes 
than those targeting massive democracy protests in Hong 
Kong, an object of immense scorn for Beijing.167 

Attribution
The use of the Great Cannon implicates China’s government 
in the DDoS attacks. It is another example of China using the 
tool to disrupt sources of information that spread narratives 
counter to its political interests. 

These inauthentic Twitter campaigns’ ebbs and flows closely 
aligned with the working week and public holidays in 
China.168 This pattern suggests likely attribution to a profes-
sional, China-based organization. 

Based on infrastructure pivoting and malware, academic 
cybersecurity research group The Citizen Lab assessed that 
the same adversary phishing China Digital Times likely also 
targeted several other Beijing-critical Chinese-language news 
sites in this period.169 The Citizen Lab assessed that the 
Winnti Groupr or a closely related adversary had also likely 
targeted government and civil society groups in Asia.170

For more information on related activity clusters, see 
Chengdu-based Individuals in Appendix A.

Assessment
These activities appear to show multiple forms of China’s 
power, including financial seizure, detention, information 
operations, digital surveillance, and cyberattack, being used 
in tandem to shape the information environment. Variously, 
they served to discredit, intimidate, defund, and drown out 
Guo and his persistent string of allegations. The repeated 
proximate timing of the application of different capabilities 
suggests a high degree of interagency coordination, rather than 
different actors independently acting toward a shared goal.

r For more information about the attribution and nomenclature 
challenges associated with the “Winnti Group,” refer to Appendix A: 
Chengdu-based Individuals.

 THEME #2: THE HONG KONG DEMOCRACY MOVEMENT 

The democratization of Hong Kong has long been a fraught 
issue for China. In 1984, the United Kingdom (UK) and China 
agreed, after decades of on-and-off discussions,171 to the 
conditions by which the UK would relinquish its Hong Kong 
colony in 1997.172 The territory would accordingly retain a “high 
degree of autonomy” regarding its domestic affairs, preserving 
many legal freedoms until 2047 and aspire to the “ultimate 
aim” of universal suffrage.173 s Going further, in 2007, Beijing 
declared that Hong Kong could begin electing its chief executive 
by universal suffrage in 2017.174 For the past decade, disagree-
ments about the realities of these statements have been at the 
core of tensions over the political future of Hong Kong. The 
PRC has explicitly stated that Hong Kong’s governance and 
electoral system is a core interest that must be protected as a 
matter of national sovereignty and territorial integrity.175

s Universal suffrage is commonly understood outside China to refer to 
all adult citizens having the right to vote in elections, regardless of 
their sex, political affiliation, wealth, or almost all other discriminating 
attributes. Officially, universal suffrage has always existed in the PRC, 
but, in a practical sense, this only applies to the election of local 
officials. All other levels of government are elected through hierarchi-
cal tiers of legislative bodies called “assemblies.” Although Commu-
nist Party membership is not required to run for office, pressure from 
the government ensures that no meaningful opposition exists.

2
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DISRUPTING A REFERENDUM ON HONG KONG’S 
ELECTIONS (JUNE 2014)

Political Context
By 2014, pro-democracy groups in Hong Kong had grown 
restless over a perceived lack of progress toward universal 
suffrage. One group, Occupy Central,t commissioned the 
University of Hong Kong (UHK) to organize an unofficial poll 
(dubbed a “referendum”), asking Hong Kongers how they 
wanted to choose their next chief executive in 2017. Crucially, 
all three options would allow citizens to nominate their own 
candidates. The polling was scheduled to occur from June 20 
to June 22, concluding a week prior to annual July 1 pro- 
democracy protests on the anniversary of the British 
handover of the colony.176 Voting would occur at in-person 
polling stations, as well as via the electronic voting system 
(“PopVote”) on the UHK website and a smartphone app.  
To prevent repeat voting, votes were tied to residents by their 
Hong Kong ID numbers. Ultimately, 792,808 votes were cast, 
representing more than 10% of the population.177

Beijing stood firm. On June 14, the PRC State Councilu issued 
a white paper asserting that China had “comprehensive 
jurisdiction” over the Hong Kong Special Administrative 
Region (SAR) and that “loving the country is a basic [political] 
requirement for Hong Kong administrators.”178 On June 20, 
PRC authorities stated that such referendums were illegal, 
unconstitutional, and invalid and that “citizen nomination” of 
candidates lacked “broad social consensus.”179 On June 23, 
the State Council ordered all news organizations and content 
hosts to delete all articles, blogs, comments, and other 
references to the referendum.180

t Occupy Central with Love and Peace (Occupy Central) was a civil 
disobedience movement that advocated for democratic reforms in 
Hong Kong (e.g., one-man-one-vote principles, lower restrictions on 
standing for election).

u The State Council of the People’s Republic of China (State Council) 
is the executive cabinet of China’s government. Its parallel center of 
power is the Politburo Standing Committee, representing the 
Communist Party. The PLA’s bureaucratically resides under the 
party’s Central Military Commission, not the government.

Cyber Activity
Massive DDoS attacks repeatedly targeted PopVote. Two 
weeks before polling began, DDoS attacks of undisclosed 
sizes disrupted PopVote’s server for two days, congesting the 
university network and crashing its email system.181 On June 
14 and 15, shortly after polling registration opened, two more 
waves of large DDoS attacks182 crashed PopVote’s website.183 184  
The organization’s three hosting services recorded large 
traffic volumes; they variously counted 10 billion requests in 
20 hours, 75 Gbps, and 10 Gbps traffic loads, causing all 
three to suspend support.185 v When online polling began on 
June 20,186 only one provider resumed service, reporting that 
the attacks had swelled to more than 300 Gbps,187 one of the 
largest DDoS volumes reported up to that point globally.188 
Despite PopVote planning for such targeted threats,w the 
attacks substantially disrupted polling,189 compelling orga-
nizers to extend the polling period from three to 10 days.190

HKU and PopVote faced additional cyber and information 
threats related to the poll. Text-message phishing 
(SMSishing) targeted the message provider supporting the 
poll, several fake websites imitating the polling website 
appeared, and rumors swirled about data leakage and poll 
response duplication.191 A telephonic denial-of-service 
(TDoS) attack flooded PopVote’s hotline and fax number with 
calls almost every second for two days.192 The university also 
detected suspicious logins to its intranet accounts, indicative 
of a likely breach.193

Similar offensive cyber activity concurrently targeted Apple 
Daily, a major Hong Kong newspaper that strongly supported 
the democracy movement.x DDoS attacks, whose volumes 
escalated over several days,194 targeted the outlet’s Hong 
Kong and Taiwanese websites; on June 18, the DDoS volume 

v One local hosting company severed its contract on June 16, while 
Occupied Central stopped using the other global hosting provider 
because the pay-as-you-go hosting prices could have bankrupted the 
movement. (Source: https://advox.globalvoices.org/2013/10/26/
hong-kong-activists-organize-prepare-for-online-attacks/)

w During a lower profile poll in 2012, PopVote was the target of small, 
but disruptive sustained DDoS attacks, which Hong Kong police 
attributed to a local man. An unknown adversary also breached the 
email accounts of two PopVote IT staff members. This experience 
caused PopVote to anticipate possible disruption of the 2014 poll. 
(Source: https://popvote.hk/doc/popvote622_activity_report_tc.
pdf?v=20150216) Interestingly, an unknown adversary also spear-
phished the PopVote information technology (IT) staff members, 
hijacking their email accounts. (Sources: https://popvote.hk/doc/
popvote622_activity_report_tc.pdf?v=20150216, https://www.
hkupop.hku.hk/english/columns/columns153.html )

x In the summer of 2021, Hong Kong authorities successfully 
compelled Apple Daily to cease operations. Police arrested many of 
its key leadership and senior editorial staff, charging them with 
collusion with external forces to endanger national security for 
publishing op-eds demanding international sanctions on China and 
Hong Kong. The government also froze the company’s and its 
founder’s assets. (Source: https://hongkongfp.com/2021/06/17/
breaking-hong-kong-police-raid-apple-daily-office-editor-in-chief-
among-5-arrested-under-national-security-law/)
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reached 40 million requests per second,195 knocking both 
sites offline for 10 hours.196 197 Apple Daily reported that an 
adversary had deleted part of its news archive198 and a 
network switch’s password had been inexplicably changed,199 
indicating possible intrusion activity.

An adversary conducted a hack-and-leak operation to 
discredit the referendum. At some point in 2014, an adversary 
breached the personal email account of the academic who 
organized the referendum. The adversary then leaked his 
correspondence to pro-Beijing media in batches in October 
2014.200 The emails embroiled the academic in a scandal 
related to the referendum’s funding, resulting in HKU 
imposing penalties on him. Other HKU administrators and 
academics who supported Occupy Central were contempora-
neously targeted via phishing and smear campaigns.201 202

Attribution
The PRC is believed to have sponsored the DDoS attacks. 
CrowdStrike, for example, assessed likely PRC involvement 
based on connections between the DDoS and unspecified 
“China-based” intrusion activity and the contemporaneous 
development of another DDoS tool linked to the PRC.203 
Apple Daily’s chairman publicly blamed China’s government 
without providing supporting evidence.204 The relevant 
adversary or adversaries clearly supported China’s interests 
by attempting to disrupt the poll, silence its largest media 
supporter, and suppress Hong Kong’s pro-democracy 
movement. Publicly available technical data is also consistent 
with, but does not confirm, PRC state involvement.

	� 30%–40% of the IP addresses associated with DDoS 
activity targeting PopVote were registered to undisclosed 
mainland China companies with offices in Hong Kong.205 
Similarly, Apple Daily’s sister outlet Next Magazine 
reported that another 50% of the attacker IP addresses 
were associated with three entities (China Mobile and 
research institutes at the Chinese Academy of Sciences 
and the Russian National Academy of Sciences) with 40% 
of the attack volume coming from the two PRC organiza-
tions.206 All three are unusual sources of attacks because 
reportedly neither research institute sells access to its IP 
space and China Mobile sold only mobile internet access, a 
poor option for launching DDoS attacks. China Mobile 
threatened to sue Next Magazine for making this claim.207

	� The attacker’s ability to generate one of the largest volume 
DDoS attacks up to that point208 against multiple targets 
for a sustained period is a strong indicator of the adversary 
being either a state actor or an enlisted top-tier criminal 
organization, rather than common patriotic hacktivists. It 
is unknown if these DDoS attacks were conducted by 
Hurricane Panda, the adversary who conducted even larger 
DDoS attacks against Apple Daily later in 2014, which are 
described in the proceeding section.

	� The developers of the imitation polling sites may have 
been from mainland China. The sites referred to the 
Chinese-language version of the site with the filename 
“zhongwen,” the romanized spelling of the Mandarin word 
for the Chinese language, rather than “Chinese” or “Chin,” 
which local technologists reported are the norm for web 
development in Hong Kong.209 210 The Cantonese 
language is much more commonly spoken than Mandarin 
in Hong Kong. 

Assessment
China likely sought to slow or intimidate into submission 
Hong Kong’s growing pro-democracy movement by 
disrupting PopVote’s poll, discrediting its organizers, and 
silencing its media supporters. This operation likely involved 
the coordination and execution of multiple components, such 
as DDoS, TDoS, intrusion operations, and weaponized leaks. 

Much like the previously discussed DDoS attacks against 
foreign information threats, these attacks used overwhelming 
power, drawing international attention to China’s resolve and 
its ability to disrupt a prepared target. Therein, China may 
have secondarily sought to dissuade other foreign technology 
companies from supporting the democracy movement.
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SUPPRESSING HONG KONG’S DEMOCRACY MOVEMENT 
(SEPTEMBER TO OCTOBER 2014)

Political Context
In late 2014, massive pro-democracy demonstrations known 
as the Umbrella Revolutiony embroiled Hong Kong. In 
August, Beijing proposed allowing all eligible voters to 
participate in the local 2017 elections, but candidates would 
be nominated by a committee disproportionately repre-
senting pro-Beijing elements in Hong Kong.211 Weeks of 
sporadic reactionary protests evolved at the end of 
September into large-scale acts of civil disobedience as 
protestors, initially students, began occupying major road-
ways and areas outside government buildings, thus over-
taking Occupy Central’s plan to wait until October 1.z Activity 
peaked in October as police violently clashed with protestors, 
and Hong Kong’s leadership agreed to meet with organizers.212 
The protests ultimately ended on December 15, after public 
support for the disruptive sit-ins waned and police swept 
remaining encampments.

Cyber Activity
Alongside likely domestic security cyber surveillance opera-
tions,213 214 215 disruptive cyberattacks also targeted the 
protest movement. For example, on October 14, DDoS 
attacks on Apple Daily and its parent company, Next Media, 
resulted in a “total failure” of their networks. Next Media and 
Apple Daily’s websites, mobile app, email, and business 
operations systems were unusable, “severely affecting” the 
delivery of newspapers.216 Another DDoS targeted and 
reportedly crashed HKGolden,217 218 a general interest forum 
locally leveraged for political organizing. CloudFlare, which 

y The name Umbrella Revolution refers to protestors’ use of umbrellas 
to block riot police pepper spray. These umbrellas became icons of 
the movement. In response, for example, local Macau authorities 
banned reporters from using umbrellas when President Xi arrived on 
a rainy day in December 2014 to commemorate Portugal’s handover 
of Macau. The name, when written with Chinese characters, also 
contains a subversive play on words, owing to the different readings 
of the characters by Mandarin and Cantonese speakers (a mainland 
China vs. Hong Kong difference). (Source: https://www.theguardian.
com/world/2014/dec/19/umbrella-ban-macau-china-xi-jinping-visit)

z October 1 is China’s National Day, commemorating the establish-
ment of the PRC in 1947, and a public holiday in Hong Kong. 

provided DDoS mitigation services for Apple Daily, PopVote, 
and other unspecified affected Hong Kong entities’ websites, 
reported that the attacks reached a then-extremely high rate 
of 500 Gbps.219 Arbor Networks observed other major surges 
in DDoS attacks against Hong Kong entities on October 17 
and October 19.220 Then, on October 24, the attackers sent 
commands to the primary botnet, ordering it to stop,221 but 
Hong Kong entities continued to experience intermittent, 
higher-than-normal rates of DDoS attacks into November.222

Attribution
Several threat intelligence firms linked the DDoS attacks to 
the PRC-aligned Poisoned Hurricane activity cluster. The 
threat actor behind the cluster, most widely known as 
Hurricane Panda, primarily engaged in espionage and 
intellectual property theft in East Asia and the U.S.223 224 
Based on overlapping tools and infrastructure, at least some 
of the domestic security surveillance operations in Hong 
Kong were likely conducted by the same actor or a similarly 
resourced actor.225

For more information on this activity cluster, see Hurricane 
Panda in Appendix A.

Assessment
Once again, China very likely attempted to disrupt Hong 
Kong’s democracy movement by continually disabling its 
organizing platforms, media supporters, and other civil society 
affiliates with then-massive DDoS attacks for most of October.

It is unclear, however, what prompted the attacks to seem-
ingly slow down on October 24. On October 23, the United 
Nations (UN) Human Rights Committee warned China that 
its actions were incompliant with the International Covenant 
on Civil and Political Rights.226 In response to the warning, 
China conceded that this treaty still applied to Hong Kong, 
but not this situation.227 aa China may have relented slightly in 
response to this legal challenge.

aa China signed the International Covenant on Civil and Political Rights 
(ICCPR) in 1998 but has not ratified it. Hong Kong, however, is a 
signatory, owing to the terms of the British handover and the 
enshrinement of the ICCPR in the city’s de facto, Beijing-approved 
constitution.
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DISRUPTING HONG KONG’S PRO-DEMOCRACY PROTESTS 
(2019–2020)

Political Context
In April 2019, Hong Kong’s Legislative Council introduced 
revised extradition laws. The amendments would allow, for the 
first time, the extradition of criminal suspects in Hong Kong— 
be they Hong Kongers, PRC nationals, or foreign residents— 
to mainland China.228 Many business, legal, and human 
rights groups opposed the bill, arguing that it would erode 
Hong Kong’s legal independence and legitimize China’s use 
of extraordinary rendition, an increasingly visible threat in recent 
years.229 230 It would enable China to demand the handover 
of its opponents living in or traveling to Hong Kong.231 

Despite pundits’ perceptions of “protest fatigue” following  
the 2014 Umbrella Revolution, massive demonstrations 
starting in mid-June drew upward of 1 million people, 
potentially the largest protests since the 1997 handover.232 
Facing continued widespread pushback, Hong Kong’s 
legislature ultimately withdrew the extradition proposal in 
October.233 On November 24, pro-democracy Hong Kong 
candidates posted overwhelming victories over the pro- 
Beijing opposition in 17 out of 18 district-level elections.234 235 
The mass protest movement then rapidly slowed in early  
2020 amid the growing threat of the COVID-19 pandemic.

Cyber Activity
At least four large DDoS attacks targeted communications 
platforms used by the Hong Kong protest movement in 2019. 
These attacks consistently occurred on the dates of sched-
uled mass protests or, in the case of Hong Kong’s election 
day, when protests were likely to break out.

Case 
Study 
#6

Figure 1. On November 23, LIHKG encouraged Hong Kongers to vote 
in the next day’s election. A DDoS disrupted LIHKG shortly before 
polls opened, leading one Twitter user to dryly joke about the DDoS’s 
punctuality, apparently comparing it to a bus or train running on time.
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DDOS ATTACKS TARGETING THE 2019 HONG KONG DEMOCRACY MOVEMENT

DATE TARGET DDOS TECHNICAL DETAILS RECENT POLITICAL CONTEXT

June 12, 2019 Telegram,236 an encrypted 
messaging app popular 
among protest organizers.237

200 to 400 Gbps, mostly 
composed of IP addresses 
geolocated to China238

Large protests and a general strike were 
scheduled for that day, attempting to dissuade 
the Legislative Council from initiating a critical 
parliamentary step toward passing the extradition 
reforms.239

August 31, 2019 LIHKG,ab a web forum, 
primary protest organizing 
space, and successor to 
HKGolden.

Great Cannon. More than  
1.5 billion requests in  
16 hours, at a maximum rate 
of 260,000 per second.240

Widespread protests were planned for the fifth 
anniversary of Beijing announcing a plan for 
electoral reforms.241

October 1, 2019 LIHKG242 Over 13 hours (9 a.m. to 10 p.m. 
local), the site received  
29 billion requests with a 
maximum rate of 700,000 
requests per second.243

Widespread protests were planned to occur on 
China’s National Day, the 70th anniversary of 
the country’s founding.244

November 24, 
2019ac

LIHKG245 Great Cannon. Size and 
duration unknown (~7:20 am 
to UNK local) 246 

Election day for the Hong Kong District 
Council. DDoS starting minutesad before polls 
opened.247

Also during this period, influence operations on various social 
media platforms and attributed to the PRC government248 
attempted to discredit the protests, characterizing them as 
violent mobs.249 In addition, likely state-sponsored domestic 
surveillance operations frequently targeted people and 
entities related to the protest movement.250 251

Attribution
The use of the Great Cannon directly links two of these DDoS 
attacks to China’s government. The similar targets and timing 
of the other two 2019 DDoS attacks point to an unidentified 
actor supporting the PRC’s interests.

ab In recent years, LIHKG had risen as the spiritual successor to 
HKGolden, after that site cooperated with law enforcement to 
disclose a protestor’s IP address in 2014 and began limiting political 
content. Its acronym name directly references HKGolden.

ac The date of the attack was determined using primary source DDoS 
reports by users. Some English-language reporting dated the attack 
to November 25, which may be the result of not converting between 
Hong Kong’s time zone and a researcher or reporter’s local time.

ad The earliest observed examples of social media users commenting on 
LIHKG being down started at 7:23 a.m. Hong Kong local time, minutes 
before polls opened. One early poster noted that “the 6 o’clock DDoS is 
on time.” This statement reads like a comment about the punctuality 
of a train or bus. The tweet could be interpreted then as a joke that 
DDoS attacks targeted Hong Kong with such consistency and 
predictability as to be comparable to a train running on time.

Assessment
These DDoS attacks, combined with information and 
surveillance operations, likely served to mitigate the threat to 
China’s political stability of a growing domestic democratic 
movement. These attacks specifically attempted to undercut 
the Hong Kong democracy movement by disrupting its 
organizing platforms; attacks consistently coincided with 
scheduled and sudden political developments that typically 
led to protests. In addition to the tactical effect of hindering 
political organizing, the attacks may have had the intended 
effect of signaling China’s intent to use overwhelming force to 
stop the protest movement, if necessary. 
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 THREATS TO FOREIGN INTERESTS 

 KEY FINDINGS 

According to President Xi, China establishes its foreign policy 
goals and manages its relationships in different ways based 
on power dynamics.252 In 2014, he said China sees foreign 
entities in four categories: major powers, neighbors, devel-
oping countries, and multilateral organizations. This dynamic 
plays out in China’s differing uses of hard power in cyber-
space, especially with respect to its less militarily powerful 
neighbors and its major global competitors.

China uses disruptive cyberattacks to manage its maritime 
claims with militarily inferior competitors in the South China 
Sea. Its cyberattacks can be retaliatory responses to asser-
tions of competing territorial claims. Alternatively, they can 
also be provocative digital extensions of China’s physical 
assertions of its claims. Cyberattacks likely serve to deter 
other countries from solidifying their claims while China 
grows its presence in the region. The adversaries behind 
these attacks typically present themselves as patriotic, 
unaffiliated hacktivist groups, but some of them are very likely 
directly affiliated with the PRC, possibly as undeclared PLA 
units or as militia units.

	� China primarily asserts its maritime claims through 
harassment by nominally patriotic hacktivist groups. Over 
the past decade, this harassment has evolved from simple 
defacement and DDoS attacks to multifaceted operations 
encompassing persistent access, targeted data leaks, 
exploitation of public address systems, and possibly 
disinformation. This change parallels the broader matura-
tion of the PLA’s cyber forces, which may enable more 
organizationally complex operations, involving multiple 
coordinated aspects executed over long periods.

	� This digital harassment closely mirrors Beijing’s broader 
gray-zone strategy in the region. The PRC often exerts force 
against its territorial opponents via non-explicit military 
surrogates; it allegedly encourages fishermen from China to 
swarm and ram boats in disputed waters.253 254 These 
operations delay settlement of territorial disputes by 
maintaining a state of constant low-level conflict.255 
Crucially, this cyber and physical harassment strategy causes 
minimal tangible damage and does not greatly endanger 
lives or critical sectors, managing the risk of escalation.

China also uses destructive cyberattacks to signal a position 
of strength to its regional peer and superior military competi-
tors. It tends to conduct these operations when there is a 
growing—even if sometimes distant—likelihood of direct 
military conflict, such as the U.S.’ pivot to Asia, Taiwan 
resisting a closer relationship with the PRC, and the reinvigo-
ration of the persistent Indo-China border conflict. 

	� China asserts its strength through targeted operations 
against critical infrastructure operators, such as in the 
energy, power, and ports-and-maritime-transportation 
sectors. These operations sometimes seek to gain access 
to industrial control systems, holding them at risk; it is 
unclear whether China has used this access to produce 
destructive effects. It is likely, however, that China is 
responsible for destructive attacks on business systems at 
energy and critical technology manufacturers. 

	� These operations likely serve to rebalance power dynamics 
when China lacks clear military superiority. PLA doctrinal 
writing emphasizes the importance of using long-range 
attacks, including cyberattacks, to supplement the PLA’s 
admitted “inadequacies,” “promulgate strength,” and thus 
achieve strategic goals.256 Also, this writing notes that such 
operations and preparations for large-scale conflict may 
deter war, enable PRC control of situations, and “create 
military conditions” for acceptable resolutions of conflicts. 
This strategy contrasts with China’s use of less potent 
faux-hacktivist attacks against Vietnam257 and the 
Philippines,258 where China has a military superiority.
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 THEME #3: COMPETING SOUTH CHINA SEA CLAIMS

China has long held disputed claims in the South China Sea. 
This body of water is encircled by the mainland territories of 
(clockwise from the north) China, Taiwan, the Philippines, 
Malaysia, Brunei, Indonesia, and Vietnam. China asserts that 
its maritime territory extends far south of its mainland, 
through much of this area, owing to a mixture of legal, 
historical, and geographic justifications. The territory holds 
much strategic value as a throughfare for commercial 
shipping and China’s navy, a productive fishing area, an 
untapped source of hydrocarbons, and a military buffer zone 
with the U.S. and its partners. 

In the past decade, China has urgently shored up its claims in 
the region. In 2010, PRC officials reportedly first began 
referring to the region as a “core interest” in closed diplo-
matic meetings, greatly expanding beyond China’s more 
limited historical territorial claims to Taiwan and Tibet.259 The 
PLA has since stated that its South China Sea claims must be 
enforced as a matter of sovereignty, security, and develop-
ment.260 Numerous factors contribute to this urgency: the 
economic and military development of China and rival 
claimants, internal demands that China restore its national 
prestige through control of its vicinity,261 and the U.S. 
strategic pivot to the region.  

RETALIATING AGAINST VIETNAM’S ASSERTION OF 
DRILLING RIGHTS (2011)

Political Context
On May 26, 2011, China sabotaged a Vietnamese offshore 
oil-and-gas survey. About 80 miles off Vietnam’s coast, a trio 
of China Marine Surveillance patrol boatsae repeatedly zipped 
past a PetroVietnam vessel, ignoring the ship’s warnings and 
slicing through a mile-long seismic exploration cable.262 263 
Beijing did not dispute the incident and insisted that Vietnam’s 
oil-and-gas exploration had “undermined China’s interests 
and jurisdictional rights” in the area.264 This incident was one 
of at least a dozen between 2009 and 2013 where military, 
law enforcement, and militia vessels from China allegedly 
attempted to ram, board, slice the cables towed by, or 
otherwise harass and intimidate non-PRC vessels in the 
South China Sea.265 

Shortly thereafter, from June 3 to June 5, China participated 
for the first time at the ministerial level in the Shangri-La 
Dialogue, an annual Asian security summit attended by top 
defense and political leaders. At the conference, China’s 
defense minister spoke about the need to resolve the claims 
in the South China Sea,266 reflecting a new PRC assertiveness 
and prioritization of this issue. 

Cyber Activity
On June 2, a pair of self-described patriotic Vietnamese 
hackers defaced multiple PRC government websites with 
images and messages refuting China’s claims in the South 
China Sea.267 268 For the next week, several ostensibly patriotic 
pro-PRC hacktivist groups mobilized to deface and disrupt 
with DDoS more than 200 Vietnamese government and 
commercial websites.269 270 271 

Attribution
Several involved hacktivists used the identities of promi-
nent—but, at the time, allegedly retired—pro-PRC hacktivist 

ae China Marine Surveillance (CMS) is a paramilitary law enforcement 
agency that was absorbed by the PRC’s coast guard in 2013. Its 
mission has been broadly characterized by its foreign detractors, 
including the U.S., as to harass other countries into acquiescence of 
the PRC’s maritime sovereignty claims.

Figure 2. Competing National Claims in the South China Sea
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groups. Most notably, the attack allegedly included participa-
tion of the Honker Union of China (HUC),af a collective of 
prolific patriotic hackers founded in the late 1990s, which, 
according to a statement posted on its website, dissolved in 
2004.272 At least three times between 2004 and 2010, 
seemingly different groups used the HUC name while 
launching patriotic attacks on foreign organizations.273 Then, 
in September 2011, after the attacks on Vietnam, the original 
group appeared to re-form; the founder of the original HUC 
re-launched its defunct website, under the auspices of being 
a network security company.274 For several years afterward, 
attackers calling themselves HUC periodically reappeared 
during international disputes, often involving the South China 
Sea, conducting DDoS and defacement attacks.275 276

The exact relationship between HUC and the PRC is indeter-
minate in public sources. At a minimum, China’s cyber 
apparatus has benefited from HUC’s existence, historically 
using tools it developed, for example.277 A meaningful 
portion of the HUC community likely was eager to act at the 
government’s request; in 2005, members of HUC’s forum 
discussed their hope that the government would enlist HUC 
as an official cyber offensive unit.278 ag Yet, at the same time, 
official party mouthpieces have occasionally chastised the 
patriotic hacktivists, referring to their activities as “Web 
terrorism … unforgivable acts violating the law.”279

Assessment
The actions of HUC, regardless of its specific relationship 
with the PRC state, mirror the PRC’s broader use of gray-zone 
tactics in the South China Sea. China uses semi-state and 
irregularah actors, like the China Marine Surveillance and 
People’s Armed Forces Maritime Militia, to harass countries 
disputing China’s maritime claims. One PRC general 
described in 2013 how China exerts force in the South China 
Sea through non-military entities: surrounding contested 

af The Honker Union of China [中国红客联盟] (a.k.a. HUC, Red 
Hacker Alliance) is one of China’s oldest and most prominent 
patriotic hacktivist groups. Honker is a Chinese internet slang term 
for a patriotic hacker. The word for a malicious hacker in Chinese, 
hēikè (黑客), literally means a “black guest,” akin to the English 
language concept of a “black hat hacker.” The Chinese term “hóng kè” 
(ēē, romanized as honker) means a “red guest,” evoking the red color 
symbolic of the PRC and the CCP. 

ag According to one HUC forum user, “We need to move toward 
standardized honker unions. We can’t wait until the nation has a 
crisis to act; we must be prepared to do something meaningful for 
the motherland. Why can’t we become a government-approved 
network technology security unit?” (https://web.archive.org/
web/20090811031100/http://www.beijing2008conference.com/
articles.php?id=101#3)

ah “Irregular” refers to the use of force by entities other than a state’s 
combat forces. Formal definitions vary, but essentially “regular” 
forces by contrast are directly controlled by a state, openly acknowl-
edge their affiliation with a state (e.g., through marked uniforms), 
openly represent themselves as combatants, and are held responsible 
by the laws of war.

territory with fishing boats, fishing enforcement agencies’ 
ships, the coast guard, and naval warships, “wrapp[ing 
territory] layer by layer like a cabbage.”280 Through these 
tactics, China maintains a constant state of low-level, 
non-escalatory conflict, preventing its opponents from 
solidifying their claims either in practical or perceptible terms.

ASSERTING THE PRC’S DRILLING RIGHTS (2014)

Political Context
China launched its first deep-water oil rig in 2012. At a 
celebration of this accomplishment, the head of the country’s 
national oil company declared that its large oil rigs consti-
tuted “mobile national territory and a strategic weapon.”281 
This concept of a mobile platform as national territory is a 
political and legal gray area. By using a platform in such a 
way, China can establish an “aura of authority and control,” 
establishing its claims in the South China Sea.282

On May 2, 2014, China deployed its deep-water oil rig, along 
with three service ships, for the first time into Vietnamese-
claimed waters.283 China Marine Surveillance announced that 
the rig would drill until August 15 and that it was establishing 
a 1-mile-radius exclusionary zone.284 Over the following 
weeks, China repeatedly expanded this security cordon, 
ultimately to 10–15 miles. The two countries deployed vessels 
and aircraft to the zone, both sides accused the other of 
ramming attacks, and, unusually, anti-China protests broke 
out across Vietnam. Despite apparently attempting to 
intimidate and escalate, China abruptly relented by with-
drawing the rig on July 15, a month early.285 

Cyber Activity
The dispute quickly spilled into cyberspace, as patriotic 
attacks commenced. On May 9, 2014, hacktivists claiming to 
be from Vietnam attacked dozens of PRC government and 
commercial websites, mostly using DDoS.286 Over the following 
few days, attackers claiming to be part of the established 
pro-PRC hacktivist group 1937CN defaced in retaliation 
hundreds of Vietnamese commercial, educational, and 
government websites.287 288 The defacements declared, “since 
ancient times, the South China Sea belongs to China!”289
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The rate of pro-China defacements in Vietnam surged again 
in late August. Between August 28 and September 4, 
attackers claiming affiliation with 1937CN and Sky-Eye Team 
defaced about 750 commercial, educational, and government 
websites.290 No corresponding political developments were 
observed during this period, but the operation appeared 
political, because it overlapped with Vietnam’s Independence 
Day (a long weekend of August 30 to September 2 that year). 291 
The defacements more explicitly mimicked official PRC 
messaging, referring to opportunities for “win-win 
Development” and their shared histories being the victims of 
“unequal treaties” with mostly Western powers.292 Vietnam 
CERT (VNCERT) observed that the attacks were different 
from the May defacements, because the attackers had 
“installed” unspecified malicious code in the websites.293 
Reviewed sources do not detail the code’s capability. 

Attribution
1937CN was a self-described patriotic pro-PRC hacktivist 
group, active from roughly June 2012 to July 2016. It 
conducted defacements that explicitly and consistently 
supported the PRC’s maritime claims. Its targets were 
principally countries with competing maritime claims in the 
South and East China Seas: Vietnam,294 Philippines,295 and 
Japan.296 Its activity surged around periods of heightened 
geopolitical tensions over these claims but not other PRC 
geopolitical disputes. Speaking with China’s Global Times, a 
1937CN co-founder stated that “[m]any of the members work 
in” cybersecurity companies,297 and the QQ page of another 
co-founder stated that he attended the PLA Air Force’s 
Command College, a prestigious mid-career officer training 
institution.298 ai

Commercial threat intelligence firms widely and credibly 
assess that 1937CN is effectively interchangeable with the 
mainly espionage-focused, PRC-aligned actor often called 
Goblin Panda. Just like the purported hacktivist group, Goblin 
Panda targets entities in Southeast Asia, mainly in Vietnam 
and frequently during periods of tension over the South China 
Sea.299 300 301 The two share overlapping histories; like 1937CN, 
Goblin Panda has been active since mid-2012.302 303 304 

For more information, refer to activity cluster 1937CN/Goblin 
Panda in Appendix A.

Assessment
The so-called hacktivist group 1937CN was most likely a 
formal offensive entity with a defined remit and mission. 
1937CN demonstrated a narrow focus on China’s maritime 
disputes—ignoring other geopolitical flare-ups involving 
China—and closely mirrored Goblin Panda’s focus on the 
region and topic area. Based upon its overt, traceable 
organizational identity, complete with public faces and 
long-active forum, 1937CN may have been closer to a 
militia-like group composed of technologists that could be 
activated as needed by the state, rather than a traditional 
uniformed unit. 

ai The Chinese People’s Liberation Army Air Force Command College  
(中国人民解放军空军指挥学院) is the PLAAF’s highest  
academic institution. It trains mid- and high-level command officers, 
staff officers, and graduate students. It is analogous to the U.S. Air 
Force’s Air War College. (Source: https://web.archive.org/
web/20190610155031/http:/www.mod.gov.cn/reports/201403/
wzry/2014-09/12/content_4536788.htm)

Figure 3. During Vietnam’s 2014 Independence Day weekend, 
nominally pro-PRC hacktivist groups defaced hundreds of websites in 
Vietnam with statements echoing PRC policy slogans and messages.

Our Position: The Vietnamese people should be aware that, 
Vietnam’s development cannot do without Chinese

Chinese Development Provides an Irreparable Opportunity For Vietnam.

Chinese Relations With Vietnam Is a win-win Development.  
Don’t Try To Force Chinese Vietnam Signed The “Unequal Treaties”

South China Sea Conflict Is not Equal To The Political Relations  
Between The Two Counties

The South China Sea Issue, China Strong, Confident,  
Have The Ability to Defend Its National Territory!
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DISPUTING SOUTH CHINA SEA ARBITRATION FAVORING 
THE PHILIPPINES (JULY 2016)

Political Context
In January 2013, the Philippines asked the Permanent Court 
of Arbitrationaj (PCA) in the Hague to consider various South 
China Sea claims made by the Philippines and China.305 
Beijing refused to participate. In a position paper, it argued 
that the UN treaty under which the Philippines sought to 
dispute the claims was irrelevant and beyond the court’s 
jurisdiction. From China’s stated perspective, the treaty 
covered sovereignty matters, not resource exploitation rights, 
and its asserted sovereignty in these areas was therefore not 
open to debate in this court.306

Regardless, in October 2015, the court agreed to consider the 
Philippines’ case307 and, on July 12, 2016, fully ruled in its 
favor with unanimous consent on almost all counts.308 The 
tribunal found that China had no lawful claim to the 
Philippines’ exclusive economic zone, it lacked any “historic 
rights” based on its “nine-dash-line” map,ak and the so-called 
“islands” it claimed legally constituted “rocks,” affording 
China very limited economic rights.309 China promptly 
refused to accept or recognize the ruling.310

Cyber Activity
Immediately after the July 12 ruling, DDoS attacks targeted at 
least 68 Philippine government websites including national 
security agencies, the office of the president, the national 

aj The Permanent Court of Arbitration (PCA) is a multinational 
institution offering legal resolution services to international 
parties—countries, organizations, and individuals. The PCA hears 
disputes among Hague Convention members, issues decisions, and 
assigns arbitral awards. Common disputes involve territorial and 
maritime boundaries, investment, trade, and human rights. The PCA 
is often confused with the co-located International Court of Justice 
(ICJ). The ICJ is a UN agency with the authority to issue rulings that 
can be enforced by the UN Security Council. By contrast, the PCA 
lacks an enforcement mechanism beyond shaming convention 
members who fail to abide by decisions.

ak The “nine-dash-line” (九段線, jiǔduàn xiàn) is a demarcation line for 
China’s territory in the South China Sea, first proposed by the 
Republic of China (now, Taiwan) and later the People’s Republic of 
China (PRC). The line is a rare area of foreign policy on which Taiwan 
and the PRC collaborate.

bank, and the government’s top-level-domain registrar, as 
well as city governments, a hospital, and web portals of 
smaller towns.311 According to local media, the DDoS attacks 
“continued and surged again” the next day312 and concluded 
a few days later.313

Also on the day of the decision, the PCA’s website crashed for at 
least five hours314 315 and was intermittently available there-
after.316 According to many Twitter posts, the website of the 
International Court of Justice (ICJ) was also temporarily offline;317 
the site eventually posted a message in English and Chinese 
noting that the ICJ shares space with the PCA but is otherwise 
unrelated,318 having had “no involvement” in the ruling.319 
Reviewed sources do not detail the cause of these disruptions.

On July 16, two small Philippine municipal portals were 
defaced with Anonymous hacktivist imagery and language 
and signed “- Chinese Government.”320 No specific group 
took credit for the defacements. Despite mentioning the 
“Chinese government,” the defacement in no way referenced 
the PCA ruling or the South China Sea, offering only generic 
Anonymous-style language about the need for individual 
action to obtain freedom and justice.

Attribution
Based on a review of available public sources, neither the 
Philippine government, nor any other knowledgeable entity, 
has publicly attributed any of these attacks. The adversary or 
adversaries acted in China’s interest and, in the case of the 
defacements, expressed support for its government. Based 
on the choice to deface two minor municipalities with little 
symbolic value, rather than the DDoS attacks against major 
Philippine government sites, the two activity clusters are likely 
unrelated. It is plausible that the PRC directed only the DDoS 
attacks (or even none of these attacks), whereas a sympa-
thetic but otherwise unrelated actor may have conducted the 
defacements.321 322 323 324

Assessment
The attacks were likely intended to signal PRC displeasure 
with the court for its unfavorable decision and with the 
Philippine government for initiating the proceedings. It is 
unclear, however, what responsibility Beijing had for any of 
the attacks. The attack on the ICJ, for example, which 
appeared to show a poor fundamental understanding of the 
dispute by the adversary, is unlikely to have occurred through 
specific, direct government tasking. The PCA’s website was 
an established target of likely PRC state-sponsored activity, 
having been compromised in July 2015 to infect visitors to 
two pages devoted to the case’s proceedings.325
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DISRUPTING VIETNAM’S AVIATION SECTOR (JULY 2016) 

Political Context
Since 2012, China has printed its nine-dash-line territorial 
claim on three pages of its passport. Vietnam’s policy has 
been to not stamp these passports but rather stamp a 
removable piece of paper (i.e., a landing slip).326 According to 
China’s press, on July 23, 2016, a group of four friends from 
China entered Vietnam by flying into Ho Chi Minh City’s 
international airport. Allegedly, while passing through 
customs, an official defaced their passports.327 Pictures of the 
passports show that a common vulgar English-language 
expression of distain or contempt (“[Expletive] you”) had been 
written over two of the pictures of the nine-dash-line.328 329  
The incident broke in the press on July 27.330 

No reports from Vietnam or statements by Vietnamese 
officials were identified that confirmed that any such passport 
defacement had occurred, but it was plausible given the 
current socio-political climate. Vietnamese displeasure about 
the line ran high. Earlier that week, Vietnamese press 
reported that, in the first half of 2016, border guards in one 
province had refused to stamp 6,703 PRC passports bearing 
the nine-dash line.331 Concurrently, Vietnamese netizens 
called for boycotts on PRC celebrities who had promoted the 
nine-dash-line ruling.332

Cyber Activity
On July 29, self-described patriotic pro-PRC hacktivists 
affiliated with 1937CN conducted a series of attacks against 
the Vietnamese aviation sector. Despite appearing to be a 
response to the July 23 passport defacement incident, the 
attack leveraged data likely stolen in March. It is possible that 
the adversary purchased this data for the purpose of leaking 
it, but it is more likely that the attackers used persistent 
access to conduct this complex, highly coordinated operation 
against multiple related targets. 

The adversary hijacked communications systems at airports 
by compromising an administrator’s computer and gained 
persistent access throughout the network.333 The information 
screens at international airports in Ho Chi Minh City and 
Hanoi displayed messages in English declaring (“[EXPLETIVE]  

VIETNAM PHILIPPINES JOINT ACTION”al), denouncing their 
maritime claims, and claiming China’s “territorial inviola-
bility.”334 335 For four minutes, the public address systems 
broadcast pro-China messages in English336 with similar 
content to the defacement337 and played patriotic music.338 
The attack forced these airports to shut down computer 
systems and manually process customer check-ins,339 delaying 
more than 100 flights countrywide by up to two hours.340 341 
Reportedly, up to 19 other airports across Vietnam experienced 
unspecified technical problems that day.342

The group also targeted Vietnam Airlines, the country’s 
state-owned flagship carrier. Also on July 29, the attacker 
defaced the airline’s website with imagery identical to the 
airport’s information screens343 344 and directed visitors to 
Pastebin. The site hosted a download link to a file containing 
the personal information of more than 400,000 members of 
the airline’s frequent flyer club.345 346 The file’s timestamp 
indicates that it was created on March 25, 2016, using the 
airline’s business management system.347 In response, several 
major Vietnamese banks temporarily froze credit cards.348

Attribution
The Vietnamese government attributed these aviation attacks 
to Goblin Panda.349 This attribution is consistent with other 
private sector research that tracks Goblin Panda as the actor 
behind certain PRC-aligned espionage against Vietnamese 
entities. This assessment is further supported by reviewable 
technical evidence: attackers, for example, leveraged 
command-and-control servers350 351 352 repeatedly used by 
Goblin Panda in targeted operations against Vietnam since at 
least 2014.353 354 355 356

Beyond the imagery used in the attacks, 1937CN did not take 

al The phrase “Vietnam Philippines Joint Action” may specifically refer to 
the “Philippines-Việt Nam Action Plan 2017-2022,” a strategic 
memorandum of understanding between the two countries being 
drafted in 2016. The two countries had signed another action plan six 
years earlier, concerning naval cooperation, information sharing, and 
other security matters. 

Figure 4. In July 2019, the 1937CN Team defaced airport information screens and 
Vietnam Airlines’ website with anti-Vietnam and anti-Philippines messages.
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credit in other channels. The group’s leader, a publicly known 
PRC-based individual, denied that his group was behind the 
attacks but told a PRC news outlet that the attacks were 
consistent with his team’s political agenda. He noted that at 
“a time when the definition of a cyber crime remains vague in 
China, our team will start a cyber war to defend the country 
and the people when their sovereignty and rights are violated 
by foreign countries.”357 Unusually for them, neither this 
individual, nor 1937CN, reported the defacements on public 
defacement registration websites.358 359 By approximately 
October 2016, 1937CN disbanded its public presence, closing 
its forum, security blog, and social media accounts.360 361

Assessment
This operation was very likely a highly coordinated and 
carefully planned cyber-enabled information operation, 
employing data leaks, defacements, and exploitations of public 
address and information systems. Collectively these appear 
designed to intimidate Vietnamese popular, commercial, and 
government audiences. The defaced passports story is 
suspect, as evidence suggests that the cyber operation began 
before this precipitating incident. It is therefore somewhat 
likely this story was disinformation.

 THEME #4: INDO-PACIFIC COMPETITION 

China perceives an increasingly antagonistic regional  
community.362 In the past decade, other major regional 
players— the U.S., Japan, India, and Australia—began 
speaking of an “Indo-Pacific” geographic and political region 
centered on the Indian and Pacific oceans. This geopolitical 
perspective highlighted the region’s growing strategic  
importance, owing to the emergence of the Indian Ocean as the 
world’s busiest trade route, the development of China and India 
as the world’s second and third largest economies,363 am and 
the re-emergence of China as a geopolitical force. These 
major regional powers have strengthened their partnerships 
and advanced an increasingly coordinated technical, 
economic, and military agenda that China perceives as hostile 
containment.364 As China Daily warned this “sinister gang” of 
countries, “Once they step on the red line of China’s core 
interests, China will not care about their relations with the 
U.S., and China will not hesitate to punish them.”365

am By all major macroeconomic measures, the U.S. and China are 
presently the world’s first and second largest economies. India’s 
ranking within the top 10 depends on the measure. By 2030, India is 
generally projected to become the third-largest economy by most 
measures.
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PREPARING FOR THE U.S. PIVOT TO ASIA (2011–2013)

Political Context
At the start of the 21st century, the U.S. was cautiously 
optimistic about its increasingly important relationship with 
China. In 2000, the U.S. granted China permanent normal 
trade relations, allowing it to join the World Trade 
Organization.366 The 2006 National Security Strategy 
characterized China as a rising country in economic and 
political transition that could emerge as “peaceful and 
prosperous” and would face growing pressure to “follow on 
the path of East Asia’s many modern democracies.”367 
Meanwhile, the U.S. focus on terrorism overshadowed China 
affairs or, as it has been widely characterized, “distracted”  
the U.S.368 369 370

In the fall of 2011, the U.S. sharply changed its position. After 
more than a decade of deprioritizing the region, the secretary 
of state published a position paper arguing that the Asia-Pacific 
region must be a top “diplomatic, economic, strategic, or 
otherwise” focus of the U.S.371 In November, President Barack 
Obama launched a regional tour affirming this new strategic 
prioritization, announcing the first long-term expansion of the 
U.S. military presence in the region since the Vietnam War.372 373 
Beijing became visibly concerned. State media asked whether 
this pivot was “an attempt at containment,”374 and the Foreign 
Ministry diplomatically noted that military intensification in the 
region “may not be quite appropriate.”375

Cyber Activity
Starting in late 2011, an intrusion campaign targeted numerous 
U.S. natural gas pipeline operators. Between December 2011 
and February 2012, the adversary attempted to gain access 
through spear-phishing and by social engineering phone calls 
to asset owners, such as to their network engineering 
departments.376 Out of 23 known targets, 13 were success-
fully breached. Remediation concluded in 2013. While inside 
networks, the adversary sought data related to the operators’ 
ICS, such as manuals and documents using the string 
“SCAD*,” which would identify references to supervisory 
control and data acquisition (SCADA) systems.377 One 
company established a honeypot containing sensitive decoy 
information; the adversary exfiltrated the SCADA-related informa-
tion and ignored the business and financial documents. 378

In September 2012, the APT1 threat group breached 
Telvent379 and stole customer project files related to its 
OASyS SCADA project, a pipeline management system.380 381 
The systems are typically customized for each customer’s 
requirements and therefore may contain substantial informa-
tion about pipeline operators’ environments.382

Attribution
The U.S. government publicly attributed the late 2011 pipeline 
operator intrusions to unspecified “Chinese state-sponsored 
actors.”383 The U.S. assessed that the adversary sought to 
obtain the ability to disrupt physical operations through the 
remote manipulation of industrial control systems and thus 
hold infrastructure at risk.384 

Meanwhile, the theft of pipeline management software from 
Telvent is attributed to PLA actors tracked as APT1.385 
According to the U.S. government, APT1 was affiliated with the 
PLA General Staff Department’s Third Department (3PLA) and 
used military cover unit designator Unit 61398.386 Historically, 
the PLA’s cyberattack capabilities resided within 4PLA, rather 
than the collections-focused 3PLA.387 It is plausible then that 
APT1 was playing a supportive role to a parallel 4PLA destruc-
tive team. The stolen SCADA files probably held little economic 
espionage value but would very likely be useful for offensive 
operations against pipeline operators.

The pipeline intrusion actor may be affiliated with the actors 
that breached RSA around the same time. In March 2011, 
according to the U.S. government, a PRC-affiliated threat 
actor compromised RSA’s SecureID hard tokens and used 
them to target U.S. defense contractors.388 389 The RSA 
intrusion and the late 2011 oil-and-gas intrusions share 
indicators of compromise related to tools and command-and-
control domains.390 This overlap indicates that the two 
operations were likely conducted by related actors with a 
common tooling and infrastructure source. RSA assessed 
that the breach was likely a joint operation by two state-
backed groups.391 Knowledgeable security firms also 
assessed a joint PLA and MSS operation, possibly involving 
the MSS-linked392 APT17393 394 and an unspecified PLA group 
other than APT1.395 396 

This 2011–2012 oil and gas operator intrusion and Telvent 
breach are likely not directly related to the then-long running 
Night Dragon campaign. From at least 2009 until 2011, a 
PRC-aligned threat group conducted targeted intrusions 
against global energy companies. Inconsistent with the 
honeypot anecdote, these actors sought project-financing 
information for oil-and-gas operators, as well as data from 
field production SCADA systems.397 This behavior suggests 
Night Dragon had a likely economic espionage objective 
rather than pre-positioning. In addition, Mandiant assessed 
that its APT1 group did not relate to Night Dragon.398 

For more information, refer to the activity cluster APT1 in 
Appendix A.
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Assessment
Concerns over the U.S. pivot to Asia may have prompted 
China’s desire to establish pre-positioning within the U.S. 
energy sector. At the time, China had only recently begun its 
military modernization and had few policy options to threaten 
harm or signal strength to the U.S. through hard power 
projection.399 400 Relative to other options, cyber pre- 
positioning might more quickly give China the ability to 
influence U.S. decision makers through a hold-at-risk strategy. 
This action could then be seen as a strategic prelude to 
China’s establishment of new bases throughout the South 
China Sea over the next decade, enabling rapid strike capabili-
ties throughout the region.401 402

ATTEMPTING TO INTIMIDATE RESISTANT 
POLITICIANS IN TAIWAN (MAY 2020)

Political Context
Taiwan, officially the Republic of China, is a democracy with 
unclear sovereignty. The changing administrations in Taiwan 
over the decades have had differing opinions on Taiwan’s 
relationship with the PRC, but the current administration of 
Tsai Ing-wen has been less conciliatory. After her first 2016 
election, she declined to explicitly reaffirm the ambiguous 
“One China”an concept that had been the basis of cross-strait  
relations for decades.403 In retaliation, the PRC ended 
diplomatic contact with Taiwan. 

In January 2020, President Tsai and her party won landslide 
victories in national elections. They ran on a platform firmly 
opposed to PRC’s offer of a “One Country, Two Systems” 
relationship, like the PRC and Hong Kong.404 Her reelection 
alarmed Beijing, which warned that Tsai had a “persistent 
penchant for provocative moves” and would “push her 

an Allegedly, in 1992, the PRC and Taiwan verbally agreed to a political 
baseline for their relationship: there is only “One China.” However, 
the supposed agreement left this phrase’s meaning open to 
interpretation. The PRC holds that there is only China and Taiwan has 
always been part of China. For many years, Taiwan’s official interpre-
tation was that a singular China exists, but there is no consensus 
about which government represents China. 

pro-independence agenda at whatever cost.”405 Via the 
Taiwan Affairs Office,ao the PRC vowed to uphold China’s 
“territorial integrity [and] resolutely oppose separatist 
attempts and acts for ‘Taiwan independence’ in any form.”406 
On May 20, Tsai was re-inaugurated.407

Cyber Activity
At some point in early 2020,ap 408 an adversary breached at 
least 10 Taiwanese companies in strategically important 
sectors using diverse means and obtained persistent 
access.409 410 Victims included Taiwan’s national gasoline, 
natural gas, and petrochemical company; one of the world’s 
largest chemical companies; Taiwan’s largest telecommunica-
tions provider; and three semiconductor firms (one of which 
is one of the world’s largest semiconductor assembly and 
testing services).411 412 413 414 

Over the May 1 to May 3 Labor Day holiday weekend, the 
adversary used backdoors to distribute ransomware using 
victims’ centralized management and configuration 
systems.415 416 The ransomware contained a logic bomb, 
activating on systems starting on May 4 if their system times 
were after noon. The ransomware note provided an email 
address, but no demanded ransom amount or threat to leak 
files.aq Investigators identified a newer variant of the ransom-
ware after the attack that omitted contact and payment 
information, reducing the malware to a purely destructive 
tool.417 The attack’s publicly observable effects included 
partially disrupting payment systems at many of Taiwan’s gas 
stations, causing some to temporarily shut down.418 419

Attribution
The U.S. government has attributed the ransomware attacks 
to Chengdu 404, a self-described cybersecurity firm located 
in Chengdu, China.420 The U.S. government stated that the 
operators were affiliated with the APT41 threat group, a group 
often also tracked as the Winnti Group. This assessment 
aligns with earlier attribution by the Taiwanese government, 
which linked the attack to the Winnti Group or another closely 
related threat group.421

ao The Taiwan Affairs Office is the government agency responsible for 
setting and implementing mainland the PRC’s policies regarding 
Taiwan. 

ap Reviewed public sources have not specified the start of this campaign 
beyond it occurring “several months” before the early May disruptions.

aq Ransom demands: A senior Taiwanese government investigator, 
speaking shortly after the incident, mentioned that victims’ 
computers had displayed a message demanding 3,000 USD. Neither 
this message nor figure were repeated by any known involved incident 
response firm, generated by any known samples, or repeated by any 
other reliable source. The Taiwanese government media’s English and 
Mandarin-language versions of the same reporting differ on several 
specific points, adding to the confusion. (Sources: https://tw.news.
yahoo.com/中油台塑化遭駭-調查局-駭客擬再攻擊10企
業-081347026.html; https://www.taipeitimes.com/News/taiwan/
archives/2020/05/17/2003736564)
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Chengdu 404 likely engages in a mixture of for-profit crime 
and contracting for the PRC security apparatus. Its work likely 
includes a mixture of surveillance and espionage. The firm 
has reportedly targeted government organizations in 
Vietnam, India, and Hong Kong; nonprofit entities, such as 
think tanks and a news organization that covered Uighur 
issues; and pro-democracy activists and politicians in Hong 
Kong.422 The U.S. alleges that the company has a long history 
of working with the MSS.423 The company’s website further 
stated that its customers included “public security, military, 
and military enterprises,”424 presumably referring to the MPS, 
PLA, and PRC defense companies. 

The line between Chengdu 404’s contracted work and 
for-profit crime is blurry. The U.S. states that Chengdu 404 
frequently targeted video game companies.425 The operators 
allegedly stole “digital items of value” (e.g., video game curren-
cies), disrupted competing criminal groups, and stole customer 
databases.426 Private sector tracking of Winnti427 428 429 430 
documents this recurring targeting of video game companies, 
often resulting in the theft of code-signing certificates.ar 
Some of these certificates have been used for surveillance 
activities closely aligned with PRC government interests, such 
as targeting Uighur and Tibetan activists.431 It is plausible 
that the PRC tasks the group to perform specific activities, 
while allowing it to perform criminal activities on the same 
victim networks.

For more information, refer to the activity cluster  
Chengdu-based individuals in Appendix A.

Assessment
This attack in Taiwan was likely orchestrated to intimidate the 
reelected Tsai administration and express displeasure with its 
handling of the cross-Strait relationship. The targets all had 
cross-Strait geopolitical significance as critical members of 
Taiwan’s technology and energy sectors. The adversary also 
patiently waited for many months to act on objectives; the 
operational timeline loosely overlaps with the reelection and 
inauguration of President Tsai. A parallel incident might then 
be China deploying warplanes near Taiwan on January 23, 
2021, widely seen as a signal directed at President Joe Biden, 
inaugurated days earlier. The actions were described by the 
U.S. as part of a “pattern of ongoing PRC attempts to 
intimidate its neighbors, including Taiwan.”432

Chengdu 404’s known criminal behavior may have served as 
a useful veneer of plausible deniability for Beijing. This 
scenario fits into the broader pattern of China using semi-
state actors, like militias and enlisted patriotic hacker groups, 
to exert pressure on its competitors.

ar Software developers use code-signing certificates to establish that they 
published some code and that this code has not been altered after 
publication. By signing malware with a trusted organization’s certificate, 
an adversary might slip by defenses that check code-signing against 
trusted developer lists before allowing installation of new software.

DISPUTING THE BORDER WITH INDIA (2020–2022)

Political Context
For decades, China and India have disputed the specific 
location of their 2,100-mile border. On several occasions, the 
countries have come to blows or nearly so, as troops have 
mobilized, conducted skirmishes, and, as happened in 1962, 
even engaged in a short war. This persistent conflict has 
compelled these nuclear-armed neighbors to improve infra-
structure near the border, installing roads, building airbases, 
laying railroads, and reportedly deploying air defenses.433 

A new period of heightened tensions began in May 2020. Troops 
clashed repeatedly, escalating over several weeks from brawling 
and stone-throwing434 435 to incidents resulting in dozens of 
fatalities, as China occupied a new section of disputed 
territory.436 This was the first fatal military conflict between the 
two countries since 1975.437 The conflict has persisted into 2022, 
as small skirmishes occurred periodically,438 talks broke down,439 
and new forces were detached to the region.440

Cyber Activity
As cross-border relations deteriorated, a targeted intrusion 
operation against the Indian power grid and port operators 
picked up momentum.441 Between mid-2020 and March 
2021,442 an adversary breached 10 power sector organizations 
and two ports in India, based on analysis of ShadowPad 
command-and-control traffic by Recorded Future.443 In 
November 2020, India’s CERT sent out a warning about the 
threat of ShadowPad malware to POSOCO’sas regional 
electric-grid load-balancing centers (a.k.a. dispatch centers).444 
In March 2021, the Indian government confirmed that, in an 
unspecified timeframe, “cyber incidents” had occurred at four 
of the five regional dispatch centers under POSOCO’s 
management.445 

It is unclear whether a cyber intrusion facilitated an October 
2020 power outage in Mumbai. Indian government authori-
ties have offered conflicting root cause assessments for this 
incident. India’s power minister rejected claims of any 

as Power System Operation Corporation (POSOCO) is the Indian 
state-owned enterprise responsible for integrated operation of the 
national power grid, its security, and load balancing among regional 
dispatch centers.
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cyber- facilitated sabotage, blaming human error alone, 
sourcing two investigations.446 447 448 He did however note 
that, at that time, unattributed “cyberattacksat… [had]…
happened on SCADA systems” in Mumbai and data theft had 
occurred at the city’s power company.449 Furthermore, 
targeted intrusions had occurred at regional dispatch centers 
without breaching operational systems.450 451 452 At the same 
time, the regional energy minister responsible for Mumbai 
insisted in the contrary that cyber-facilitated sabotage had 
indeed occurred.453 At a minimum, these reports consistently 
indicate that an adversary or adversaries targeted operational 
systems for India’s power grid in 2020, regardless of their 
disputed hand in the disruption.

At an unknown time, a suspected PRC-aligned threat group 
breached an Indian454 managed service provider (MSP) and 
operational technology (OT) vendor; the breach was identified 
in April 2021.455 It is plausible, but unknown, whether the 
adversary abused the vendor’s ongoing VPN access to major 
electric and water utilities in the UK or any other organizations 
in the vendor’s global customer base.456

Between approximately September 2021 and March 2022, 
another suspected PRC-aligned threat group breached at least 
seven Indian state power dispatch centers near the disputed 
border, the Indian subsidiary of a multinational logistics 
company, and an Indian national emergency response system. 
Recorded Future reported observing no evidence of adversary 
access to ICS environments.457 

Attribution
Although Indian officials noted that they had considered PRC 
involvement in the initial 2020–2021 intrusions at ICS opera-
tors, no Indian agency or other public government source has 
publicly attributed them. Based on the target set, affiliations of 
technically related threat actors, and statements by Indian law 
enforcement, at least some of the threat activity is plausibly 
linked to the Western Theater Command of the PLA.

	� In November 2020, Indian law enforcement reported 
observing a recent uptick of DDoS, IP hijacking, and phishing 
originating in Chengdu, China, targeting critical infrastruc-
ture, banking, and “information” sectors, leading them to 
consider China’s possible involvement.458 Possibly of 
relevance, the Western Theater Command of the PLA is 
responsible for executing the kinetic aspects of the  
standoff with India and has a joint operations command 
centerau in Chengdu.459

at The minister’s specific intended meaning of the phrase “cyberattack” 
could not be discerned from context and may not meet the strict, 
narrow definition of “cyberattack” used by this report.

au Joint Operations Command Centers have been credibly assessed to 
be one of two possible organizations likely responsible for the 
operational command of the PLA SSF’s cyber units. (Source: https://
ndupress.ndu.edu/Portals/68/Documents/stratperspective/china/
china-perspectives_13.pdf).

	� Recorded Future research supports the Indian govern-
ment’s assessment that the intrusions may have originated 
in Chengdu. The security firm attributed the activity to 
RedEcho, whose infrastructure and targeting reportedly 
strongly overlaps with Chengdu-based460 APT41461 and the 
possibly Shenyang-based462 Tonto Team. 

Less is known about the adversaries responsible for the 
Indian OT vendor breach or the state dispatch center 
breaches. Limited overlaps in infrastructure and tooling 
indicate that the adversary or adversaries are probably also 
PRC state-linked, but not enough reviewable evidence is 
available to attribute the activity to existing threat groups.463 

In apparent reference to the September 2021 to March 2022 
activity, the Indian government unequivocally stated in April 2022 
that “Chinese hackers” had twice targeted electricity distribu-
tion centers in the Ladakh region, which borders China.464

For more information, refer to threat actors and activity 
groups RedEcho, Chengdu-based individuals, and Tonto Team 
in Appendix A.

Assessment
	� Some of these intrusions likely served to degrade Indian 
public and executive will to continue or escalate the border 
conflict. PLA texts have long advocated for the targeting of 
an opponents’ critical infrastructure during conflicts, 
historically by artillery465 and later cyberattacks.466 As a 
2013 doctrinal publication noted, “effective strikes against 
important strategic targets, including enemy military, 
economic, and political targets” can shape an opponent’s 
public opinion and executive decision making. These 
operations force an opponent to “[lose] confidence, [lose] 
the will to fight and…submit.”467 These intrusions align with 
this advocated strategy, targeting India’s utilities, ports, 
banking, and “information sectors” and, in some cases, 
likely seeking the ability to manipulate control systems.
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CONCLUSION
Discussions of the cyber threats posed by China must include 
espionage, influence, and attack operations. Case studies show 
that China is developing and deploying cyberattack capabilities 
to advance its national “core interests.” These cyberattacks 
complement China’s better known, increasingly assertive, and 
diverse attempts to advance its interests online through legal, 
financial, cultural, political, and technical means. 

Beijing’s increasing confidence in its cyberattack capabilities 
shows in its national military documents. China’s 2015 military 
strategy framed the country as a “major victim of cyberattacks,” 
necessitating the rapid “development of a [military] cyber 
force.”468 An updated version of this paragraph appeared in 
China’s 2019 national defense paper; this time, China more 
boldly described itself as a “major cyber country” and stated 
that the PLA was developing cyberspace capabilities in ways 
“consistent with … [this] “status.”469 China states that it seeks 
to become the leading global cyber power by 2035.470 

Beijing’s assuredness is likely well founded. In the past 
decade, China has better defined the missions of its cyber- 
capable agencies and more efficiently reorganized operational 
units. China now includes both offensive and defensive 
operators in joint military exercises.471 The case studies in 
this report show a shift from crude shows of force—barely 
distinguishable from common hacktivism—to carefully timed 
operations exploiting persistent access to cause precise 
effects timed to support messaging and useful narratives. 
The true measure of China’s cyberattack capabilities, 
however, likely cannot be fully discerned in open sources.  
It is possible China has chosen to not deploy its full capabilities 
or it has done so without public attribution. 

China’s growing cyberattack capabilities and global  
assertiveness create a potent threat to the United States  
and other countries and organizations whose own priorities, 
goals, and actions conflict with China’s expanding core 
interests. The time to prepare for this threat is now.
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APPENDIX A: THREAT ACTORS  
AND ACTIVITY CLUSTERS
This appendix details the threat actors and activity clusters mentioned in this report.  
Each sub-section first describes the adversary or operation linked to a mentioned attack 
(attribution may be from a government or private-sector research organization). The tables 
then expand to capture the assessments of different threat research organizations that 
connect their own interchangeable and affiliated groups. This appendix generally does not 
attempt to significantly deconflict or exclude stated threat actor aliases, except when asserted 
clustering was very likely erroneous. 

HURRICANE PANDA

Hurricane Panda is a PRC-aligned threat actor that conducted the mid-to-late 2014 DDoS attacks against Hong Kong pro- 
democracy entities, as well as espionage and intellectual property theft in East Asia and the U.S. circa 2013–2015. A notable 
feature of this threat actor was its use of legitimate code-signing certificates, likely stolen from South Korean companies.  
Threat research groups disagree about whether this actor can be directly linked to additional activity outside the 2013–2015 
period. The following table captures the narrowest public tracking of its activity.
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ACTIVITY GROUPS OR CLUSTERS ASSOCIATED WITH HURRICANE PANDA
ACTIVITY 
GROUP OR 
CLUSTER 

CITED  
ALIGNMENT DESCRIPTION 

Operation 
Poisoned 
Hurricane

FireEye472 FireEye tracked Operation Poisoned Hurricane as activity by a suspected China-based threat actor 
supporting PRC government objectives. Overlaps in tools and infrastructure led FireEye to connect 
the mid-to-late 2014 distributed denial of service (DDoS) attacks against Hong Kong entities to 
earlier 2014 espionage and intellectual property theft.473 The name likely refers to the threat actor’s 
abuse of internet service provider Hurricane Electric’s public domain name system (DNS) 
resolution service to route command-and-control traffic.474 This adversary used legitimate 
code-signing certificates likely stolen from South Korean technology companies.

Hurricane 
Panda

CrowdStrike CrowdStrike tracked a suspected China-based adversary primarily conducting targeted intrusions at 
telecommunications, technology, and infrastructure475 companies since mid-2013476 as Hurricane 
Panda.477 CrowdStrike noted the adversary’s abuse of Hurricane Electric’s DNS resolution service 
and use of PlugX malware and the ChinaChopper webshell.478 479 The firm observed that its known 
targets were in the U.S. and Japan and it engaged in intellectual property theft.480 The group was 
active until at least January 2015.481

Unnamed 
Hong Kong 
and Japan 
activity 
cluster

Volexity482 Volexity identified a cluster of websites belonging to Hong Kong pro-democracy groups, as well as 
major Japanese newspaper Nikkei, similarly compromised with JavaScript to deliver unknown 
payloads hosted on the same domain.483 This domain was also used for the command-and-control 
of DDoS against Hong Kong news sites in October 2014.484 The malware used a legitimate 
code-signing certificate from a South Korean gaming company. Many portions of this activity were 
explicitly reported by FireEye as being part of Operation Poisoned Handover (a.k.a. Operation 
Poisoned Hurricane).

Unnamed 
activity 
cluster

Palo Alto  
Networks485

Palo Alto Networks identified targeted summer 2014 intrusions against the regional office of an 
unspecified international law firm and a major university, both in East Asia.486 The adversary used 
legitimate code-signing certificates stolen from several South Korean firms in software develop-
ment, semiconductor, and automotive manufacturing; at least one of these certificates was used in 
Operation Poisoned Hurricane. Hence, Palo Alto Networks assessed this activity was closely 
related to Operation Poisoned Hurricane.

Operation 
Poisoned 
Helmand

ThreatConnect487 ThreatConnect saw overlaps between suspected PRC political espionage activity in Afghanistan 
and the Operation Poisoned Hurricane-related activity reported by FireEye and Palo Alto Net-
works, all in the second half of 2014. The Afghanistan activity clusters had overlapping malware 
code and similar naming conventions and URL structures for command-and-control domains.488 
ThreatConnect did not publicly assess that these two campaigns were conducted by the same 
operators.

Some threat researchers connect Hurricane Panda to the actor responsible for the historic breach of Anthem Insurance, very 
likely part of a major counterintelligence campaign. We assess that this adversary connection is plausible. The two threat actors 
very likely share common tooling sources and both may have targeted the Hong Kong democracy movement in 2014. However, 
there is not sufficient information available to assess with high confidence whether Hurricane Panda and the Anthem actor are 
collaborators, parallel entities, or the same. Hence, the table below provides information about the Anthem actor for reference 
but does not attempt to capture all alternative aliases for the Anthem actor. 

The U.S. government publicly attributed the Anthem operation to an unspecified threat group based in China and indicted two 
members (one of whom resides in Shenzhen).489 Based mainly on DNS-record pivoting, several security researchers have 
credibly assessed a connection between the Anthem actor, Beijing TopSec (a cybersecurity company and cleared PLA vendor), 
and an academic at Nanjing’s Southeast University who has received MSS funding.490 491 In the early 2000s, Beijing TopSec 
reportedly employed the founder of the Honker Union of China, a hacktivist group referenced in this report.492
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ACTIVITY GROUPS OR CLUSTERS ASSOCIATED WITH THE ANTHEM BREACH
ACTIVITY 
GROUP OR 
CLUSTER 

CITED  
ALIGNMENT DESCRIPTION 

Ironman 
campaign

CrowdStrike493 CrowdStrike initially assessed that the actor responsible for the Anthem breach was Deep Panda,494 
but later revised this assessment to track the activity as a separate Ironman campaign. This 
campaign name refers to a command-and-control domain, xha-mster[.]com, which was registered 
with the alias “tonyy starke,” an apparent misspelling of “Tony Stark” (a.k.a. Ironman), a superhero 
from the Avengers franchise.495 A similar naming scheme reappeared in the China-attributed breach 
of the U.S. Office of Personnel Management (OPM). Despite CrowdStrike’s reassessment, many 
other threat research organizations track the actor responsible for Anthem as Deep Panda.

Of relevance to Hurricane Panda’s DDoS activity in Hong Kong, CrowdStrike attributed targeted 
surveillance of prominent pro-democracy activists and supporters of the 2014 protests to Deep 
Panda.496 Also similar to the Hurricane Panda activity, the Ironman campaign used code-signing 
certificates from South Korean companies.

Black Vine Symantec497 Symantec identifies the threat actor behind the Anthem breach as a PRC-aligned espionage group 
tracked as Black Vine and assesses that some relevant individuals are affiliated with the Beijing 
TopSec security company.498 Symantec noted in 2015 that the group had targeted energy, aero-
space, healthcare, military, and other sectors since 2012, overwhelmingly in the U.S. Symantec 
assessed that Black Vine likely has access to a shared tooling source used by multiple PRC-aligned 
threat groups.499

Temp.
Avengers

iSight Partners500 iSight Partners (now part of Mandiant) tracked the Anthem threat actor as Temp.Avengers, 
presumably a reference to its fraudulent domain registrations listing Avenger characters like Tony 
Stark. iSight also attributed this group to breaches at United Airlines and OPM. It is unknown 
whether iSight recognized any other industry names for the threat actor.

Beijing 
TopSec and 
Southeast 
University 
affiliated 
actors

ThreatConnect501 ThreatConnect assesses that the threat actors responsible for the Anthem breach are likely affiliated 
with a closely connected group of academics at Southeast University and private-sector technolo-
gists at Beijing TopSec, a cleared PLA contractor. ThreatConnect noted that, in the early 2000s, 
Beijing TopSec reportedly employed the founder of pro-PRC hacktivist group Honker Union of 
China (HUC), which is referenced in this report. Around 2011, HUC reemerged again under this 
individual’s leadership.502 503

APT31 Mandiant504

IronNet505

Positive  
Technologies506

Rapid7507

Mandiant tracks APT31 as a PRC-aligned espionage actor that collects data of political, economic, 
and military value to the PRC government and state-owned enterprises. It targets numerous sectors 
including government, international finance, aerospace, defense, high-tech, construction, engineer-
ing, telecommunications, media, and insurance. 508 Mandiant does not publicly recognize any 
equivalent aliases. 

IronNet tracks APT31 as a PRC state-sponsored espionage actor supporting government and 
state-owned enterprises since 2013. IronNet assesses that APT31 is interchangeable with Hurricane 
Panda, Judgment Panda, Bronze Vinewood, Red Bravo, and Zirconium.509

Positive Technologies tracks APT31 as an espionage actor that targets military, political, and 
commercial entities in diverse fields and has been active since at least 2016. Positive Technologies 
considers APT31 to be interchangeable with Hurricane Panda and Zirconium. It is unclear why 
Positive Technologies clusters APT31 and Hurricane Panda but is not confident that this activity 
began before 2016.

Rapid7 tracks APT31 as a PRC state-sponsored group that conducts intellectual property theft. It 
recognizes common APT31 aliases as Bronze Vinewood, Hurricane Panda, Judgment Panda, 
TEMP.Avengers, and Zirconium. 510
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1937CN TEAM/GOBLIN PANDA 

1937CN Team was a group of self-proclaimed pro-PRC hacktivists active from 2012 to 2016. The group primarily conducted 
defacement attacks against countries whose maritime territorial claims competed with China’s own. According to government 
and private-sector research, 1937CN is effectively synonymous with an espionage-focused group often called Goblin Panda that 
mainly targets China’s South China Sea competitors and has been active since 2012. It is plausible these two are closely linked 
subgroups under unified command (e.g., a militia unit and a uniformed unit).

In addition, several threat research groups credibly assess a relationship between Goblin Panda and APT40 via joint activity 
tracked as Hellsing. This relationship would be consistent with the overlaps in Goblin Panda and APT40’s targeting profiles. The 
U.S. government has stated that APT40 is affiliated with the Hainan State Security Department of the MSS,511 which similarly 
focuses on Southeast Asia and Australia. Goblin Panda might then be a parallel military entity. A plausible candidate with this 
profile is whatever PLA entity succeeded Unit 75770 (75770部队), the signals intelligence unit for the now-defunct Guangzhou 
Military Region.512 After 2015 PLA reforms, that region has been reorganized as part of the Southeast Asia-focused Southern 
Theater Command. 

ACTIVITY GROUPS OR CLUSTERS ASSOCIATED WITH 1937CN TEAM / GOBLIN PANDA
ACTIVITY 
GROUP OR 
CLUSTER 

CITED 
ALIGNMENT DESCRIPTION 

1937CN Team 
(a.k.a. 中国网
军公盟, 
1937cN TeAm, 
1937CNTEAM, 
1937CN)

Self- 
`proclaimed

1937CN Team was a self-described pro-PRC hacktivist group. Though its leaders claimed that the 
group was founded in 2008,513 its publicly observable activity spanned only 2012–2016. The 2008 start 
date likely refers to an earlier iteration, because the group’s wiki notes that it was founded in June 2012 
as a follow-up to the defunct group “Northwest Hacker Base” (西北黑客基地).514 1937CN’s name 
refers to the 1937 massacre of Chinese civilians by imperial Japanese soldiers in Nanking (modern day 
Nanjing) during the Second Sino-Japanese War.515 The group claimed to have disbanded in August 
2016 because of an internal power struggle and differing opinions over the group’s direction. 516 517 
During its existence, the group’s primary activity was defacement attacks. 

In public interviews, 1937CN Team leaders claimed to have had no role in the Vietnamese aviation 
sector operation.518

Bkav considers 1937CN Team to be a PRC-based group responsible for the Vietnamese aviation sector 
operations.519 

Unnamed 
activity cluster 
in Vietnam

Bkav520

VNCERT521

In August 2016, Vietnamese cybersecurity company Bkav identified a long- running spyware campaign 
targeting Vietnamese entities since mid-2012, including government agencies, corporations, banks, 
research institutes, and universities, all linked to a C2 server (dcsvn[.]org) that imitates the Vietnamese 
military.522 Bkav observed that the same malware used in the Vietnamese aviation sector operation 
matched the malware used in this activity cluster. 

VNCERT did not comment on the attribution of this activity or its connection to the Vietnamese 
aviation sector operation but warned that the malware could steal information or destroy systems.523

Unnamed 
activity cluster 
in Laos

RiskIQ In November 2016, RiskIQ identified spear-phishing in Laos by a “known Chinese adversary … most 
likely affiliated with the Chinese government.” The campaign’s C2 server (dubkill[.]com] had been in the 
actor’s control since 2014 and used in activity targeting Vietnam, reported in June 2015 by Bkav.524 

RiskIQ found a loose connection between its Vietnam and Laos activity cluster and Bkav’s 2012–2016 
activity cluster, based on program database (PDB) strings, C2 domains, and historical DNS data 
overlaps and connections.525
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Unnamed 
activity cluster

Votiro 
Labs526 
ClearSky

Fortinet

In August 2017, Votiro Labs and ClearSky attributed a possible espionage campaign targeting a large 
Vietnamese organization to the Vietnamese aviation sector activity group, possibly 1937CN.527

Fortinet conducted further research into this activity cluster but did not attribute it or assess the 
validity of Votiro and ClearSky’s attribution.528

Goblin Panda CrowdStrike

Fortinet529

Viettel530

Anomali531

CrowdStrike tracks Goblin Panda as a PRC state-aligned threat actor focused on Southeast Asia, 
especially Vietnam, and principally targeting defense, energy, and government sectors.532 533 Crowd-
Strike considers Goblin Panda to be interchangeable with APT27.534

Fortinet describes Goblin Panda as a threat actor focused on Southeast Asia, mainly targeting 
Cambodia, Indonesia, the Philippines, Myanmar, Malaysia, Thailand, and Vietnam, as well as India to a 
lesser extent. 535 Fortinet recognized Goblin Panda as being the same as Cycldek, Hellsing, APT27, 
and possibly 1937CN.

Vietnamese Ministry of Defense owned-and-operated cybersecurity firm Viettel536 considers Goblin 
Panda to be the same as Hellsing, 1937CN, and unspecified other groups. It identifies Goblin Panda as 
a group targeting government, defense, and energy companies in South Asia and often in Vietnam.537 

Anomali considers Goblin Panda to be a PRC-aligned group principally targeting entities in Vietnam 
and elsewhere in Southeast Asia. Anomali assesses that its potential motivation is “espionage aligned 
with commercial and South China Sea issues.”538 Anomali treats Goblin Panda as synonymous with 
Conimes. 

Anomali assesses that Goblin Panda may receive tools, exploits, and infrastructure from the same 
shared source as Temp.Periscope (a.k.a. APT40, Leviathan) and Nomad/Dagger Panda (a.k.a. Temp.
Trident, Icefog, RedFoxtrot539). The U.S. attributes APT40 to the Hainan State Security Department of 
the MSS540 (a group focused on commercial espionage and research data theft, often in the South 
China Sea), and Recorded Future attributes RedFoxtrot to PLA Strategic Support Force (SSF) Unit 
69010av (a group targeting commercial, research, and government organizations in Central Asia).541

Cycldek Kaspersky 
Lab542

Kaspersky Lab tracks Cycldek as a Chinese-speaking543 threat group active since at least 2013, 
targeting large, high-profile organizations and government entities in Southeast Asia, especially 
Vietnam, Thailand, and Laos.544 Kaspersky considers Cycldek to be interchangeable with Goblin 
Panda, Conimes, and APT27.545 

Although some media outlets and threat encyclopedias identify Cycldek as interchangeable with the 
Southeast Asia-focused Hellsing espionage group, Kaspersky assessed that the Hellsing was a 
“stand-alone operation” that shared developer resources with Cycldek.546

Conimes (a.k.a. 
Conimes 
Team, TEMP.
Conimes)

iSight 
Partners547 
 
FireEye548

iSight Partners and later FireEye, its first successor parent organization (now Mandiant), tracked a 
suspected PRC-aligned threat actor it called Conimes.549 The actor targeted entities in Southeast Asia, 
mainly Vietnam, and especially so during periods of tension over the South China Sea. 

The name refers to the group’s use of the “conimes.com” domain for C2. Kaspersky had associated 
this domain with the original Winnti threat actor.550 TrendMicro observed that the same email address 
had been used to register the conimes[.]com C2 domain and scvhosts[.]com,551 both of which 
CrowdStrike had associated with Goblin Panda.552 

Neither FireEye nor Mandiant have acknowledged in any reviewed public sources the analysis that 
tracks Goblin Panda as interchangeable with APT27.

Hive0045 IBM553 IBM tracks Hive0045, a suspected PRC-aligned state-sponsored threat group that primarily targets 
Southeast Asian countries in defense, energy, and government sectors with a primary interest in 
territorial conflicts. IBM assesses that the group “significantly overlaps” with Goblin Panda, Cycldek, 
and Hellsing.

av Unit 69010 (69010部队) is the military unit cover designator for a PLA cyber espionage, attack, and defense organization in Urumqi. This unit is 
presently affiliated with the Western Theater Command and the PLA SSF, following the past decade’s military reorganizations. This command’s area 
of responsibility encompasses Central Asia, the Indian subcontinent, and Afghanistan.
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CHENGDU-BASED INDIVIDUALS 

The Chengdu-based individuals activity cluster is a group of operators who conduct for-profit cybercrime and state-sponsored 
cyber activities. When treated as a whole, the cluster is often tracked as APT41 or Winnti. However, public tracking of the cluster 
often divides it into two halves: the criminal enterprise behind the company named Sea Gamer (a.k.a. Wicked Spider, BlackFly, 
Barium) and the government contractors behind a company named Chengdu 404 (a.k.a. Wicked Panda, Grayfly, Lead). 

The U.S. alleges that Chengdu 404 supported the MSS, and that this company’s website stated that it also supported “public 
security, military, and military enterprises.”554 Its criminal activities sometimes blended with its contracting, most prominently 
by targeting video game companies, stealing digital items of value for resale while concurrently collecting code-signing certifi-
cates later reused in espionage and surveillance operations.

Substantial deconfliction issues have persisted around this threat group. Very likely several PRC-aligned threat groups have 
access to common tooling, including the Winnti malware, which has led to nebulous clustering under the name “Winnti.”  
This sourcing arrangement has been referred to as a “digital quartermaster” and the group-of-groups as the “Winnti Umbrella.” 
Because deconfliction is largely outside the scope of this report, we note again that the following tables capture various  
government and industry attribution names “as is” for informational purposes.

Activity Groups or Clusters Associated with Chengdu-based Individuals
ACTIVITY 
GROUP OR 
CLUSTER 

CITED  
ALIGNMENT DESCRIPTION 

Chengdu- 
based 
individuals, 
operating 
behind 
commercial 
fronts 
Chengdu 404 
Network 
Technology 
(a.k.a. 
Chengdu 404) 
and Sea Gamer 
Mall SDN BHD 
(a.k.a. Sea 
Gamer)

United States555 In September 2020, the U.S. Department of Justice (DOJ) unsealed indictments charging five PRC 
nationals with intrusions at global commercial entities; governments in Vietnam, India, and Hong 
Kong; and nonprofit entities, as well as pro-democracy activists and politicians in Hong Kong.556 
The U.S. further alleged that the operators had engaged in various for-profit criminal activity like 
ransomware and crypto-jacking. The U.S. notes that one alleged co-conspirator has boasted of his 
relationship with the MSS and that Chengdu 404’s website stated that its customers were “public 
security, military, and military enterprises.”557 This statement suggests that Chengdu 404 was a 
contractor for the Ministry of Public Security (MPS), PLA, and PRC defense companies. According 
to DOJ, the alleged activity had been tracked by the private sector as APT41, Barium, Winnti,  
Wicked Panda, and Wicked Spider.
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APT41 FireEye558

SentinelOne559

Group-IB560

Venafi561

FireEye assesses that APT41 is likely a PRC-aligned group that conducts for-hire state-sponsored 
espionage, intellectual property theft, and tracking and surveillance, while also conducting 
for-profit cybercrime, including ransomware operations.562 While its for-profit activity has been 
consistent, it has not conducted intellectual property theft since 2015, shifting toward strategic 
intelligence collection.563 Also during the 2015-onwards era, the group has repeatedly surveilled 
Hong Kong pro-democracy groups.564 The firm assesses that APT41 “partially overlaps”565 with 
Barium and Winnti activity, as tracked by Kaspersky Lab,566 ESET,567 and ClearSky.568 

SentinelOne recognizes APT41 as a group of Chengdu-based individuals comprising two sub-
groups, Lead and Barium, formerly collectively tracked as “Winnti.” SentinelOne considers Barium 
to be two named PRC nationals and Lead to be Chengdu 404.569 SentinelOne assesses that these 
individuals and their close associates developed high-profile tools used by multiple China-affiliated 
threat groups, most importantly PlugX and ShadowPad. Suspected major clients using Shadow-
Pad are APT41 and an amalgamation of Tonto Team and Tick, as well as other activity clusters 
Operation Redbonus (targeting India), Fishmonger (targeting universities, government, media, 
technology, and COVID-19 research organizations in Hong Kong, Taiwan, India, and the U.S.) and 
Operation Redkanku. 570

Group-IB assesses that APT41 is a PRC state-linked actor conducting both espionage and 
cybercrime. Group-IB considers APT41 interchangeable with Wicked Spider, Wicked Panda, and 
Barium.571

Venafi considers APT41 to be synonymous with the Chengdu-based individuals, Winnti, Wicked 
Panda, Wicked Spider, Barium, Blackfly, and Suckfly.572

Note: FireEye previously, but no longer associates the “GREF” threat group it identified in 2014 
with APT41,573 but rather now as a group with which APT41 shares tools and digital certificates.574 
Some publications refer to APT41 as “Double Dragon,” which is very likely a misunderstanding of a 
FireEye report’s title.575

Wicked Spider 

Wicked Panda

CrowdStrike CrowdStrike uses the Wicked Spider and Wicked Panda names, per the company’s adversary 
nomenclature, to indicate the group’s dual identity as a PRC state-linked actor and a cybercriminal 
actor.576 

Wicked Spider has extensively targeted global technology companies and repeatedly stolen 
code-signing certificates from video game companies, often used by Wicked Panda.

CrowdStrike associated Wicked Panda with contractors who have PRC government clients, 
including MPS,577 likely serving as an “exploitation group for hire” (a.k.a. access-as-a-service).578 
Wicked Panda’s targeting has focused on “high-value” engineering, manufacturing, and technolo-
gy sector entities, as well as chemical companies and think tanks globally. CrowdStrike considers 
Wicked Panda to be synonymous with Winnti, Group 72, Barium, Lead, GREF, APT41, TG-2633, 
Bronze Atlas.579

Barium 

Lead

Microsoft580 Microsoft identifies many threat groups or activity clusters with the Winnti malware, but most 
strongly associates with it two distinct clusters tracked as Barium and Lead.581 

Barium primary targets electronic gaming, multimedia, and internet content industries, as well as 
other technology companies. In 2017, Microsoft successfully sought a court order to seize 
domains used by Barium.582

Lead focuses on industrial espionage with targeting of manufacturers in diverse industries, 
university-based research and development, and ICS security.

Blackfly

Gadfly

Symantec583 Symantec states that it tracks the broader APT41 activity as two distinct groups, Blackfly  
(financially motivated crime) and Gadfly (intellectual property theft), and associates them  
with the Chengdu-based cluster named by the U.S.584
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Winnti (a.k.a. 
Winnti Group)

Kaspersky Lab585

ESET586

ClearSky587

TrendMicro588

In 2013, Kaspersky Lab first used the name Winnti as a threat actor to describe activity involving 
the Winnti malware (coined by Symantec). The group had been active since at least 2009, 
primarily targeting video gaming companies globally with a focus on East and Southeast Asia.589 
Kaspersky observed that digital certificates stolen from these organizations were being used to 
sign malware targeting Uyghurs and Tibetan activists and in large-scale data-theft activities in 
South Korea.

ESET also tracks Winnti, attributing in early 2019 a series of recent supply chain attacks, using 
backdoored video game products to infect victims almost exclusively in Southeast Asia, over-
whelmingly in Thailand, the Philippines, Taiwan, Hong Kong, Indonesia, and Vietnam.590

Winnti 
Umbrella

Protectwise591 Protectwise clusters numerous clusters of espionage and financial crime activity under a single 
overarching entity, thus tracked by the name “Winnti Umbrella.”592 Protectwise attributes this 
activity to China’s intelligence apparatus. This umbrella encompasses Winnti, PassCV, APT17, 
Axiom, Lead, Barium, Wicked Panda, and GREF.

TG-2633 (a.k.a. 
Threat Group 
– 2633)

SecureWorks593 SecureWorks tracks Kaspersky’s Winnti Group as TG-2633. SecureWorks also assessed that 
TG-2633 may be related to TG-3279, another suspected PRC-aligned threat group, active since 
2009, that breached video game companies to steal source code.594

Red Kelpie PwC PwC associates Red Kelpie with the Chengdu 404 attribution, as well as APT41 and Barium.595 
PwC considers Red Kelpie to be the primary developer and user of ShadowPad malware and one of 
the primary Winnti malware users.596 PwC assesses that Red Kelpie engages in financially 
motivated and espionage operations worldwide and in diverse sectors, including continued 
targeting of the video game industry from 2012 to at least 2019.

Bronze Atlas SecureWorks597 SecureWorks associates Bronze Atlas with activity since 2007 primarily focused on intellectual 
property theft from developed economies and possibly economic intelligence collection support-
ing the PRC government. The group has allegedly targeted pharmaceuticals, media, fossil fuel, and 
agricultural sectors.598 The firm considers Bronze Atlas to be synonymous with APT41, Axiom, 
Barium, Blackfly, GREF, Group 72, Red Kelpie, TG-2633, Wicked Panda, and Winnti.

Group 72 Cisco599 In 2014, Cisco assessed that Group 72 was a threat actor collecting high-value intellectual 
property from the manufacturing, industrial, aerospace, defense, and media sectors, with an 
almost exclusive focus on the U.S, Japan, Taiwan, and South Korea. Cisco considered Group 72 to 
be synonymous with Axiom.600

Earth Baku TrendMicro601 TrendMicro tracks Earth Baku as a threat group active in espionage and for-profit crime and 
considers it to be interchangeable with APT41 and the named Chengdu-based cluster.602

Axiom Novetta603 In 2015, Novetta assessed that Axiom was an espionage group likely affiliated with China’s intelligence 
community. Novetta assesses that Axom was a subgroup of a larger espionage group active since at 
least 2009. Axiom reportedly primarily targets entities of strategic economic interest to China and 
pro-democracy groups and individuals. Targets include “Fortune 500 companies, journalists, 
environmental groups, pro-democracy groups, software companies, academic institutions, and 
government agencies worldwide.”604 Novetta found possible associations between Axiom and numer-
ous other groups but did not assess any one-to-one interchangeability. 

PassCV Blue Coat 
Systems

Cylance

Blue Coat Systems, a firm later acquired by Symantec and then Broadcom, originated the name 
PassCV in 2014, referring to a malware strain using code- signing certificates from gaming 
companies, mainly in South Korea, and linked it to Winnti Group and Chinese-speaking individuals 
with activity going back to at least 2007.605

In 2016, Cylance, now part of BlackBerry, assessed that PassCV was stealing code-signing 
certificates from gaming companies and had expanded its operations to target entities in the U.S., 
Russia, China, and Taiwan.606
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TONTO TEAM 

Tonto Team is a PRC-aligned threat group that principally conducts espionage in South Korea, Russia, Mongolia, and Japan. This 
group is sometimes assessed to have been affiliated with PLA Unit 65016, formerly the Technical Reconnaissance Bureau (TRB) 
of the Shenyang Military Region headquartered in Shenyang and focused on Russia, the Koreas, and Japan.607 After PLA 
reforms, this unit likely fell under the control of the Shenyang-headquartered Northern Theater Command. According to the U.S. 
Department of Defense, this command is responsible for the Koreas, Russia, and Mongolia,608 which aligns with Tonto’s 
targeting in these areas.

ACTIVITY GROUPS OR CLUSTERS ASSOCIATED WITH TONTO TEAM
ACTIVITY 
GROUP OR 
CLUSTER 

CITED  
ALIGNMENT DESCRIPTION 

Tonto Team FireEye609

Cisco610

FireEye attributes Tonto Team to the PLA611 and suspects it may have been affiliated with the now 
reorganized Shenyang Military Region Technical Reconnaissance Bureau (Unit 65016).612 This 
group is associated with targeting of South Korea, Russia, and Japan.613 The Shenyang Military 
Region has been subsumed by the Shenyang-headquartered Northern Theater Command due to 
the country’s 2015 military reforms.

Cisco also tracks Tonto Team, noting its use of the Bisonal malware for more than a decade and 
its consistent focus on Japanese, South Korean, and Russian organizations.614 Cisco believes that 
Tonto Team created Bisonal and appears to track Bisonal activity as Tonto Team activity, assessing 
that it encompasses Operation Bitter Biscuit and HeartBeat APT,615 and targeted activity in 
Russia and South Korea reported by Palo Alto Networks.616

Bronze 
Huntley

SecureWorks617 SecureWorks tracks Bronze Huntley as an espionage actor targeting economically and militarily 
important entities along China’s periphery. The group has targeted political, media, research, 
military, government, mining, manufacturing, and engineering organizations in South Korea, Mon-
golia, Japan, India, and Russia. SecureWorks considers Bronze Huntley to be synonymous with 
Karma Panda and Tonto Team.618

Red Beifang PwC PwC tracks Red Beifang as one of five distinct China-based groups using ShadowPad malware and 
the malware’s second primary user after Red Kelpie (a.k.a. APT41, Barium).619 PwC considers Red 
Beifang to be synonymous with Tonto Team and Karma Panda. “Bĕifāng” means “north” in 
Mandarin, possibly chosen as a reference to the Northern Theater Command of the PLA. 

CactusPete Kaspersky Lab620 Kaspersky Lab tracks CactusPete as a threat group that has consistently targeted military, 
diplomacy, and infrastructure entities in Asia and Eastern Europe since at least 2013621 and 
possibly as early as 2009. Kaspersky considers CactusPete to be synonymous with Tonto Team 
and Karma Panda.622 

Karma Panda CrowdStrike CrowdStrike tracks Karma Panda as a suspected China-linked adversary targeting dissident 
groups,623 which the firm has tracked since at least 2014.624 CrowdStrike considers Karma Panda 
to be synonymous with MysticChess, an alias of unknown origin.625 626

Operation 
Bitter Biscuit

AhnLab627 AhnLab has tracked Bisonal malware activity since 2010 against South Korea, Japan, Russia, and 
India, especially the military and defense sector, as Operation Bitter Biscuit.628 AhnLab associ-
ates this activity with HeartBeat APT and Bioazih RAT activity in India,629 as well as other 
unspecified activity reported by FireEye, TrendMicro, and Coseinc.
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TICK

Tick is a PRC-aligned threat group that primarily conducts espionage in Japan and against overseas Japanese entities. According 
to the Japanese government, Tick is associated with PLA Unit 61419, formerly the Fourth Operational Bureau (OB) of the PLA 
General Staff Department (GSD) in Qingdao, which focused on Korea and Japan.630 After 2015 reforms, Tick and this unit may 
have realigned to the Eastern Theater Command, which is responsible for Japan and Taiwan, consistent with Tick’s observed 
Japan focus.631

ACTIVITY GROUPS OR CLUSTERS ASSOCIATED WITH TICK
ACTIVITY 
GROUP OR 
CLUSTER 

CITED  
ALIGNMENT DESCRIPTION 

Tick Symantec632

Cyfirma633

LAC634

TrendMicro635

Japan636

In 2016, Symantec identified Tick as an espionage group likely active since 2005, primarily targeting 
Japan, especially large firms involved in Japanese technology, engineering, and media firms.637

Cyfirma considers Tick to be a PRC state-linked espionage group active since 2012 that primarily 
targets Japan and sometimes South Korea. Cyfirma assesses that the group’s primary goal is to 
cause financial and reputational damage and that it engages in industrial espionage. The firm 
considers Tick to be interchangeable with Bronze Butler and Redbaldknight.638

TrendMicro considers Tick to be an espionage group active since 2008 that is synonymous with 
Bronze Butler and Redbaldknight.639 Redbaldknight appears to be TrendMicro’s historical term for 
the same group.640

PLA Unit 
61419

Japan641 Japan assesses that Tick is associated with PLA Unit 61419. At least until the 2015 military reforms, 
this unit was the Fourth Operational Bureau of the PLA General Staff Department in Qingdao.642 In 
2021, Japan alleged that Tick had targeted about 200 companies and research institutions, success-
fully breaching the Japan Aerospace Exploration Agency (JAXA) in 2016.643

Bronze 
Butler/
CTG-2006

SecureWorks644 SecureWorks tracks Bronze Butler as an espionage actor, possibly operating on the behalf of China, 
that primarily targets entities in Japan in the manufacturing, engineering, and media industries.645 
SecureWorks considers Bronze Butler to be interchangeable with CTG-2006, Stalker Panda, and 
Tick. SecureWorks’s research team Counter Threat Unit (CTU) in its discussion interchangeably uses 
the alias CTG-2006 for Bronze Butler.

Nian TeamT5646

Macnica 
Networks647

TeamT5 and Macnica Networks tracks Nian as a PRC-aligned espionage group that focuses on 
Northeast Asian countries, especially Japan and South Korea, collecting military, government, and 
commercial intelligence, such as from electronics and chemical industries. TeamT5 and Macnica 
Networks consider Nian to be interchangeable with Redbaldknight, Bronze Butler, and Tick. In 
Chinese mythology, Nian is a creature often associated with New Year’s celebrations.

Stalker 
Panda

CrowdStrike CrowdStrike tracks Stalker Panda as a PRC-aligned adversary that has targeted petrochemical and 
industrial manufacturing entities in East Asia,648 as well as entities in unspecified sectors in 
Japan.649 CrowdStrike has not publicly acknowledged any other firms’ aliases for Stalker Panda.

REDECHO 

RedEcho is a PRC-aligned threat actor that targeted Indian critical infrastructure sectors in 2020. Information about this group is 
very limited, and no threat research group has publicly connected RedEcho to other tracked adversaries, as can be determined 
in reviewed public sources. It is plausible that RedEcho is linked to the Chengdu-based APT41 or the Western Theater Command 
of the PLA, which is responsible for executing the kinetic aspects of the standoff with India and has a joint operations command 
centeraw in Chengdu.650 During the stand-off, Indian law enforcement noted that much offensive cyber activity against India, 
including targeting of its critical infrastructure, was originating in Chengdu.651

aw Joint Operations Command Centers have been credibly assessed to be one of two possible organizations likely responsible for the operational command 
of the PLA SSF’s cyber units. (Source: https://ndupress.ndu.edu/Portals/68/Documents/stratperspective/china/china-perspectives_13.pdf)
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ACTIVITY GROUPS OR CLUSTERS ASSOCIATED WITH REDECHO
ACTIVITY 
GROUP OR 
CLUSTER 

CITED 
ALIGNMENT DESCRIPTION 

RedEcho Recorded 
Future652

In 2020, Recorded Future identified RedEcho as a PRC-aligned threat activity group. Recorded Future 
attributes a series of 2020 intrusions at Indian critical infrastructure sectors (oil and gas, electricity and 
power, marine, and rail) to this group.653 Recorded Future could not firmly attribute this activity to an 
existing threat group, but noted that it had strong infrastructure and targeting overlaps with Tonto 
Team and APT41, and one of its recurring tools (ShadowPad) is also used by at least five other distinct 
PRC-linked activity groups.654 The name RedEcho reflects Recorded Future’s nomenclature of 
beginning threat groups with colors associated with different countries and ending with a NATO 
phonetic alphabet code word.

APT1

APT1 is a threat group that primarily conducted intellectual property theft in sectors related to the PRC’s strategic development 
goals. The U.S. government publicly attributed APT1 to Unit 61398 of the PLA General Staff Department’s (GSD) Third 
Department (3PLA), Second Bureau.655 Following the PLA reforms, the Third Department became the central component 
around which the Network System Department of the PLA SSF’s cyber mission organized.656 

ACTIVITY GROUPS OR CLUSTERS ASSOCIATED WITH APT1
ACTIVITY 
GROUP OR 
CLUSTER 

CITED  
ALIGNMENT DESCRIPTION 

Unit 61368, 
PLA Third 
Departmentax

U.S.657 In 2014, the U.S. charged five officers with Unit 61398, PLA Third Department, for their roles in 
targeted intrusions between 2006 and 2014 at U.S. companies involved in nuclear power, metals, 
and solar products.658 They conspired to steal intellectual property, trade secrets, and other 
beneficial non-public information to aid PRC state-owned enterprises.

APT1 Mandiant/FireEye In 2013, Mandiant, later part of FireEye, attributed its APT1 threat group to Unit 61398, PLA 
Third Department, Second Bureau.659 Mandiant assessed that the group principally conducted 
intellectual property theft from companies in strategically important industries for China and 
overwhelmingly in English-speaking countries. Mandiant assessed that APT1 was the same as 
Comment Crew and Comment Group.660

Comment 
Crew

Symantec Symantec considered its Comment Crew to be synonymous with APT1.661

Comment 
Panda

CrowdStrike CrowdStrike assessed that Comment Panda was the same as Unit 61398.662 In 2014, Crowd-
Strike assessed that Comment Panda is organizationally related to Putter Panda, a group  
the firm attributed to Unit 61486, PLA Third Department, 12th Bureau.663 The two shared  
infrastructure, and an identified member of Putter Panda was observed speaking online with  
a member of Unit 61398.

Shanghai 
Group

SecureWorks SecureWorks tracked Comment Crew activity as the Shanghai Group, a reference to their 
assessed location.664 

Operation 
Oceansalt

McAfee In 2018, McAfee reported activity targeting diverse entities primarily in South Korea, as well as 
the U.S. and Canada, which it dubbed Operation Oceansalt.665 The activity used portions of 
code found in Comment Crew’s Oceansalt malware, a non-public tool whose code McAfee 
believed had never been leaked. Analysis of the operation’s attribution was inconclusive. McAfee 
has recognized APT1 and Comment Crew as interchangeable.

ax Media and threat encyclopedias reference several other threat group names as industry aliases for Unit 61398. Reports by the originating companies 
using or explaining these names could not be found in reviewed sources.
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