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/] burp-loader-keygen.jar {FEAALETE
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burp-loader-keygen.jar MD5: A4A02E374695234412E2C66B0649B757
I~k MD5 EMEE:

http://releases.portswigger.net

il burp-loader-keygen.jar BfiEHY, FXRERFRZEEIZTH FE), s

/—A —y
/7"\1TEZ\jJ java -Xbootclasspath/p:burp-loader-keygen.jar -jar burpsuite_pro.jar
N
a3

o EHTHF burp-loader-keygen.jar
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|£| Burp Suite Pro 1.7.31 Loader & Keygen - By surferxyz — O et
Burp Suite Pro 1.7.31 Loader & Keygen — Bw surferzwz
St
1. Fun Burp Suite Pro with the loader specified in the booteclasspath _gi_l'—ﬂtr ,ﬁﬁﬁ

Instructions: 2. Register using manual activation

3. On subzequent runs wou must execute burpsuite with the loader otherwize 1t w1ll become unregistered

Loader Command: java —Ybootelasspath/p: burp—loader—keygen. jar —jar burpsuite_pro_v2. Obeta. j

ar Bun
licensed to Padawlrd /
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License: PJsqhTZ08PMFx a5x0HHhGE aHl GhHbV kS e JLF +:Zpni BCt 31 hROw 10t dtGbHL AlwWQ4p T 7191 0 T e3MES2 t 5T zBhwedoTVal JT4TOngoT +EQ

gozuC8gTlUKg kT TMd ow= Eﬁ%u —I:;E

License Text:

Activation Request:

Activation Response:

o i burp, KEHIANAKNE Enter license key, K i next
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Burp Suite Professional — O >

Enter license key

Please enter vour new license key.

LOGKPWEetyt4cBTpIVUGEmpEguxsoW/Q1 gUSZlcPrivy An2zh0ulgSgCfbOH S4my TRPE2ZF T AED

vFobFOLLZWMBS1 gfTZ95L ZRGEIMSESvnmw TNDrivWGOLpldxuF syPdz0zKKBmE2Z2mZmBFVvSTnG
TkHY TEA WM IpMAgyy zeB4xli3 fIt0 zedcL CnS2VGAM 1 pnTkuvUvLb4 zn/T9=Plegh T Z09PMFxa5x
OHHhGSaHIOhHEV kS ey LW+xZpniBCHG1 hROwiltdtObHLAkw W4 pJ 191 0J c3IMXS2tsY zBhycdo TV
a1l 4T0ngoT+EQgozuCSgTUKgVET =7 Mdcw ==|

REHRNEMILEIXE, mdnext

[ Select license key file .. J

lCﬂnoeIJ [Mextj

e it Manual activation
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B! Burp Suite Professional — O >

Activate License

Burp will now attempt to contact the license server and activate vour licenge. Thiz will require Internet
access. If you access the Internet via a web proxy server, please enter the details below.

MOTE: license activations are monitored. If you perform too many activations, further activations for
this license may be prevented.

(] Use proxy server to connect

[ru)

u

=)
[=]
1

l Cancel J l Re-enter license key J Il Manual activation J l Next J

o Sifil 2 FHANA
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B! Burp Suite Professional

Manual Activation

1. U=sing vour browser, go to the following URL:

hitps./iportswigger.net/activates

2. Copy the following data into the activation request field in your browser:

' [ Copy URL J

REuK+egX0nVMRwuhcr2tNPeg+UTWHSioxx ABMEZGrH3i3uASp0 Y B30
fhidnDuEwXtw4BebwyxEiOBh)+X2cUTDSxzMPRAMIHgSvokNMGicY cak

HeXdoyuswes0md+fB+d8xWaHelued5FlexhnHhETxNSrk4P2yxsd1xnddy | & Copy reguest J

BnjeBpGB+gM5508sPH KIXTnbLBchyTeAgGOkEWangm2/QD w2EofeSighy | ¥

3. Paste below the data from the activation response field in your browser:

l Paste response J

[ coee | [ x|

o MKEHINBRENE] burp-loader-keygen.jar #1f Activation

Request, /5 Activation Response =4 % key, &l
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|£| Burp Suite Pro 1.7.31 Loader & Keygen - By surferxyz — O et

Burp Suite Pro 1.7.31 Leader & Kevgen — By swrferzvz
1. Fun Burp Suite Pro with the loader speecified in the bootelasspath
Instructions: 2. Register using manual activation

3. On subsequent runs wvou must execute burpsuite with the loader otherwise 1t w1ll become unregistered

Loader Command: java —Xbootclasspath/p:burp—loader—kevgen. jar —jar burpsuite pro_vZ Obeta jar Fun

License Text: licensed to FaSawlrd
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wIWT TwVE0Lp I dxuF swF dz0 z KEEmG2 2mZmEF Vw5 TnGTEHRY 76/~ 1 "M T pMaqvY z=B4xT1 3fDt0ze deLCna2 VG M1 pn Thuv Tl v Lhd zn,/ 792
License: PJ=qhTZ09FMF xaSx0HHhGS aHl OhHbVES ew JLF +x Zpni BCtGLhROw 10t dtObHL Alw W04 p TTI91 0 Je3MES2 £ 5T zBhve doTVal JT4T Ongo T +EQ
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Ep0 V83016 qf iMdnluEwY twdBebvynE10Bh] +X2 cUTDSx 2MPEdm JHaS v ol t MGt Y cakBnj eBpGE+qMa506sP1 1K1 X TnhlE oMy T e AqGOLET
Aetivation Request: angm? Q0% 2Eafe50gbTBekz0ThS0CY jut 01 3 Twii ObEjThhC a9+] J53elT ghgy zmPE jwagl kD odh3 T8 dE0Luzm] ¥+ wfP +Hl v/ v eMnl 2T

BOFT61mGdaPLALT T ]5/ZCK 19 2v R0 1%£_5E§EU E(\j W%NEEUEE

boj09;t67E24ppTinQEt] ew01B otFPL +D4 {MptSvTn ;80 3DFKBP£Q01 TE +unmH1 825X81 cF +LP1 TFmsSdTvtSESFTol /bobKz120m
KR g VS e okt fororBLTAVVEwGF Ukd azfuTqH+0 & J9V1 EnEP 3250020 =40V BE ImS0I TO0Kqoxw1 18Muchl EpuqVEGkAImt zZh4FSEV S
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ALRT JSSE4LYT+Fell/neP0zhLE3671 RODX01KND dpF4CmS o0+ 30VH1 98 pw J1HE of ; Tki FE1E TITGE; +0HHVEr ImS549 5 TEH; 01 /54 he
vEBGH L Y TSCET4vEfoBW T 10 MLG o kolFpaypT1 21 cvEQpe0TORGHT 1,/ t T CVEOVAGAKED aSE1 QAQ 1 GZIMTEF 1 P +Rk H) a1 fsahbS
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Aetivation Response:

o [HZ] burp. RKREHINAEREME 3 ., Kdi next. BHHRIY
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Burp Suite Professional — O et

Manual Activation

T RS T T T Tra T

1. U=ing your browser, go to the following URL:
https-//portswigger. netactivate/ [ Copy URL J :
i
2. Copy the following data into the activation request field in your browser:
MeXdoiyuswes0md+fB+d90VaHelDued5FlexhnHhETxNSrkdP2yxad 1xnddy | & l Copy request J :
REuK+egX0nVKMRwuhcr2tNPeg+UTWHSioxx AMMEZGrH3i3uASp0 )Y 8301 .

qfhMdnDuEwXtw4BebvyxEiOBh)+X2cl TDSxzMPKAmMIH gSvoltNMGEcY cak
BnjeBpGH+gM5505sPH KIXTnbLEcKyTefqGOkEWangm2/QDw 2EofeSighy’| ¥

3. Paste below the data from the activation response field in your browser:

uaxGX/Pcfhjorpi@GFTGEvKrNRECS5nS|fSIDczygoTHZIMEFeEBDX W e C 2V fmd
RZOVE3IZL3BUXeTwPdIMOCIHtW[2iGETBgrn8F gpD+ROuiBh=xbT311SwXRu

l Paste rezponze J

gCi+MurixX0u0H)g0ald4ebCEZR0NVUE 1 CuN/OGrm3+dU 3GEQyRylT b 9aT
T43Evke4BNLTVrQGT+XIDBI4g

L1y

[cance | [ ]

mlis M YD/ e
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B DURKFOUIIE

PROFESSIONAL

Burp Suite Professional v2.0beta
B PortSwigger Ltd. All rights resemved
Build 99

Licensed to Pash

License expire

Update license key

| 0x02 3 BRELFG

User options -Display - HTTP Message Display - Change font--
JESE— AR TR I, R R R TR R
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[ Drashboard I Proxy ]'Target ]' Intruder ]' Repeater I Sequencer I Decoder ]' Comparer ]' Extender I Project options I User options I
[ Connections ]' SSL I Display T Misc ] /
@ User Interface \

I{E}} These zettings let vou control the appearance of Burp's user interface.

Font size: l11 |'!']

Look and feel: lhlimhus |v]

® HTTP Message Display

{{E}J These settings let you control how HTTP messages are dizsplayed within the raw HTTP viewer/editor.

Font: FiE 15pt l Change font ... J

[ Highlight request parameters
[ Highlight response syntax
(] Analyze and display ANMF messages (use with caution)

| 0x03 EHMN S

RZ W e, MRS UEAS FINUEIRTA A f, SAERTm R E, A DO & i by
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W RESIS L

Proxy - Options - Intercept Server Responses 4% /5 H

[ Dashboard T Proxoy T Target T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T U=zer options T coz2

[ Intercept I HTTP history I WebSockets history T Options ]

G') Intercept Server Responses

{{:}} Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

I [ Intercept responses based on the following rules: Master inferception is turned off I
l Add J Enabled | Operator | WMatch type | Relationship | Condition
[ Content type header Matches text
Edit & or Request Was modified
E— [ Or Reguest Was intercepted
Remove »
B And Statuz code Doesz not match A3045%
Up O And URL Iz in target scope
l Down J

[ Automatically update Content-Length header when the response is edited

| 0x04 &I E url HiFRMEE

HEREIKE

www.pa55wO0rd.club/burp/
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Proxy - Options - Intercept Client Requests - Add

Dashboard | Proxy T Target T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T Uszer options T coz T SSL Scanner ]

[ Intercept T HTTP history T WebSockets history T Options W

@ Intercept Client Requests

@ U=ze these zettings to control which requests are stalled for viewing and editing in the Intercept tab.

[ Intercept requests based on the following rules: Master inferception is turned off

I . .
[ Add ] Enabled | Operator | Match type Relationshi B Add request interception rule >
— [ File extension Does not m Specify the detais of the int ] I
Edit O ar T Contain=/il ® pecify the detailz of the interception rule.
— O Or HTTP method Does not m _
Remove O And URL e Boolean operator: lAnd |v]
Up Match type: l Domain name | v]
l Dowen J Match relationship: lHatches |TJ
) . ) Match condition: www . baidu.com
[ Automatically fix missing or superflucus new lines at end of request

[ Automatically update Content-Length header when the request is edited

oK l Cancel J

Mg oz £ 182

www.pa55w0rd.club/burp/ 12/22
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Proxy - Options - Intercept Server Responses - Add, [Fl EEKE

I 0x05 HIEE# cookie &£

GnETT xss, #EWE cookie Ja, FEARFFMFEREHEE L cookie

Proxy - Options - Match and Replace - Add (34 hnH b B 855 #2 [F 2, 7] DA
HaWZ G R [ N A%, XEPL cookie M)

Dashboard | Proxy T Target T Intruder T Repeater I Sequencer T Decoder T Comparer T Extender T Project options T User options T Co2 I SSL Scanner ]

[ Intercept T HTTP history I WebSockets history T Options ]

[] Remove secure flag from cookies

® Match and Replace

{{}} These settings are used to automatically replace parts of requests and responses passing through the Proxy.

B add match/replace rule >l
[ Add ] Enabled | tem | Wateh
] UGS TTEauUeT USTT=-AUTII. & ) .
Edit O Request header “ser-Agent *5 @ Specify the details of the matchireplace rule.
O Request header *lzer-Agent.*s
Remove O Request header Mf_Modified-Since.*S Type: | Requestheader "J
AF *
O Request header I-Mone-Match. 3 Match: ACookie *S
Up O Request header *Referer.*s
) Request header “Accept-Encoding."3 Replace: | Cookie: =ave iy login_name=131XXXXX387;, PHPSESSID=6ee2527 || [t
I_ Down J O Response header *Set-Cookie.*S
A Comment:
@ SSL Pass Through () Regex match

www.pa55w0rd.club/burp/ 13/22
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@ These settings are used to specify destination web servers for which Burg

| Add HEnabbd | Host/IP range

0K

[ coen |

I 0x06 4§ esrf poc

MNEBAVIER, Hit

Scan

Send to Intruder

Send to Repeater

Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser
Reguest in browser

Send to SQLMapper

Send to CeWler

Send to Laudanum

Send URL to S5L Scanner

Copy URL

Copy az curl command
Copy to file

Paste from file

Save item

www.pa55w0rd.club/burp/

Ctri=l
Ctri+R

Engagement tools » Find references

Discover content
Schedule task
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Don't intercept responses [
Don't intercept reguests »
ert selection >

URL-encode as you type

Paste Ctrisv

Meszage editor documentation

Proxy interception documentation

| 0x07 ZHEHRENR
SN RAAL 2 MR T — R, AR SO
B B (A BRI e

TR B AT RS & I8 H U T IO AU = DAgett o7 ST, m HARTR
M T HATIRSS s 2H AT N4, XM SFEEEAZIRIEER,

AR ASRIRAE 100 BRek, L—PrishZEAL 100, (RATPIZITEZ MR R
#l, HAIREAIE—H P KR

“ETLHLLMET IRIEAEBRHMRBMEEN B e [ v e sk iR KON IR TEAR
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e I AN VI 13 ' TN TH NS A /D)W L NAUL B J /Y AT D Jd gy — /e ] VeI Id e

IR R RARENE, FLanmeg iR, AR5 asrUACFRRE 1135, —MAR =B I X AU
BEAT B TR BRI 2 (]

A A Burp B intruder DIRER LI A IR Z NI & IH K

RiEREKLIXEE Intruder

Intruder - Payloads - Payload Stes

Payload type &N NUII payloads

Payload Options {XEUXE 100 X

" Dashboard | Proxy | Target Thm.lcle.r T Repeater ]’ Sequencer ]’ Decoder I Comparer ]’ Extender ]’ Project options ]’ User options | CO2 | SSL Scanner

{Targei I Positions TPaybads T Options ]

@ Payload Sets Start attack

*fou can define one or more payload sets. The number of payload seiz depends on the attack type defined in the Positions tab. Various payload types are available for each paylead set, and each payload type can be

customized in different ways.

Payload set: |1 v Payload count: 100
| Payload type: | Null payloads |w Request count: 0

@ Payload Options [Null payloads]

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmodified

@® Generate | 100 payloads

(O Continue indefinitely

www.pa55w0rd.club/burp/ 16/22
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Intruder - Options - Request Engine

RAEEOR B R A 999, sith Start attack

[ Dashboard | Proxy | Target T Intruder T Repeater I Sequencer T Decoder I Comparer T Extender T Project options T User options | CO2 | SSL Scanner ]

[Targei T Positions I Payloads IOprns }

[a
® Request Headers Startattack || 7

C) These settings control whether Intruder updates the configured reguest headers during attacks.

[ Update Content-Length header
[ Set Connection: close

@ Request Engine

C) These settings control the engine used for making HTTP requests when performing attacks.

I Number of threads: 998

Number of retries on network failure: 1

Pause before retry (miliseconds): 2000
Throttle (miliseconds): @ Fixed o

() Variable: start |0 step | 30000
Start time: @ Immediatehy

I 0x08 DNSlog Ih#s

Burp Collaborator /2 M\ Burp suite v1.6.15 lRAZIMMIF DIEE, Witz

www.pa55w0rd.club/burp/ 17/22
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DNSlog, Yif# DNS f@#ricskM HTTP Jinidsk, fERNE ERIRFRLGH,
Hn] DAMEBL S8 =77 Ak 55
XEFHFMMES, In-band attack 5 out-band attack GiEFWNS AN
i) , WAEHEIMYX O TE T2 & AN E YIS (EIE

o i AL
RS, G —4&iEE, BT in-band (7)) Wi, HHAY
web MBI L2 AT B & X payloads, A/ 70 HARIR A 4%
o

o i HhAL
MAEFR —RB A b, Alk—2%(EE, WET out-band Gwdh) Hadi.
S5IMEAR S5 52 AT N R AEAE— payload 22N HARNH £, SBHER

18 I A 2 R — DAY I A2 i T (B R B, F ssrf B diZR {8,
1EH#R5S Collaborator & H
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B 4EiEid project options - misc - burp collaborator server - run health
check e &EFE 2 S EW

Burp Collaborator Health Check

@ Burp Collaborator Health Check

Initiating health check

Server address resolution
Server HTTP connection

Server HTTPS connection (trust enforced)
Server HTTPS connection (trust not enforced)
Server SMTP connection on port 25

Server SMTP connection on port 587

Server SMTPS connection (trust enforced)
Server SMTPS connection (trust not enforced)
Polling server address resolution

Polling server connection

“erify DNS interaction

Verify HTTP interaction

Verify HTTPS interaction

Verify SMTP interaction

Verify SMTPS interaction

Server version

SUCCess
Success
Success
Success
SUCCeEs
Success
Success
SucCcess
Success
Success
SUCCess
SUCCess
Success
Success
SUCCess
Success

Al testz were successful.
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Generate Collaborator payloads

Mumber to generate: |1 Copy to clipboard

Burp Suitefii i | Pa55wO0rd 's Blog

K Burp Collaborator client

Poll Collaborator interactions

JA A EFEIEHI burp - burp collaborator client BIR]j5 H

mii Copy 3k clipboard , #M#| payload A

@ Click "Copy to clipboard™ to generate Burp Collaborator payloads that yvou can use in your own testing. Any interactions that result from using the payloads will appear below.

[# Include Collaborator server location

Poll every |80 seconds Poll now
# 4| Time | Type Payload Comment
1 2018-+=F-20 08:55:37 UTC DNS jiswwifnvshhidzb4gnpd4omyvd16pv
2 2018-+=F-20 08:55:37 UTC HTTP jiswwifnvshhidzbd4gnpd4omyvd16pv
3 2018-+=F-20 06:55:37 UTC DNS jiswvfnvshhidzbdgnpddomyvd16pv
4 2018-+—F-20 06:55:37 UTC HTTP jiswvBfnvshhidzbdgnpddomvd16pv

_[ Description T Reguest to Collaborator T Response from Collaborator }
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The Collaborator server received an HTTP reguest.

The reguest was received from IP address 103.254.65.210 at 2018-...-20 06:55:37 UTC.

 AMETERIE A 5 — B W R L2

e burp B collaborator, FFHMEIEHAT burp - burp
collaborator client BIR]J5H, AJLAE project options - misc -

burp collaborator server - run health check K& FE 2 & EY
B =TS AHEM, BJFEIH, BT3R burp AEF, AL,
KR AMEE T . BREESRENRKRIA, 5B burp HITREE
£ (XXE. SQLi. CMDi %) pyEshH#n, A

collaborator;
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