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Proxy Listeners

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. ou will need to configure your browser to use one of the listeners as its proxy server.
[ Add } Running Interface Invisible Redirect Certificate . 5% i
| | BurpSuiteZRIAER
@ | 127.0.0.1:3080 o Per-nost
o] c

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating S5L connections. You can import or export this certificate for use in other tools or
nother installation of Burp.

Import { export CA ][", CA

#2222 ( bobuo.380.0n )



https://p3.ssl.qhimg.com/t010a686e719be4ea8b.jpg
http://bobao.360.cn/member/contribute?uid=1630860495
https://p3.ssl.qhimg.com/t01bb374b162b40b51b.png

38, EEEONSSRIONERSHREIRED, BIFAVNEAZERNSESES, Tt
REFIELR, RERELRER—##. Chrome #E7Z(ERA Proxy
SwitchyOmega #&{4:

SwitchyOmega [ | {E24E: BurpSuite ©sHPAC |
FRE RIBARSS 2%
iEm FRHLIRN R REREH RIEHO
A= N
[E57N] HTTP B 127.0.0.1 8080 a
L L
— http:// (RIBRIA) B 127.0.0.1 8080
Fiddler
https:// (EIEFIA) + 127.0.0.1 8080
Shadowsocks
auto switch ftpa// (FIBRiN B 127.0.0.1 8080
+ FRiERE...
ACTIONS AMUEERHENESI R
@ REET FEFREEENENTIE: (BT TEN)
® meEy (FI{ER BRAF ELEMD...)

S5 { bobaesElen )

Firefox 7% (R FoxyProxy :

¢ B 8 oo [ URLESR

MR EER

[ EoratiRgesib e
wEN EREIEEHTTP, 551, FTP, Gopher, and SOCKS?

EHE 1P #ibE 127.0.0.1 WO soa0 | S5L proxy?

"] SOCKS{{HE? | SOCKS v4/4a (+SOCKS v5
HHIE
ArE BE B A5

& (Pl - ENTML)

O ERRRAEER

Bt RS RER

B WPAD (=) PAC

B LRSS URL  hup(s)/ fipsf file:] relative: )

=E i, (3]

X B IHUEZE 60 o

bl
| PAC SC{FINEREHE TR
| PAC M{FHIREHETIR

=

B ( bobao J58.en )

ZF IENEeE, WELmERERY, FENABTSENRL. —FAmE, |E AU EE
%, B—hHmE, ERBRECHERFLBENRIE, —BEFXT IERIE, KRTHLH
HAIRGERIERIN (WZEET Proxy SwitchyOmega #EAY Chrome JI%a28) , Hith
EFEREUESEERIE, LERNPKEREARNE. B2, WRFIEER IE NG
(EEaNE IR LEARSZHF Chrome # Firefox FIMIRRFGHTEENL) | BB ER
RIRINE, BERSENKTF, BXEBIRHE,

0x02 HTTPS MuLHIEH


https://chrome.google.com/webstore/detail/proxy-switchyomega/padekgcemlokbadohgkifijomclgjgif
https://p1.ssl.qhimg.com/t013308c1e1fcf74557.png
https://addons.mozilla.org/zh-CN/firefox/addon/foxyproxy-standard/
https://p3.ssl.qhimg.com/t01a12cdf1a9ac2ceee.png

Y& AFESE—)R{EF BurpSuite #EY HTTPS MuLiR S ATESIBR [RINEREREFARE
#] (Chrome) . T[LEMHZSIEPRFERR] (IE) 53F [SEELRZ2E]
(Firefox) RYERR, XAHEEATR?

[ EfEEESR x
C | A T== | bgps//www.google.com +

CHNERANENEIER

hRE =R E N www.google.comBEUSRIER (HR0 : =13, BNARBEERE
B ). NET:ERR_CERT_AUTHORITY_INVALID

=R ST

=5 (bobaodalen ) |

XNARESLRER, ZE—MERRInfRR, BrREREATLLET Google —
HTTPS FIERiEEIS5EIEE,

B, WSS ELF BurpSuite RIBIRS RS, A48 http://burp, AEMta LA/
CA Certificate, XF<SBII FE—1NB 9 cacert.der BYIEPE I,

W¥ Burp Suite Professional x \
¢ C|®bup/ R

Burp Suite Professional Proxy History = CA Certificate | Plug-n-hack

Welcome to Burp Suite Professional. You can use this web interface to access the Proxy history, download your
Burp CA certificate, or configure your browser (via the Firefox plug-n-hack plugin).
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f o Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.
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@ Upstream Proxy Servers

6 The following rules determine whether Burp sends each outgoing request to a proxy server, or directly to the destination web server. The first rule that
LJ matches each destination host will be used. To send all traffic to a single proxy server, create a rule with * as the destination host.

g e e e e (R e e R T S e | e e T e e e
ole: these sellings can be overnddern for individual projects within project ophions

—_—

Add J Enabled Destination host Proxy host Proxy port | Auth type | Username

Edit
Remove »

@ SOCKS Proxy

s+ These seltings let you configure Burp to use a SOCKS proxy. This selting is applied atthe TCP level, and all outbound requests will be sentvia this
LJ proxy. If you have configured rules for upstream HTTP proxy servers, then requests to upstream proxies will be sentvia the SOCKS proxy configured
here.

[} Use SOCKS proxy

SOCKS proxy host:

S0OCKS proxy port:

Username:

Passwaord:

[} Do DNS lookups over SOCKS proxy
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1. Upstream Proxy Servers

FEZRETH, ALIRES LpAERSHIN, HERNAEREHAREEEMAIN
EirSSes. RSI T, E=2LL google.com J9fliE TR,

T3 google.com FHATHNE LT, FEMELERENEEEHIIE BurpSuite, 1X—

MEELEEN. A TEEERAE google.com, FEEIRE BurpSuite B_LERAIEN

SS (127.0.0.1:1080) , mads Upstream Proxy Servers FIZRIEAMIAY Add %40, FIFF
[Edit upstream proxy rule] XJiEE. XE—HE 8 MREW, —MER FREXIERI

414

Destination host: XEIBENBirMubigZaE 1P, SFEEMT (* F: 0 PMEEEEN
FH, P JXRBERESZIMIEER—NER) . E&AGIAH, FRITATLUEN *.google.com,

Proxy host: 1B SS {IEARSZE8AY IP #bhik, BN 127.0.0.1, MNERATKREZEERE.
Proxy port: 3EA SS R9{CEEMEHE, RO 1080,

Authentication type: IXEEGIRIAIEEE, BTF SS AtRIBLEINE, XEEFR
None,

gNER Authentication type 5 None, U TR 4 NS LHEES, BUEERELR
BRRELT 4 TNA.

Username: B4,
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Password: Z#3,
Domain: iF, {XFEF NTLM JAIESEEY,

Domain hostname: HFEH2., NFAF NTLM AUESEE,

REATNTERR, &amsd OK BRI,

E Edit upstream proxy rule x

; Enterthe details ofthe upstream proxy rule. You can use wildcards to specify
destination hosts (* matches zero or more characters, ¥ matches any character
except a dot). Leave the proxy host blank to connect directly for the specified
destination host.

Destination host: * google.com

Proxy host: 127.0.0.1

Proxy paort: 1080

Authentication type: [Nrnne E
Maone

sername:
Basic

Password: MTLMvZ
MTLM

Domain: Digest

Diomain hostname:

_ | 0K Cancel |
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{RATLARIEIRE S Upstream Proxy Servers, {EfERIERES, BurpSuite RIZIF
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2. SOCKS Proxy

5 Upstream Proxy Servers BIEFBZE(Ll, SOCKS Proxy FTHREt RIGERKABRIXEE
MENARIBIRSE SR, FRIZATETF, SOCKS Proxy YEFAT TCP iYZE, EIINIRIZE T
iZIN, BRARTERIEREUBE S RIESE SOCKS RIBMRSS S, ATLA, SOCKS Proxy KJ
IREFEEER. FEFELL google.com i, FAERARMNEFHIRIEN SOCKS HIEIRSS
2209 1P, Wm0 (205 SOCKS RIEEIRSBEEFEIANE, AFEEERFRBIER) | AFa
1%E Use SOCKS proxy BPA],

@ SOCKS Proxy

6 These seltings let you configure Burp to use a SOCKS proxy. This selting is applied atthe TCP level, and all cutbound requests will be sentvia this
U proxy. If you have configured rules for upstream HTTP proxy servers, then requests to upstream proxies will be sentvia the SOCKS proxy configured
here.

(] Use SOCKS prowy I

SOCKS proxy host | 127.0.0.1

SOCKS proy port: | 1080)

Username:

Password:

[_] Do DNS lookups over SOCKS proxy
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[04.14 71:74:1F]
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Ready

Welcome to Froxifier Portable Edition +3. 31

0 active connections

Down 0 B/sec
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IUse check boxes to enable/disable a proxy in a chain.
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1Proxy Server 7 W

Server
Address: | 127.0.0.1 | Port:
Protocol

() SOCKS Version 5
() 50CKS Version 4
(@) HTTPS

Authentication

[ ]Enable Uise NTLM

lsernarne:

Passwiord;

Options

|:| Appear as Internet Explorer 6.0

oK Ched: Advanced... Cancel

| Add..
X

| Edit o

Advanced Proxy Server Settings ? >

Appearance

Custom Label; |Eurp5uite| |
("address:port” by default)

Authentication

Ask Usermname and Password if field is empty
Ask Username and Password if authentication fails

[]uge Authentication URL

Cancel
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kBTG, ALARE AR Check IRHME—TRIEEERENT]. NREWTE
/B9 Proxy is ready to work with Proxifier! iiBBRIBIRE T, FIEARIRT L
B RMIGE www.google.com, RETIEEHINRH, BINREHEG LAY Test Settings
1281 Target host EECAANERIEE AT IERGRIAIMILL,

Proxy Checker

Proxy Server

Address: 127.0.0.1:8080
Protocol: HTTPS
Authentication: NO

Test Settings...

Proxy is ready to work
with Proxifier!

[33:01] Starting: Teat 1: Connection to the Proxy
[33:01] IP RAddress: 127.0.0.1

[33:01] Connection established

[33:01] Teat pasaed.

[33:02] A default web page was successfuly loaded.
[33:02] Teat pasaed.

[33:02] Starting: Teat 3: Proxy Server latency
[33:02] Latency < 0 ms

[33:02] Teat pasaed.

[33:02] Testing Finished.

Start Testing Copy To Clipboard

[33:01] Starting: Teat 2: Connection through the Proxy Server
[33:01] Connection to www.google.com:80 established through the proxy server.

Server ~

2422 (bobuo.380.an )

Proxy Server iIg&5MZ ESiRRMRAEREEZRISHENNIERSSE, EEaEHAMN
e, aE 2] eTRERNRE,. Bl TEEE - MERFEAN

[Proxification Rules] XJiFHIE,


https://p2.ssl.qhimg.com/t0128d27087717f4cfe.png
https://p0.ssl.qhimg.com/t01619dc766af130bf6.png
https://p5.ssl.qhimg.com/t01f3e1092ee7c82751.png

Proxifier Portable

o You do not have any proxy servers enabled in

Profile- =Proxification_Rules.
Do you want to edit Proxifcation Rules now?

2 EN)
———fm( bobaesal.en )

BIANEREEENRN, REATHRY Add 28, HAERIHINIZERE,

Proxification Rules ? X
Rule Mame Applications Target Hosts Target Ports Action
localhost; 127.0.0.1; )
Localhost Any YComputerName % Any Direct w
Default Any Any Any Direct

Clone Edit... Remove

Rules are processed from top to bottom. Use the arrows at the right to change the order.

|se check boxes to enable/disable a rule,

Ok i

REANSHAEZ, —HAMRKEI:

Name: A[{ERIRE, BNREEENNETRALESER.

Applications: REMRIERINA, HAMRERIRFMERIERER wechat.exe,
Target hosts: REHEPFLMLLENE, RIELRMEUES.

Target ports: &&iHTERMUGHIEBLLIHROAERE, RIBCIAMEESEIA,

Action: 1XEEFE F—HRERRIEIRSSERIT], BRT BENXIRIERSESH, XBEXE
Direct 0 Block B9i%IR, o 3IEEEFIELEIER, 1RBE Proxifier M LAEIEENERE
Lot EREER TNEEEERN.
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Proxification Rule

Mame: | rulel Enabled

Applications

wechat.exe

Target hosts

Example: iexplore.exe; “some app.exe”; fire®.exe; *.bin

* example. com

Example: 127.0.0.1; *.example.com; 192, 168.1.%; 10.1.0.0-10.5.255.255

Target ports

|Anv

Example: 80; 8000-3000; 3128

Action:  Proxy HTTPS BurpSuite v

II' s bobae S50 JFlcn_l

MEEFZ e, IREANTIREGNRISMREH, SRR, 1 BurpSuite
B9 Upstream Proxy Servers —tf, XEHHRNTREE], FTLAZEIERHINEEER]
i, MNRIRREFRERINZ EARER, TLEXEEEINFE~ERB AT,

[ ]

Rules are processed from top to bottom. Use the arrows at the right to change the order.

Ize chedk boxes to enable/disable a rule,

Lo

Proxification Rules
Rule Mame Applications Target Hosts Target Ports Action
I-‘IIEd.IatIE:‘:E - Prﬂw H-I_I-PS BLJrFﬁL]ItE -
localhost; 127.0.0.1; )
Localhost Any YhComputerName % Any Direct
Default Any Any Ary Direct /
Add... | | Clone | | Edit... | | Remove
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' | ®. WeChatexe wx «com:80 =1 sec Closed rulel : BurpSuite HTTPS 555 2.66 K

¥ WeChatexe wx com:80 00:01 Closed rulel : BurpSuite HTTPS GLE] 82.7
= W WeChatexe wx «com:80 00:01 Closed rulel : BurpSuite HTTPS 618 240
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[04.14 16:15:08]

[04.14 15:18:08] Welcome to Proxifier Portable Edition +3.31

[04.14 16:15:08]

[04.14 17:17:55] WeChat. exe — wx. coom: 80 error A conmection request was canceled before the completion

[04.14 17:17:59] WeChat. exe — wx. coom: 80 error A conmection request was canceled before the completion

[04.14 17:18:06] WeChat. exe — wx. coom:80 open through proxy BurpSuite HITPS

[D4. 14 17:18:06] Welhat. exe — wx. .oom:80 cloze, BEE bytes sent, 2730 bytes (2 66 EB) received, lifetime €1 sec
[04.14 17:18:06] WeChat. exe — wx. .oom:30 open through proxy BurpSuite HITES

[04.14 17:18:06] WeChat. exe — wx. .oom:30 open through proxy BurpSuite HITES v
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Drag and Drop proxy servers within a chain to alter the order.
IUse check boxes to enable/disable a proxy in a chain.
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IR,

Redundancy: TURZEER!, MNRB—NMRIBRSZIAEERE, WEFETHS, LULSEHE,

Load Balancing: fR#EhERE, BRI AXRTIRFPIZ MUERSSEE.

Chain Type 7 p
Simple Chain

® Connection to a remote host will be performed sequentially from one
proxy server to another.

Redundancy
() If the first proxy fails, Proxifier will try to use the next one, etc.

Options...

Load Balandng

() Each connection will be made through a random proxy from the list.
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