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|£| Burp Suite Pro 1.7.31 Loader & Keygen - By surferxyz — O bt

Instructions:

Loader Command:

License Text:

License:

Activation Request:

Activation Response:

Burp Suite Freo 1.7.31 Loader & Keygen — By swrferauyz

1. Run Burp Suite Pro with the loader specified in the bootclasspath %—ﬁ: ,ﬁa_:l

2. Register using manual activation

3. On subzequent runs wou must execute burpsuite with the loader otherwize 1t will become unregistered

java —YXhootclasspath/p:burp—loader—kevgen jar —jar burpsuite_pro_v2. Obeta. j

=
licensed to PaS5wilrd /
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2. sifburp, & SIRNBEHMEIEnter license key, Rifinext

B! Burp Suite Professional — O x

Enter license key

Please enter yvour new license key.

LOGKPWEeSyt4cBTpdVUGSmpEguxsoWiQ1 gUSZlcPrEvy An2zhulgSgCibOHS4mY TRPEZFTAED
vFobFOLLZMBS1gfTZ95LZRGEIMSESvnmw THDr 7w\ EOLpldxuFsyPdz0zKKBmE2ZmZmBFYvSTnG
TEHY TEA MR IpRLAgyy zeB4xli3 fTt0 zed cLCnS2W G 1 pnTkuvUvLb4 zn/T9xPlsghTZ0SPMFxasx
OHHhGSaHIOhHEYkSey ) LW+ ZpniB CtG1 hRIwittdtObHLAkw WQLp)J 1910 3N XS 2ts Y zBhycdoTy
allv4T0ngoT+EQgozulSgTU Kg‘-!k?xﬁ'rd4cw==|

FEHAEMMLEIXE, mdnext

[ Select license key file .. J

l Cancel J l Mext J

3. mifFManual activation
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Burp Suite Professional - O x

Activate License

Burp will now attempt to contact the license server and activate vour license. This will reguire Internet
access. If you access the Internet via a web proxy =server, please enter the details below.

MOTE: license activations are monitored. If you perform too many activations, further activations for
thiz license may be prevented.

[[] Use proxy server to connect

[ Cancel J [ Re-enter license key J h Manual activation J [ Next J

4. %2 PFHAE

Burp Suite Professional - O *

Manual Activation

1. Using your browser, go to the following URL:

https:/portswigger. net/activate/ [ Copy URL J

2. Copy the following data into the activation reguest field in vour browser:

dojyusweS0md+fB+d5HWaHeDuedSFlexhnHhETxNSrk4P2yxsd1xnddy | & Copy reguest J
REuk+eqx0nWMRwuhcrZtNPeg+UTVWHSioxx ABMEZGrHIi3uAE p0 Y 8301
fhMdnDuEwXtw4BebwyxEiOBhJ+X2cUTDSxzMPRAMIHgSvoltMMGicY cak
BnjeBpGH+gM55062PH KIXTnbLBcMyTeAqGakEWangm2/QDw2Eofe50gby| ¥

3. Paste below the data from the activation response field in your browser:

l Paste response J

| cancel | | MNext |
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5. & $IRBHMEIburp-loader-keygen.jardf i Activation Request, TF7Activation
Response&=4mikey, &l

|£| Burp Suite Pro 1.7.31 Loader & Keygen - By surfergz — O >

Instructions:

Loader Command:

License Text:

Licenze:

Mctivation Request:

Activation Responze:

Burp Suite Pro 1.7.31 Loader & Keygen — By surferxvz
1. Run Burp Suite Pro with the loader specified in the bootelasspath
2. Register using manual activation

3. On subsequent runs wou must execute burpsuite with the loader otherwize it %1ll become unregistered
java —Xhootelasspath/p:burp—loader—keygen jar —jar burpsuite_pro_v2 Obeta jar Bun

licensed to PaSSwlrd
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6. [EElburp, &8 HKIABHEMEI3P, <dinext, BEMIN

B! Burp Suite Professional — O x

Manual Activation

1. Using your browser, go to the following URL:

hitps./portswigger.net/activate/ l Copy URL J

2. Copy the following data into the activation reguest field in your browser:

L T | e

KeXdgjyusweSOmd+fB+d8XWQAHeDuedSFlexhnHhET=N 5rk4F‘21,-xsd1xnd41,r| h
REuK+egX0nVMRwuhcr2tPeg+UTWHSioxx ABMEZGrH 3i3uAEpDJ‘r’ESD16[
qfhldnDuE wXitw4Bebvy=EiOBh)+X2cU7DSxzMPR4mIHgSvo NGty cak

BnjeBpGB+gMS5Q6sPITKXTnbLEcMy T eAgGQkEWangm2/QDw 2EofeSyg h“r’| B

l Copy request J

= P T

3. Paste below the data from the activation response field in vour browser:

uaxGX/Pcthjorpj@GFFGEVKrNRECSnE|fSIDeczygofHZMEFeEBDXVeCfmd | 4 l
RZOVEIZL 38U e TwPdJMOCIHt W 2iGbTBgrneF gp0+ROuiBh=bY 31 ISWKF‘.U[

GLi+MurtXx0u0H)g0ald4ebCEZR0V US 1 Cul/Grm3+dU3GEQyRy(F Y SaT
T43Evks4BNLTVrQGT +XI0Bl4g

Paste rezponze J

T

Cancel
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PROFESSIONAL

0x02 X B ELS R

User options -Display - HTTP Message Display - Change font...
EFE—PRXHFERI, AEETRFEKRN

[WdTﬁmTTHHTMTMTMTMTWHTMTHMW F

@ User Interface

@ These settings let you control the appearance of Burp's user interface.

Font zize: [ 11 H

Look and fesl [mms H

@ HTTP Message Display

@ These settings let you control how HTTP messages are displayed within the raw HTTP viewer/editor.

Font: Fi&k 15pt [ Change font .. ]

[ Highlight request parameters
[ Highlight response syntax
[] Analyze and dizplay AMF meszages (use with caution)

SRR ZUnicodefwtd, RILUERRAFIZIRATX

0x03 httpsMiu&F AIEFH

ihiRlburp, 127.0.0.1:8080 , F#CA Certificateif$, FHEPS AR K25+

LFirefox 68 46l i&M-fRih 5 RE-EB-EHIEB-EBMENE-SAZE THMN
cacert.deriE B3
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0x04 #ohim R HiEH

EEABurpREB DT E TN AEFNI R, RBBIERASSUTLSHINA, XEHEMZE A
PR BIME AN, XEMEMBEEEBGE LREIEY, FEEEBurpRE

0x03FR, TEXIYEBRPITAHIEBMAENM, $¥BIPortSwigger CAXf, S
PortSwiggerCA.crt, EHIEIFNHSFA

ZEBFH

KE-BEZIGE-RATE-MEBESEIE-NFRISELTE

PS: FEIWERERZEAIRER—, XTI/ AKSH

RIS EIER

ZREIENLIEEARS, ZaMBE—7N e, SAEPHNMRIEEX4IKER, BRA
% REELIISERTEIEPRE

IPhone 1§&

EEERFNIRTZEIED, TEMNE, TIRE - B8 - B BErIUERNITES

FIRE - B - X FA&N - IEBEEREPREBNNZENIED

AlEESIREWIINIE, MaX#TiNaT

0x05 REIRE

BurpSuite# D@ Proxy, BHEIE R TEMABurpSuiteWERRZ © X527 EBurpSuite
RIE——>1fiRlWeb R 2P ——>BurpSuitedll @ 73 tfr

— %155

—RIERT, EERENNBNRIERSBNBuPEIR], #ERNERE
fFswitchyOmega, chromeHIAMAREE, BEFEREX—RIIR
RIEE

ERLERMKZIFRR, HR BT EERE, NRHRERIEZEMFEBIREBrupfiE,
XMIER AT UGB IR 5

1. upstream proxy servers

FIZQEHHR, ALUKESN ERFAERSSHENAN, FHEMMNNIERFREAEEENAICIER

55880
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User options - Connections - Upstream Proxy Servers

@ & https://www.google.com

2 [EEsEE]
O [FZsAE

Bzhiia

Google .

Google &3 FSAE

Google i2##: English

@ Upstream Proxy Servers

{‘é} The following rules determine whether Burp sends each cutgeing reguest to a proxy server, or directly to the destination web server. The first rule that r
a rule with * as the destination host.

Mote- these seffings can be overridden for i
Ole. Inese Sellings CaN O& OVEITIOOEN 10X IT

l Add J Enabled | Destination host Proxy host Proxy port | Auth type | Username
(€] * 127.0.0.1 10809

2. SOCKS Proxy
B Upstream Proxy ServerstYfERZELL, SOCKS ProxyRIThEEt B HFIE KA B & XEHEMN A
2RSS 2R. FEIZATETF, SOCKS ProxyEEFTCPIMYE, FELLINRIZET ZWM, BLFRE
HIERBIBH WA X ESOCKSHIRARS 25

User options - Connections - SOCKS Proxy
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(?) SOCKS Proxy

@ Thesze settings let you configure Burp to use a SOCKS proxy. This setting is applied at the TCP level, and all cutbound requests wil be sent via this proxy. If you have col
proxies wil be sent via the SOCKS proxy coenfigured here.

[ Use SOCKS proxy

SOCKS proxy host: | 127.0.0.1

SOCKS proxy port: | 10808

Username:

Password:

[] Do DNS lookups over SOCKS proxy

ARFFRENZE P im

BEHME, FEIEBR ENERPIFEHITIE2 T, AMXTEFGHFRE ﬁIElm_E'JIjJﬁb,
ELD?MREREERARIEBEHABEIUN, BERXEFE—RAMEEFHNRENES
BurpSuite, —AHEBAIEERMIENHIRGFNFER ; 3—FHE, BurpSuiteRIEN ﬁtEAﬁ:E"hﬁ/
B RS L R899I,

ProxifiergEf A AL AR B R REIR B IBAI I EIZIESOCKSER BHTTPSILIE (H%)
Rt {E BRI

Proxy Servers#lProfication Rules

& Proxifier — O e

File Profile Log View Help

34"311‘ b E-EB 8 e

Tlime_a'Status Rule : Proxy Sent Received
B firefox.exe *64 hmn.baidu.com:43 | |~ ST sec Default : BurpSuite HTTPS 1.66 KB 141
Proxy Servers

< Connections |l Traffic | % Statistics

U7, 22 1022 48] =
[07.22 10:42:46] Weloome to Proxifier v3.42
[07. 22 10:42:46]
[07.22 10:42:56] java. exe #64 — 54 246 133 196443 cpen through prowy BurpSuite HITES
[07.22 10:42:56] java exe #64 — B4 246,133 196:443 close, 276 bytes sent, 2340 bytes (2.28 EB) received, lifetime <1 zec
[07.22 10:42:58] java. exe #64 — 54 246 133 196443 cpen through prowy BurpSuite HITES
[07.22 10:42:58] java exe #64 — B4 246,133 196:443 close, 277 bytes sent, 2319 bytes (226 EB) received, lifetime <1 zee
[07.22 10:43:19] firefox. exe #54 — hm baidu com:443 open through proxy BurpSuite HITES
[07.22 10:43:20] firefox. exe #64 — hm baidu com:443 closze, 17865 bytes (1. 74 EB) zent, 2742 bytes (2. 67 EB) received, lifetime <1 zec
[07.22 10:43:22] firefox. exe #54 — hm. baidu. com:443 open through proxy FurpSuite HITES
v

Readv 3 active connections Down 500 Bfsec Up 250 Bisec Svstem DNS

mETEEE—1EIR, FTHProxy Servers¥HiEiE, Proxy ServersxfigtEs 79 £ THERS,
BT RENIERSSR, THH9ATFRERIER,

RIBRSZ G ETR B EHITHNIGE, mfITEEE P EtR# AProxification Rules
FHENE

mEHAJdARINFR N EN AT
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https://www.proxifier.com/

0x06 =& 2

B2, ENREIEEFAMERRNVIME, JEMREIE, AIUEIERMMEIFIESST
3E3E

Proxy - Options - Intercept Server Responses 4)i%E

[ Dashboard I Proxy T Target I Intruder T Repeater T Sequencer T Decoder T Comparer I Extender T Project options T User options T CO2

[ Intercept I HTTP history T WebSockets history T Options ]

(_?_) Intercept Server Responses

@ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

I [# Intercept responses based on the following rules: Master inferception is furmed off I
[ Add J Enabled | Operator | Match type | Relaticnship | Condition
A Caontent type header Matches text
£ & or Request Was modified
- [+ or Request Was intercepted
Remove >
O And Status code Does not match 30435
Up O And URL ls in target scope
[ Down J

[ Asutomatically update Content-Length header when the response is edited

Ox07 =85 E urlfyigsK i &
ERagE

Proxy - Options - Intercept Client Requests - Add

[ Dashboard Imey I Target I Intruder I Repeater I Seqguencer T Decoder T Comparer T Extender I Project options I User options I coz I SSL Scanner ]

[ Intercept T HTTP history T WebSockets history T Options 1

@ Intercept Client Requests

@ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

[# Intercept requests based on the following rules: Master inferception is turned off
1 . .
[ Add ] Enabled | Operator | Match type | Relationshil B Add request interception rule x
———— & File extension Does not m BT P A - :
Edit O or Request Contains p @ pecify the details of the interception rule.
— O Or HTTP method Does not m y
Remove O And URL =i targel Boolean operator: [And .'J
Up Match type: l Domain name | v]
[ Down J Match relationship: [I'u'latches ,v]
) . i Watch condition: | www . baidu.com |
[ Automatically fix missing or superfluous new lines at end of request
¥ Automatically update Content-Length header when the request is edited
| o] [owen
T - —_
L
MM 2% &

Proxy - Options - Intercept Server Responses - Add, [E_LEI&E
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0x08 ILEZFNI B shEHcookieZE

NEFIxss, #EWRcookiel5, EEEEMFRIPEBE M cookie

Proxy - Options - Match and Replace - Add(&INEth B hERFEIE, "I B i #RIER/m

MARZ, XEBcookie )

[ Dashboard T Proxy I Target T Intruder I Repeater I Sequencer T Decoder T Comparer I Extender T Project options I User options T coz T SSL Scanner ]

[ Intercept I HTTP history TWebSnckets hiztory T Options ]

|_| Remove secure flag from cookies

® Match and Replace

@ Theze seftings are used to automatically replace parts of requests and responses passing through the Proxy.

—

Add | |Enabled | fem | Match

[} FEUEST ToausT USET=FgETIL

Request header *User-Agent.*S

Ed
Request header *User-Agent. S
Reguest header i-Modified-Since.*S

0]
a
Remove a
O Reguest header *i-Mone-Match.*3
]
O
8]

I

Up Request header *Referer*3

Request header *Accept-Encoding. *3
Down

,_
i

Response header "Set-Cookie *S

® SSL Pass Through

@ These settings are used to specify destination web servers for which Burg

Add | |Enahled | Host/ P range

W Add match/replace rule ol

@ Specify the details of the match/replace rule.

Type: [ Regquest header TJ

Match: “Cookie.*5

Replace: | Cookie: save_jy_login_name=131XXXXX387, PHPSESSID=5ee2527

Comment:

] Regex match

Cancel

1. #ZPECORSIRIAES , B3h# A0 Origin: foo.example.org , MHTTP history™ iR 2]
NZA Access-Control-Allow-Origin: foo.example.org

2. BENRINXFFEHEIP

0x09 Intrudert&ZiRLEtiR [B] 2 BV 3T

EEAIntruderfREREITIRIE N fuzzBVEHR, —REEESREI TN KERERSHEFRIRFINEE
IRIEATH, MNRMFPRASIE—HFNERE D KEERFRNER, ATLL&EEIntruder->Option-

>Grep-Match #{T1R[EI &N AERIPTAC

PLEeSE R A iE S 15 R A0 IE N ELES

NRBIEHFN, FERPXERET7EF, ERAENTERNS
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BB Burp Suite Professional eta - Tempo

Burp Project Intruder Repeater Window Help

W Intruder attack 5

[ Dashboard | Target | Proxy | Intruder T Repeater I Sequencer T Decoder I Comparer

Aftack Save Columns

1= |2 =

J Results | Target | Positions I Payloads I Options ]

Target | Posttions | Payloads | Options

| Filter: Showing all tems

@ Store requests

@ Store responses

@ Make unmodified baseline request

() Use deniakof-service mode (no resutts)

[ Store full payloads

@ Grep - Match

O These settings control what information is captured in attack results.

() These settings can be used to flag result ilems containing specified expressions.

@ Flag result tems with responses matching these expressions:

Paste ET x99 xBBXE S\ BD\x 95 WEB\xBE G ESBA X GF

Add Enter a nx

Watch type: O Simple string

©
[ Case sensitive match

@ Exclude HTTP headers
@ Grep - Extract

[ Extract the following items from responses.

C) These settings can be used to extract useful information frem responses inte the attack results

0x10 &Rk csrf poc

M=EEVIEKR, AR

Request | Payload Status |Emor | Timeout | Length | WEPL. ¥ Comment
12z passwd 200 a O se02 =@
] 200 (o] a 5552 (o]
1 123485 200 o S o
H 123456 200 o O 5554 o
3 1234568 200 o (o] 5554 o
4 5201314 200 o [ sss4 o
5 11111 200 o O 5553 o
B woaini1314 200 o (o] 5557 o
7 ag123456 200 o 0 ssss o
8 123123 200 o O 5553 o
s 000000 200 o S o
10 1gaz2wsx 200 o 0 ssss o

Request | Response

Raw | Headers | Hex | HTML Render}

<h1>¥ulnerability: Brute Forcel/h1>

ddiv class="vulnerable code area">

<h2xLogin</h2>

<form action="#" method="GET">

Username:<br />

<input type="text" name="username"><br />

Password:<br />
{input type="password" AUTOCOMPLETE="off" name="passward"><br />

<br /3

Linput type="submit" value="Login" name="Login">

£

! <préf e HiWelcome to the password protected area admin</p><img
sre="http://| i TeCRanle nsers aamin. 106 7

<divy

arch term

°o BEE®

Finished |
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Scan

Send to Intruder Cirl+l
Send to Repeater Ctrl+R
Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser

Reque=st in browser >
Send to SQLMapper

Send to CeWler

Send to Laudanum

Send URL to S5L Scanner

Engagement tools @ Find references

Copy URL Discover content
Copy as curl command Schedule task

Copy to file

Paste from file

Save item

Dont intercept responses >
Dont intercept requests >
Convert selection |
URL-encode as you type

Paste Ctri+f

Message editor documentation

Proxy interception documentation

Ox11 SRAEZFRFN I

"REFMNRETEZSNMEERRBAR—THEAD. TE. XHFREHTHRFIERYS
BIERTR P,

FREFEHTABALREBMRTIAANBIUEERARNT, MERNZRT HTRS
BEARZIITETEE, INIFHEBFINER

R | ARIE 10008, T—MERETE100, MANSFHESMEREN, Hk
LE— MR R

"BHEFHRRAERREEIERS/IKEN G ERH#ITIER, AAXNTRRRZIFZEZR
M, LEANMISKIER. ARSSBHVIEEENTF. —REBEI X REGH ﬁﬁl‘l‘ﬁ%kﬁﬁhxlﬂrﬂ

Bl AERABurpMintruderIBER KM A X SN H R IEK
FiERB&EEIntruder
Intruder - Payloads - Payload Stes

Payload typeigi& ZINUIl payloads
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Payload Options JREi&E 100K

Dashboard | Proxy | Target | Intruder T Repeater T Sequencer T Decoder T Comparer TExtender T Project options I User options | CO2 | SSL Scanner ]
x = %

x x x x x
Target | Positions T Payloads T Options }
® Payload Sets

*You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, and each payload type can be
customized in different ways.

Start attack

Payioad set. |1 v Payload count: 100
| Payload type: |Nu|| payloads v Request count: 0

® Payload Optiens [Null payloads]

This payload type generates payloads whose value is an empty string. With no payload markers configured, this can be used to repeatedly issue the base request unmodified.

© Generate |100 payloads

() Continue indefinitely

Intruder - Options - Request Engine

KIEMISBERAO99 , mifStart attack

Dashboard | Proxy | Target | intruder TRepealer T Sequencer T Decoder T Comparer TExlender Tpmm options T User options | €02 | S5L Scanner
% x x

x |3 x

1% |2 4x|5x |6x
Target | Positions | Payloads | Options.

i
® Request Headers Startattack || T

O These settings control whether Intruder updates the configured request headers during attacks.

[ Update Content-Length header
[# Set Connection: close

@ Request Engine

o These settings control the engine used for making HTTP requests when performing attacks.

I Number of threads: 899 I
Number of retries on network failure: 1
Pause before retry (miliseconds): 2000
Throttle (miliseconds). @ Fixed 0
O Varible: start |0 step | 30000
Start time: @ Immediately

0x12 REANARERFZ SN IAST
FREEEBEIN burp - Burp Infiltrator

£ | https://www.hackingarticles.in/advance-web-application-testing-using-burpsuite/

0x13 mEEhiF

FREFEEBIN burp - Burp Clickbandit

BE | https://www.hackingarticles.in/advance-web-application-testing-using-burpsuite/

0x14 DNSlogIh#E

Burp Collaborator@MBurp suite v1.6.15HRAFRIMBIFHINEE, BEEDNSlog, MEHEDNSHE
WIERMHTTPIARNER, NS EXRFRTFR, LAIUEBE=HRS
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https://www.hackingarticles.in/advance-web-application-testing-using-burpsuite/
https://www.hackingarticles.in/advance-web-application-testing-using-burpsuite/

XEB5|HEMEE, In-band attacks out-band attack GFREHAWTE) , FARSFH
Xz OETFREEAARREEBE,

o HWHIE
E—ARREYh RE—&&@E, BFin-band (FR) K. EMMweblliXiERHE
AR BEtr&Zpayloads, ARG BIREEIEIE.

o WHME
MER—XKET, FIE—REE, MEFout-band (FH) K. SHSMBRSKE
AEETE— N payloadi2XEIBIFMN A L, «‘—ErﬁEﬁiﬁﬁ%’l\ﬂﬂéﬁwiﬁ(*ﬂ—’l\%ﬁﬂﬂ’\ﬁﬁ%
HITEERE, MssrfBEHdMl, itB+r5Collaborator’kXE

/

B %ci@id project options - misc - burp collaborator server - run health check & {EE

L]

B! Burp Collaborator Health Check — O x
® Burp Collaborator Health Check

Initiating health check

Server address resolution Success
Server HTTP connection Success
Server HTTPS connection (trust enforced) SUCCess
Server HTTPS connection (trust not enforced Success
Server SMTP connection on port 25 Success
Server SMTP connection on port 587 Success
Server SMTPS connection (trust enforced] Success
Server SMTPS connection (trust not enforced Success
Poling =erver address resolution Success
Poling server connection Success
Verify DNS interaction Success
Verify HTTP interaction Success
Verify HTTPS interaction SUCCess
Verify SMTP interaction Success
Verify SMTPS interaction Success
Server version Success
Al tests were successful.

Close

BB EREIEEIN burp - burp collaborator client BNRIE A

=i Copy Skclipboard , #INE]payloadd
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B Burp Collaborator client — O X
P

@

Click "Copy to clipboard™ to generate Burp Collaborator payloads that you can use in your own testing. Any interactions that result from using the payloads will appear below.

MNumber to generate: |1 Copy to clipboard | [ Include Collaborator server location

Poll every |60 seconds Poll now |

# 4| Time | Type | Payload | Comment
1 2018-1T=F-20 06:55:37 UTC DNS jiswvEfnvshhidzbdgnpddomvd 16pv
2 2018-+=F-20 06:55:37 UTC. HTTP jiswvEfnvshhidzbdgnpddomvd 16pv
3 2018-+=F-20 06:55:37 UTC DNS jiswvEfnvshhidzbdgnpd4omvd16pv
4 2018-+=F-20 06:55:37 UTC HTTP jiswvEfnvshhidzb4gnp44omvd16py

J Description I Reguest to Collaborator T Response from Collaborator ]

The Collaborator server received an HTTP reguest.

The request was received from IP address 103.254.65.210 at 2018-...-20 06:55:37 UTC.

wIMEEREARIZZ—MRAIU TS :

1.

burp B## collaborator, EHREFEEIR burp - burp collaborator client BiIR] B A,
AILLTE project options - misc - burp collaborator server - run health check {2 &ESE&
EEEY. TEFE=ARS. FRZEM, VAR, BFEK burp F&EF, FRIL, X
WAEEHE. ERESEREENREAMLSE, B9, burp #HITEHXTFFE (XXE. SQLi.
CMDi &%) MEmhidHabd, th=MAE collaborator ;

. ARARIEERES A web server, i&E{T python3 -m http.server 8653 8 php -S

0.0.0.0:8088 [5, FREXMER GET. HEAD iERJLAEEMEEEHEDEERTR, XA
BEATRGRSBINRERMNZ S, i, TLMIFERN CTF TF, A5 POST
EERARER ;

BB =HHRSE (http://ceye.io/. http://requestbin.net/) o HERLE, HLE_FA

I, {B3Z#F DNS &Eifj. HTTP POST A&, It4, BFXBKEIEBHRS, FrlL, B
& TR IE A i R BUF AN IARIER (W0, =R SQLi) . (RAUBR=KXBEEE T
HiEiERo.

0x15 }EF(FEBApp StoreEYIETE)

HackBar , XIMBhackbari@t T, INMERERBRELTFH, XMEHINEELEAN
Mm% Haaxk

reCAPTCHAE hiRAIERZIGIERSH B Fburp intruder BRI IRV 4

knifel@INT LNNAHEEE, EHcookie. EHrheader, &Emkhackbar. sglmap.

u2c (Rfunicode® i HX)
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http://ceye.io/%E3%80%81http://requestbin.net/%EF%BC%89%E3%80%82%E6%95%88%E6%9E%9C%E4%B8%8A%EF%BC%8C%E7%B1%BB%E4%BC%BC%E7%AC%AC%E4%BA%8C%E7%A7%8D%E6%96%B9%E5%BC%8F%EF%BC%8C%E4%BD%86%E6%94%AF%E6%8C%81
https://github.com/d3vilbug/HackBar
https://github.com/bit4woo/reCAPTCHA
https://github.com/bit4woo/knife

domain_hunter 154 &
HTTPHeadModiferf&e&headersk, fAEIRIP. UA. #iNOrigin, E#rcookie
chunked-coding-converter 2 &FEH—RXE (FIRZRERBITFAIEWAR)
jSEncrypteriNZ & HijRH
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https://github.com/bit4woo/domain_hunter
https://github.com/c0ny1/HTTPHeadModifer
https://github.com/c0ny1/chunked-coding-converter
https://www.anquanke.com/post/id/169738
https://github.com/c0ny1/jsEncrypter
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