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burp BHESRANREZY

AEE: B (HRER)
Logger++ & nccgroup FFREAI— burp 'R, FEINEEZICEERIT Burp Suite B9PFE HTTP
B3k 0 HTTP MmAz,

BIRT Burp B Proxy BEhAaY HTTP History, logger++ B EICRTERENRE,
FEXFNXEREBITETEVNRALNEZ DT, WHXAECRHITERER, BRESAE
elasticsearch ¥F&%, Burp EAXREAMH Proxy #A9 HTTP History MRIERELIRER HTTP A&
&, XF Repeater, Scanner, Intruder HEAARE, HAESEENIREDRER,

MTEEMS, BRONEEEER:
. BTIENFRERESZ HTTP mEn i

2. iCRREAE (B csv EFRERBOIT)

KBRESHF

https://github.com/nccgroup/BurpSuiteLoggerPlusPlus/blob/master/src/main/java/burp/Bu

rpExtender.java



)\A)\D src/main/java/burp/BurpExtender. java J:FQE\E, _FHZS;-\KEE@_*@(

loggerplusplus.LoggerPlusPlus 2§,

package burp;

import loggerplusplus.LoggerPlusPlus;

public class BurpExtender extends LoggerPlusPlus

{
public static void main(String [] args){

System.out.println("You have built the Logger++. You shall play with the jar file now!");

« I ——— >

+ src/main/java/loggerplusplus/LoggerPlusPlus. java —i S Tr N i.:. A& logManager =
TR E| /main/java/ / 5i2% HTTP HEBEXWEGE

new LogManager (loggerPreferences); o



@Override

public void registerExtenderCallbacks(final IBurpExtenderCallbacks callbacks)

//Burp Specific
LoggerPlusPlus.callbacks = callbacks;
LoggerPlusPlus.instance = this;

LoggerPlusPlus.contextMenuFactory = new LoggerContextMenuFactory();
callbacks.setExtensionName("Logger++");

filterListeners = new ArraylList<>();

loggerPreferences = new LoggerPreferences(LoggerPlusPlus.this);

logManager = new LogManager(loggerPreferences);

elasticSearchLogger = new ElasticSearchLogger(logManager, loggerPreferences);
if(!'callbacks.isExtensionBapp() && loggerPreferences.checkUpdatesOnStartup()){

MoreHelp.checkForUpdate(false);

buildUI();



é%éﬁﬁﬁﬂ%%ﬂ src/main/java/loggerplusplus/LogManager. java o

HARBIRG AT Burp 2M4AY IHttpListener £ 0 IProxylistener 0, &

5 processlittpMessage F processProxyMessage J3,%, fFEMER) HTTP M2, BB —LXS HTTP 15
K/ MR BORMIBATI A LATE  sre/main/java/loggerplusplus/LogEntry. java F

HY processRequest F  processResponse FRIKE], (HILKEEDERT Burp BHAHY

LoggerPlusPlus. getCallbacks (). getlelpers (). analyzeRequest (requestResponse) R ESFRAJICE BRI FER AR

TR T . )

KEABUT:

@Override

public void processHttpMessage(final int toolFlag, final boolean messageIsRequest, final
// Only process scanner messages which contain the request and response.
if(!messageIsRequest) {

final LogEntry logEntry = new LogEntry();



processHttpMessage(logEntry, toolFlag, requestResponse);

// Wrapper to allow a custom LogEntry to be passed as a parameter
// Custom LogEntry used when importing proxy history.
// messageIsRequest is removed as not needed.
public void processHttpMessage(final LogEntry logEntry, final int toolFlag, final IHttpRe
executorService.submit(new Runnable() {
@Override
public void run() {
if(toolFlag != IBurpExtenderCallbacks.TOOL_PROXY || logEntry.isImported){

if(requestResponse == null || !prefs.isEnabled()) return;

IRequestInfo analyzedReq = LoggerPlusPlus.getCallbacks().getHelpers().ana

URL uUrl = analyzedReq.getUrl();

if (isValidTool(toolFlag) && (!prefs.isRestrictedToScope() || LoggerPlusP
// We will not need to change messageInfo so save to temp file
IHttpRequestResponse savedReqResp = LoggerPlusPlus.getCallbacks().sav
logEntry.processRequest(toolFlag, savedReqResp, uUrl, analyzedReq, nu
if(requestResponse.getResponse() != null) logEntry.processResponse(sa
// Check entry against colorfilters.
for (ColorFilter colorFilter : prefs.getColorFilters().values()) {

logEntry.testColorFilter(colorFilter, false);

addNewRequest(logEntry, true); // Complete Request and Response Added

for (LogEntrylListener logEntrylListener : logEntryListeners) {



logEntryListener.onResponseUpdated(logEntry);

1)

@Override
public void processProxyMessage(final boolean messageIsRequest, final IInterceptedProxyMe
//REQUEST AND RESPONSE SEPARATE
final LogEntry.PendingRequestEntry logEntry;
if(messageIsRequest){
logEntry = new LogEntry.PendingRequestEntry();
}else{
synchronized (pendingRequests) {

logEntry = pendingRequests.remove(proxyMessage.getMessageReference());

}

executorService.submit(new Runnable() {

@Override

public void run() {
if(proxyMessage == null || !prefs.isEnabled()) return;
IHttpRequestResponse requestResponse = proxyMessage.getMessageInfo();
IRequestInfo analyzedReq = LoggerPlusPlus.getCallbacks().getHelpers().analyze
URL uUrl = analyzedReq.getUrl();
int toolFlag = LoggerPlusPlus.getCallbacks().TOOL_PROXY;
if (isValidTool(toolFlag) && (!prefs.isRestrictedToScope() || LoggerPlusPlus.

if(messageIsRequest){



//New Proxy Request

//We need to change messageInfo when we get a response so do not save

logEntry.processRequest(toolFlag, requestResponse, uUrl, analyzedReq,

for (ColorFilter colorFilter : prefs.getColorFilters().values()) {
logEntry.testColorFilter(colorFilter, false);

¥

synchronized (pendingRequests) {

pendingRequests.put(proxyMessage.getMessageReference(), logEntry)
¥
addNewRequest(logEntry, false); // Request added without response
}else{
// Existing Proxy Request, update existing
if (logEntry != null) {
updatePendingRequest(logEntry, requestResponse);
} else {
lateResponses++;
if(totalRequests > 100 && ((float)lateResponses)/totalRequests >
MoreHelp.showWarningMessage(lateResponses +

responses have been delivered after the Logger++ timeout.

//Reset late responses to prevent message being displayed aga

lateResponses = 0;

1)
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1)) 5Ei BB
ERE

S8BT Logger++ BIEARFME, HSLH Proxy A9 HTTP History EAR—3, MG T L=
B,
EEZRINERE Tool FBEZ Proxy,; Repeater, Intruder & TH AR INERESHITIC

%o

gNER Tool A Scanner @ Burp B RERIIEXK, Tool & Extender @HEAM Burp iR
ERER, EXNMPSEGEABINERERRE Active Scan++, FIBZXMSFERTLAER
Logger++ LA "BRE" MBS Burp —EAYFEEENIBRBHEHMIIRIE / payload .



Proxy / Repeater / Intruder ZEfl:

Burp Project Intruder Repeater Window Help

{Dasl\boud]Tagel]mey 1rlmdafTRapemiSequmm[Damdm]Cm]EmnﬂwTijaﬂnpﬁhnsTUauqﬁmsM

[[View Logs | Fiter Libtary | Grep Values | Options | About | Heip |

Filter

# 4| Complete | Tool | Host | Method | Path | Query |Params | Status | Response Le.. | MIME type | Extension | Comment

176 W Extender  hitp-/icsk blkstone me  GET ! Uri={urf) (] 200 4315 HTML

177 o] Extender http./fesk blkstona.me  GET i Urt={urf} ] 200 4315 HTML

178 o Extender  http-ficsk blkstone me  GET i dri={url) M 200 4315 HTML

179 o Extender hitp-ficsk blkstone.me GET ! rUri={urd} ) 200 4315 HTML

180 W Extender http/icsk blkstoneme  GET I rUrt={ur) M 200 4315 HTML

181 W Extender hitp:/fcsk blkstone.me GET ! fUri={urf) 1] 200 4315 HTML

182 7] Extender  hitpffcsk blkstone me  GET f ed={url} T4 200 4315 HTML

183 o Extender  http/fcsk blkstone me  GET I rur=furf} ] 200 4315 HTML

184 7]} hitpffcsk blkstone.me  GET ! rUr=furl) M 200 4315 HTML

185 7] http:/fesk blkstone. me  GET / rUd=fur} ) 200 4315 HTML

186 7]} https-/ffirefox settings... GET Aibuckets/monitoricollecti...  _since=%221555690676551%228_exp. . 200 181 JSON

187 1] hitps:ifincoming tele..  POST Isubmititelemetry/d195380a. v=4 /] 200 2 text

188 o http/fwp blkstone. me  GET test2019_2 php a=1 M 200 53 HTML php

189 o http-fiwp blkstone.me  GET ftest2019_1.php rUrd=http./fwww_baidu.com o 200 24 HTML php

180 o hitp /fwp blkstone. me  GET Mtest2019_1.php =100 M 200 24 HTML php
(%] ! o \

192 (7]} Intruder  http/iwp blkstone me  GET Rest2019_1.php id=102 M 200 24 HTML

193 o lotuger  hitp-/fwp blkstone me  GET est2019_1.php id=105 M 20 HTML

194 @ | imuder | hupiwpbikstoneme GET  fest2019_tphp id=103 200 2 HTML

195 S ntruder  hitp:/iwp blkstone me  GET Itest2019_1.php =104 ] 200 24 HTML

196 Intruder  hitp:/wp blkstone.me  GET test2019_1.php id=100 M 200 24 HTML

Al— e e —— 7

Scanner / Extender Zfl:



Burp Project Intruder Repeater Window Help
[Dashheard I Target I Proxy | Intruder IRapeam ISoquan:ef ]Dacnder l Comparar i Extendar IPmeﬂ options IUser oplions Tw]
[/ iew Logs | Fiter Libeary | Grep Values | Options | About | Help |

Filter:

# 4| Complete | Tool | Host | Method | Path | Query | Params | Status | Response Le . | MIME type | Extension | Comment
68 1] Scanner  hitp://csk blkstone me  GET f rUr=%3cmex%20xmins %3d%22http% ] 200 4315 HTML
B9 ] Scanner  hitpit/csk blkstone. me  GET ! rUr=%3cxec % 20xmins % 3axi%3d%22. )] 200 4315 HTML
Ta o Scanner  http:/fcsk blkstone.me  GET ! Ud=%Tburl%7d]]%3e%3a%3c o 200 4315 HTML
m T4 Scannar  httpfesk blkstone.me  GET / rUi=%Tburl%2c %225where%22%3a%._ .. /] 200 4315 HTML
72 Scanner  httpf/csk blkstone.me  GET ! Ur=%Tburl%7d%2b{function() % Thifity... o 200 4315 HTML
73 ) Scanner  hitp:/icsk blkstone.me  GET ! Urk=1)%3bifftypeof%20snpzy%3d%3d ] 200 4315 HTML
T4 24 ;canne hitp:/icsk blkstone.me  GET ! Un=%22-%3e'-%3e%60-%3e%3c)- o 200 4315 HTML
75 74 http:ficsk.bikstone.me  GET / Uri=%Tburl%7d%0d%0aBCC%3a2rufn M 200 4315 HTML
76 %] anner  hitp:fcsk blkstone.me  GET ! rUr=%T7burl%7d%3e%0d%0aBCC%3a. . ] 200 4315 HTML
7 4] Extender  httpo/csk blkstone.me  GET Iserver-status Urt={urf} )] 404 144 HTML

It

79 /] Extender  hitp//csk blkstone me  GET ! rUr={urf} o 200 4315 HTML
80 ) Extender  hitp/icsk blkstone me  POST  / rdri={url} M 4n4 132 HTML
81 74 hitp-ficsk blkstone.me  POST  / r={url} B 404 132 HTML
B2 [F4) ander  hitp:/icsk blkstone.me  GET ! fUr={url} o 200 4315 HTML
B3 7] Extender  http.//csk blkstone me  GET ! rUrl={)%20%Tb%20%3a%3b% Td%3b. .. M 200 4315 HTML
B4 ] Extender  hitp//csk blkstone me  GET ! rln=()%20%7b%20%3a%3b% Td%3b. /] 200 4315 HTML
BS o Extender hitp://csk blkstone. me  GET ! rUr=%60sleep%2011%E0 1] 200 4315 HTRL
BB ] Extender htip:/icsk.blkstone. me GET 'f Un=%Tcsleep¥%2011%20%26%20ping. .. o 200 435 HTML
87 °4 Extandar  http:/fcsk blkstone.me GET ! rUri=5{sleep%2011) I 200 4315 HTML
Ba Extender http/lcsk blkstone.me GET f Ui=5%Tb{new%20java.io BufferedRea... it 200 4315 HTML

[=%

[Row] Poroms [reors x| | [Ram Hessers [ ex [ .| Rencer |

GET fgit/config?rlrl={url) HTTP/1.1 L |HTTP/1.1 404 Not Found

Host csk.blkstone.me:3000 |X-Powered-By: Express

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW8S4; nv56.0) Gecko/20100101 Firefox/56.0 Content-Security-Policy: default-src 'self
Accept: text/html, application /xhtml+xml, application/xml;q=0.9q=08 |X-Content-Type-Options: nosniff
Accept-Language: zh-CN,zh;q=0.82zh-TW,q=0.7 zh-HK;g=05,en-US;g=03,en;g=0.2 |Conten t-Type: text/homl; charset=utf-8
Accept-Encoding: gzip, deflate Content-Length: 142

Referer: httpy//cskblkstone.me:3000/ Date: Fri, 19 Apr 2019 1629:08 GMT
Connection: close Connection: close

Cookie: UM_distinctid=169fc4al0b44f-0bd9863 ad64a50-12666d4a-144000-169fc4a00bbee; _ga=GA1.2.1042565548.1554715003; |

_gid=GA1.2.1049358182.1555564319; donotdecodeme=ey) tb2R1bGUIOIub2RILXN I crnlh b GISZS) 9; Il <!DOCTYPE hitmi>
connectsid=s%3AJWFtWyMT75-2itklu_Ez-OXTng59GT-)3 IkPSgWwiX3bC3gKIZXoCU ChQsKRQ6)SZIABIErRhOg | <htmil lang="en">
Upgrade-Insecure-Requests: 1 <head»

<meta charset="utf-8">

<title>Error</title>

</head> o

<body> | =
<pre>Cannot GET /.git/config</pre> ~— '~
</body>

iNIESEEEILRED

Burp Project Intruder Repeater Window Help

[ Dashboard TTafget T Froxy I Intruder ]’Repeater T Sequencer I Decoder T Comparer I

_[ Extensions | BApp Store | APIs | Options |




Burp Extensions

Extensions let you customize Burg's behavior using your own or third-party code.

[ Add J Loaded | Type | Name

— [+ Python Active Scan++

| Remowe | [ Java J2EEScan

U—pl | Java Backslash Powered Scanner

; [+ Java Logger++
Down | J Java Copy As Python-Reguests

L] Java LogRequestsToSQLite
[l Java JSONM Beautifier
[ins] Java COo2
e Java Turbo Intruder
- Python SQLIPy Sglmap Integration
[ Python Intruder Time Payloads
= Python Random JSESSIONID Generator
J Python Unix timestamp Intruder Generator
L] Java reCAPTCHA v0.8 by bitd
o Java CVSS Calculator
- Java Knife v0.8 by bitdwoo
] Java Chunked coding converter 0.1
- Java Image Location & Privacy Scanner
g Java Java Deserialization Scanner
= Python Intelligent analysis
UJ Python Burp Collectar

J Details T Output I Erraors ]

[+f] Extension loaded

Mame:

Active Scan++



ltem | Detail

Extension type Python
Filename bapps\3123d5b5f25c4128894d97ealacc4 376 \activeScan++_py

BFENRERANBRRED

s

SEEtBE Logger++ R—NREERIINGE, EEFBEHEAXNINGE, RKISH—LHREEME
MBENREBER (XERERHEAOANFARZ 100% eiHERBI, IZFEN—TEBOFER, LAF2H
—S£FTRIUE) . EiZT AR Filter Library BB/ AENTIESTOIT LS E,

[

I

XFFRREZFHNEMFRALIE Logger++ B9IME wiki BEE], @EWO~

https://github.com/nccgroup/BurpSuiteLoggerPlusPlus/wiki/Filter-Fields

X B4 it — b3 B S RO TR VE B RE B E
[EEME (A IP) MW #1

Internal IP Address

RESPONSE == /(10 (\. (25[0-5]|2[0-4][0-9]|1[0-9]{1,2}|[0-9]{1,2})) {3} ] ((172\. (1[6-9]|2[0-

91 13[01])) [192\.168) (\. (25[0-5][2[0-41[0-9]|1[0-9]{1,2}|[0-9]11{1,2})) {2})/

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget T Proxy I Intruder ] Repeater ISequencer I Decoder Tﬂumparer I Extender T Project options I User options ILﬂQQHH L

_[ View Logs T Filter Library ]' Grep Values I Options ]'Ahuut I Help ]




# 1| Complete | Tool | Host | Method | Fath | Query | Params
7 ] Praxy http://wp_blkstone. me  GET ftest2019 3 php -
208 [ Proxy http://wp.blkstone.me  GET ftest2019_3.php fs
] L)

-t - L

jﬂa&gT Params I Headers T Hex ] jﬂa@] Headers IHex TRender ]

GET /test2019 3.php HTTP/1.1 [; HTTP/1.1 200 OK

Host: wpblkstone.me Date: Fri, 19 Apr 2019 17:12:00 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWB4; r:56.0) Server: Apache/24.29 (Ubuntu)

Gecko/20100101 Firefox/56.0 Content-Length: 48

Accept: Connection: close

text/html,application/xhtml +xml,application /xml;q=0.9%/%q= Content-Type: text/html; charset=UTF-8

L2 sz
Accept-Language: <h1> wiak192.168.21.22aaa</h1><h Tt GUE

zh-CN,zh:g=0.8zh-TW:q=0.7zh-HK:q0=05,en-U5:0=0.3,en:;q=0.




MRIFFEEZHEEMARIAARE, 7JLE Message Editor ERIENFRKELE R,

g‘ gs qumlsrepvmlowmlm Help
Fitter E[ Saved Fitrs || Colorize || Clear Logs |
#  [Completa [Tod |[Hom Method | Path g8l oy [Paams[Stat_
a.. y : 5420 ., &
v
T_'x 7 O
Params | Headers | Hex E Headers | Hex | Render |
GET /test2019_3.php HTTP/1.1 4| [HTTP/1.1 200 OK i
Host: wp blkstone.me Date: Sat, 20 Apr 2019 21:02:39 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:56.0) Gecko/20100101 Server: Apache/24.29 (Ubuntu)
Firefox/56.0 Content-Length: 48
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*q=0.8 Connection: close
Accept-Language: zh-CN,zh;q=0.8,zh-TWq=0.7,zh-HK:g=0.5,en-US;q=03,en;q=0.2 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate
Connection: close <h1> wiak192.168.21.22aaa</h1> <h2>FXktE</h2>
Cookie:
UM _distinctid=169fc4a00b44f-0bd9863a464a59-12666d4a-144000-169fc4al0bb3ee;
CNZZDATA1274424719=705062352-1554713980-%7C1555747784; jsuid=644119807,; ﬂ
_0a=G0A1.2.1042565548.1554715903; _gid=GA1.2.1456954377.1555745082;
unpoco_101136383=1
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
L] Case sensitive
o Regex
; ] Auto-scroll to match when text changes ;
@ [TI 'T > | |Type a search term 0 matches @ T - = | | i ] Mim‘kﬁcfhmﬂr 2 match

Seschion]

tal LAER Grep Values i RICEMBBEKRFFET RS HENBHNFREE.




Burp Project Intruder Repeater Window Logger++ Help Log Requests to SQLite
| Dashboard | Target | Proxy | Intruder | Repeater [ Sequencer | Decoder | Comparer | Extender | Project opions | User opions | JSON Beautie | Loggert+ |
Regex:  (10(\.(25[0-5]12[0-4][0-9]11[0-9}{1.ZH[0-}1. 2} K3N((172\.(1[6-9]12[0-9]I3[01]))I192\. 168)(\. (25[0-5]12[0-4][0-9]11[0-}{1.Z)[0-91{1.2})K2))
@ Unique Values
| Entry | Matches | Al Groups | Group 1 Value | Group 2 Value Group 3 Value Group 4 Value
| ¥ (@ https-/faus5_mozilla org-443/update/3/GMP/E6 0. 1
| [ REQUEST 10.0.0.0 10.0.0.0 0 0
|* ﬁ hitps://aus5.mozilla org 443/update/6/Firefox/66. . 1
| [%REQUEST 10000 10000 0 0
| * (& hitps:/faus5_mozilla org-443/update/3/Systemad. . 1
| [XREQUEST 10.00.0 10000 0 0
| v (@ https //blocklists settings senices mozilla.com: . 7
| |*| RESPONSE 10.18.10.39 1018.10.39 39 39
| [' RESPONSE 10.18.10.39 10.18.10.39 39 39
| || RESPONSE 10.18.10.33 10.18.10.39 39 39
| [" RESPONSE 10.18.10.39 10.18.10.39 39 39
| [ RESPONSE 10.18.10.39 10.18.10.39 39 39
[| RESPONSE 10.18.10.33 10.18.10.39 39 39
|| RESPONSE 10.18.10.39 10.18.10.39 39 19
= 1 N LA,
[ RESPONSE 192 168.21.22 192 168.21.22 ,-\HH [E, L ,/_‘;'}i;f_rﬂ

MRBFIMETENITESE, RE AT Saved Filters, AfFsdh Add Filter BB, B4ME Options
NP UMEEN / EHRTIESEEE,



aBup Project, Joiwday, Roensisc, Window, \ogoarts £isipbos Rearia la B0L1s,
[quQmw]mwIMu|muumewqmmqun]amu]hmumduwmulmmmmhh.-d
R 412 [ cos . o
[# [Compiste | Tool ¥Host | Query [Params | Status | Respanse Le.. |MME type | Extension | Commant N
] [] ] O 20 s script s o &
2 & 2 R = E 2]
F— : T R S v
in ] P ] r O ;0 e script s ]
12 o hitps.cdn jedelir.net Biwe 0 Ll 200 e85 seripl s o
1 @ Scanner  hitps:iicdn jsdelve et woep-ed 0.0 i Ll 200  smEr2 senpt [ o
" =] Scanner  hitps:fican jsdale net fwptwp-adicomditags!10.0 VazsetaiOuenyiausry, min s B 200  smed script [ =)
] Saved Filters O
=2 —— 5 2, Pl E
\. {34y 'f—-. 7 g v
T | Detete A || Delete Selectzd | | Aaa Finer | Closs |

ERME (BHIES) #2

RESPONSE == /((\d{6}) (18/19[20)2(\d{2}) ([01]1\d) ([0123]\d) (\d{3}) (\d[X))/

(ERitE (BFERH) #3
PLEC PR A& i FE

RESPONSE == /(([A-Za-2z0-9 \-\.])+\@([A-Za-2z0-9 \-\.])+\. ([A-Za-z]{2,4}))/

UL EC4S E BB A

RESPONSE == /(([A-Za-2z0-9 \-\.])+\@test.com)/




TR X 52 =~ ILFC HB AR

RESPONSE == /(([A-Za-z0-9 \-\.])+\@(.*)test (. %))/

Burp Project Intruder Repeater Window Help

[ Dashboard ITarget | Proxy I Intruder ] Repeater [ Sequencer I Decoder [Cnmparer I Extender ]’F’rnject options I User options [LoggerH L

[ View Logs [ Filter Library TGrep Values ] Options Ihhuut ] Help ]

Regex: |(([A-Za-z0-9 W )H\@([A-Za-z0-9 W]\ ([A-La-z]{2.4})) EJ [¥] In Scope Only Searc!
J Results ] Unigue Values ]
Entry | Matches | All Groups | Group 1 Value | Group 2 Value |
» (& https:/icn wordpress_org:443/news/ 2

» (& https://cn.wordpress.org:443/news/ 2
» (& https:/icn wordpress . org:443/news/ 2
» (& https://icn wordpress_org:443/news/ 2
» (& https://cn.wordpress. org:443/about/privacy/ 1
» [ https://cn.wordpress.org:443/about/privacy/ 1
» ([ https://cn.wordpress.org:443/about/privacy/ 1
¥ (& https://cn.wordpress. org:443/about/privacy/ 1
| '| RESPONSE dpo@wordcamp.... dpo@wordcamp.org o
» (& https://cn wordpress_org:443/news/
» (& https://cn.wordpress.org:443/category/releases/
» [ https://cn wordpress org:443/news/
» (& https://icn wordpress_org:443/news/
» (& https://cn.wordpress.org:443/news/
» [ https://cn wordpress.org:443/category/releases/
» (& https://cn wordpress._org:443/category/releases/
» [ https://cn.wordpress.org:443/category/releases/
» (& https://cn wordpress_org:443/news/
» (B httos /fen wordpress nrd43fnews/

| T - T % T . T N T T T o T % T



» [ https://cn.wordpress.org:443/news/
» [ https:/icn wordpress_org:443/news/
» [ https:/icn.wordpress_org:443/news/
» [ https://cn.wordpress.org:443/news/
» (& https:/icn wordpress org:443/news/
» (& https:/icn wordpress_org:443/news/
» (& https://cn.wordpress.org:443/news/
» (& https:/icn wordpress . org:443/news/
» (& https://icn wordpress_org:443/news/
» (& https://cn.wordpress.org:443/news/
¥ (& https:/icn wordpress_org:443/news/

| | RESPONSE

|| RESPONSE
¥ (& https:/cn wordpress_org:443/news/

| | RESPONSE

|| RESPONSE

WERBITEE

[ T e T S T - T o T L Y S T S T T S T

scrappy@hub.org
scrappy@hub.org

scrappy@hub.org
scrappy@hub.org

scrappyi@hub.org
scrappy@hub.org

scrappy@hub.org
scrappy@hub.org



Burp Project Intruder Repeater Window Help

[ Dashboard ITarget ] Proxy I Intruder T Repeater I Sequencer I Decoder T Comparer I Extender T Froject options I User options ILogger-l—l- L

[Uiew Logs I Filter Library T&ep Values I Options ] About ] Help ]

Regex: |(([A-Za-z0-9 - ]+ V@([A-Za-z0-3 -]+ ([A-Za-2]{2.41)) EJ (] In Scope Only Searc]
Results | Unigue Values ]
All Groups | Group 1 Value | Group 2 Value | Group 3 Value | Group 4 Value | Count
scrappy@hub_org scrappy@hub.org ¥ b org
dpo@wordcamp.org dpo@wordcamp.org o p org SN i o
5 2 ik

7R CORS MEEARY #4

RESPONSEHEADERS == /Access—Control-Allow-Origin: null/

RESPONSEHEADERS == /Access—Control-Allow-Origin: \*/

S BER SSRF / AEEMR #5
HEER

FR & N iz Sk

ResponseHeaders == /(Location)/



RIES AR

QUERY == /(url(.#)=)/ || REQUEST == /(url(.*)=)/
QUERY == /(uri(.*)=)/ || REQUEST == /(uri(.%)=)/
QUERY == /(path(.*)=)/ || REQUEST == /(path(.*)=)/
QUERY == /(href (.%)=)/ || REQUEST == /(href(.%)=)/

QUERY == /(redirect(.*)=)/ || REQUEST == /(redirect(.*)=)/

SHEHTNER

QUERY == /(img(.*)=)/ || REQUEST == /(img(.*)=)/
QUERY == /(pic(.%)=)/ [] REQUEST == /(pic(.%)=)/
QUERY == /(\.png)/ || REQUEST == /(\.png)/
QUERY == /(\. jpg)/ || REQUEST == /(\. jpg)/

QUERY == /(\.gif)/ || REQUEST == /(\.gif)/

SIETER JSONP iFH #6

REQUEST == /(callback(.*)=)/ || QUERY == /(callback(.*)=)/



B Mo iz 45 AIE

RESPONSE == /(. +\(\[(.%)\]\))/ && RESPONSEHEADERS == /application\/json/
SHBERMENER #7

REQUEST == /(id(.*%)=)/ || QUERY == /(id(.%)=)/

S5@iTiERE (color filter)

E— WK P HEEURN 1 SMIESEURN &9+

Logger++ => View Logs => Colorize

EBTIEREEHRTLLE Options FEEHMESAN / BH.

Burp Project Intruder Repeater Window Help

| Dashboard TTarget I Proxy I Intruder ] Repeater I Sequencer I Decoder TEumparer I Extender T Project options I User options ILuggaH L

j'\ﬁew Lﬂgs] Filter Library ] Grep Values ] Options [Ahout I Help ]

Filter: EH Saved Filters Colorize “ Clear Log
# 4 Complete | Tool | Host | Method | Path | Query | Params
1 ) Praxy http://csk blkstone. me  GET / =
2 (] Proxy http://csk. blkstone.me  GET [stylesheets/stylesMew.css -
3 | |&] Color Filters = O x
5 | Title Filter | Foregrou. . | Backgro... | Enabled |
E e —
Internal IP in Respon... RESPONSE == /(2-1921. 168110, [0-911172\.16... [ TN v | Remove | L




S| \DCard Number RESPONSE == /((dfe})(18119120)20dizy 017 [ W Remove

9

10
11
12
13
14
15
16
7
18
19
20
21

id

il

[«
B

Raw
GET
J7rlrl = —
%20%7| Delete Al | AddFilter || Close |
Host: csSKBIRStone.mesuun AT E-CON IO puniic, max-age=u
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64: ne:56.0) Last-Modified: Mon, 27 Nov 2017 04:08:58 C F_J ol = o
Gecko/20100101 Firefox/56.0 \ETag: W/"10db-15ffba%eb90” et '_'*’-’—“’
Accept: \Content-Type: text/html; charset=UTF-8

BERMRAT

Burp Project Intruder Repeater Window Help

[ Dashboard ] Target IF’mxy ] Intruder ] Repeater . Sequencer ] Decoder [Cnmparer I Extender IPruject options I User options [Loggef-l—l- L

J View Logs I Filter Library | Grep Values | Options Ahnut] Help]

Filter: I:H Saved Filters || Colorize || Clear Lot



L " N AN FILS

# 4| Complete | Toal | Host Method | Path | Query | Params
1 [+ Proxy http://csk blkstone. me  GET / |
2 (] Proxy http:/fcsk.blkstone.me  GET {stylesheets/stylesMNew css [
3 [ Proxy http://csk blkstone. me  GET /pics/logo2 png |
4 [+ Proxy https:/isafebrowsing.g... GET fedithreatListUpdatesfetch Sct=application/x-protobuf&key=Alza5. .. &
5 [+ Proxy http://wp_blkstone. me  GET ftest2019 1. php |
6 (] Proxy http:/fwp.blkstone.me  GET ftest2019_2 php -
74 Poxy hpl/wpblkstoneme GET  Mest20193php
B ] Proxy http://csk blkstone.me  GET fchangePW -
g [+ Proxy http:/icsk blkstone.me  GET / rUrl={url} [+
10 (] Proxy http:ficsk.blkstone.me  GET Istylesheets/stylesMNew_ css [
11 (] Proxy http://icsk. blkstone.me  GET /pics/logo2.png |
12 [+ Proxy http://csk blkstone. me  GET fapiftickets/ ticket =
13 [+ Proxy http:/icsk. blkstone.me  GET fxss ]
14 [+ Proxy http:ffcsk. blkstone.me  GET Istylesheets/stylesMNew_ css =
15 [ Proxy http://csk. blkstone.me  GET /picsflogo2.png |
16 [+ Proxy http://csk blkstone. me  GET fchatchannel/1 [
17 & Scanner  httpi//csk.blkstone.me  GET ! rrl=({select%20extractvalue{xmitypel(. .. ]
18 [+ Scanner  http:/fcsk blkstone.me  GET ! rr=%7burl%7d' % T7c%Tc(select%20ex__. (]
19 ] Scanner  httpi//csk.blkstone.me  GET ! rrl=%7burl%7d%3bdeclare%20@qg%2. .. (]
20 [+ Scanner  http:/fcsk.blkstone.me  GET ! rdr=%7burl%7d"%3bdeclare%20@q%. .. (]
21 (V] Scanner  httpi//csk.blkstone.me  GET / rlrl=%7burl%7d|%3bdeclare%20{@a%. .. m_
<l o "
J Faw I Params ] Headers ] Hex ] J Faw ] Headers I Hex T HTML ] Render ]
GET R HTTR/1.1 200 OK
SerUrl =%7burl %7 d%22%7 cecho%20ifkpkures%20rg 1yl Bxoye X-Powered-By: Express

%2097 c%7c HTTR/1.1

Host: csk.blkstone.me:3 000

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWe4; nv:56.0)
Gecko/20100101 Firefox,/56.0

Accept:

Iaifu =4 =

Accept-Ranges: bytes

Cache-Control: public, max-age=0
Last-Modified: Mon, 27 Nov 2017 04:08:58 { AF ,fé;mj-, oy
ETag: W/"10db-15ffba%eb90” R R

.l(I

Content-Type: text/html; charset=UTF-8



Logger++ => Options => Export => Save log table as csv.

Burp Project Intruder Repeater Window Help

[ Dashboard T Target ] Proxy ‘[ Intruder T Repeater I Sequencer ‘[ Decoder T Comparer [ Extender T Project options I User options TLoggefH L

["u'"iew Logs I Filter Library I Grep Values T Options | About I Help ]

Status
[ Logger++ is running
Log F oo . dmpan =
L) In scope items only (] Auto import proxy history on startup.
) Al Tools Import Burp Proxy History.
fl Spider Import From C5Y (Mot implement ed)
| Intruder
Scanner Export
Repeater 1
WG [ l Save log table as CSV l J
¥ Proxy [ Save full logs as CSV (slow) ' J
| Target ———
f| Extender l Autosave as C3V J
Elastic Search
l Disabled J K f: =
3 - e NP [T Al [

Address: 1192.168.248.128 ' 9.200 |



Hin

FHRA Logger+ + MEAFIITIEE, BRBNIREGE HTTP ERPE @R BB 5 K LHEI5H
HTTP B, MBFEHMTEIOTEEAN, LROETADS.

SEEH

BurpSuiteLoggerPlusPlus Wiki
https://github.com/nccgroup/BurpSuiteLoggerPlusPlus/wiki
Logger++ I IE3S
https://github.com/nccgroup/BurpSuiteLoggerPlusPlus/wiki/Example-Filters
Burp Suite FEHT DT
https://zhuanlan.zhihu.com/p/28284124
Burp Suite tgsHIHEF i
https://zhuanlan.zhihu.com/p/28231222
2895 = Burpsuite iFEHERIER

https://cloud.tencent.com/developer/article/1015187






