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Burp Suite Macro Test Form

This form is designed to be used alongside the Burp Macros and Session Handling blog post.
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Tool scope settings

Run the built-in h

Quickstart guide

The quicksave and quickload functionality (see buttons above) persist through
reloading not only the extension, but Burp Suite entirely. ALl values of each existing
configuration tab will be saved, along with the order of all tabs.

Use the Export/Import Config buttons to save/load your current configuration to/from a JSON file.

Adding configuration tabs

Enabling/Disabling configuration tabs

Simpl to the tab' e
Ne t but requir alid configuration in order to have any effect.

Tab order
der may be important,
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Connections TTP Sessions Misc

Session Handling Rules

%27 You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a ned scope (for particular tools, URLs or parameters), and can perform actions such as adding session cookies, logging in to the application, or checking session validity
each request is issued, Burp applies in sequence each of the rules that are in-scope for the request.

Add Enabled Description Tools

Edit v Use cookies from Burp's cookie jar Scanner
Update number Target, Proxy, Scanner, Intruder, Repeater and Se...
Remove v change_token Target, Scanner, Intruder, Repeater and Sequencer

Duplicate
Up

Down

To monitor or troubleshoot the behavior of your session handling rules, you can use the sessions tracer to view in detail the results of processing each rule.

ODE’I’\ sessions tracer
Macro Editor

Cookie Jar Macro Editor

Burp maintains a cookie jar that stores all of the cookies issue Use the configuration below to define the items that are included in the macro, and the order they will be issued. You can configure how parameters and cookies are handled for each item. You can also test the ookie jar based on
traffic from particular tools. macro to confirm it is working correctly.

Monitor the foll tools' traffic to update the kie jar:
lonitor the following tools' traffic to update the cookie jar. Macroldescription’| [ e

v Proxy Scanner Repeater Macro items:

Intruder Sequencer Exter .
Host Method Status Cookies received Derived parameters Configure item

Open cookie jar https://hrsh-h5-out.fast-cn.w... POST /api/getToken Move up

Move down
Macros

Remove item
A macro is a sequence of one or more requests. You can use mac

Add Get numbers
= get_token Request Response

Remove Pretty Raw \n Actions

POST /api/getToken HTTP/1.1
Duplicate 2 Host: hrsh-h fast-cn.
U Connectio
P Content-Length: 73
Pragma: no-cache
Cache-Control: no-cache
csrf-token: undefined
8 X-Requested-With: XMLHttpRequest Re-record macro
User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 0S 13_2_3 like Mac 0S X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/13.0.3 Mobile/15E14&
0 content-type: application/json; charset=utf-8 Re-analyze macro

Down

0 matches Test macro

OK
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IRIZR B SRR change_token, REENGEREER| CPH RUEENR], A AERMEAiRET

Connections HTTP TLS

Session Handling Rules

You can define session handling rules to make Burp perform specific actions when making HTTP requests. Each rule has a defined scope (for particular tools, URLs or parameters), and can perform actions such as adding session cookies, logging in to the application, or checking ion validity. Before
each request is issued, Burp applies in sequence each of the rules that are in-scope for the request.

Add Enabled Description

Edit v Use cookies from Burp's cookie jar Select macro:
Lindate number. e RIS

R
emove v change_token Details Scope get_token

Duplicate =i

Rule Description
Up
change_token

To monitor or troubleshoot the behavior of your session handling rules,

Open sessions tracer Note that the request currently being processed by this session handling rule will still be issued, so the macro should not include this request
. unless it is necessary to issue it twice.
') Rule Actions

Cookie Jar The actions below will be performed in sequence when th V| Update current request with parameters matched from final macro response

@) Update all parameters except for:
Burp maintains a cookie jar that stores all of the cookies issued by visite Add

traffic from particular tools.

Enabled Descrif

Edit v run macro: get_token

Monitor the following tools' traffic to update the cookie jar: Update only the following parameters:
Remove 5
Edit
V| Proxy Scanner Repeater Up
Tolerate URL mismatch when matching parameters (use for URL-agnostic CRSF tokens)

B .
Intruder Sequencer Extender Down

V| Update current request with cookies from session handling cookie jar
Open cookie jar
®) Update all cookies except for:

Macros .
Update only the following cookies:
A macro is a sequence of one or more requests. You can use macros wit

Add Get numbers
get_token V| After running the macro, invoke a Burp extension action handler:
Edit
CPH: extract replace value from the final macro response

Remove

Duplicate
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Options GET /check v| POST /api/loginWithPassword +

< > Clone

Friendly name: POST /api/loginWithPassword

Scoping
Provided their URLs are within Burp Suite's scope,

this tab will work | onlyon requests v | containing this expression:

RegEx POST /api/loginWithPassword

Parameter handling
Automatically URL-encode the first line of the request, if modified
Change the destination of the request

1) Find matches to this expression:

v RegEx (\"token\":\")(.{32,32}) (\",\"publicKey\":\") (.{309,309})

2) Target | thefirst v | of the matches

3) Replace each target with this expression:

When "RegEx" is enabled here, backslash escape sequences and group references will be processed.

v| Regex \g<l>\g<token>\g<3>\g<publicKey>
v | The value | need is dynamic

4) In the expression above, refer to the named RegEx groups you'll define below in order to insert: | ?

values returned by issuing a sequence of requests v ?

When invoked from a Session Handling Rule, CPH will extract the value from the final macro response with this expression:

"publicKey":" (?P<publicKey>.{309,309})","token":"(?P<token>.{32,32})

££E (www.anquanke.com )
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Scoping XEMEEERAZNIFEMBEXREN, EWE 18 FREFHIEBHEHE POST /api/loginWithPassword, UL IRERT1Z
SEURBIRIER,

1) ERN 2 ST HNZSE, bl RO ERRZ LB M token” | publicKey IR SRR,

N (\"token\":\")({32,32})(\",\"publickey\":\")(.{309,309}) K LERINANE DM T 4 #7: E—87 (\"token\":\") ILECHY
RNERZ token™:, E &7 (. {32, 32}) ARER token KIAZE, token WABEEE 32 1, H=MEUEMBIEZEM.

Request Response

Pretty Raw \n Actions Pretty Raw \n  Actions

POST /api/loginWithPassword HTTP/1.1 HTTP/1.1 200 OK \r \n

2 Host: hrsh-h5-out.fast-cn. Date: Thu, 04 Feb 2021 06:09:44 GMT \r \n

3 Connection: close Content-Type: application/json; charset=utf-8 \r \n
Content-Length: 772 Content-Length: 193 \r \n
Pragma: no-cache > Connection: close \r \n
ache-Control: no-cache 6 x-fast-id: 19dd540886ea6ca5 \r \n

/ csrf-token: undefined x-b3-traceid: 19dd540886eabca5 \r \n
~Requested-With: XMLHttpRequest x-b3-parentspanid: 333b2e74eed7a@87 \r \n

) User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 0S 13_2_3 like Mac 0S X) AppleWebKit/605.1.15 (KHTML, like Gecko) 9 x-b3-spanid: a4483e32b532680e \r \n
Version/13.0.3 Mobile/15E148 Safari/604.1 0 x-b3-sampled: 1 \r \n

0 content-type: application/json; charset=utf-8 x-via: 1.1 fr \r \n
Accept: x/* Xx-envoy-upstream-service-time: 340 \r \n

2 Origin: https://hrsh-h5-out.fast-cn 3 Server: Tuya-Sec \r \n
ec-Fetch-Site: same-origin Strict-Transport-Security: max-age=31536000 \r \n

4 Sec-Fetch-Mode: cors X-Content-Type-Options: nosniff \r \n

5 Sec-Fetch-Dest: empty 6 X-Frame-Options: deny \r \n
eferer: https://hrsh-h5-out. fast-cn.| X-Xss-Protection: 1; mode=block \r \n

7 Accept-Encoding: gzip, deflate 8 \r \n
ccept-Language: zh-CN, zh;q=0.9,en-US;q=0.8,en;q=0.7 clitag":"SHENSDK:N/AT","errorCode" :"USER_PASSWD_WRONG","errorMsg" SHFLEHEIR! ", "requestid":
Cookie: gTyPlatLang=zh; _tpmGuid=TY-3002302c3cf24e2b; _ga=GA1l.2.629014881.1612339660; _gid= "'0f8970037e5da9b36d6f2fd89193a29c", 'status" :"error", " success": false :1612418984313}
GA1.2.1775685810.1612339660; gTyPlatLang H

"'1464240679944061535315084978463456053647559048129255834063264917025305131847768580955564833319248421329743376482
12270808165473301511599121792255982410639112173122410865780789847830350757855844628928263898851893548975320643508
040030214720823099473431428826688914759812991167155038524745594741343166980755160497", "exponent" :"65537","openId" | :
—-6VlomY2e50CA™, "secureKey™: I
"'137d4f5324141889a4d4c4a2alb 9ho\",\"validat d07823cbfaa730781b9e33bec4842937\",\"seccod
e bfaa730781b9e33bec4842937 | jordan\",\"clientType\" eb_view\",\"userId\":\"722d8f11-7206-4a78-b622—
€97c89169d37\"}"}
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Response

Pretty Raw

1 HTTP/1.1 208 GK %

2 |Date: Thu, 84 Fe

3 Inntent—Type ; charset=utf-8 \r \n
} Connectio \

12 |x- enuny upstream-service-time:
3 Server: Tuya=5
14 |5trict-Tr

X ass—Prntectinr'
Content-Length: 672 »r \n
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3)HUERNIZHR"4)" 2 ENRY token M publicKey BFIEZRENEKRT, REHRRIEBRK. \g<l > 2—IFERRT, &
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change_token

Applying rule: change_token
Running macro: get_token
Processing macro item: https:/hrsh-h5-out fast-cn.
Updated 1 cookie in macro request from cookie jar
Issuing macro request
Updated 1 cookie in current request from cookie jar
Issued request
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