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Search Options Locatzhis A00l8
test ] Case sensitive || In-scope only ] Request headers V] Response headers (] Target
S L] Regex (] Dynamic update Request bady M Response body ] Proxy
Go || Negative match (] Repeater
Source | Host & URL | Status | Length | Time requested |
Scanner  https /fwww.baidu.com / 200 263261 16:45:04 11 Feb 2020

[ Raw | Headers | Hex | HTML | Render |

Cookie.set("sugstore®,t,document.domain, * /*,expire30y)}1if(options.hasOwnProperty("1sSwitch")){var e={0:"2",1:"0",2:*1"},t=e[options.1sSw1tch|s
l;clearCookie("ORIGIN"),Cookie.set (" ORIGIN", t,document.domain,* /" ,expire30y) }1f (options.hasOwnProperty("1meSwitch" ) }{var t=options.imeSwitch
;clearCookie("bdime® ), Cookie.set("bdime" , t,document.domain," /*,expire30y)}}function writeBAIDUID(){var t,e,0,i=Cookie.get("BAIDUID"); /FG=(\d
+)/.test(1)&&(e=RagExp.$1), /SL=(\d+]) /. test(1)&&(o=RegExp.$1), /NR=(\d+) /. test (1) &&(t=RegExp.$l),options.hasOwnProperty (" resulthum® ) &&(t=
options.resultMum),options.hasOwnProperty(*resultlLang”)&&(o=options.resultlang),Cookie.set("BAIDUID" 1. replace(/: . *§/, " " )+ {"undefined" |=
typeof 0?*:5L="+0:"")+("undefined"|=typeof t?":NR="+t:"")+("undefined"|=typeof e?":FG="+e:""),*.baidu.com*,"/",,exp1re30y,!0)Hunction
clearCookie(t){Cookie.clear(t,*/"),Cookie.clear(t," /", document.domain), Cookie.clear(t,"/ +document.domain) ,Cookle.clear(t," /",
*.baidu.com® )} function reset(tl(upuonsfdefaultommns save(t)}var defaultOptions={sugSet:1,sugStoreSet:1,isSwitch:1,isJumpHttps:1,imeSwitch
:0, resultNum: 10, skinOpen: 1, resultLang:®, duRobotState: 000"}, options={}, tmpName, expl re30y=new Date;explre30y.setTime(expire30y. get‘rlmefh
9460827) ; try{if (bds&&bds.comm&sbds .comm. personalData) {if ("string"==typeof bds.comm.personalData&&(bds.comm.personalData=eval(” (*+bds.comm.
personalData+")" )], !bds.comm.personalData) return; for (tmpiame in bds.comm.personalData)defaultOptions.hasownProperty (tmpName) &&bds . comm.
personalData.hasOwnProperty (tmpName) &&" SUCCESS" ==bds . comm.personalData[ tmpName] . ErrMsg&& (options[tmpName]=bds.comm. personalDataltmpName] .
valuel}try{parselnt(options.resulthum) | |delete options.resulthum,parselnt(options.resultlang)||"0"==options.resultlang||delete options.
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1 :essKeyldjacces sKeySecret|secret Token|e: ] Case sensitive || In-scope only ] Request headers V] Response headers (] Target
j ¥ Regex (] Dynamic update Request body [} Response body M Proxy
4 Go || Negative match (] Repeater
i
|
,"'i hSuurte ||-h5t AJ URL | Status \ Langlh |T|me requested |
"I Target http: 1 'y 200 2286 15:32.07 11 Feb 2020
o |Target  hmphl . ~igetConf 200 26635 15:33:48 11 Feb 2020
:! Proxy http:/ ! ‘getConf 405 315 15:32:28 11 Feb 2020
o | Repeater http:/ VgetConf 200 26636 15:32:42 11 Feb 2020
| | Scanner  http: fufforn_tr83tta2jkcBr529 wolf 200 114000 15:34:50 11 Feb 2020
Target http:/ fimg/beidian_fav.ico 200 17754 15:47:46 11 Feb 2020
| Target hitp:/ fimg/common/beibeiclub_90 png 200 5658 15:34:50 11 Feb 2020 ~ "
i Target http:/ fimg/common/fimg_footer jpg 200 37262 15:34:50 11 Feb 2020 @ X g6 O f
Target http:/r fimg/commaon/gzone_45x45. png 200 T927 15:34:50 11 Feb 2020
Target http/iL fimg/common/weibo_45x45 png 200 7151 15:34:50 11 Feb 2020
1 —
Request | Response.
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;,10 2.130.97:8001/ v, \"desc\" 1\* ‘}1",*ma1lDefaul tAccountind® : * 2249", O
"socketPort®:"8030", *contactlUs*: ", "purviewPlatformappId": " 1", *1mgEndpoint®: " [\"vO\" 1", "apd@spacewarn":"0. 8", "ma1lPass" :
b ==" , "wms{EM1BowWin6dDownload" : “http:/ : R )
“wms@MlL BoMacDownload* : “http:// | v, "hms@maxDomium® : * 2500" , "hms@gl tUsername* :
*system_hms®, " rms@enableAdOutofDateClear® : *true", "rms@enab leUnpublichCheck® : "talse, *telGroup® :
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SO name VWY IV e 2207 BTN, NV TR TN AN D SNATE DN nameN N 20080, VAL EETAN LT T VA F TN namey
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Comments search | https)//www.bBaidu.c

Search | (] Dynamic update
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Export comments

Source ‘ Host

4| URL

[tem

| Time requested

= |Scanner  https:/fwww_baidu.com
= |Scanner  https:/fwww_baidu.com
d | Scanner  https:/iwww_baidu_com
P

!

IsPie=utf-8&=8&rsv_bp=1&rsv_idx=2&ch=&t _.
fstwd=aliyun+osskey&rsv_spt=1&rsv_igid=0_

STATUS OK, <div class="...

STATUS OK, openersoo, .
STATUS OK, openersoo, -

16:46:04 11 Feb 2020
17:20:17 11 Feb 2020
17:19:28 11 Feb 2020
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- 1 STATUS OK A
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4
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| | Search (] Dynamic update Export comments | 5

Source

Host 4| URL ltem | Time requested be

= |Scanner  https:/fwww_baidu.com ! STATUS OK, <div class="... 16:46:04 11 Feb 2020
7 Scanner  https:/fwww_baidu.com Is%ie=utf-8&=8&rsv_bp=1&rsv_idx=2&ch=8&t .. STATUS OK, openersoo, ... 17:20:17 11 Feb 2020
4 | Scanner  https:/fwww_baidu_com Istwd=aliyun+osskey&rsy_spt=1&rsv_igid=0_. STATUS OK, openersoct, . 17:19:28 11 Feb 2020
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Traceid:; 1581412820043964698617197811250965361531 |‘
Vary: Accept-Encoding )
X-Ua-Compatible: IE=Edge,chrome=1

Connection: close
Content-Length: 280704

<!DOCTYPE html>
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Search | [ ] Dynamic update

X

Export scripts

Source | Host 4| URL | ltem i'|'|me requested
Scanner  https: com 'kg/m-base/2.0.0/index js function(e}function t(}var ... 17:19:44 11 Feb 20} 4
Scanner  https: com fkissy/kimif6.0.1/kimi-min_js I Copyright 2015, KIMIv6__. 17:19:44 11 Feb 20 F
Target https: com Isecdev/entry/index js?t=219640 (function(a,e.t,i,n,r.olfifle. ... 17:19:45 11 Feb 20
Target https: ..com Isecdevinsv/1.0.64/ns ¢ 75 3 fs function(}ffunction efe,afff... 17:13:46 11 Feb 20
Target https: nm Isecdev/sufel_data/3.8 3findex |5 function(n.t,riaoecuf . 17:19:46 11 Feb 20

| | Scanner  hitps: ! <ul style="text-indent: {fle.. 15:46:41 11 Feb 207
Scanner  https://. Isystem/resources/mormning-ui js (function webpackUniversa... 15:56:52 11 Feb 20
Scanner  https:im.anyun.com Hyungifzt/491675 var_cze = _czc || []; _czc... 17:19:42 11 Feb 20

|| Target http:/* fassets/libs/common-v1.0.0 js /* Zepto 1.2.0 - zepto even... 15:47:46 11 Feb 2Uf
_I nat httn terrint/nradurtinnilib i nhiart"l=hunanf ISOMRRI  1A-34-E0 11ﬂ{m
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| ._'; Scripts search | http://api.hmp2 fi.beibei.com/ [and 27 others] —

Search | [ ] Dynamic update Export scripts r

Source | Host 4| URL | Item i'l'm':e requested
Scanner  https ’ 'kg/m-base/2.0.0/index js function(e}function t(}var ... 17:19:44 11 Feb 20} 4
Scanner  https: fkissy/kimif6.0.1/kimi-min_js I Copyright 2015, KIMIv6__. 17:19:44 11 Feb 20 F
Target https:s Isecdev/entry/index js?t=219640 (function(a,e.t,i,n,r.olfifle. ... 17:19:45 11 Feb 20
Target https:/. Isecdevinsv/1.0.64/ns ¢ 75 3 fs function(}ffunction efe,afff... 17:13:46 11 Feb 20
Target https:/ Isecdev/sufel_data/3.8 3findex |5 function(n,tria0ecuf. . 17:19:46 11 Feb 20

| | Scanner  https:/ ! <ul style="text-indent: {fle.. 15:46:41 11 Feb 207
Scanner  https: Isystem/resources/morning-ui js (function webpackUniversa... 15:56:52 11 Feb 20
Scanner  https Hyungifzt/491675 var_cze = _czc || []; _czc... 17:19:42 11 Feb 20

| | Target http: fassets/libs/common-v1.0.0 js /* Zepto 1.2.0 - zepto even... 15:47:46 11 Feb 2Uf
_Tl_nni httn-{le terrint/nradurtinnilib i nhiart"l=hunanf ISOMRRI  1A-34-E0 115_3#&1

[ Scripts TRequest TResp{mse 1

[ JRawI Headers I Hex T HTWML T Render ]

i src="//g.alicdn.com/?Paliyun/dblx/@.0.4/es5-shim.min. js,aliyun/dblx/@. 8.4/ es5-sham.min.js"=</scri |A
pt=
43 <! [endif]--»
44 <link rel="stylesheet" href="//g.alicdn.com/aliyun/m-aliyun-yungi/1.0.52/css/aggregation.css”

charset="utf-8" /=
4580 -:scr‘ipt nonce="FVQE2BSEEZ" =
46 varce2e = aeee |||

47 _czc.push({[" setAccount", "1256835944"1);

48 _czc.push([" setCustomVar", "thZ&fFE"Hs", 2]);

49 </script=

506 <body data-spm="11156470"=<script type="text/javascript’

51 1d="beacon-aplus" b
52 src="//a.alicdn.com/aliloa/mloa/anlus v2,1s" L
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'_f References to https://www.baidu.com - O X
P
Source | Host 4| URL ‘ Status | Length ‘ﬂme requested
Scanner  https:/fwww_baidu.com { 200 263261 16:46:04 11 Feb 2020

Scanner  https://www._baidu.com {3%e=utt-0&=a&rsv_bp=1&rsv idx=28&ch=4t... 200 261335
Scanner  https:/iwww.baidu.com {sPwd=aliyun+osskey&rsv_spt=1&msv igid=0... 200 275644

17:20:17 11 Feb 2020
17:19:26 11 Feb 2020

i | Request | Response l

JRaw] Headers I Hex [ HTML [ Render ]

'\

100 <meta http-equiv="content-type" content="text/html;charset=utf-g8"=
ji o101 <meta content="always' name='referrer's
| 162 <meta name="theme-color' content="#2932el"=>
103 <link rel="shortcut icon" href="/favicen.ico" type="image/x-icon" /=
2 104 <link rel="1con" sizes="any" mask href="
/ fwww . bardu. com/img/baidu_B85beaf5496f291521eb75ha38achds7. svg" =
105 <link rel="search" type="application/opensearchdescription+xml" href="
Jeontent-search.xml" title="{lEildys
106
167

108 <titl F-:-arrpqqk{::ﬂd accessKevSacret. secretToken. exnireTime. callhack &E#Eq+]a>
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B References to http bai - O X
P
Source ‘ Host 4 URL ‘ Status | Length ‘ Time requested
Scanner  https:/fwww_baidu.com { 200 263261 16:46:04 11 Feb 2020
4 Scanner  https://www baidu.com {3%e=utt-0&=a&rsv_bp=1&rsv idx=28&ch=4t... 200 261335 17:20:17 11 Feb 2020
J Scanner  https:/iwww.baidu.com {sPwd=aliyun+osskey&rsv_spt=1&msv igid=0... 200 275645 17:19:28 11 Feb 2020
1

1 | Request | Response l

J ] Headers IHex [HTML [ Render ]

B e S

</tr=
aE <tr=

w0

r‘f
1 268
2690
2601

I.D E‘l C\_

i <tds<span=<span class="c-index c-gap-icon-right-small">7</span><a target=" blank! title="#4Eui{

href="

| 2692

/s7rsv_1dx=2&tn=baiduhome_pgwd=%ES%AS%ASHER0R% AFSESB0%A 1 SE DA 2%E1 5ES%AS% 0681 e=Ut T - BErsv_cq=ac
cessKeyld%2C+accessKeySecrets2CtsecretTokens2CrexpireTimes2C+callbackarsy dl=0 right fyb pchot 2
0811 01&rsf=49800228be027723d81e73a374527148 1 10 7"=HH k#fh=</span=</td=

<td class="opr-toplistl- rlght“:-lglﬁl).ﬂl class="opr-toplistl-st c-1con c-1con-up'=

dipcia, ikl
® < || # || = | |Type a search term
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E Target analyzer | https://www.baidu.com - O *

I{j &JITIITIH}'I Dynamic URLs [ Static URLs [ Parameters

@ Mumber of dynamic URLs: 7
3 Mumber of static URLs: 82
Total number of parameters: 50

Mumber of unique parameter names: 40

Mate: This analysis is based on the current contents of the site map, and no new requests have been made. Only parameters within
the query string and request body are included in the analysis. URLs identified as "static” are those which do not take any
parameters, though their responses may still be dynamically generated.

Save report
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2. 57 Urls:

Target analyzer | https://www.baidu.com/ - O * L
_‘)I B
Summary | Dynamic URLs T Static URLs [ Parameters / r
c
Host | URL Method | Params v
a¢| https:/fwww.baidu.com /s GET 30 r
https:/fwww_baidu.com [stivsearch " "
https:/fwww_baidu.com /home/page/data/pagesernver GET 3 ot
https:/fwww_baidu.com /page/data/pageserver 2 b
https-/fwww_baidu_com fups/submit/addtips/ 2 f
2| https:/fwww_baidu.com Nink GET 1 r
https/fwww_baidu.com v.gif 1 r
r
r
i t
_}’j Request I Response [ Parameters }
7 Raw Hex e
1 il
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ZINRERT LARIER IR /MRS 4T url, HE T 2HIIE8E, FEXERUSHREEENE
EHEEZHIREN, E—T, 2R ++,

3. Efth Url:



3 T

1et analvzer | hitos: /!

I
[ Summary [ Dynamic URLs [ Static URLs T Parameters

P

fc
Host 4| URL | Status | Length | Time requested | |
34| https:/fwww baidu com / 200 263261 16:46:04 11 Feb 2020 EM
https:/fwww_baidu.com fcache/atom/search-uiv2/core_4f18d6d kc
https:/fwww_baidu.com feachefatom/search-uinvZfenhance cd0044d et
https:/fwww_baidu.com lcache/atom/search-uiiv2/few_T08d2f8 E
https-/fwww_baidu com feache/sethelpfindex_html |f
2| https:/fwww baidu.com [content-search.xml ir
https:/fwww_baidu.com less/bottom_layer-8102befd70.css ;-r
https-/fwww_baidu_com lessicard_min-06d72bf244 css br
https:/fwww_baidu.com less/card_setting-83fd8d3eff.css b
|| https:/fwww.baidu.com less/components/greode-dab56a7043 css b
A4 https:/fwww_baidu.com less/guidetip-6d9a401563.css E
l https-/fwww_baidu_com lcssfhead-e150c9bc54 css E
1 https:/fwww_baidu.com fess/mt_min-eada10287d css k
https:/fwww_baidu.com less/nsguide-5070d27ded css o
1 https:/fwww_baidu.com lcss/page_setting-a%abf@ddic.css Lg
jRequestI Response } p
I
ﬁjRawT Headers I Hex } o]
1 GET /fcachefatom/search-ui/v2/few _708d2f8 HTTP/1.1 :!f'
i 2 Host: www.baidu.com i
2 Accept-Encoding: gzip, deflate l
Alhccept: ¥f* E
5 Accept-Language: en
6 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x54) AppleWebKit/537.36 (KHTML, like Gecko) '
Chrome/78.0.3904.87 Safari/537.36
7 Connection: close
9
e
v

@ @ B B Type a search term _ } '= W :F 1IIIMHE'S

ZINRERTLAIBAR A Find references THESE
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4. 2HRLT

| Target analyzer | https://www.baidu.com/ - 25 4 !1'r
i _ _ !
[Summary I Oynamic URLs T Static URLs IPaameieis} o
c
Name |Number of URLs ¥
q -
| i
1| rsv_bp 2 E I
rsv_pq 2 3
at
rsv_spt 2 V)
rsv_t 2 n
tn 2 f
3
7 wd 2 Ir
A 1 r'
_t1681410765412 1 or
bar 1 Bl
j|bsst 1 ¥
1| Host i | URL Method Params | Value [rsv_bp] ]
-3 | https:/fwww_baidu.com Is GET 30 0 e
https:{fwww_baidu.com {sffvsearch ik 1 Ib
|
1 P
i
|
n
A L
Ci
1
i C
FLS = LI
= o
j RemestT Response T Parameters ] 5
|jRaw I Params I Headers I Hex ]
1 GET /fst/vsearch?pd=video&tn=vsearch&lid=e3f83a77000c8alabie=utT - 8&wd= i
%E R 08 BFSE %8 78 E4%BA%91+osskeyarsy_spt=7&rsv_bp=1&Tf =B&0q="sES:98%BF:ESH87%8C%E4%B4%91+osskay s
rsv_pg=e3f83a77000c8alabrsv_t=5c95mZ4CIMQ3zo1 BOIT T QumaMl sDkk VbKSn2PEL 7HI L ] t ¥wg2MalMmR4raw] 416sLLT J
HTTP/1.1
2 Host Wl . bal du. com
T T peal ot el l.'.'.—i[fJ':-'.'-‘.T;'.‘”.#:’,_..;—_' FI\ W
Type a search term AT “'{—ur-rﬁg'JJ'J es




BSEEST T HITBESE, HREXESHE Url EEUIITRE. 57X IREERIS
BN NSFENSHRRAAFTERS =S TR, BEEH name FRAIA; 12
HEFERRE D AEEZIEEHE A SEFEHRERERT Url,

0x06 Discover content RNEE
TR R BT A,
TS TFUMAIS SRS s S8

LERITERERST Burpsuite #mibEzsiRy BEIREEFA—AENNSHOAEEYS, FET
Burpsuite JRARICHRIIBENIENBR / WHFHTEM . B—FKIM burpsuite NEHHIXHF
TheE, RRRVEARRIET, AX(IBXRINEHTRENDITLARM.
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Filter: Hiding not found items; hiding CSS, image and general k

http: / /www.burp.com
[1 /
v [~ image
7 bg.png
YT js
L1 index.js
7 upupooConfig.js

b el Epr i e TN
S ot T el |11

TEHRANIER:



| — L Il

| Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders
sy
. - |
4 http: / /www.burp.c ents
D/ http:/ /www.burp.com/ Method | URL
: —— t
al v [T image Add to scope
= [ bg.png Sca / Jwww.burp.com GET /
Bl vl . f / /www.burp.com GET /image/bg.png
[ index.js Generate Script / /www.burp.com GET /js/index.js
[ upupooConfig.js Turn JSON active detection on / [www.burp.com GET /upupooConfig.js
Engagement tools 2 Search
Compare site maps Find comments
Expand branch Find scripts
Expand requested items Find references
Collapse branch Analyze target
Delefe Host
Copy URLs in this host Schedule task
g Copy links in this host Simulate manual testing | ——
E Save selected items s sy
Issues > I d I ]
e : Params | Headers | Hex
View L
; : HTTP/1.1
Show new site map window www. burp . com
. : Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10.1!
r Site map documentation .0) Gecko/20100101 Firefox/70.0
[T[TAccept:
text/html,application/xhtml+xml,application/xml;g=0.9%,*,
=0.8
E ” Accept-Language:
zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g:
| Accept-Encoding: gzip, deflate
Connection: close
Cookie: hibext instdsigdipv2=1;
& | _jspxcms=45d88002ae0ad4c9c983a0a9867d4290b;
Hm lvt 8cd1487290bbb899e640dc7e5el9ee95=1573881050;
Hm_lpvt 8cd1487290bbbB899e640dcTe5el%eed5=1573887345
| Upgrade-Insecure-Requests: 1
it | If-Modified-Since: Sat, 16 Nov 2019 05:10:35 GMT
= If-None-Match: W/"21235-1573% 2035000% ., , .
; Cache-Control: max-age=0 L) AR R 2L ZE A PA,
|

-
ﬁLa: Fngagement tools ==2> Discover content

BEENINRE:



_ T 3 .- _ | .Cltlor'ltent discovery: http://www.burp.com/

{Contml IMJ Site map ]

A
(@) Target N
Define the start directory for the content discovery session, and whether files or directories should be targeted.
Start directory: | http://www.burp.com/
Discover: ® Files and directories / EH&E)‘] lﬁ"ﬂ’—i I?kg
() Files only
(U Directories only
[¥/] Recurse subdirectories
Max depth: 16
: ® Filenames |,
[ Configure the sources Burp should use for generating filenames to test.
++ [—]
(V] Built-in short file list / HiEENFHR
Built-in short directory list -
W Bt host cectony lis MIs SR ENVEX B R HMAREHEYIR
(/] Built-in long file list BAEE
(/) Built-in long directory list
[} Custom file list:
l Choose file... |
[ ] Custom directory list:
' Choose file... |
(] Names observed in use on target site
() Derivations based on discovered items ST e [t Az b
v

EFBRERAIFE B BN QLT burp RERIIINFE, S BEREEIAEE, HIFAITMIL
RPIEEN ST B RAERTE, BIERIEERRIEREN, REAENNE.



Content discovery: http://www.burp.com/

—
[con [ st v |

® File Extensions

[Z] Test these extensions:

These settings control how the discovery session adds file extensions to file stems that are being tested.

asp, aspx, htm, html, jsp, php

Edit I FEMNRNEE

Test all extensions observed in use on target site, except for:

(V] Test these variant extensions on

class, com, doc, exe, gif, gz, jar, jpeg, jpg, mp3, mpeg, mpg... | Edit | FEEWRNEE

discovered files:

(V) Test file stems with no extension

@ Discovery Engine

bac, BAC, backup, BACKUP, bak, BAK, conf, cs, csproj, gz, inc ... Edit I 17 Igl?*]}z{'-h%%ﬁiz%

Flagaoth i

These settings control the engine used for making HTTP requests when discovering content.

Case sensitivity: @) Auto-detect
() Sensitive

() Insensitive

(V) spider from discovered content

Number of discovery threads: 4

Number of spider threads: 2

@ Add discovered content to suite site map
Copy content from suite site map

HTERZIIMEERFALEFXE,

ANEEMEXUI Y, THEARST—MRERE, RERE.

'b‘




0x06_2 3o

e 1

 ———_ UNREGISTERED | [LENS D1 1o ot mes, s oo, riaye ains yermias
I htxp: | fwww. burp.com
log.2018-11-16 £l
v [ image

~ [16/Mov/2019:15:44:19 +080@] "GET / HTTP/1.1" 200 21235 §lait [ bu.ong
[16/Mov/2019:15:44:19 +088@] "GET /index HTTP/1.1" 484 1879 "B
[16/Mov/2819:15:44:19 +088@] "GET /bg HTTP/1.1" 484 1876 13 indexis
[16/Mov/2019:15:44:19 +080@] "GET /image HTTP/1.1" 382 - B vewpouConig s
[16/Nov/20819:15:44:19 +080@] "GET /66163d.js HTTP/1.1" 484 1083 ! B
[16/Mov/2019:15:44:19 +080@] "GET /bgm HTTP/1.1" 484 1077 SN U~ o ¥ o g s
[16/Nov/2019:15:44:19 +088@] "GET /js HTTP/1.1" 382 - il 2 K| - e el %
[16/Mov/2019:15:44:19 +088@] "GET /upupooConfig HTTP/1.1" 484 1886 ;

[16/Nov/2019:15:44:19 +0880] “GET /bg.asp HTTP/1.1" 404 1088

FEBRIASUFRIRERIARIRE B RE ST —iE.

e 2



[16/Nov/2019 15:44:19 +BBBB] /bg.asp HTTP/1.1" 494 1080
[16/Nov/2019:15:44:19 +08001] /bgm.asp HTTP/1.1" 404 1081
[16/Nov/2019:15:44:19 +0800] /bg.aspx HTTP/1.1" 404 1081
[16/Nov/2019:15:44:19 +0800] /bg.htm HTTP/1.1" 404 1080
[16/Nov/2019:15:44:19 +0800] /bgm.aspx HTTP/1.1" 404 1082
[16/Nov/2019:15:44:19 +0800] /bgm.htm HTTP/1.1" 404 1081
[16/Nov/2019:15: 19 +@8ea] /bg.html HTTP/1.1" 404 1081
[16/Nov/2019:15:44:19 +0800] /bgm.html HTTP/1.1" 404 1082
[16/Nov/2019:15:44:19 +0800] /bg.jsp HTTP/1.1" 404 1080
[16/Nov/2019:15:44:19 +0800] /bgm.jsp HTTP/1.1" 484 1881
[16/Nov/2019:15:44:19 +0800] /bg.php HTTP/1.1" 464 1080
[16/Nov/2019:15:44:19 +0800] /bagm.php HTTP/1.1" 484 1681
[16/Nov/2019:15:44:19 +0800] /image.asp HTTP/1.1" 404 1083
[16/Nov/2019:15:44:19 +0800] /index.asp HTTP/1.1" 404 1083

+0800] /image.aspx HTTP/1.1" 404 1084

+08001] /index.aspx HTTP/1.1" 404 1084

+0800] /image.htm HTTP/1.1" 404 1083

+0800] /index.htm HTTP/1.1" 4084 1083

+0800] /image.html HTTP/1.1" 4084 1084

+0800] /index.html HTTP/1.1" 208 21235

+0800] /image.jsp HTTP/1.1" 404 1083

+0800] /image.php HTTP/1.1" 404 1083

=15 +0800] /js.asp HTTP/1.1" 404 1080

[16/Nov/2019:15:44:19 +0800] /js.aspx HTTP/1.1" 484 1081
[16/Nov/2019:15:44:19 +0800] /js.htm HTTP/1.1" 404 1080
[16/Nov/2019:15:4 +0800] /js.html HTTP/1.1" 484 1081
[16/Nov/2019:15:4 +0800] /is.jsp HTTP/1.1" 404 1080
[16/Nov/2019:15:4 +0800] /js.php HTTP/1.1" 404 1080

+0800] /upupooConfig.asp HTTP/1.1" 404 1090
[16/Nov/2019:15:4 +0800] /upupooConfig.aspx HTTP/1.1" 404 1091
[16/Nov/2019:15:4 +0800] /upupooConfig.htm HTTP/1.1" 404 1090
[16/Nov/2019:15:44:; +0800] /upupooConfig.html HTTP/, . 1
[16/Nov/2010:15:44:19 /upupooConfig. jsp Hﬂp/ﬁdﬂ%g%ﬁﬁﬂk
[16/Nnv/2019 15:44:19 /upupooConfig. php HTTPfl 1" 404 1090

P N S P S P S PN

FEFEETEEISEBREEINL test these extentsions BeEFPAIFFERSHHITHE, TS
UhRIESHIER TR S T RS LR E.

g 3:

[16/Nov/2019:15:44:19 +080@] "GET /bg/ HTTP/1.1" 404 1081
[16/Nov/2019:15:44:19 +080@0] "GET /bgm/ HTTP/1.1" 404 1082
[16/Nov/2019:15:44:19 +080@] "GET /image/ HTTP/1.1" 404 1084

[16/Nov/2019:15:44:19 +0800] "GET /index/ HTTP/1.1" %qg#
[16/Nov/2019:15:44:19 +080@] "GET /js/ HTTP/1.1" 40%gP BHEe
[16/Nov/2019:15:44:19 +080@] "GET /upupooConfig/ HTTP/1.1" 404 1091




Bz 1 FRIFMEXXEHZ A FERIT—IE.

g 4

You can define one or mare paieid sets. The number of payload sets depends an the attack type define
each payload type can be customized in different ways.

Payload set 1 Payload count: 1,244

Payload type: | Simple Nst _'J Raguest count: 1,244

7 HTTP/1.1* 404 1 ?) Payload Options [Simple list]
HTTP/1.1% 404 1075 i =
1.1% 484 1075 This payicad type lets vou configure a simple fist of strings that are used as payvloads.
Paste | A L}
—— | About H
Load ... | | about us
—— | aboutls
access .
accessibility
account
+a60e] . accounts
+aE0e] -1 achg ¥
asoe) f @
+8508] Gl . TTP/1. Add |
+eBoe]
[dd from list....
a-z
A-Z
0-9
Directories - shart
3 Directories - long h payload before it is used
o +0800) . e/t . Filenames - short
2. +a60e) "G T 5 Filenames - long
2. +8Boe] Extensions - short
e. +2g0@] T
@ +asoe]
.8, 3 L Remove »
8. +8) Cum— .
: +8B08) 5 L up | oA === ’
Down |

+eeee] dministration, ntal HTT

RERECE A Filenames PRIFHEIFAORIBHHESTRIE 2 FNATURH Y.
g 5:
HTOREBEEFNTEBRIE 1-4, NRFERSSEEIFHFINEFIAERE.

0x06_3 {fLtidfE



@ Discovery Session Status

Use these settings to monitor and control the discovery session.

[ Session is running ]

Requests made: 14,048
Bytes transferred: 21,350,214
Errors: 0

Tasks queued: 0

Spider requests queued: 0
Responses queued for analysis: 0

g 7|‘£ [ﬁ IJr:vJ‘ _5’, L I_J [—y
FRIBE, (N=1 MR R, ME
REEREAE, (X=1BR=1 REIEKT 14048 )R, mEEE 20M,
A \t = kg
B ERN TR E g
BEEREHIE:
@ File Extensions e o Edit list
These settings control how the discovery session adds file extensions to file stems the | pase | [ase
[ Test these extensions: Load ... ::'F'l‘k
e
asp, aspx, htm, html, jsp, php Edit l htmi
. — Remove isp
] Test all extensions observed in use on target site, except for: php
class, com, do, exe, gif, gz, jar, ipeg, jpg, mp3, mpeg, mpg ... | Edit | i)
] Test these variant extensions on discovered files: -
bac, BAC, backup, BACKUP, bak, BAK, conf, cs, csproj, gz, inc... | Edit AHINS) |Entera new kem 7zl e o LA o

M Test file stems with no extension



KZEHEHR, EFESHER FeEXVEERERSEE—E, BiEeas U BXESR. W
st2 B¥f0_L. action/.do, mEEEAFE,

@ File Extensions

These settings control how the discovery session adds file extensions to file stems tl ® b Edit list
[l Test these extensions: X
—— - Paste tar i
htm, html, jsp Edit temp
Load ... tm
m Test all extensions observed in use on target site, except for: T“DP

Remove vb

vbproj

zip

§35

_-0Lb (fme o lecdehlou

class, com, doc, exe, gif, gz, jar, jpeg, jpg, mp3, mpeg, mpg ... Edit

[ Test these variant extensions on discovered files:
rhal:. BAC, backup, BACKUP, bak, BAK, conf, cs, cspraj, gz, inc ... @

[ Test file stems with no extension

oot

LA FEEIARS, REFHERKXE:

bac
BAC
backup
BACKUP
bak
BAK
conf
cs
CSproj
gz

inc
INC



ini

java

st
old
OLD
orig
ORIG
sav
save
tar
temp
tmp
TMP
vb
vbproj
zip
$$$
-OLD

FEFIEIMILAE, XERHE—H.



txt
md
xml
db
7z
rar
zip
gz
tar
tar.gz
sql
bak
swp
old
properties
inc
ini
mdb
mdf
conf

config



(@ Filenames

Configure the sources Burp should use for generating filenames to test.

V] Built-in short file list
[¥] Built-in short directory list
[ Built-in long file list
() Built-in long directory list

|| Custom file list:

Choose file...

"] custom directory list:

Choose file...

[ﬂ Names observed in use on target site

(/] Derivations based on discovered items

burp RERI 4 MFHRBESFIRE, il about XMIENNFHEERSBIHI T ... TG4
FELE 3266 1>, KE/F 2265 1.

ERRFE:

https://raw.githubusercontent.com/TheKingOfDuck/myScripts/master/burp dir.t
xt

MBS

https://raw.githubusercontent.com/TheKingOfDuck/myScripts/master/burp filen
ames.txt



[ Control IMI Site map ]

@ Filenames :
Configure the sources Burp should use for generating filenames to test.
(] Built-in short file list
[ ] Built-in short directory list
[ Built-in long file list
("] Built-in long directory list N
(/] Custom file list;
[Users /CoolCat/tools/burp /fuzzDicts /burp_filenames.txt Choose file...
(/] Custom directory list:
/Users/CoolCat/tools/burp /fuzzDicts /burp_dir.txt | Choose file.... |
() Names observed in use on target site
(/] Derivations based on discovered items
@ File Extensions
These settings control how the discovery session adds file extensions to file stems that are being tested.
@ Test these extensions:
htm, html, jsp  Edit /
(/] Test all extensions observed in use on target site, except for:
class, com, doc, exe, gif, gz, jar, jpeg, jpg, mp3, mpeg, mpg ... ' Edit
(/) Test these variant extensions on discovered files:
7z, bak, conf, config, db, gz, inc, ini, log, md, mdb, mdf, old ... Edit
[/) Test file stems with no extension ¥ ’_ﬂ SLETER =4 ) L
v

Nt—kAEFEERAOSRESAESEN—H7T.




[ Control T Config L%m]

Filter: Showing all items

v http: //www.burp.com
viE
»
[ .DS_Store
0O/
[ README.md
[0 bgm.mp3
[© bgm.mp3.rar
O css
[ image
[ image.tar.gz
[ index.html
[ index.html.zip
0 js

¥ bg.png.ini
[1 image.tar.gz
[ index.html
[ index.html.zip
Y2 s
[5) index.js
[ index.js.txt
[$) upupooConfig.bak
[s! upupooConfig.js

Host | Method | URL

http: / /www.burp.com GET /.DS_Store

0x07 Schedule task EBHES

LT
‘_;G‘._H.J‘-JZL-’;'::)'I*-’F:

Type a search term

o (]

.l I'| [e |
b ot vy J
Sdo—r |

<« i T
JMJ Response ]
jm] Headers T Hex ]
GET /.DS_Store HTTP/1.1 i
Host: www.burp.com -
Accept-Encoding: gzip, deflate
Accept: */*
Accept-Language: en
User-Agent: Mozilla/5.0 (compatible; MSIE 9.0;
Windows NT 6.1; Win64; x64; Trident/5.0)
Connection: close
-
RV~ o V_

0 matches




B RERI TR TE:

Schedule task — O

@ Select the type of task you want to run.

(®) Pause task execution engine

(L) Resume task execution engine

=

m

T




| '} Schedule tas

ni

o |

— d

Pt

@ Enter the details of when the task should run. The task can be scheduled to run
once at a specific time, or to repeat at a defined interval.

Start at: l‘IB

Wz

On: [11

|v] llzehruarg,.r |v]

Repeat every:

TT

EIHESS, IRIEFFARIESS.

| *| (Leave blank to run once only)

Pack | Finis

H
o —aFarlkER

0x08 Simulate manual testing AT #&=#)1

==
I

b

il

il |

I



“This function sends common test payloads to random URL s and parameters at
irregular intervals, to generate traflic similar to that caused by manual penetration
testing. Its only real use is to let you take a break from testing while still looking busy
according to the server's logs. Only items which you selected in the site map will be
requested.”

IEANIHEEREIASATIRAY, XE—MMAIZIEIELL,

| BB Manual testing simulator - o X > http://detectportal firefox com i
| v http:/ftestphp.vulnweb.com
| @ This function sends common test payloads to random URLs and parameters at irregular D !
| intervals, to generate traffic similar to that caused by manual penetration testing. Its only Y[ AJAX
| real use is to let you take a break from testing while still looking busy according to the D indes_oh
| servers logs. Only items which you selected in the site map will be requested. -php
v [~ Flash
| ) ) ) [ add.swf
& Simulation running = Mod_Rewrite_Sho
| Requests made: 1 0
Bytes transferred: 4,920 v Q) artists.php
| P
Errors: 0 [ [7) artist=1
[7] artist=2
| Current Action [B) arist=3 =
[ D cart.php
Host: testphp.vulnweb.col D categories.php .
Path: fartists.php > @ comment.php
Parameter: URL parameter artist D disclaimer.php
Base value: 1 / D guestbook. php
Modified value: 1 v r_Df‘PF’
/
| =
| [ index.php
[ login.php
[ privacy.php
[y search php
D userinfo_php
Py VAR o = o Do e N
o) x;'-r)rfflr_vf e EI [—’j‘_

HIERIBE, T=BEmMSRFRREFR, REKITTEarIERR / SEr0EM EFTIRN, B3
—FEEEES. 455 Discover content £/, iZH7A.



0x09 S
AE(ERIXLERTNRE, FREsSMLERERA.
—. E2& Intruder FiEX Payload %z

X Payload %ZRMEXERTLIER:



[Target T Positions T Payloads T Options ]

Payload Sets

You can define one or more payload sets. The number of payload sets ¢
available for each payload set, and each payload type can be customizes

Payload set: |1 »|  Payload count: 0

Payload type: [Simple list \V] Request count: 0

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are use:

i

Paste

' Load ...

|

Remove

Clear

i

Add Enter a new item

A

Add from list ...

Add from list ... 5

Fuzzing - quick

@ Fuzzing - full
Usernames

1 Passwords

Short words

a-z

A-Z

l

£ Tab #2thEEIREILARCE - Configure predefined payload lists:

ach paylo



REpeater Window Help

Start attack

Open saved attack

Scan defined insertion points
Send to Repeater

Save attack config
Load attack config
Copy attack config

New tab behavior
Automatic payload positions

5#E Payload 7IRBR (: SEEBRNZ=HEHE— " EREH)



® @O Preset Payload Lists

® Predefined Payload Lists

Configure the location of the items that Burp Intruder should use for its
predefined payload lists.

® Use built-in lists

(O Load custom lists from directory:

[ Select directory ... ]

Fuzzing - quick - Copy ...
Fuzzing - full

Usernames

Passwords

Short words

a-z

A-Z ‘

n_a 'Y

| W 12 ':Q'E‘ﬁr,z -Efl r|J
ol AR R = L

=. BEMBEARH T

BERIRIEERZE Intruder, BEIRIMAGFEAR:  Adds



Attack type: [Sniper

POST /example?pl=§plval§ikp2=p2val HTTP/1.0
Cookie: c=cval

Content-Length: 17

G##1%4#E Scan defined insertion points

p3=p3val&pd=pdval TR

Attack type: | Sniper

POST /example?pl=§plval§&p2=p2val HTTP/1.0
Cookie: c=cval

Content-Length: 17

Send to Repeater E+"+R
p3=p3valspd=pdval Scan defined insertion points

Send request(s) to Authz
Send to SQLMapper
Send to Laudanum




