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B=REBNZINATEESRZEN, BRFRERNEE,
HERANKETH,

- AES256-Deflate/AES256-Store NIZZHY S 4ANE A F AN
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¥
IR EEER) M
.8 A & % e o §
FHip I  =F
ARCHPR X HUEGE) ZIP AR ACE 3600 T B4 i
(oA T PR e S22z | R
BE kE wa BN gy AR RS
o SIS TEA TR R b
O ARSI et GRT P Vs | B - TR O %
] b21e5df4  FEM  abSat4d T scamwars 8

FEVFRE T

ggamm 16:20:08 - 3D IR VBR ST R Wi e Sf2\Miilexe ef25pE A ]

2020/10f26 16:21:24 - 374D VIR S PH R i oo €F2\0if2 20" BT H
2020/10/25 16:21:26 - WP DM TR Wilexe 2 wf2ip B4R v

i, k.

ARCHPR, version 4.53 () 1997-2008 BicomSoft Co. Lid.

PHEAEST IR SR

ZIP BUINZEEERE D AMF ZipCrypto #1 AES-256, B X %
Deflate # Store,

ZipCrypto Deflate
ZipCrypto Store
AES-256 Deflate
AES-256 Store

ZipCrypto BER2E5M zip IEHN. RBE(EM ZipCrypto Deflate
/Store 7RI AMER ZIP BN I #H TR,

E589 ZIP EXNBBXKEFIF, windows TAIBAMER AZPR
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AXZIAR W N IXTO DB P = A EIRZR X 1T JTERYIA N, A
FEEAMMEBERE S FN DD FHINENA #TRERE. m&
XNHMBEHBSEENXHRR, SEXERK, MATET
ZIP BAX WG HE .

BAEERIUT:

EDEMANE 12 TFTRES, HFED 8 FUHFEE

455
=Xo

BRSCSS M A9 S INEE73 T 9 ZipCrypto Store

ZRENT ZIP BNEEEER, XN NEZEANETE
9 ZipCrypto Store, Mk, Winrar (v5.80) . 7zip (v19.00)
INARS TINZMERNME AES256 Bi%, HiEHR, 360 [£45
(v4.0.0.1220) . /& (v6.2) {£RAIZ ZipCrypto, NEIE(ER
Store T Deflate (MIREEE(ER ZipCrypto Store EiEhNZ, ]
MEEBIRMEIEEEE AN “FhE7),

MU TREEAZINESEE, #EL 360 EE/NEFEMZITEMN.

3.21 EAEINITAIHE
bkcrack: https://github.com/kimci86/bkcrack

bkcrack &3k

apt install cmake -y

cmake .

make // #E src AR bkerack X4

cp bkcrack /usr/sbin/bkcrack // fERRGiGm<L{ER

bkcrack & RS

—c IRENIE AR

-p 1REXAYBACER 7

-x EHEEA B A RS 50 BEMEXE

-C EE4EE

—o offset —p ZEIEEMNIFXEELE B A B IR HHIRE

il
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3.3 SLiRZA
EOPETRHNEEES, #MAESRMHFHTE.

3.3.1 INE AN iR

NARR W INERK zip B, BRAIEZELL ZipCrypto Store /5
L INETEAE,

BN zip:

KB uuid, M “fag{16e371fa-0555-47fc—b343-

74f6754f6c01}” 1R1FR flag.txt, FAEH 360 E48I& & RnAm
2 ZIP: flag_360.zip

8% P\ [EHEEAN A
ZipCrypto Store 472 54 .

W
KA 8+4 KT IZEED S A TRENIE,
flag{16e371fa-0555-47fc-b343-74f6754f6c01}

BAIMAB AT XEB DA, S TRIRRAR

*|ag{'] Be3x*hkkkkkkkkhkkkhkkkk74fGhrrhktxk

HEZBEFAX

echo -n "lag{16e3"> plainl.txt // ZE4ER 8 BAX

echo —n "74f6" | xxd /] BRFMNRX 7R HUAE L,
37346636

#I &

bkcrack -C flag_360.zip —c flag.txt —p plain1.txt —o 1 —-x 29
37346636

#HFIER, A LERRRIGSBETE, TINS5
bkcrack —C flag_360.zip —c flag.txt —p plain1.txt —o 1 —-x 29
37346636 > 1.log& // leB1B1T, &RFA 1.log

// ML time & EIT B IRIKATE]
time bkcrack —C flag_360.zip —c flag.txt —p plain1.txt —o 1 —x



29 37346636 > 1.log&

/] EEFEWHE
tail —f 1.log

E: - -p EENPEXAEEER, —x IHERRNEEEN 7\
il
- IRFIRRIEE LR “ERPBXENRE XX EFRNEE

[AEHE 16 o5, AINEEITREE, XAZEM EEHIINZBEZE, e
ZIP RERR = E&Fh5A.

b21e5df4 ab9a9430 8c336475

(ERZMIAHITRRE -
bkcrack —C flag_360.zip —c flag.txt —k b21e5df4 ab9a9430
8c336475 —d flag.txt

# bkcrack -C flag_360.zip -c flag.txt -k b2le5df4 ab9a9430 Bc336475

cat flag.txt

3 @-0355-47fc-b343-741675416cOl}

3.3.2 FF8 PNG B B X4 Lk fig
PNG 3 f4:k:

4] PNG_header

89 50 4E 47 OD OA 1A OA 00 00 00 OD 49 48 44 52

N -~ I\ ety e L L =TT 1N P =-lz2r= 11l rm N\ ~ . . -y L Sy ek ]



IMAE, 1l |I"™FTINN=X, =7 REAMMHT T1ag.IXT —rbr]) B2RX/IH
B ZIP E48€1: pngd.zip

g% KN EgaiRa A/
ZipCrypto Store 18 670 18 682
&/ flag.txt ZipCrypto Store 38 50

I bR

HEZEHAX
echo 89504E470D0ATAO0A0000000D49484452 | xxd —r —ps >
png_header

#

time bkcrack —-C png4.zip —c 2.png —p png_header —o0 0
>1.log&

tail —f 1.log

root@labs-a3; 1 1027# tail -f 1l.log

Generated 4194304 Z values.

[02:48:48] £ reduction using & bytes of known plaintext
le8.0 % (8 /7 8)

889179 values remaining.

[02:48:49] Attack on BB9179 £ values at index 7
82.4 % (733107 / B889179)

[B82:55:43] Keys

efbe8d5d 70bb3140 7e983fff

Bm55.0813s
164m33.940s
@ml3.780s

M FRTAERARR AR S -
bkcrack —C png4.zip —c flag.txt -k eObe8d5d 70bb3140
7e983fff —d flag.txt



3.2.3 T AE% B TVIKAR

B—TRR flag.txt WXHTERL ZIP £48/E, FREgKMXHH
M EIMERREXMGXF, BRBEEN 30, BRIATRT,
flag.zip B FRIZELEENRIR,

0000h: 50 4B 03 04 14 00
0010h: 75 E2 2A 00 00 00
67 2E 74

0020h: [
0030h: 37
0040h: 36
0050h: 50
0060h: 09
0070hz 00
0080h: 61
0090h: 18
00AOh: D6
00BOh: 00

ANENk e

4c
31
4B
3E
00
67
00
01
00

78

74

2 00 00 00 08 00 00 00 e nwa*...*.......
4B CB 49 4C AF 36 34 4B 35 36 [EHMSSaKEIL 64KS56

35 35 D5 35 31 4F 4B Dé 4D 32 TLKO50550510K0M2
33 33 37 05 12 Cc9 06 86 B5 00 618571337..E.tp.
14 00 (00 0B8] 08 00 39 76 56 51 PK..?.:::e:ks 9vVQ
00 00 2A 00 00 00 08 00 24 00 Sud*,..*, .... 4

20 00 00 00 00 00 00 00 66 6C | ....cn 2cvunes fl
OA 00 20 00 00 00 00 00 01 00 ag.txt.. «vessss

3F A8 D6 01 39 17 4F 7D 47 A8 ..U.""270.9.0}G"
47 A8 D6 01 50 4B 05 06 00 00 &.<8N}G"O.PK....
5A 00 00 00 50 00 00 00 00 00 ...... ZeweePasann

P, S—TNBEHEESRFES—T 2P EHE e, BEE
SIENZEA BN RIS, FIAEI#HTEMBX KL,

1§ flag.zip SEAXH (ER—3KER) —EAFEITEMME

ZIP [E48E1: testb.zip

R

[@2]flag.zip
EAMIAX FEREA:
- “flag.txt” 8 NFE,

- ZIP "Bk 504B 0304 , 4

&% U EfEAN -
ZipCrypto Deflate 2409 786 2404831 .
ZipCrypto Store 192 204
W% 30

it
<

8+4, e T IKENREER

echo —n "flag.txt" > plainl.txt  //-n SEERRIT, FAXXEF
FHIRITH, SBBERK
time bkcrack -C testb.zip —c flag.zip —p plainl.txt -0 30 -x 0

50480304 >1.log&



tail —f 1.log

CEITRER

b21e5df4 ab9a9430 8c336475

ooti@labs-a3: 1 ] test2# tail -f 1l.log
Generated 4194304 £ values.

[23:17:41] Attack on 4194304 Z values at index 37
79.4 % (3331264 / 41594304)

[23:51:24] Keys

b2le5df4 ab9a9430 8c336475

real 33md3.071s
user f72md.320s
5YS Om58.340s

FI AL ERRRE -
bkcrack —-C testb.zip —c flag.zip —k b21e5df4 ab9a9430
8c336475 -d flag.zip

flag.zip AT ABE IR INGER

{BEMEMRER 2.ong, BT ZipCrypto deflate INZRH, FRAERERG
EEE bkcrack/tool WK inflate.py BIZARE /R4ME,

bkcrack —-C testb.zip —c 2.png -k b21e5df4 ab9a9430
8c336475 -d 2.png
python3 inflate.py <2.png> 2_out.png

3.2.4 EXE XA AR

EXE XHERAIIRIBR T, AAREM store AR, BEXH
BAPNNEXRERE, KER%. IRMNE ZIP E4E LI
store AR EXE A, REZHITHRE.

214 exe MFEXIABGBI—EE BIREEBEITFY 64:



< yEb S 5 Ml S/ il - 1% B yilld i Y= s -

flag. zip flag. zip 2. png firefox. zip flag. exe peflags. exe osuninst. exe ncBd. exe @ nc. exe

0000h: 4D SA 90 00 03 00 00 00 04 00 00 00 FF FF 00 00
0010h: B8 00 00 0O 00 00 OO 00 40 00 OO 00 00 00 0O OO
0020h: 00 00 00 0O 00 00 OO0 00 00 00 OO 00 0O 00 0O OO
0030h: 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00
0040h: X F OE 00 B4 CD 2 1 D o4 66

2F OF 4D 00 00 00 00
02 02 15 00 68 00 00
17 00 00 00 10 00 0O
10 00 00 00 02 00 0O
00 02 00 00 00 00 00
87 01 00 03 00 00 00
10 00 00 00 00 00 00
10 00 00 00 00 00 OO
00 00 00 00 00 00 0O
00 00 00 00 00 00 00
98 00 00 BO 12 00 00

0080h: 50 45 00
0090h: 00 00 00 00 FO 00 2F
00AOh: 00 2C 00 00 00 OC 00
00BOh: 00 00 40 00 00 00 0O
00COh: 04 00 00 OO0 00 00 0O
00D0R: 00 00 01 00 00 04 00
00EOR: 00 00 20 00 00 00 00
00FOh: 00 00 10 00 00 00 0O
0100h: 00 00 00 OO0 10 00 0O
0110h: 00 CO 00 00 34 11 00
0120h: 00 00 00 00 00 00 00

0130h: 00 00 00 0O 00 00 OO 00 00 00 OO 00 00 00 0O OO
Template Results — EXE. bt
Name Value Start  Size  Coler Comment

> gtruct IMAGE DOS_HEADER DozHeader Oh 400 Fg: Bg

truct IMAGE DOS _STUB DosStuw 5 B
» struct IMAGE_NT_HEADERS NtHeader S0k 108h Fg: EBg
» struct IMAGE_SECTION_HEADER SectionHeade:- 188h 118h Fg: Bg
o fai nos n_

2 TUIAT CTATTAY MATE oo_sio.fA FR— snnl  conal

A R—TINEE EXE B9 ZIP [E488#4T ML : nc64.zip

=1 &% Jh EGREAN
nc64exe ZipCrypto Store 45 272 45 284

KRR

#HEZBAX

echo -n
"OETFBAOEOOB409CD21B8014CCD21546869732070726F67726
16D2063616E6E6F742062652072756E20696E20444F53206D
6F64652E0DOD0A2400000000000000" | xxd —r —ps >

mingwen

#IE
time bkcrack —C nc64.zip —c nc64.exe —p mingwen —064

>1.log&



HEERHE
tail —f 1.log

RIRFARL T HETR:

# time bkcrack -C ncbd.zip -c ncéd.exe -p mingwen -0

(1] 18210

I 3 : # tail -f 1l.leg
Generated 4194304 Z values.
ction using 56 bytes of known plaintext

values at index 71

b21e5df4 ab9a9430 8c336475

B
bkcrack —C nc64.zip —c ncb4.exe —k b21e5df4 ab9a9430
8c336475 —-d ncb4.exe

3.2.5 #EM pcapng RIIRR
XNEFI: HNaEf - SFmE
BREEINBREESZE A writeup, B3 B EMHE

64 >1.1logk

B = RES KN FEgaia A |
7 écapture.pcapng Store 886 316 886 328 .
L’hint_for_capture.b(t Store 36 48 .

NZEEE 2 Store

| 2.pcapng ] FHREET

Offsec(h) OO0 U1l 02 03




00000014 FF FF FF FF vyyvy
00000018 03 00 2B 00 ..+.
0000001C 36 3424 2D 62 64-b
00000020 €9 74 20 57 1t W
00000024 €9 6E ©4 ©F 1indo
00000028 77 73 20 37 ws 7
0000002C 20 53 65 72 Ser
00000030 76 €9 63 65 vWice

PR 58 B Skl
00 00 4D 3C 2B 1A 01 00 00 00 FF FF FF FF FF FF FF FF

echo -n "00004D3C2B1A01000000FFFFFFFFFFFFFFFF" | xxd —

r —ps > pcap_plaini

time bkcrack —-C 3.zip —c capture.pcapng —p pcap_plain1 -0 6

root@labs-a3: Lus# time bkcrack -C 3.zip -c capture.pcapng -p pcap_plainl -0 6
Generated 4194304 Z values.

[04:26:26] Z reduction using 10 bytes of known plaintext

100.0 % (1@ / 10)

642004 values remaining.

[04:26:27] Attack on 642004 Z values at index 13

79.1 % (507594 / 642004)
[04:31:17] Keys
e33a580c cOc96a8l 1246d892

real 4m50.327s
user 115m5.465s
5Y5 Om7.134s

B
bkcrack —C 3.zip —c capture.pcapng -k e33a580c c0c96a81
1246d892 -d out.pcapng

3.2.6 MULTE R STIHIR 7

Wis B RPFRFEAESRINNY, WREITEMRNE ZIP, iR
AHLEIREO,

(UK

robots.txt BN ARNBEER User-agent: *



htm! XEFLBEERE <! DOCTYPE html>
xml SZT’-“H:F%ﬁ-%xEE <?xml version="1.0" encoding="UTF-8"?>

I web.xml 19, web.xml EMEZEFTN—MEEENERE
X5,
B xml Xk

<?xml version="1.0" encoding="UTF-8"7?>

WitBREESHREIZRE R, BILEFERITEN, EXXHEE
FREIE—DNZRKEF 1237, HE— web.xml BMAIZZ_EKB R
h, REFTEMMZ ZIP,

FOsiIH JAESEA, RN By SEIUY ALY MBS e

5 [ Z\xml.zip\123\

%:’h llllllllllllllllllllllllllllllll g% Fh [Edafa A (&

- webxml ZipCrypto Store 959 971 2C
i

echo —n '<?xml version="1.0"encoding="UTF-8"?>"' > xml_plain
time bkcrack —C xml.zip —c 123/web.xml —p xml_plain —o 0 //
EREX R

7 # time bkcrack -C xml.zip -c¢ 123/web.xml -p xml_plain -0 @

T] Z reduction uslng 30 bytes of known plaintext
% (30 / 30)
alues remaining.
8 nttack on 254534 Z values at index 7
66 f 254534)

)
eOhendﬁd ?0bhal40 T7e983fff

2m6.274s
49m37.895s
Om3.059s

B
bkcrack —C xml.zip —c 123/web.xml -k eObe8d5d 70bb3140
7e983fff —d web.xml



3.2.7 SVG XK R
xml BBXRISXERR T . xml BASL, thE8FE. svg X, SVG @—HME
F XML 9B XHEER .

=L KN CRC &%
advicejpg. 54799 7CA9F10A ZipCrypto|Deflate |
spiral.svg 1265 A99F1DOD ZipCryptd Store |

/] EFBAX

echo —n '<?xml version="1.0" '> plain.txt

bkcrack —C secrets.zip —c spiral.svg —p plain.txt —o O

L 3: 28# echo -n '<7xml version="1.0" ' > plain.txt
root@lab 1028# bkcrack -C secrets.zip -c¢ spiral.svg -p plain.txt -0 ©
Generated 4194304 Z values.
[23:17:22] Z reduction using 12 bytes of known plaintext
100.0 % (12 / 12)

549 alues remaining.

[23 Attack on 549421 Z values at index 7
160370 / 549421)

:54] Keys

c4038591 d5ff449d d3bBcBI6

o

/] BB Store Bix HIEMRZENF]
bkcrack —C secrets.zip —c spiral.svg -k c4038591 d5ff449d
d3b0c696 —d spiral_deciphered.svg

/] BR%% deflate Ei%
bkcrack —C secrets.zip —c¢ advice.jpg —k c4038591 d5ff449d
d3b0c696 —d advice.deflate

/] ZXHERT deflate EiEEZ R, RS LERE Deflate RIEL

L1 S 1.0 . 2\l o A e



&I, IALLZNAT = AF/SZH 6
python3 inflate.py <advice.deflate> advice.jpg
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4.3 BT E
BEIE:

https://pan.baidu.com/s/1fuuHYFHSU2e0elAjO7FLfw
REVGE: t2y4

4.4 SEVE

https://www.aloxaf.com/2018/10/zip_crack/
https://zhuanlan.zhihu.com/p/129855130
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