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UserLogin( userName, password, type)

(type == 2)
judge = Business.AnonymousUsers.JudgeUserLogin(userName, password);
()

Condamt ol - dodes Fesndonddo1TH 'r..{';—ring(}'

artmentCode,

th() + judge.UserModel.Avatarurl,

rmissions.Select(p => p.Code).TolList()

user = Business.AnonymousUsers.UserLogin(userName, password);

(type == @)

(!luser.UserModel.IsSystemUser)

(user.UserModel.IsSystemUser ==

R TR E
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Business.AnonymousUsers.UserLogin()

ThzEECN 2 B,

ﬁ)\ Business.AnonymousUsers.UserLogin() ﬂ\}%, ﬁﬂ\]R /f%: | _\_1_ 7k%u5%§?

UserLogin(

obj =

CredentialID = Guid.NewGuid(),
LastAccessTime = DateTime.Now,
UserName = userName,
UserModel =
{

Age = user.Age,

AvatarUrl = user.AvatarUrl,

RIMEZ O AU NEMA user, XEAKIE,
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useriame, password)

(GlobalParameters.Platformurl).UserLogin{userName, password);
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UserName {

TrueName {

day {

:ntCode {

antName {
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Tﬁ%ﬁ% GlobalParameters.PlatformUrl ?9

PlatformUrl => ConfigurationManager.get_AppSettings() ["APIurl"];

| Web.Config REE, UHER &AM 16801 FF2H WEB RE,

<appSettings>
<add key="APlurl" value="http://127.0.0.1:15801/" >
<l--zadd key="APlurl" value="http://localhost:5282/"(>-->
<add key="0utputFileClass" value="0utputFik"=s =" />

<add key="ApiPassword" value="' =ik n" >
<add key="A0P" value="." /> N ——
<add key="9 «ticKey" value=" M= i EEEMEECS

R EESEFI user BORMRIFAER DLL 2F/MSEA I8 RmIFN DLL A—H T, FFIRrON
XXX .ASystem.Business.dll , ﬁ‘ﬁ?&{ﬁlﬂﬁ user E@Hjﬂ%%ﬁﬁﬁ@?ﬂﬁ XXX .BSystem.SDK.d1l1l EF‘QE)'EE/\]O

X WEB BxREIREERIMN BSystem apBRIE R, HFEIXT WEB X2EAHIAY 15801 I 1HATIH—FRIEFHAL
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ﬁ&)\ﬁb@%@?ﬁ?ﬁ% ClientService.svc Yﬁ—, bin E%R\&Eﬁzﬁ\ ClientService.svc.cs Yf¢7, ﬁﬁbﬁﬁﬂg}%}jﬁ
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UserLogin( userName, password)

currentOnlineUser = AnonymousUsers.UserlLogin(userName, password);

{rurrantinl inallcar —— )

usUsers.GetSystemPermission=/

e Ry B =

alID.ToString());

;Zﬂ%)\]7 AnonymousUsers.UserLogin() , Qti@, Eéﬁﬁ%ﬂjzﬁiﬁg——EEE@%%??——¢i, ﬂ@ii?ﬂ%%i&)\?U

XXX.BSystem.Business.dll E?E’\] AnonymousUsers i, é%éyﬁﬁﬁﬁ%%
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UserLogin( useriName, password)

p) => p.UserName
(userl

LiESpaln = vdLlel . NUw = U:vt‘fI._UgJ.III"‘\t:LUIu-Ld:LLUHJ.IIIJ.mej

(timeSpan.TotalSeconds < 600.0)

TimeSpan.FromSeconds ( (0, @, 600).TotalSeconds - time

timeSpan2 =
("1t t , 1" + (int)timeSpan2.TotalMinutes + + timeSpan

}
userLoginRecord.LastLoginTime DateTime.Now;
userLoginRecord.IsLock =
userLoginRecord.TrylLoginCount = 0;
globalParameters = AccessFactory.GetGlobalParameters();
result = globalParameters.UserLogin(userName, password);
(userloginRecord != )

(_userLoginRecords)

_userLoginRecords.Remove(userLoginRecord);

o ZxEEE

]%;EE@?—?@% password Rﬁ&)\? globalParameters.UserLogin() |, E@:L_ﬂuﬂ_%f globalParameters %EE!

IGlobalCache ﬁﬁ}%m?ﬁﬁﬁﬁ’\], E@E/\] AccessFactory.GetGlobalParameters() ﬁm;&%ﬁ%u&ﬂ}%o

BT DJ 7T, @FEMT, AT,

E}%zﬂi IGlobalCache %Ef%ﬁ%%ﬁ USGI’LOQ]D E/f, Ef XXX .BSystem.Cache.dll EF'E/U GlobalCache 775, 7;‘?}%@%%

X TERORSEH, AR 7
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GlobalCache :

el e et e et Al 0 F f R 0 B Al il

o 2E517R

Expiration = 60.0;
HEEE, RINAZTHETINEBEEN S
UserLogin( userName, passwo rd|)

currentOnlineUser =

mD = Utility.GetMD5(password); % EEEE%
model = “Where(( .

Utility.GetMD5 {f XXX.common.dll FASLIN HZKINEHESTE mdb AMERIREIEIN - —E(m1T5M

https://mp.weixin.qq.com/s/cAWKIPEj71Vz43fi8qYGaA

9/16



2021/11/9 F4-10:46 M2E3)4d55% ) NETHR 5 BB 2 o i A o

GetMD5( input)

text = "] @ r
mD5CryptoServiceProvider =
[1 bytes = Encoding.UTF8.GetBytes(text + input);
[1 array = mD5CryptoServiceProvider.ComputeHash(bytes);
mD5CryptoServiceProvider.Clear();

stringBuilder = 0 RpmxpEE

i =0; i < array.Length; i++)

&AM EEX ML hashcat EBEIE T,

R
RIABAFR EER, BEEREBLUEEZIEFENR, FEEEIE FERISUF adduser.aspx

~
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using BizEngine.Common:
using BizEngine.Security:
using BizEngine.UI:
using System;
namespace IntelligentOffice.security
Bt
public class AddUser : WebPage
= {
E private void InitializeComponent ()
= {
base.Load += new EventHandler(this.Page Load):
I }
protected override void OnInic(EventArgs e)
=] {
this.InitializeComponent () :
base.OnInit (e)
r ¥
private void Page Load(object sender, EventArgs e)
= {
base .VerifyPage (""):
if (base.Request.Form["usernam="] != nmll)
{
string textl = "employee”;
SecurityMgr mgrl = new SecurityMgr():
this.AddResult = mgrl.CEESEEUSEH (base.Request.Form["username"].ToString(), base.Request.Form["userpwd"].ToString(), text
if (mgrl.GetUserEmplByEmplID(base.Request.Form["EmplID"].ToString()) != null)
=] {
base.Response.Write("<script>alert ("\u62bl\uéb49 \u2014 ‘“u60a8\u6240\u586b\uT7684\uS458 \uSdes\usSdf2\uTecf\u6708\uSbfs
r } - - ' .
===
| Tlse L. - E o]
i if (this.AddResulc)
x

BZ,?U;TJF_\‘ZE/\] BizEngine.Security.dll , }iéﬁiﬁ
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CreateUser( UserName, UserTypelD, EmplID)

sql = "select % from Us where lame="'" + UserName + "'";
bECommand = s ")
bEDataReader = ();
bEDataReader.SetReader(bECommand.ExecuteReader());
(bEDataReader.Read())

bEDataReader.Close();
bECommand.Close();

}
bEDataReader.Close();
bECommand.Close();

bECommand2 =
bECommand2.SetParameters(
' ==
bECommand2.SetParameters("@ : , Encryption.Encrypt(UserPwd)); % %EEJD\%

bECommand2.SetParameters( eTime", DateTime.Now);
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the.Common
Encryption
Decrypt(
(src == "")
src;
unicode = Encoding.Unicode;
input = Convert.FromBase64String(src);
bytes = Decrypt(input);
unicode.GetString(bytes);
[1 Decrypt( [1 input)
rgbKey = [8] 4 147, 19, 128, 18 };
rgbIVv = [81 { , 153, 49 };
().CreateDecryptor(rgbKey, rgbIV).TransformFinalBlock(i
[1 Encrypt( [1 input)
rgbKey = (81 { 19, 19, 128, 18 };
rgbiv = (81 { 8, 1, ' = | , 49 };
().CreateEncryptor(rgbKey, rgbIV).TransformFinalBlock(i
Encrypt( src)

(src == "")

5rc;

[1 bytes = Encoding.Unicode.GetBytes(src);
[1 inArray = Encrypt(bytes);
Convert.ToBase64String(inArray);
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RS RREEF:

m| CryptTest
v CrypiTest
Ea RS
r [ R
[ Program.cs
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B (local variable)

2 Program.cs

{2 Program * [[I} Main(string[] args)

System;
System.Security.Cryptography;
System.Text;

CryptTest

Main(
usrpwd =

deusrpwd = Decrypt(usrpwd);

MWriteLine(deusrpwd);

Decrypt(

n src;

icoding unicode = Encoding.Unicode;
[1 input = Convert.FromBase64String(src);
[1 bytes = Decrypt(input);

[ bytes

b - CryptTest
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