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header{ 'Content-Typ=: text/html; charset=UTF-B
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function setAuthCookie($user Llogin, $ispersis
($ispersis) {
fexpiration time() 3608 * 24 39 * 12;
I
1
$expiration - null;

$auth_cookie name AUTH_COOKIE NAME;
fauth_cookie self:: generateHutthﬂP1H{$u:er - login, $Exp1Patlﬂﬂ},
setcookie($auth_cookie name, $auth_cookie, $expiration, /');
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$hash = hash_hmac({ md5", $user login | $expiration, $key);

fcockie - %user login | $expiration 17 Zhash;

$cookie

Jumetion emHash(fdata) {
AUTH_KEY;
hash_hmac('md5', $data, $key);

Furiction generateAuthC L ogin iration) {
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{!function exists('hash_hmac')) {
function hash_hmac(falgo, $data, $key) {
$packs - array('md5’ -> "H32', ‘shal’ —> 'H4@");

(!isset($packs[$algo])) {
talse;

1
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{strlen{fkey) 64) {
$key - pack($pack, $algo($key));
(strlen($key) < 64) {
$key = str_pad($key, 64, chr(8));
}

$ipad - (substr($key, @, 64) " str_repeat(chr(! 64));
$opad - (substr($key, 8, 64) " str_repeat(chr(t 64));

$algo(%opad . pack($pack, $algo($ipad . %$data)));
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Command debug-pack” "--without-mssgl” "--without-pdo-mssql” "--without-pi3web" "--with-
pdo-oa=C\php-sdk\oracle\xB86\instantclient10\sdk shared” *--with-oci8=C:\php-
sdkh\oracle\x86\instantclient10\sdk shared" "--with-oci8-11g=C\php-sdk\oracle
\x86\instantclient11\sdk shared” "--enable-object-out-dir=..fohj/" "--enable-com-
dotnet=shared” "--with-mcrypt=static® "--disable-static-analyze" "--with-pgo”

Server API Apache 2.0 Handler

Virtual Directory | enabled

Support

Configuration CAWINDOWS

File (php.ini)

Path

Loaded E\phpStudy\PHPTutorial\php\php-5.5.38\php.ini

Configuration

File

Scan this dir for |(none)

additional .ini

files

¢ &
il


https://xzfile.aliyuncs.com/media/upload/picture/20191127221859-dabdf946-1120-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20191127221927-eb3bf7fa-1120-1.png

Additional .ini (none)
files parsed

e e Ananaaan

(https://xzfile.aliyuncs.com/media/upload/picture/20191127221927-eb3bf7fa-1120-1.png)

58 getshell ()

BABEERIUXA cms S HEBHROA LA EE zip, XEBR(VEMSREFEHEA—TIEADERED
BE getshell? FAIJBEEM CERIMIAR, AIUERT— NI enunzip HIREL,

Lt At / Z.LI-'IE-tEll. php*} ) .
Sresult - '<p style-"color:red;margin:10px 200 >E% | BFDBBEER FEEIH © install.phpc/p> ';

r .
$result "<p style=\"text-align:right;\"»<a href=\"./\">fEEH</a> | <a href=\"./admin/\">ZFREHE< a></p

emMsg($result, "none’});

}

P2

(https://xzfile.aliyuncs.com/media/upload/picture/20191127220911-7c50b2fa-111f-1.png)

HNBEBERX R, RINXMEEREZFR ZipArchive() SERSCIREERN. FHATTLAEEHCE
755 1TRIREN T E4eBRIRERE R / XHRIBMR , FARED B NMERSE — P EmREL T sair |, HNE
2l switch 7 prugin I, XENFHERENAYE— MK BZFRMEELS sp1ugin_name , {EF getFromname J3i%
IR T EEBREFE sdir . $plugin name . .php' XD, G EXBEHMECNEREEHEREERES
FE—NSXHERER—HRY PHP X, HREBE. XBERIHHTEMBIGERF. FItHAIRE
BiaE WIEEZI0VEZ RN ESHF4EE,. FEtA AR HaTLIENE. WSS HEERE


https://xzfile.aliyuncs.com/media/upload/picture/20191127221927-eb3bf7fa-1120-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20191127220911-7c50b2fa-111f-1.png

=l mr— e =1 1 e~ — e =1l I e e e et e g i — e —

¢l W e e e e N A e = 4w e e | g ———

/content/plugins/a/a.php (3‘(1429%%?'( a)

TRUE) {

$rip-rgetNameIndex(0), 2);

.1::E1'|[$r"[ 11) ? $r[e] =f = s
{$typE= {

»Er,-:tFr"n miame ($dir ‘header.php"};

'pluéin' 3
$plugin_name = substr($dir, @, -1);
$re = $zip- :Er,-:tFr"n miame($dir . $plugin_name “.php'});
(fals



https://xzfile.aliyuncs.com/media/upload/picture/20191127220940-8dadae7c-111f-1.png

(https://xzfile.aliyuncs.com/media/upload/picture/20191127220940-8dadae7c-111f-1.png)

Mg EYRE e E

tTo($path)) {

]

© £ waww  F m/content/plugins/a/a.php B o 0 Y IND & h @ s

@ F¥riyx FzER O srEE O pointmycutecnfun., ) hitpy/fwww.plasf.cn/... ) dib2ekjwroarctf.dho...

PHP Version 7.2.1 php
System Windows NT DESKTOP-JH5305P 10.0 build 17134 (Windows 10) i586

Build Date Jan 4 2018 03:59:32

Compiler MSWVC15 (Visual C++ 2017)

Architecture xB6

Configure Command

cseript fnologo configurejs "--enable-snapshot-build” *--enable-debug-pack” "--disable-zts" "--with-
pdo-oci=c\php-snap-build\deps_aux\oracle\x86\instantclient_12_1\sdk shared” "--with-oci8-12c=c:\php-
snap-build\deps_aux\oracle\x88\instantclient_12_1\sdkshared" "--enable-object-out-dir=../obj/" *--
enable-com-dotnet=shared” "--without-analyzer” "--with-pgo”

Server API CGI/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path CAWINDOWS

Loaded Configuration File

E\phpStudy\PHPTutorial\php\php-7.2.1-nts\php.ini

Scan this dir for additional .ini files {none)

Additional .ini files parsed {none)

PHP API 20170718

PHP Extension 20170718
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