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1.1.2 {£FH 010editor &4
11.3 (EFH EIF@ETas, |SADIXH, REER
11.4 ZEFEAHEFRHNA ida
V1.2, jni REMEINZRER
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FBEALE—FE (B2 (h) |TengXunlBzZZSHT (ER) ) BEE, MREREFRE, BT LAGREBSLE >>>>
6. RFIXCRNZIZRL
RIMEBXEEMrunCreate, MY MNIISERE78017D96

EFMNAERT A L—D

debugll3: 7801088 DATA XREF: sub 8to

debugll3 2o ; debugli2:off_7

debugll3: 78010908

debugll3 1086 X

debugll3

debugl13:7 3 Y

debugl13:7881D615 DCB @x7D ; }

debugll3:73010816 DCB i

debugll3:7301D817 DCB Ox78 ; x A . ue
debugll3:7801D@18 DCB ©x71 ; q lﬁ/}\‘p_(ﬁ\ﬁjl\éﬂ

debugll13:78010819 DCB ©x8D
debugll3: 78010814 DCB e
debugl13: 78010818 DCB Bx78 ; x
debugll3:7821091C DCB BxAR
debugl13:78010810 DCB @x7D ; ) runCreateZ=%{
debugll3:78@1001E DCB i
debugll3:7801081F DCB ©x78 ; x
debugll3:7801D062@ DCB ©x79 ; y
debugl13:7801D0821 DCB @x7D ; }
debugl13:78010622 DCB al
debugl13:7381D623 DCB Bx78 ; x
debugl13:78810624 DCB B8x85

UHENOWH 78010010: debugl13: 78010010 (Synchronized with FC, Hex View—1)


http://mp.weixin.qq.com/s?__biz=MzAwMzc2MDQ3NQ==&mid=2247484062&idx=1&sn=4b74e4ad63f177d65cb00ceb85a7064c&chksm=9b370aaaac4083bc63cc03feede708cc89db2f5a294e25664547da96ef7ffdf923e7ae3ca19d&scene=21#wechat_redirect

EFRETS, XEBEEPE

o e gy
EREAAAMRARALRARRARARBDD RN D

B =
bug112:788ACE4E DCB
UNEND¥H T800CE39: debugll2: 7B00CE3S (Synchronized with FC, Hex View—1)
O] Hex Wiaw—t 0O &8 X [0 Stack view
7BEECE28 78 D9 @9 0@ 6A DI 89 @@ 7D D9 80 0@ 69 DI 80 88 {...j...{...i... ~ |BEDBESRE
|" BCE30 28 OF @1 0@ OE @F 81 @@ 78 @4 1C 15 1IC FB F7 -....... [ P I['ZZZ-'-Z— 6E6FE420 dalvik LinearAlloc:6EGF6428

HNEXEBsecshel FUIEEE, XIMRIRELIEHE, BERULUEEIXERE result, Mresult&BMEhIEAIKTVELAUSHY

AT E T — MEFERIRER—IR

ll{int _ fastcall sub_78@8C838(int al, int a2, int a3)
2

3| int v3; /S r4

4 int wv4; // r5

5| imkt v5; // r@

6| dnt ve; // r@

7| imt result; /f ro

8| int v8; // r6

g

186 v3 = al;

11 4 = a3i;

12| w5 = (unk_78@@7CAC)();

13| w6 = {unk_78@15D7C)(v5);
14| (unk_78815C3C) (3, "SecShell™, "Start load ¥d", v6);

15| result = (unk_78887DEC)(v3};

16| if ( result )

17

18 v8 = (unk 780@893DC)(v3);

19 (unk_78085248) (v3);

28 if ( v8 )

21 result = {unk_7B@BA37B)(v3, wid);
22 else

23 result = {unk_7Be0BCDB) (v, vi);
24| }

25| return result;

26}

INENNWH =nh FANDNCARA- 1 (TANNCARAD

IRERv8a¥IijavargvmEal, BEFElibart.soxff, XAHRINRERFRBlibart.soX 4 linBBRITRIR23TEN DX :



6| unsigned _ int8 *v4; // r8

7| unsigned _ int8 *ws; // rS

8

9 vl = al;

18| v2 =1;

11| if ( dword_7801D6E4 <= 19 )

12[ {

13 if ( dword_78@1D6E4 == 19 & !(unk_788@7078)() )

14

15 (unk_78085CA4)(v1, "java.vm.version");

16 v3 = (unk_730@59C4)(vl, "jawva/lang/System", “getProperty”, "(Ljava/lang/String;)Ljava/lang/String;");
17 IF w3 )

18

19 w4 = (unk_788@50B4) (v1, v3);

20 V5 = vd;

21 if ( v4 )

22 {

23 if ( *v4 )

24

25 {unk_78815C3C)(3, "SecShell”, “"wvm.version:¥s", v4);
26 return ((*vs - 48) & @xFFu) > 1;

27 3

28 }

29 1

3@ if ( (Lmk_?SBG%M)(I:’systam!libflibart.50") I| (unk_78@@93A4) 4" /system/1ib64/1ibart.sc"} @) )
31 {

7,

Itb, E231TEb AR ERER LA FERAIR IR TR

|debug112:7800BCDO var_AB= -@xAS
debug112:7880BCDA var Ad= -BxA4
[debugll2: 780@BCDA var_99= -8x9@
[debugll2: 7800BCDA var_8C= -@xB8C
[debugll2:788@BC(DA var_78= -@x73
[debugll2:788@8CDA var_1C= -@x1C
m. [debugll2: 78e@B(D0
_L
~ |debugl12:7888BCD2 MOVS R6, R®
" [debugll2:78@@BCD4 LDR R@, =(unk_78@1CE7@ - @x7B@@BCDE)
idebugll2:788@BCD6 LDR R3, =@xFFFFFF34
S [debugll2:788@BCDE SUB SP, SP, #8x11C
{debug112:788@BCDA ADD R@, PC 5 unk_7881C
" [debugl12:780@BCDC STR RO, [SP,#9x13@+var_£8]
" |debugl12:7800BCDE LDR R4, [Re,R3]
" |debug112:788@BCE@ LDR R2, =(aAndroidContent_2 - Bx78@@BCEA)
" |debugl12:788@BCE2 MOVS R8, R&
debugl12: 7880BCE4 LDR R3, [R4]
[debugl12:78868CE6 ADD R2, PC 5 "android/content/Context"
“ |debug112:78@@BCER STR R3, [SP,#8x138+var_1C]
“ |debugl12:780@BCEA LDR R3, =(aLjavaLangClass_@ - @x78@@BCF)
[debugll2: 788@BCEC ADD R3, PC 3 "()Ljava/lang/ClassLoader;™
* |debugl12:78@@BCEE STR R3, [SP,#0x138+var_130]
" |debugl12:78@@BCF@ LDR R3, =(aGetclassloader - @x78@@BCF6)
_ [debugll2:78@8BCF2 ADD R3, PC H tClassLoader”
[debugll2:78e@BCF4 BL unk_780@5BEC

UMENOWN 7800BCF4: sub_7800BCDO+24 (Synchronized with PC, Hex View-1)

7. EEZTXERL

REBEEERF:
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m

[debug112: 78008CD@ var_AB= -@xAS
[debugll2: 7800B(DA var_Ad= -OxA4
[debugll2:78e@BC(D@ var_J8= -0x3@
ldebug112:7880BCD@ var BC= -@xBC
[debugl12:7800BC(D@ var_7
[debugll2: 7800BCDA var_1C= -@x1C
[debugl12: 7888808
= RE—
" |debugl12:7880BCD2 MOVS R6, R
“ |debugl12:7800BCD4 LDR RO, ={unk_78@1CE70 - @x7808BCDE)
! [debug112:78808CD6 LDR R3, =8xFFFFFF34
“ |debugl12:780@8CD8 SUB SP, SP, #8x11C
“ |debugl12:780@BCDA ADD R@, PC 3 unk_7B@1CE7@
¥ [debugll2:788@BCDC STR RO, [SP,#ox13@+var_E3]
“ |debugl12:78@@BCDE LDR R4, [R®,R3]
“ |debugl12:78e@BCER LDR R2, =(aAndroidContent_2 - @x78@@BCEA)
“ |debugl12:788BBCE2 MOVS R8, R6
“ |debugl12:788@BCE4 LDR R3, [R4]
o [debugl12: 78@@BCE6E ADD R2, PC ; "android/content/Context”
“ |debugll2:78@@BCEE STR R3, [SP,#@x138+var_IC]
“ |debugl12:7880BCEA LDR R3, =(alLjavaLangClass_@ - Bx7800BCFO)
* |debug112: 7880BCEC ADD R3, PC ; "()Ljava/lang/ClassLoader;™
“ |debugl12:78@@BCEE STR R3, [SP,#0x13é+var_130]
.. {debugll2:78e@BCFe LDR R3, =(aGetclassloader - @x78@@BCFE)
“ |debugl12:788@BCF2 ADD R3, PC ; "getClassLoader”
% [debugll2:78e@BCF4 BL unk_780058EC

UHENOWH 7S00BCF4. sub_TSOOBCDO+24 (Synchronized with FC, Hex View—1)

ssssssensne ee
] w
& &

.e
g

= (unk_78BE7AS)(vE7) - 485

-1

; 0

¥19 = (unk_780678CA) (115 + 48] RIS
(unk_78815C3C) (3, ~Secshell”, |"orgDendffset:3d=J7T77T XAHRRE
(unk_78015C3¢) (892, 8, 112);

¥BY = V1E + V19 4 48)

(unk_7881501C ) (898, w15 + V19 + 48, 112);

(unk_7B015C3C) (893, @, 16)
(o 8,

TBOBEEAL ) (B3, B
+ 19 + 483

o RSN v B — i R filesize, PHRUMETARAN
5 )

113, 32):

783

o & OxFFF )

V21 = (u70 / 8896 + 1) << 12;
w20 = (unk_78015CTC)(v13, val, 3);
AF ( v2e )

{

X EHEH TRIEEES:

VIS = 1

- 2IRET), XPEAR0SEETIS, BiIERBE, Av19

&
£

(unk_78815C3C) (3, "Secshel rEDexDffset:Nd”, v13);
(unk_78015C3C) (893, 8, 112);

ve3 = v18 + v BB EIRL R FEASFA MG R ?

(unk_78015D1C](&95, v13 + v15 + 48, 112);

e S, SHEE, e LENEL

b %] classes.dex

;;u(.;:nl;_vuucx)(s, “SecShell”, “fileSize:%d", v16@); ﬁﬁtﬁ. %ﬁ;meagﬂgP\%;%mm7§Egﬁ
t 5, M RAREER R dexisk

21 B
if ( v70 & BxFFF ) I REHSSRE

HENONY zub_FAOOBCDO: 241 (FBOOCOBE)

3 Hex View-L O & % ||[G steck vier

BGBCCE 7L CO B0 0@ 4D E4 ~

809808 FO BS 86 1C D3 48 4191E4C0 [ heap]:4191E4C0

S08BCE@ D2 4A 38 1C 23 65 EDSECES  @BGO0ODR

B0GBLFE DO 4B 7B 44 F9 F7 EDBECEC 414FEBDO  libdvm.so:dvePlatformInvokes?4

80GEDRE BA FA 54 FD CC 49 EDBECF@ 41SEAASS  debugB42:415EA354

8008016 CB 4A @4 1C 7D 44 PEDEECF4  @0000061

8096028 AL FD 21 1C @2 1C [PEDBECFS 774D0F2E datagapplcon. example helloworld_1. apkficlasses. dex 774l
B0AE030 30 1C FA F7 3F F8 EDBECFC 42CEEDT@ dalvik_heap:42(EEDT

BOAEDS@ 30 1C FB F7 BF FD FB F7 91 FD EDEED@  42CFS05C _heap:82CFSOSC

8008058 81 1C 38 1C FA F7 12 99 78 aa [BEDBEDGS  4152F127 :_716dvmCallINIMathodPKjPEIValuePkaMethadPsT]




BIHTIERFRIZE, IREEFFITIRE:

FBUOBLEY LUK
78B@BCE2 MOVS
788@BCE4 LDR
78B@BCES ADD
78@8@BCES STR
788@BCEA LDR
788@BCEC ADD
7BB@BCEE STR
78@8@B(F8 LDR
788@BCF2 ADD
788@BCF4 BL

780@BCF3 STR
788@BCFA STR
788@BCFC CMP
| 78@@BCFE BNE

K2, =(aAndroidlontent_Z - x/BW¥HLEA)
RO, R&

R3, [Ra]

R2, PC ; “"android/content/Context”
R3, [SP,#Bx13@+var_1C]

R3, =(aljavalLangClass_@ - 8x73@@B(Fe)
R3, PC ; "()Ljava/lang/ClassLoader;"
R3, [SP,#@x13@+var_130]

R3, =(aGetclassloader - @x788@BCF6)

R3, PC ; "ot
unk_78@@5BEC

R4, [SP,#8x13@+var_D4]

e

R8, [SP,#Bx138+var_114]

RO, #2
loc_788@BD84

|

BRXBEFRXEH TR, ik, EFLRINENL, CRE—ISHIRN:

L] Structwes 1-1] Zami
m Prewdocede—b 1] awndacadeh
=
75e0ar e
78008780 loc_7580SFEH o
|semres Lo KL, s(aClassesOex - BxTHOEBFER) o Ly
7800arE2 LD &9, [SP,W2a1%8
75eearas rovs Rz, %
75008786 ADO RL, PC
7zseara: unk_7200
78006FBE MNS R4, RO
7sc0arac POV Ra,
80earce ST B9, [SP,#0n130+var_110]
7se08rc2 O [
msenrce nee loc_78008FCE o]
[ 11005
A=E [y vaim
s & s
Gy 1z

B General Tecisters

B 14261
i 4323

’

266
anig
arre
8L
BN
1

Frerecesrcele|re

Tosdy
Tesdy

g

oe

IR, REEBEEHRUERE, CHREIEA/NAI0x28R040:



RS 99000143 i
RE 4191CFFE N [heap]:4191CFFS
7 75010865 % . 13: dword_73010065

A EREE, XEHREAETARRA R BT ERLS S v o

R9 415EAAS4 N deb

fpanss Sl
Decimal  Hex tal
j F i
o
3
. \ —_
RIFITRREE, HITHES

FIFE

78BB7ECA

78BE7ECA

78BB73CA

78@@78CA sub 788@78CA

788078CA LOR R3, [Re,koxss]

788873CC LDR R2, [R@,#8x6C]

78BB78CE ADDS R@, R2, R3

788878D8 MOVS R3, #Bx1888

78887804 ADDS R&, RE, R3

788E78D6 LSRS R@, RO, #8xC

788878D8 LSLS RO, R®, #8xC

788878DA BX LR

7800878DA ; End of function sub 788@7BCA

788@73DA

AT ETREMITTRAIR3=0x38C14, R2=0x9710, AIFR0=R3+R2, #AIFR3=0x1000, AIFR0=R0O+R3=
(0x38C14+0x9710)+0x1000, ARZEATEOXC, BZIEAEIZ0xXC

AtEHpythonfEF:

hex((((0x38C14+0x9710)+0x1000)>>0xC) < <0xC)



/B354 8 -
E‘:I:Uén .

e = R P R R Y

Pythonzhex( { ( (@x38C1L4+8x9710)+8x1008 ) > >BxC ) <<BxC)
axdsaaa

Python | ||

sl 1dle Down

790x43000

MEURESL STV A0x43000+0x28 =0%x43028

IRFRRO

Strusturss = [

= L] s
=] i) Freudeceded Pueudosode-t BB Genaral registars
7800c01A HOVS [rasecana s1r k2, [SP,a38evar_120]]
e = - - o R1 #09F03E3 w ot __stack_chk_guard
G00C01: 1 #Ercl3B4var_L1
o ) E R2 GWRERLE
LU — R3 7B817C19 % deouglil:aSecshell
R T74CEOBD % dot exeaple_hel

= RS BEDBECSS %
i = RE 4191CFFB Jra191
:m:;é Ty R7 7EO1DOGE dword_78010068
ascrans ARt Re BEDBECFD % BEDZEC
8eecens Ao0s R9 41SEAASE % o
780ecece B 78C R1G4191E4D0 % [hea
[788ecaca oe 83, =(aSecchell - OxTERICCE) R11 BEDSEDBS %
7800CACE LDR R2, =({aOrgdexctfsetd - 'W =
7800 STR O, [SP, i1 304var_11C] pie ey A SN
|7s0ececa sso " . P BEDGEEED % 3
7800caCC DO RS, 5P, xl3beve 2 apechcE b onk Simenciiire
|7800C8CE MOWS R1, R3 &) Thresds
76000808 STR B3, [SP,érc13btvar D3]
[78eacanz Ao B2, PC ; Decimsl Hex  State
75000004 LDR R3, [SP,#@x13Bevar L1C] E 11605 2055 Ready
7690006 MOWS BB, 3 L s 3

5

|78eecaos eL unk_78815C3C & rer 3718
2RO IR, L = & azie 3m0k
|78eeceoe novs 1, % & 1241 3

B 1wy 31 meudy
0 & x T Stack viee

XRHERA T HEHE

[anon:libe_mallac] Tr4C1000 Tr4CI000 E W I bute
aom. example. hellowerld 1. apk Tr4CD000 Tr4CEQOO E il burte
data@app@com. example. helloworld 1. apk@clazses. dex Tr4ECO00 R I byte
data®app@com. example. helloworld 1. apk@classes. dex  7F4ECO00 R I bvte
data@app@oom. example helloworld 1. apld@elasses. dex  TF4EDOOO0 R i borte
com. example. helloworld 1. aphk TTECZ000 TTEC3000 E i} byrte
com. example, helloworld 1. aphk TraC3000 TraC4000 R B I bvte
dalvik_j1t_code_cache TraC4000 TPV3E000 E . I I bute
[anon:libe_mallac] TTr3E000 TTVTI000 E W il borte
debuz034 TFPT3000 TFPTTO00 E W il byrte
debug0as TEPTTO00 TE7TE000 E A | bate
r o 1aaeam EEEEERPrs LT s ™ m n 1

an
an
oo
an
an
an
oo
an
an
an
an

e

publi
publi
publi
publi
publi
publi
publi
publi
publi
publi
publi




ScdumpTdex

JOVOLYDL  LUL_/ OWaLgDL

78B8C8BC MOVS R@, R4

Execute script

Snippet list Fleaze enter script body

Name static main(void)
ﬂ Refeult spdpmet’ : autc fp, begin, end, dexbyte;

fp = fopen("C:\\dump.dex"”, "wb");

begin = @x774CEQ00;

end = @x775C2000;

for ( dexbyte = begin; dexbyte < end;
dexbyte ++ )

fputc(Byte(dexbyte), fp);

b

Line:f Column:1®

Seripting language IDE v | Tab size

vith FC)
Bun. Export Import
i ki Ll
S EEDSEEE4 @©8060008
S BEDBEBEE 4191E4C@ [heap]:4191E4Ce
o o BEDBEEEC 41S5EAA2C debug@42:415EAA2C

staticmain(void){ autofp,begin,end,dexbyte; fp=fopen("C:\\dump.dex","wb"); begin=0x774CE000; end=0x775C2000; for(
dexbyte=begin;dexbyte<end;dexbyte++) fputc(Byte(dexbyte),fp);}

8. WMdex3Z{%

A LEE, BAERBRESAIERodexit2dex4tT



010 r - Chdump.dex — O x>
Edit Search View Format Scripts Templates JTools Window Help
-2-d@d 30| % ERQ OB L I B A M=
ispace = X| Startup dump_43028h_ATC14h. dex dumpheard. dex
V| Edit As: Hex Fun Seript Fun Template
Name Size 0000h: €4 65 79 OA 30 33 36 00 28 00 00 00 14 AC
- () 0010h: 40 AC OE 00 73 03 00 00 BE& AF OE 00 10 83
= TOSHIBA EXT (H:) 0020h:| 00 00 00 00 B8 50 7D 19 64 &5 78 0A 30 33 35 00 ce o
; 0030h: 40 BC €E 89 12 2D 24 38 DB €6 CC 4D 26 D8 63 E6 Bn%. -5
_— o (@) 0040h:| SE 2F D5 C3 CE 57 SE 2B 14 AC OE 00 70 00 00 00 “l@fﬁ“+ Siradat
= C 0050n: 78 56 34 12 00 00 00 OO0 OO0 00 QO 00 54 22 04 00 i S ™ s
2 0060h:| CS 08 00 00 70 00 OO0 00 57 01 00 00 54 23 00 00 EpW Sl
| | Refresh | 007Ch: 26 02 00 00 FO 28 00 00 B8 02 00 00 B8 42 00 00 | &...8(..,....B..
= 0080h: D3 05 00 00 78 58 00 00 80 00 0O 00 10 87 00 00 (£ b 00 120 e
Filez 0 Explover 0090h: 14 8C 03 00 10 97 00 00 10 97 00 00 12 97 00 00 | .E...—..—u..—
[ 8 x 00AOn: 17 97 00 00 1A 57 00 00 1E 57 00 00 27 97 00 Q0O = =cre=ck =
QQ0BOh: 35 97 00 00 55 97 00 00 70 97 00 00 7A 87 00 00 o, .Z—
Type Value “ gocon: 7D 97 00 0O 85 97 00 00 8C 97 00 00 91 S7 00 00 | }—.. JE—. L —
ed Byte 100 00DOR: 97 97 00 00 9F 97 00 00 A7 97 00 00 AF 97 00 00 | —..¥—..§.. —
gned Byte 100 QOQEOh:| BT S7 00 00 BF 87 00 00 CT 87 00 00 CF 87 00 00 S o i
ed Short 25856 0OFoh: D7 97 00 00 DF 97 00 00 E7 97 00 00 EF 97 00 00 | »—..B—..g—..i—
QSEd ShoRti056 0l00n: F8 97 00 00 OO 98 00 OO 08 98 00 00 1F 98 00 00 | ... ...7...~
:nelgtlnl :;g;g;g;s 0110h:| 24 S8 00 00|29 98 00 00 2F 98 00 00 35 98 00 00 s
ed Int64 15255930169550180 0120h: 3B 98 00 00 46 98 00 00 6B 98 00 00 SO S8 00 0O 5=
gned Int64  15255030169550180 0130n: B2 98 00 00 D5 98 00 00 F7 98 00 00 19 99 00 00 | =-.
i 1.200798e-32 0140h:| 3B 99 00 00 51 99 00 00 5C 89 00 00 &C 99 00 00 bt
huto Variables @ Bookmarl » 0150h:| 7E 9% 00 00 8F 95 00 00 E2 99 00 00 |EC S9 00 00 = hd
mt & x|
his panel displays the re n running a script or template)
ress c to hide this panel)
> Mz 4/ = P/ I i | VA .
REREERR, HUTHZhearddBoEE:
ey sun razn s O PR [ — s acunuvuue o P—— 1 azuuubuns FO—— R
1fsigned int _ fastcall sub_78@@EEAC(_DWORD *al, unsigned int *a2, unsigned int a3, int a4)
2
3{ signed int v4; // r4
4| int v5; // r5
5| int v6; // r3
6| unsigned int v7; // r7
7| unsigned int w8; // r2
8| unsigned int va; // r3
o| int i; // r4
18| dint v12; // [sp+8h] [bp-38h]
11| unsigned inmt v13; // [sp+18h] [bp-28h]
12| dint v14; // [sp+l4h] [bp-24h]
13
14| if ( la1)
15 return @;
16| if { Yaz )
17 return 8;
18| w4 = @3
19 w5 = a3 & 73
28| if ( 123 & 7))
21| {
22 vd = 8;
23 if ( a4 )
24 1
25 vl3 = a3 »» 3;
26 v12 = -1648531527 * a4;
fo S — .
XERSREFTLLIE




FOUOLTN L PV MLy #TALTY
78060108 STR R3, [SP,#@x13@+var_11C]
78080102 BL unk_78815CaC
7800C106 MOVS R1, RS
78000108 MOVS R2, #9x78@
7808C10A MOVS R3, #9208
7888C16C ADD R®, SP, #@x138+var_CC
7808C10E BL b 780@EEAC
7888C112 LDR Rs ) [RrS,#8x20]
7806C114 LDR @, [SP,#8x130+var_E0]
7808C116 LDR R2, =(aFilesizeD - B8x7808C120)
7806C118 LDR R1, [SP,#@x138+var_D8]
7808C11A STR R@, [SP,#@x138+var_Fo]
7808C11C ADD R2, PC ; "fileSize:%d"
7800CL1E MOVS RO, #3
780880128 MOVS R3, RS
7888C122 STR RS, [SP,#@x13@+var_11C]
7808C124 BL sub_78@15C3C
7808C128 LDR R1, [SP,#@8x13@+var_110]
7800C12A CMP R1, #B
78080120 BEQ loc_788@C16E
=1
RS ERER :
EStaij:BEDSEC51 DCB al
[stack]:BEDBECS2 DB @x59
b® [[stack]:BEDBECS4 DCB @x64
[stack] :BEDBECS55 DCB ©x65
[stack] :BEDBECS6 DCB ©8x78
' |[stack]:BEDBECS7 DCB  @xA
[stack]:BEDBECS8 DCB ©8x3@
[stack] :BEDBECS59 DCB ©x33
[stack] :BEDBECSA DCB ©x35
[stack]:BEDBECSE DCB @
[stack]:BEDBECSC DCB ©xFC
[stack]:BEDBECSD DCB ©x29
[stack]:BEDSECSE DCB 8
[stack]:BEDSECSF DCB 5
[stack]:BEDBECE® DCE @x35
[stack]:BEDBECEL DCB Bx3A
[stack]:BEDBECE2 DLEB @xE2
[stack]:BEDBECE3 DCB @x26
[stack]:BEDBECG4 DCB 1
[stack]:BEDBECES DCB @xC9
[stack]:BEDBECEE DLB @x74
[stack]:BEDBECE7 DLCB BxES
[stack]:BEDBECES DLB @x72
[stack]:BEDBECEY DCB @xF1

AT

L I

fm 2 L




XEBEIAHIM T dex

RAXEMERRR, BAREREERSR

ERR=EIRA+ RN, MZAERIERS:

IRERE— T BERYEE |

SOV L1EYE S H K3, [>F,Faiivtvar_LIL |
7888C182 BL unk_78815C9C

788@C106 MOVS R1.R

7800C108 MOVS

788GC18A MOVS R3, #Bx20

788@C18C ADD R@®, 5P, #@xl3@+var_CC
786@C18E BL sub_78BBEEAC

7860C112 LDR RS, [RS,#@x28]

EBRR2ZOX7OMEBXMHXR/NN, EN: EFHRTONSH D5 NEEFRREr0,r1,r2,r3

llsigned int _ fastcall sub_7B8@BEEAC{_DWORD *al, unsigned int *a2, unsigned int aq, int a4)
2
3| signed int w43 J/ rd

4| int v5; // r5

5| int ve; J/ r3

6| unsigned int v7; // r7
7| unsigned int w8; // r2
3| unsigned int vo9; // r3
9| int i; // ra

18 int vi2; // [sp+
11| unsigned int w13;
12| int v14; // [sp+l4h] [

13

14| if ( lal )

15 return @;
16| if ( laz )

return @;
gt io:

/13 = a3 > 33
12 = -1648531527 * a4;

UNENOWH sub_7SO0EE4C:1 (7SO0EEAC)

e YR B



s o noy o, wwasomTvar o
78B8CAFA MOVS R&, R3

7888CAFC MOVS R1, #&

780@CAFE MOVS R2, #8x1@

7a@acles STR R3, [SP,#@x138+var_11C]
7880182 BL unk_78@815C9C

7888C1es MOVS R1, RS

7886C1es8 MOVS R2, #@x78

7888C18A MOVS R3, #8x28

Jaeaclec ADD R@, SP, #8xl38+var CC
780@C10E EL sub_78@@EE4C

7886C112 LDR RS, [RS,#8x28]

7808C114 LDR R@, [SP,#8x138+var £0]
7888C116 LDR R2, =(aFilesiZED-— Bx7386C128)
7868C118 LDR l—n—mzj—,
78@8C11A STR RO, [SP,#8x1384+var_Fe]
78@8C11C ADD R2, PC ; "fileSize:¥d"
7888CL1E MOVS R@, #3

7888C128 MOVS R3, RS

78000122 STR R5, [SP,#@x13@+var 11C]
7886C124 BL sub_78@15C3C

78860128 LDR R1, [SP,#@x13@+var_110]
7a@aclaa CMP R1, #@&

7886C12C BEQ lclc_?SGBClEE

O & X | [0 Stack view

MX M EHREE —NEEMEF — MEFIXXEXR), XERAERBEREK/

XA 15 B 2R T

239 }
248
241| w19 = (sub_78@878CA)(v18 + BX28);
242( (unk_78815C3C)(3, "SecShell”, "orgDexOffset:%d", vl
243| (unk_78@15C9C) (&9 )
244| v 3 + v19 + 48;
245| (unk_78@15D1C) (&v98, v18 + v19 + 4@, 112);
245 (unk_78815C9C)(&v93, @, 16);
247| (unk_78@R@EEAC) ( &v08, 112, 32);
248 B 15
s H
258 w2 unk_78015C3C) (3, "SecShell”, "fileSize:¥d", v1ee);
251 if ( v7s )
252 {
253 v H
254 BxFFF )
255 V78 / 4896 + 1) << 12;
256 _7B@15CTC)(v1E, w21, 3);
Pl
258
259 - H
2668 /78 & BxFFF )
261 (V78 / 8896 + 1) << 123
{unk_78815C7C)(v18, v22, 5);
}

A ABEIXEESIANT — MR Ev70=v00,A/5v7 01T 7T —RFIRIE



AEBBALZ, FTiiT, KIv100FEMER3

R34A7C14

3
3
3
- |

P g

EE2DTVI0RENNMHEXR), A EBBEAKAT, BEEEDVI0RERTLIESR

Sedump Fdexheard {4

TEUPLYEA POV HY, K3
788@CBFC MOVS R1, #&

7880CBFE MOVS R2, #@x1@

78@eCled STR R3, [SP,#@x138+var_11C]
78@80C182 BL unk_78815C9C

Spippet list Pleaze enter seript body

MName static main(void)
q Defsult saizpet;* { auto fp, begin, end, dexbyte;
fp = fopen("C:\\dump_heard|.dex", “wb"};
begin = @xBEDBECS4;
end = BxBEDSEC54+8x70;
for ( dexbyte = begin; dexbyte < end;
dexbyte ++ )

fputc(Byte(dexbyte), fp);

Line:4 Column:2®

Seripting langnage IDC - Tab size

zed with FC)

Bun. Export Inport

4 BPeaRREE
4191E4C0 [heap]:4191E4C@




staticmain(void)

autofp, begin, end, dexbyte;

fp= fopen("C:\\dump_heard.dex", "wb");

begin= OxBED8EC54;

end= OxBED8EC54+0x70;

for( dexbyte = begin; dexbyte < end; dexbyte ++)

fputc(Byte(dexbyte),fp);

FLAEFZEIEM T

FIRENEIRERIdex, ARRERBE, TEHEBRSUE, AEBRES— A dexXHLEMNMHEX ), REHELBRIENdextREESE
BiRRl, XEHEEW ES—NXHEKRDATCI4

SAIE{ERBO010editor:

edit->selectrange



E:AS9T70n:
E:AS80n:
E:ASS90n:
E:ASA0h:
E:ASBOR:
E:ASCOR:
E:ASDOR:
E:ASE0h:
E:ASFOh:
E:AAQOR:
E:AR10On:
E:RARZ0n:
E:AA30h:
E:An40n:
E:RARS0n:
E:ARE0R:
E:AATOh:
E:AASOR:
E:AR90n:
E:ALLOn:
E:AABOh:
E:RACOh:
E:RADOR:
E:RARFOn:
E:ARFOR:
E:ABOOh:
E:AB10h:
E:AB20h:
E:AB30h:
E:AB40h:
E:ABS0h:
E:AB60N:
E:RB70n:
E:ABE0R:
E:ABS0h:
E:ABAOR:
E:RBBOn:
E:ABCOh:
E:ABDOh:
E:ABEOh:
E:ABFORn:
E:ACO0OR:
E:AC10h:
E:AC20h:
E:AC30n: a 00 vl 00 00 00

X Select

Size: ATC14h Hex ~ | Optiens -

SR[5File->saveselection as file



:Recv

2019-10-09 19:42
2020-02-15 16:17
2020-02-18 1:17

2020-01-31 21:23
2020-01-31 20:54
2019-08-27 1:45

2019-10-16 12:27
2019-08-24 12:47
2019-12-14 14:56
2019-08-27 1:42

prai=s
prat=s
prat=s
prat=
prat=s
prat=
i
=
prtes
pralS

3605afe
B (C) 360UnCompact
(G I60Z2MEE T
B 4394

9644
R (C) AMD
*(F) CloudMusic
5(3) Drivers
SHIBA EX DRMsoft

Intel
HIBAEXT v «
TSN

FEERIT: | All Files (*.%)

=3
8 x| E :AAEOh:I

E:RAFQh:
Value E:ABOOR:
57 E:ABl0h:
e 5_;/1" E:RB20h:
art 58425 o
921887801 3 i
921887801 E:RBSO0n:
692319699353134137 E:AB60R:
64 692319699353134137 E:AB70h:
7.238731e-06 E:RB80h:
21.}]%%3397444267&262 E:AES0R:
936600 ' 060av0" Ui... E
DiEEM 000 0E5H... E:AEBOk
01/25/2094 E:ABCOh:
E:RBDOh:
11/15/3794 22:45:35 E:RBEOR:
E:ABFOh:
03/19/1999 23:56:41 E:ACOOR:
E:AC10h:

E

®RFRE, Fldexheard.dexmd£i%k, edit->copy as hex

tACZ20h:

AERIBERFFRIdexFpastefrom hex




Startup
¥ Edit As

0090R: 3F
QOAOh: BA
00BOh: 42
00COh: AT
00DOR: EO
ODEOR: 31
00FOh: B5
0100h: AF
0110n: OE
0120n: 4C
0130n: 87
0140n: F6
0150 AS
0160h: 50
0170h: 11
0180h: €A
0190h: BA
01AOnh: ES
01BOh: 4B
01COh: AD
01D0OR: 01
01ECh: 3D
01F0R: &F
0200n: BC
0210 01
07 o220m: 3%
0230R: 71
0240h: B8
0250n: EB
0260h: 16
0270n: €2
0280n: B2
0290n: 18

dungp,

4D
4D
4E
4E
4E
4F
4F
4F
50
50
50
50
51
52
53

53
53
54
54
55
55
55
55
56
56
56
56
-1
57
57
57
58

06
06
06
06
06

06

FJFFdex

oo
oo
oo
oo
0o
00
0o
0o
00
00
0o
oo
oo
oo
oo
0o
00
0o
0o
0o
00
00
0o
oo
oo
0o
a0
0o
00
oo
00
oo
00

€2
bz
4R
BS
o1
3F
81
F9
1E
sD
8D
21
D2
86
2E
74
co
Fo
€5
ca
14
4C
88
cD
15
4E
87
c3
Fg
22
TE
E8
56

4D
4D
4E
4E
4F
4F
4F
aF
50
50
50
51
51
52
53
53
53
53
54
54
S5
=K
58
55
58
56
56
56
5¢€
57
57
57
58

o e B ol Y el
_43028h_ATC14b, dex

ipt *

06
0€
06
o€
06
0€
08
08
08
0€
06
0€
08
08
08
o€
08
08
08
08
06
0€
08
0€
06
LT

00

00
oo
00
oo
o0
o0
00
oo
oo
00
00
00
oo
00
o0
oo
o0
oo
oo

0o
00
00
00
oo
00
00
oo
00
oo
oo

€9
87
4D
FD
SF
51
m
cs
2D
8F
E2
22
58
1]
E2
1F
sD
sc
DE
FF
40
B4
F3
SF

53

08
(1]
06

06

0o
(1]
oo
oo
(1]
oo
00
oo
00
0o
0o
oo
0o
oo
(1)
oo
00
oo
00
oo

oo
00
oo
ad
oo
a0
00
00
oo
00
oo
oo

o8
43
B
cB
D
27
D1
5D
23
CE
39
b3
Fo
2F
&5
AC
4
2B
69
BO
ES5
06
4A
96
B
€3

| ==

53
54
54
54
55
55
55
55
58
56
58
56
57
57
57
57
58

06
o0&
o0&
08
o0
06
o€
06
o€
06
o0&
06
o0&
o0&
08
06
0é
06
0
06
06
o0&
06
o0&
o8
08
08
06
o€
06
o€
06
06

LIS el %]
v dex @

OL..BL.
EL..8L.
M. .bM. . |M..
oM. .0M. .OM.
BN..JN..gN.
SN..uN. AN,
aN...0...0
10..70..RO..
-0..%0..80.
TD..80...P..
W BautP
LP..]P..1P..
$F...F..—F..EE..
GF..!Q..MQ. . }Q..
Q..6Q..¥Q..'R..
PR..TR..¥YR..BR..
«5...5..05..18..
35..%5..15.."5..
°5..As..ES
&5..8S..-T
KT..eT...T
-T..ET._&T..8T..

SV..NV..IV..1V..
Q.. V. .aV. . oV

K. VK. ._X..cX..



- jadx-gui

@ New
X R S TR wE

SRE|sE|lsa|c @ BEH]

% dump_select.dex
ENER e
f android. support.v4
f# accessibilityservice
# app
@ f# content
- database
@ g3 graphics.drawable
# hardware.display
- internal.view
- g3 media
® g net
f#os
m @ print
§ 8 text
@ util
- 3 view
@ fg widget
# com.example.helloworld
@ @ BuildConfig
ERCYiai

“@R

(@ com.example.helloworld.MainActivity ¢

@ onCreate(Bundle) voi
@ onCreateOptionsMenu(;

package com.example.helloworld;

import android.app.Activity;
port android.os.Bundle;
import android.view.Menu;

9 [public class MainActivity extends Activity {
/* access modifiers changed from: protected %/
1e public void onCreate(Bundle savedInstanceState) {
11 super.onCreate(savedInstanceState);
12 setContentview(R. layout.activity_main);
}
18 public boolean onCreateOptionsMenu(Menu menu) {
19 getMenuInflater().inflate(R.menu.main, menu);
28 return true;
}
}
Smali

18
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