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TWEBVIEW - > fIETTE —> =8 / ERAXHE F —> B% / SEE
2)WEBVIEW - > IN#HTTE —> =8 / ERAMXMG T —> BRNEX M4
XEENMHENSRHEFE 128, M WebView RE—1TIXPINEERIZO:
WebViewClient.shouldInterceptRequest

THEE shouldinterceptRequest API BJ743:

API
shouldInterceptRequest fik

+ WebResourceResponse SNIEIRISIBEBORSHUES \/\/=bView view, WebResourceRequest request) Notify the host application of a resource request and allow the application to return the data. F2EE TR
BT, FAITRET R,
= If the return value is null, the WebView will continue to load the resource as usual. Otherwise, the returniE[IF response and data will be used. NOTE: This methed is called on a thread other thanf4-2 the Ul
thread so clients should exercise cautioni§{ff when accessing private data or the view system.
o RESAEENTERSER, BLeEAEE, HAENE. S, BRE, TE NN TEEREEEE BiRIETER— 8E Y AIWebR Ri i iewlIFEASTERTAT. Hin, MMEIRNE
ACrFmITER, SREECERS, BT EEENE. AReRTENR, EEEREIEVEEE RN,
o &7 request: Object contalning the detalls of the request. ALSRINHEREBIIS
o JEEHE: A WebRescurceRespor ntaining the response ir
P, SRR hEE N AEN
if (request.getUrl().tostring().endsWith(".ipg™)) [

ation ar null if the WebView should |cad the resource itself,

try {
return new WebfiesourceResponse("text /htnl®, "UTF-8", view.getContext().getassets().open("icon. jpg"});
} catch (IoExceptien e) {

@.printstackirace(); W

}
return nully

£ Jadx EREXNAE, WE

@ org.zywx.wbpalmstar.acedes.ACEDESBrowseriiindow? 3 (& org.Tywx.wbpalmstar.acedes.a J{ (9 org.zywx.wbpalmstar.acedes.DESUtility J{

package org.zywx.wbpalmstar.acedes;
import android.content.Context;
4 |import android.webkit.WebResourceResponse;

5 |import android.webkit.WebView;

7 |public class ACEDESBrowserWindow?7 extends EXWebViewClient [])

8 public void onDownloadStart(Context context, Sfring str, String str2, String str3, String strd, long §) {

g 1

1@

1 public WEbResourceResponsz{ shouldInter\ceptRequest(I{Ehview webView, String str) {

12 return a.b(str);

13 3

Y L, WhITECatZ 4= FF| )

RIL ab ik, HEEIRH

1

public static WebResourceResponse b(String str) {
WebRescurceResponse webResourceResponse;
if (!ACEDes.isEncryptci() || !str.startsWith{"contents:///android_asset/")) {
return Aull;

}
try [
String substring = str.substring(26);
if (substring.contains("?")) {
substring = substring.substring(®, substring.lastIndex0f("?"));




iEs

i
rean open - ACEDes.getContext() .getAssets().open(substring);
if [st endsw:tht ce557) || str.endsWith(".45")) {
treas byteArrayInputStream = new DyteArrayInputStress(DESUEility.a(DESUtility.a(open, open.availsble()), DESUtility.a(str)).getBytes());
uebﬁesnu reRespons? = str.endsWith(".css”) ¥ new webneggunqgngspo nse (“text/css", "UTF-8", byteArrayInputStream) : str end5ld'1th( js") ? mew WebResourceResponse(
} oelse [
webResourceResponse = new WebResourceResponse({String) null, "UTF-8", open);

1
return webResourceResponse;

} eatch (I0Exception e} { Y """J .f' N==1d
e.printStackTrace(); i U I R
return Aull;

XER RSB NE TR :

public static WebResourceResponse b(String str) {
WebResourceResponse webResourceResponse;
if ('ACEDes.isEncryptcj() Il !str.startsWith("contents:///android_asset/")) { //
MBREMETH S E SR ZEMcontents: ///android_asset/ FFLBISTHFIRH
return null;
3

try {
String substring = str.substring(26);
if (substring.contains("?")) {
substring = substring.substring(@, substring.lastIndex0f("?"));
}
InputStream open = ACEDes.getContext().getAssets().open(substring);
if (str.endsWith(".css"™) || str.endsWith(".js")) { //#IHiEFR2jsFcssE
ByteArrayInputStream byteArrayInputStream = new ByteArrayInputStream(DESU
tility.a(DESUtility.aCopen, open.available()), DESUtility.a(str)).getBytes()); //iR[EIEIE
HIERX
webResourceResponse = str.endsWith(".css") ? new WebResourceResponse("tex
t/css", "UTF-8", byteArrayInputStream) : str.endsWith(".js") ? new WebResourceResponse("t
ext/js", "UTF-8", byteArrayInputStream) : null;
} else {
webResourceResponse = new WebResourceResponse((String) null, "UTF-8", ope

nl;

}
return webResourceResponse;

} catch (IOException e) {
e.printStackTrace();
return null;

}

ks
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public static String a(String ste) {
string str? = mull;

int lastIndexOf = str.lastIndexOf(47);

if (lastIndexOf > @) {

str2 = str.substring(lastIndexOf + 1, str.length(});

1
int lastIndexOf2 = str2.lastIndexOf{d6);
return lastIndex0f2 > @ 7 strZ. substring(d, lastIndex0f2)

public static String a(byte[] bArr, String

if (bArr null || bArr.length @ {
return "7;

+

int length = bArr, length;

int length2 = "3G2WIN Safe Guard”.lemgthi);

if (length <= length2) |
return naw Stringz(bAre);

1

if (1"3GZMIN Safe Guard".equals(new Stri
return new Streing(bAre);

1

str) {

g(bare, length

int i = length2 + 256;
if (length <= 1) {
return new String(bare);
b
int i2 « length - i;
Resources resources - ACEDes.getContext().getResources();
return nativeHtmlDecode(bArr, str], Integer.toString(i2),

public static byte[] a(InputStreas 4
bveel] bArr = null:

EXERACRBHLNG TR :

str2;

- length, length2)}) {

public static WebResourceResponse b(String str) {

WebResourceResponse webResourceResponse;
Istr.startsWith("contents:///android_asset/")) { //
MRAEMEZTHISMHE EFRZEMcontents: ///android_asset/ FFLAIH4FLIEH

if ('ACEDes.isEncryptcj() Il

return null;

ks
try {
String substring = str.substring(26);
if (substring.contains("?")) {
substring = substring.substring(@, substring.lastIndexO0f("?"));

}

InputStream open

DAL )

a.a(resources getString(resources .getldentifier(a.f, EUExuril.s| );_mu,etlr—,e |aﬁ:a*.r._; Ty ;] P;‘
AR L A2

ACEDes.getContext().getAssets().open(substring);

if (str.endsWith(".css"™) || str.endsWith(".js")) { //#IEFREjsHcssE

ByteArrayInputStream byteArrayInputStream

new ByteArrayInputStream(DESU

tility.a(DESUtility.aCopen, open.available()), DESUtility.a(str)).getBytes()); //iR[EIEIE

L SAe SN A /1L



B DL X
webResourceResponse = str.endsWith(".css") ? new WebResourceResponse("tex
t/css", "UTF-8", byteArrayInputStream) : str.endsWith(".js") ? new WebResourceResponse("t
ext/js", "UTF-8", byteArrayInputStream) : null;
} else {
webResourceResponse = new WebResourceResponse((String) null, "UTF-8", ope
nd;
3

return webResourceResponse;

} catch (IOException e) {
e.printStackTrace();
return null;

B2 Appcan 8 sdk T, 3E DESUtility.a XN ET, WREEIRH

public statie String a(String ste) |
~ing strd = null;
int lastIndexOf = str.lastIndex0f(47);
iF (lastIndexof > @) [
str2 = str.substring(lastIndex0f + 1, str.length());

1
int lastlndex0f2 = stri.lastIndex0f(46);
return lastIndex0f2 > @ 7 strZ.substring(d, lastTndex0f2) © str2;

public static String a(byte[] bAcr, String str) {
if (bArr null || bArr.length @y {
return "7;
}
int length = barr.length;
38 int length2 = "3G2WIN Safe Guard”.lemgth();
] if (length <= length2) {
return naw String(bAre);
1
if (1"3G2WIN Safe Guard”.equals(new String(bAre, length - length2, length2)}) {

n new String(bAre);

nt i = length2 + 256;
d.'f {length <= i) {
return new String(bAre);
b
int i2 = length - i;
Resources resources = ACEDes getContext(). getREsunr‘(Es -
return nativeHtmlDecode (bArr, std, I _toString(i2), a.a(r:auur::s.ge‘.SLr‘ing[r::nur:=s.getldznliFi:r‘(ﬂ.f, EUExUtil. s ncv,ell |c lexf e Frng»ﬂ yr]

public static byte[] a(lnputStress inputStream, int i) |
bvte[] barr null:

SEFENLZMT “3G2WIN Safe Guard” =4, MUKFEE % nativeHtmIDecode
X2— native Ak

5

93 }

94 -

95 public static native String nativeHtmlDecode(byte[] bArr, String str, String _é.,_f r \jf\ﬁl_r]]wgrs‘l ijf '7" "" r]
96 |} -

AL FERNEM T XEB load T— so X1 . "BDebua. TAG=appcan"



9 |import java.io.InputStream;

10 |import org.zywx.wbpalmstar.base.BDebug;

11 |[import org.zywx.wbpalmstar.engine.universalex.EUExUtil;

12 |import org.zywx.wbpalmstar.plugin.uexfilemgr.FileUtility;

13

14 |p i DESUtility {

15 static |

16 System.loadlLibrary(BDebug.TAG);

17 }

18

19 public static String a() {

20 return Environment.getExternalStorageDirectory().getAbsolutePath().replace(” ilityMMT TAG, 1Y)+ =l |separ
21 } N * e W) ﬂ'vfl)l rECEI'['-’T.":_::EHJ/{,
22

21 ruhlir ebatic String al Shrine cbn) £

{£A ida ¥JFF appcan.so X, B@— TARSHRE, BEDTAIE sub_FD4 5%, £ F5
BEN C K13

48 int va4; f/ [sp+ACh] [bp+74h]

41| int va5; /f [sp+1@4h] [bp+CCh]
42| int v46; /f [sp+204h] [bp+1CCh]
43| int va7; // [sp+3@8h] [bp+2DBh]
a4
as| w22
46| w26
47| vi8
43| a7
49| w25
50| w24

a3;

{int *)& stack_chk_guard;
_INIEnv::GetStringUTFChars(al, =4, @);

(char *)_INIEnv::GetStringUTFLength((int)al);
(jbyte *)_INIEnv::GetStringUTFChars(al, a5, @);
(int *)_INIEnv::GetStringUTFLength((int)al);
51| w23 = _INIEnv::GetStringUTFChars(al, a6, @);

w21l = _INIEnv::GetStringUTFLength(({int)al);

53| j_memset(&.29, @, 16);

54| os_mdS_init(&vas);

55| os_md5_update(&ua4, vis, via);

56| os_md5_update(&v44, v28, v27);

57| os_md5 final(&v29, &v44);

58| os_md5_init(&ua4);

59| os_md5_update(&v44, &v29, 16);

68| os_md5_update(

61|  &va4,

62 "982398e") fay99ed ~$ ¥ EX AN EXR~$#$#cdfcdag0239X Twe 8 bjk7BI234y6cxzvO8324d196621378* 2897 3y r KUBFGE &* T0yhfdsuyf892yra™
63 "8ghwequifyh87%esabyf83g2uilrfgtvbiygfi2183klsdahfjsadhjkfsadfbhdj74e8923yhr32hjfkdsahfuy*&2364327848e 5% 4> (&(Bwrtf3"
64 "2$6987987fuihewr87ft872",

65 255);

66| os_md5_update(&vad, v23, v21);

67| os_md5_update(&v44, v28, v27);

68| os_md5_final(&v30, &va4);

69 j_memset(&vi3, @, 48);

78| j_sprintf(

71 &va3,

72 R S B S T S e e e S S et

73 (unsigned __int8)v3e,

74 BYTEL(v30),

75 BYTE2(v20),

76/ HIBYTE(v30),

(A NERRNRNNERE NN NN
wn
4

ssnee

77| w3,
78 w3z,
79| w33,
se| v,

81  was,



a8 I

)| j_memset (845, @, 256);
08| j_memcpy(&vi5, Bunk 2EA4, 256);
91| V28 = J_strlen(Bua3); = WhITECat 24|
N o -~ - oL 24, Il ) /AN

3| do

RBXKT, TEHEAERZ, MAWNT, EEEXILALK., BRIBRAINERTAE

1, 3th& so XM ERE, AEE—1T1E, BEREE

2, E1%A Xposed hook DESUtility.a 757518 REIMNER UM 2R ER REFERENT,
EATREZD

— R

xposed FEFEMAIRT, XEEEWEKE

public void handlelLoadPackage(XC_LoadPackage.LoadPackageParam 1lpparam) throws Throwable {
if ("appBR".equals(lpparam.packageName)) {
Log.d("appcan"”, "load app " + lpparam.packageName);
XposedHelpers. findAndHookMethod("android.net.Uri$HierarchicalUri",lpparam.cla
ssLoader, "getPath" ,new XC_MethodHook() {
@0verride
protected void afterHookedMethod(MethodHookParam param) throws Throwable

super .afterHookedMethod(param);
Log.d("Appcan--contentProvider", param.getResult().toString()); //3%
BY /android_asset/widget/js/swiper-3.4.1.min.js X{HKEZE
filename=param.getResult().toString(); //BXHi&R ®7F2IfilenameE
}
s
Class clazz = lpparam.classLoader.loadClass("org.zywx.wbpalmstar.acedes.DESUt
ility™);
XposedHelpers. findAndHookMethod(clazz, "a", byte[].class, String.class, new X
C_MethodHook() {
@0verride
protected void afterHookedMethod(MethodHookParam param) throws Throwable

super.afterHookedMethod(param);
//Log.d("Appcan--result--xposed", String.valueOf(param.getResult()));
saveFile(param.getResult().toString(),filename); // hook org.zywx.wbp



almstar.acedes.DESUtility.a/% REME NREZREHRRG
ks
s
}
3

public static void saveFile(String content, String fileName) { //RIFXHHIRE

String basePath = Environment.getExternalStorageDirectory().getPath() + "/appcan_
dump";

String filePath = basePath + fileName;
Log.i("appcan-dump", "appcan.saveFile -> " + filePath);
try {

File file = new File(filePath);

File parentFile = file.getParentFile();

if (parentFile.isFile()) {

parentFile.delete();

3

parentFile.mkdirs();

file.createNewFile();

IOUtils.write(content, (OutputStream) new FileQutputStream(file),"utf-8");
} catch (IOException e) {

e.printStackTrace();

}

XEELREHZE hook org.zywx.wbpalmstar.acedes.DESUtility.a /3%, 2AG1ER saveFile A%
RTEBAER,
AELRIEDZR L, £ xposed HiE, BERENIZERE, BIXITH app, AIUNEBEEHREXHH
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FAFTFH sdcard B FHEHAY appcan_dump B

— appcan_dump/android_asset/widget

DATABASES WIDGET

112.56MB 2/, 15.51GB ] A, r/w

. FENHR
071login
17 10H 20 18:21:23  rwxrwx---

CSS
17 10H 20 18:21:40 rwxrwx---

JS
17 10H 20 18:21:45 rwxrwx---

main
17 10H 20 18:21:05 rwxrwx---

my
17 108 20 18:21°'45 rwxYrwy---




0 app WE9—HEMEM B R CIETF T, WRXE dump AEMIES N IHEER=—T,
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signVerify.js % 7 Bil:

appcan.control.min. js

appcan. listview.js
appean. listview.min.js

appcan.optionList.js
appcan. scrollbox. js

m

appcan.slider.min.js

appcan. treeview. js
appcan. treeview.min. js

(ol

W

- [£] jguery.selectseach.min. js
[E jsencrypt.min. js

8D & | A
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4___-_ B signverity. 5o al
1 T/FEME s il 75 22 5] [Tl 3sencrypt.min. jsFind51. js -
2 var publicKey =
"MIGFMABGCSQGSIb3DQEBAQUAALGNADCEiQKBgQCYGFFCqoC1vCDLeBy FuHdw4 johGvub0pQjERhPZW1PBLSRKSNBLYj +eDG0iZEIBUMEWGY16SHOqBKMLhewTQLRAL
= INLwW3Lei0gsIWTIGM3e11SuZLyMnMKSNVENCSugqS38cPMNpPpZRWARDTNXmpmh@KM79F1/1xanpoltgRev4wIDAQAB";
1 3 var PrivateKey = "MIICdgIBADANBokghkiG9w@BAQEFAASCAMAwWagIcAQEAAQGBAKbNoYr8KLgKD/y" +
= "C0d7QXu3e4TsrHd4sz3XgDYWEZZgYqIl jVDepenlztwomgjMj9xSxdpyCcB5606a@" +
; "lvalfNZpGoKXYS1xuFa?G7FRbaACoCLI1TRvBL4TNKFQhQ7e257ZktgyUePWYLLZ" +
B "uBhx5jXdriErRIx1jWK1q1NeEd3NAGMBAAECYYAWS70b+4JeBLFRyY9pbs/ovpCfl” +
;l "bKEC1QRI1yZBIHpoHKZPzt7k6D4bRFT4irvTHLoQmawXEGOS03UOTEYQLHARLItW"
~ 4 + "1CYKLyBK8yCyNpB/1L2vP+kHDzmM6Pr@IvkFgnbIFQmXeSSNBV+x0d1AYZuUPFKCY" +
o "fUSOKdmt3F/PbfYERQIBANrFSUaxmKk7qGXFRV7TCT+F27eAWtYi2h/gJenLrmtke"” +
] "Hg7SkgDiYHErJOns85va4cnhaAzAI1eSIHVaXh316XcCQQDOLINS7SLNDr/QUHNSG " +
a "pmeDd1lQfikeDKzWN8dMcUIqGVX4WQIMptviZuf3cMvam@+hDTVLVSePdTLAYSCF4" +
e "VNPbAKEAVbe54X1pCKBIX7iiLRKPdGiV1quél4j7FqUZLAKVKrPHeywuQygNXHZ+"
w5 + "HuGWTIUFItQfSFdjDrEBBUPMFGZ tdwIAVENIxyyIjFMIMAATKYhpNI33HrOvhHX1" +
"xVnsHOew8LGKNVMy96x11+xPISN/QYMa24dQQoS0ANBTOXwbsF73MuIAHZgaKZPs" +
"EN@8JUnWDOKS325+92malIm1YGdYf5ipB8/Bm3wELnIsCiAeRqYKMPPAMLCZSx+2" + "AsuClsjcp2rixw==";
& var signStr=buildKey();
7
&  var encrypt = new JSEncrypt();
9
18 =function addSign(str){
11 T return hex_md5(str + signStr);
12 L}
13
14 Efunctinn versign(str,ver){
15 if(hex_md5(str + signStr)==ver){
16 return true;
17 }elsed
18 return false;
19
20 L}
21
22 ©function RSASign(str){
23 encrypt.setPublicKey(publicKey);
24 return encrypt.encrypt(str);
25
26
27 ofunction RSADecrypt(str){
28 encrypt.setPrivateKey(PrivateKey);
29 return encrypt.decrypt(str);
38 - Wi e e
3 WCyWRITEC
|| 32 ofunction encodeMine(str){
5 33 T_ return encodeURIComponent(str).replace(”!","%21");

ok, XHEBATIM A AD T INBASEF—RIIRIET
=ZE

T—%, PMEEL hook AFX—T, SLIERRY, FAR— app BEFH—TH,

Over!



