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C\Windows\System32\sethc.exe #hifE#E REEE: ZRTOR shift &
C:\Windows\System32\utilman.exe &> HREFHE: Windows+U
C:\Windows\System32\osk.exe FEREE
C:\Windows\System32\Magnify.exe HBAE HRiEHE: Windows + IIHS
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WIERFAIINEE, Windows [FZERPEFEEENFF#E (Image File Execution Options),
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Debugger 28 EigERER N AR ENR AL EBSHRER U TIERFKLIE, XEEAIIHT
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A&y utilman.exe J9f5: HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Image File Execution Option 5750 utilman.exe IR, EILCITIAZRIN
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REG ADD "HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Image File Execution Options\utilman.exe" /-
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sc description "GoogleUpdated"  "description" W& 5 KIHEIAZR &

sc config "GoogleUpdated" start= auto WHEIXMRFSANEZIEZ net start "GoogleUpdated" — JHZIRS
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sc delete "GoogleUpdated"
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2.9 HIZIEAN

EFRRHIEENARR IARBE TR K, ME—FERERAK, Ll cobaltstrike 79
B, —RRATLGENZUSRR Isass 2 explorer iXFEAIHTESF, EXILLIRBEM, KRS

HWK | Beacon 1864 50 ﬂ x | Pesosii 18664 83 1 gTe X |

Py L] Har Acth - Lhert

=] o Lol ae

£ o et sl o

1 L= I Crocis a baness

e a0 - e

1o 800

123 i |

1 (Lt

1z 0

1048 o

o =

736 48 I = -

Ee e I Lo (o0 ] L] ,

o 2 T femee

el -} e i ¥ B A
L] ooy N M Bt i & W A
ot Ll e =t S TVEE A
bt el POes e £ 2 RS A
Fase] L= PARIPTYEE g

HHEENAFE:

AR process explorer . process monitor ZFi5a]


https://image.3001.net/images/20200304/15833031615422.png
https://image.3001.net/images/20200304/15833031734244.png

[ Lde Epest Fpme Jool OQptiora e
5

E1-EY - v.ﬁ.@ﬁﬁ alalam
4 i Faik
tarar :r:
v i
» TT c tar iy bkl |
o LR DL TR A 1 L% b T o e rH-i 198 chartl
= 1 E VB b
i L8 STt M\hﬂu'&umrlimﬂ
= £ ABumau i B nd o e o e S L LU s 1 U0 el g S o L s, |
v il
v Tn T
[l lmnm i Ic-u-l iI A ran P Tt s M shV Tt ey beivel | OCRR ln-l- E_HIE Laalh S Il "
v BE ] Srpe RO MWD Leilh M. Bute
Rt LS R
O LR ENTETT ] Lemnh: d dinr 1A il 1 9
= TR PECER |.-.,_-. L, mierties MR mlis
o TR Rt A ] T e
=] A 0 DB RN B PECTR I.-.pl. [ ——
nt e S LR ] a2t Lomd™h & wedban & cwalE 0

3.1crontab it HESEEI]

XHEHTF windows BIITRINESS, MERERPITIEESS. XBESKH shell —EiEH
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